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procedure GreedyDi?'erence (foozprintLengt/z: number; baseFile, verFile, dz?File : stream) 

local venpos, add_start, c0py.start: number; 
local hasktablelZl-IASHTABLESIZE] : number; 
local linldabIe[length(baseFile)] : number; 

begin 
venpos <- O; 
addstan (— 0; 

** Fill the Hash Table and Link List with Footprints from the baseFile ** 

BuildHashTable (baseFile, hashtable, linktable); 

while (verapos <= length(verFiIe) -?>0tprintl.eng1h) 

** FindBestMatch hashes a footprint at venpos in verFile, looks at all matching ** 
** sings in the hash table and link list, and sols copyjlart and copylength 
** to the offset and length ofthat suing in baseFile ** 

FindBestMatch (venpos, copystart, copylength. hashtable, Iinldable); 

if (copylen >=footprintLeng1h) 
1f (addstart <= verPos) 
EmitAdd (addstart, venpos — add_stan. verFile, dg'??le); 

end if 

EmitCopy (verqpos, comm-tam copylength, verFiIe, baseFile, dg?File); 
ver.pos (- verpos + copylen; 
addsta? = verqpos; 

else 
venpos (- venpos + 1; 

end if 
endwhlle 

EmitEnd (dg'?File); 
end 





Patent Application Publication Jan. 24, 2002 Sheet 6 0f 14 US 2002/0010702 A1 

@ $1 

98mm"; " 

** wEtBooM @3035 06 5958s was". 13283 mowco? 2w 2E ** 

wmgv .uwixg sur?ng “mags "23,3? won$$> dokmgi “2593M 9:539:- umn??q 



Patent Application Publication Jan. 24, 2002 Sheet 7 0f 14 US 2002/0010702 A1 

Encoding an Insertion and a Deletion 

HQ, 7/% 

‘J File 
(\J ' f ’\ 

v I / E 
3 

Version 

L/ File 
Copy ~ 

Encoding an Insertion 

Base 
1 /‘ File 

Version 

Z/ File 
Add Copy 



Patent Application Publication Jan. 24, 2002 Sheet 8 of 14 US 2002/0010702 A1 

Spurious or Aliased Match 

Start Collide/Restart Collide 
l l l 

Base A a A B c n 1: r 

Version A B c n E F 

f t t 1‘ 
Start Collide Restart Collide 

Rearranged Sequences 
Start Collide Restart 

t i 0 

Version A n c n 

f l t 
Start Restart Collide 

i116), @(B 



Patent Application Publication Jan. 24, 2002 Sheet 9 0f 14 US 2002/0010702 A1 

Head 



Patent Application Publication Jan. 24, 2002 Sheet 10 of 14 US 2002/0010702 A1 

procedure OneAndAHalfPass (pre?xLength : number; baseFile, verFile, dg‘?File : s tream) 

local ver1vos, addjlart, c0py_start: number; 
local hashtable[}IASHTABLESIZE] : number; 

begin 
venpos +— 0; 
addstart (- 0; 

** Fill the Hash Table with Footprints from the baseFiIe ** 

BuildHashTable (baseFile, hashtable); 

while (verzpos <= length(verl<‘ile) - pre?xLength) 

** FindFilstMatch hashes a footprint at ver_pos in verFile, looks in the hash table for a matching ** 
** sequence, and sets copystan and copyiength to the oEset and length of that sequence in baseFiIe ** 

FindFirstMatch (verzpos, COWJIQI‘Z, copyjength, hashtable); 

if (copylen >=pre?xLeng1h) 
if (addjtart <= verPos) 

FixupBu?'erInsertAdd (addstart, ver_pos -— addman, verFiIe. dz?File); 
end if 

FixupBu?‘erInsenCopy (venpos, copym‘an, copyleng?n, ver?le, baseFi'le, dg'?File); 
venpos (- verpos + copylen; 
addstan = venpos; 

else ' 

verpos (- verpos + 1; 
end if 

endwhile 

m, i0 
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procedure FlxupBufferInsertCopy (verPos, basePos, copyLen : number; baseFiIe, verFile, dz?File : stream) 

local back_copy.1ength, reclaimedlength : number; 
local curremLel“ : buf fer_el; 

begin 
reclaimedlength <— 0; 
back_copy_ler1gth (— ExtendMalchBackwards (verFile[verPos], baseFiIe[baseP0s]); 

** LastBu?'erEl returns the top element in the Fixup Bu?‘er ** 

cumentxl <- lastBu?‘erEl 

while (backmopylength >= cumanul‘length) 
reclaimedjength 4- reclaimedlength + cur-rentillength; 
currentgl <-— PopBuiferEl (currentzl); 

end while 

** Encode the forward copy and place of Fixup Bu?‘er *"‘ 

cun'enml (- PushBu?‘erEl (cunentxl); 
currenLeLlengt/z (- copyLength + mclaimedlength; 
cun'entgLo?et (- basePos — reclaimedlength; 
cunenLeLposilion (- verPos — reclaimedlength; 

end 

we; H 
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number procedure EmltCodes (basePos, verPos, verStarl: number; baseFiZe, verFiIe, dz?File : stream) 

local copylengzh; 

begin 

if (verPos > verStart) 
FiXupBu?erlnsertAdd (verStarT, verPos — verStan, verFile, dg'?File); 

end if 

** Find the longest identical sequence between the matching footpiints ** 

copyJengt/z <— ExtendMatch (baseFile[basePos], verHle[verPos]); 
length (- FixupBu?‘erlnsertCopy (verPos, c0pyStar1,c0py_Iength, verFile, baseFile, dl?File); 

return length; 
end 

mg, 13 
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number procedure FlxupEncoding (basePos, verPos : number; baseFile, verFile, di?File : s tream) 

local ret_value, capylength, reclaimedlength : number; 
local current_el*: buffenel; 

begin 
reclaimedlen (- 0; 

** Find the longest matching sequence that contains these matching footprints “‘* 

copylen <—~ EXtendMatch (baseHle[basePos], verFile[verPos]); 

** Locate the entry that encodes start of the match in the code word buffer ** 

currenLe] (- FindPreviousEncoding (vet-Pas); 
If (cun'enLel : NULL) 

return 0; 
endif 

** Reclaim as many codewords as possible and remove them from the cache ** 

do 
reLvaIue (- Reclaim (copylength, cumenLel, ver?le, dg‘?File); 
copylen (- copylen — reLvaI; 
reclaimedlength (- reclaimedlength + reLvalue; 
if ( retval 9E currentzl-glength) 

break; 
endif 
curnenLeI 4- NextBu?'erEl (cunentxl); 

while (1); 

** Re’encode the reclaimed codewords as a single copy “““ 

it‘ (reclaimedlength > 0) 
1.1078711314- InsenBulferEl(cunent.e1); 
cun'enuUength (- reclaimedlength; 
cumntzlo?fset +- basePos; 
cunenmlposition (- verPos; 

endlf 

return reclaimedlength; 
end 

F16, {5L 
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SYSTEM AND METHOD FOR DIFFERENTIAL 
COMPRESSION OF DATA FROM A PLURALITY 

OF BINARY SOURCES 

FIELD OF THE INVENTION 

[0001] The invention generally relates to the ?eld of data 
compression. More speci?cally, the invention relates to 
techniques, applicable to data Which occurs in different 
versions, for ?nding differences betWeen the versions. 

BACKGROUND OF THE INVENTION 

[0002] Differencing Algorithms and Delta Files 

[0003] Differencing algorithms compress data by taking 
advantage of statistical correlations betWeen different ver 
sions of the same data sets. Strictly speaking, differencing 
algorithms achieve compression by ?nding common 
sequences betWeen tWo versions of the same data that can be 
encoded using a copy reference. 

[0004] The term “?le” Will be used to indicate a linear data 
set to be addressed by a differencing algorithm. Typically, a 
?le is modi?ed one or more times, each modi?cation pro 
ducing a successive “version” of the ?le. 

[0005] While this terminology is conventional, differenc 
ing applies more generally to any versioned data and need 
not be limited to ?les. 

[0006] Adifferencing algorithm is de?ned as an algorithm 
that ?nds and outputs the changes made betWeen tWo 
versions of the same ?le by locating common sequences to 
be copied, and by ?nding unique sequences to be added 
explicitly. 

[0007] A delta ?le (A) is the encoding of the output of a 
differencing algorithm. An algorithm that creates a delta ?le 
takes as input tWo versions of a ?le, a base ?le and a version 
?le to be encoded, and outputs a delta ?le representing the 
incremental changes made betWeen versions. 

Fbase+Fversion_)A(base, version) 

[0008] Reconstruction, the inverse operation, requires the 
base ?le and a delta ?le to rebuild a version. 

[0009] FIG. 1 is an illustration of the process of creating 
a delta ?le from a base ?le and a version ?le. A base ?le 2 
and a version ?le 4 are shoWn schematically, in a linear 
“memory map” format. They are lined up parallel to each 
other for illustrative purposes. 

[0010] Different versions of a ?le may be characteriZed as 
having sequences of data or content. Some of the sequences 
are unchanged betWeen the versions, and may be paired up 
With each other. See, for instance, unchanged sequences 6 
and 8. By contrast, a sequence of one version (e.g., a 
sequence 10 in the base ?le) may have been changed to a 
different sequence in the version ?le (e.g., 12). 

[0011] One possible encoding of a delta ?le, shoWn as 14, 
consists of a linear array of editing directives. These direc 
tives include copy commands, such as 16, Which are refer 
ences to a location in the base ?le 2 Where the same data as 
that in the version ?le 4 exists; and further include add 
commands, such as 18, Which are instructions to add data 
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into the version ?le 4, the add data instruction 18 being 
folloWed by the data (e.g., 20) to be added. 

[0012] In any representation scheme, a differencing algo 
rithm must have found the copies and adds to be encoded. 
Such other encoding techniques are compatible With the 
methods to be presented in accordance With the invention. 

[0013] Differential Algorithms Applied 

[0014] Several potential applications of version differenc 
ing motivate the need for a compact and ef?cient differenc 
ing algorithm. Such an algorithm can be used to distribute 
softWare over a loW bandWidth netWork such as a point-to 
point modem link or the Internet. Upon releasing a neW 
version of softWare, the version is differenced With respect 
to the previous version. With compact versions, a loW 
bandWidth channel can effectively distribute a neW release 
of dynamically self-updating softWare in the form of a 
binary patch. This technology has the potential to greatly 
reduce time to market on a neW version, and to ease the 
distribution of softWare customiZations. For replication in 
distributed ?le systems, differencing can reduce by a large 
factor the amount of information that needs to be updated by 
transmitting deltas for all of the modi?ed ?les in the repli 
cated ?le set. 

[0015] In distributed ?le system backup and restore, dif 
ferential compression Would reduce the time to perform ?le 
system backup, decrease netWork traffic during backup and 
restore, and lessen the storage to maintain a backup image. 
See US. Pat. No. 5,574,906, issued to Robert Morris, titled 
“System and Method for Reducing Storage Requirement in 
Backup Subsystems UtiliZing Segmented Compression and 
Differencing”. 

[0016] The ’906 patent describes that backup and restore 
can be limited by both bandWidth on the netWork, often 10 
MB/s, and poor throughput to secondary and tertiary storage 
devices, often 500 KB/s to tape storage. Since resource 
limitations frequently make backing up just the changes to 
a ?le system infeasible over a single night or even Weekend, 
differential ?le compression has great potential to alleviate 
bandWidth problems by using available processor cycles to 
reduce the amount of data transferred. This technology can 
be used to provide backup and restore services on a sub 
scription basis over any netWork including the Internet. 

[0017] Previous Work in Differencing 

[0018] Differencing has its origins in longest common 
subsequence (LCS) algorithms, and in the string-to-string 
correction problem. For examples of the former, see A. 
Apostolico, S. BroWne, and C. Guerra, “Fast linear-space 
computations of longest common subsequences”, Theoreti 
cal Computer Science, 92(1):3-17, 1992 and Claus Rick, “A 
neW ?exible algorithm for the longest common subsequence 
problem”, Proceedings of the 6th Annual Symposium on 
Combinatorial Pattern Matching Espoo, Finland, 5-7 July 
1995. For an example of the latter, see R. A. Wagner and M. 
J. Fischer, “The string-to-string correction problem”, Jour 
nal of the ACM, 21(1):168-173, January 1973. 

[0019] Some of the ?rst applications of differencing 
updated the screens of sloW terminals by sending a set of 
edits to be applied locally rather than retransmitting a screen 
full of data. Another early application Was the UNIX “diff” 
utility, Which used the LCS method to ?nd and output the 
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changes to a text ?le. diff Was useful for source code 
development and for primitive document control. 

[0020] LCS algorithms ?nd the longest common sequence 
betWeen tWo strings by optimally removing symbols in both 
?les leaving identical and sequential symbols. (A string/ 
substring contains all consecutive symbols betWeen and 
including its ?rst and last symbol, Whereas a sequence/ 
subsequence may omit symbols With respect to the corre 
sponding string.) 
[0021] While the LCS indicates the sequential common 
ality betWeen strings, it does not necessarily detect the 
minimum set of changes. More generally, it has been 
asserted that string metrics that examine symbols sequen 
tially fail to emphasiZe the global similarity of tWo strings. 
See A. Ehrenfeucht and D. Haussler, “A neW distance metric 
on strings computable in linear time”, Discrete Applied 
Mathematics, 20:191-203, 1988. 

[0022] In Webb Miller and Eugene W. Myers, “A ?le 
comparison program”, SoftWare—Practice and Experience, 
15(11):1025-1040, November 1985, the limitations of LCS 
are established, With regard to a neW ?le compare program 
that executes at four times the speed of the diff program 
While producing signi?cantly smaller deltas. 

[0023] In Walter F. Tichy, “The string-to-string correction 
problem With block move”, ACM Transactions on Computer 
Systems, 2(4), November 1984, the edit distance is shoWn to 
be a better metric for the difference of ?les, and techniques 
based on this method enhanced the utility and speed of ?le 
differencing. The edit distance assigns a cost to edit opera 
tions such as “delete a symbol”, “insert a symbol”, and 
“copy a symbol”. For example, one longest common sub 
sequence betWeen strings xyZ and xZy is xy, Which neglects 
the common symbol Z. Using the edit distance metric, Z may 
be copied betWeen the tWo strings producing a smaller 
change cost than LCS. 

[0024] In the string-to-string correction problem given in 
Wagner et al. (supra), an algorithm minimiZes the edit 
distance to minimiZe the cost of a given string transforma 
tion. 

[0025] In Tichy (supra), the string-to-string correction 
problem is adapted to ?le differencing using the concept of 
block move. Block move alloWs an algorithm to copy a 
string of symbols, rather than an individual symbol. The 
algorithm is then applied to source code revision control 
package, to create RCS. See Walter F. Tichy, “RCS—A 
system for version control”, SoftWare—Practice and Expe 
rience, 15(7):637-654, July 1985. 

[0026] RCS detects the modi?ed lines in a ?le, and 
encodes a delta ?le by adding these lines and indicating lines 
to be copied from the base version. This is referred to as 
“differencing at line granularity.” The delta ?le is a line-by 
line edit script applied to a base ?le to convert it to the neW 
version. Although the SCCS version control system (Marc J. 
Rochkind, “The source code control system”, IEEE Trans 
actions on Software Engineering, SE-1 (4)1364-370, Decem 
ber 1975 precedes RCS, RCS generates minimal line 
granularity delta ?les, and is the de?nitive previous Work in 
version control. 

[0027] Source code control has been the major application 
for differencing. These packages alloW authors to store and 

Jan. 24, 2002 

recall ?le versions. SoftWare releases may be restored 
exactly, and changes are recoverable. Version control has 
also been integrated into a line editor, so that on every 
change a minimal delta is retained. See Christopher W. 
Fraser and Eugene W. Myers, “An editor for revision 
control”, ACM Transactions on Programming Languages 
and Systems, 9(2):277-295, April 1987. This alloWs for an 
unlimited undo facility Without excessive storage. 

[0028] The Greedy Algorithm 

[0029] AWell-knoWn class of differencing algorithms may 
be termed “greedy” algorithms. Greedy algorithms often 
provide simple solutions to optimiZation problems by mak 
ing What appears to be the best decision, i.e., the “greedy” 
decision, at each step. For differencing ?les, the greedy 
algorithm takes the longest match it can ?nd at a given offset 
on the assumption that this match provides the best com 
pression. It makes a locally optimal decision With the hope 
that this decision is part of the optimal solution over the 
input. 
[0030] A greedy algorithm for ?le differencing is given by 
Christoph Reichenberger, “Delta storage for arbitrary non 
text ?les”, Proceedings of the 3rd International Workshop on 
SoftWare Con?guration Management, Trondheim, NorWay, 
12-14 June 1991, pages 144-152. ACM, June 1991. 

[0031] For ?le differencing, the greedy algorithm provides 
an optimal encoding of a delta ?le, but it requires time 
proportional to the product of the siZes of the input ?les. We 
present an algorithm Which approximates the greedy algo 
rithm in linear time and constant space by ?nding the match 
that appears to be the longest Without performing exhaustive 
search for all matching strings. 

[0032] Delta Compression With Greedy Techniques 

[0033] Given a base ?le and another version of the same 
?le, the greedy algorithm for constructing differential ?les 
?nds and encodes the longest copy in the base ?le corre 
sponding to the ?rst offset in the version ?le. After advanc 
ing the offset in the version ?le past the encoded copy, it 
looks for the longest copy starting at the current offset. If at 
a given offset, it cannot ?nd a copy, the symbol at this offset 
is marked to be added and the algorithm advances to the 
folloWing offset. 

[0034] Referring noW to FIG. 3, the ?rst task the algo 
rithm performs is to construct a hash list and a link list out 
of the base version of the input ?les. The hash table alloWs 
an algorithm to store or identify the offset of a string With a 
given footprint. The link list stores the offsets of the foot 
prints, beyond the initial footprint, that hash to the same 
value. In this example, strings at offset A1, A2, A3, and A4 
all have a footprint With value A. The link list effectively 
performs as a re-hash function for this data structure. 

[0035] These data structures are assembled, for instance 
by the function BuildHashTable in FIG. 4. 

[0036] The algorithm then ?nds the matching strings in the 
?le. The FindBestMatch function in FIG. 4 hashes the string 
at the current offset and returns the longest match that 
contains the string identi?ed by the footprint. The function 
exhaustively searches through all strings that have matching 
footprints by fully traversing the link list for the matched 
hash entry. If the current offset in the version ?le verFile has 
footprint A, the function looks up the A-th element in the 
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hash table to ?nd a string With footprint A in the base ?le. 
In hashtable[A], We store the offset of the string With a 
matching footprint. The string at the current offset in the 
version ?le is compared With the string at hashtable[A] in the 
base ?le. The length of the matching string at these offsets 
is recorded. The function then moves to linktable[hashtable 
[A]] to ?nd the next matching string. Each successive string 
in. the link table is compared in turn. The longest matching 
string With offset copy_start and length copy_length is 
returned by the function FindBestMatch. 

[0037] Alternatively, if FindBestMatch ?nds no matching 
string, the current offset in the version ?le (ver_pos) is 
incremented and the process is repeated. This indicates that 
the current offset could not be matched in the base version 
(baseFile) and Will therefore be encoded as an add at a later 
time. 

[0038] Once the algorithm ?nds a match for the current 
offset, the unmatched symbols previous to this match are 
encoded and output to the delta ?le, using the EmitAdd 
function, and the matching strings are output using the 
EmitCopy function. When all input from verFile has been 
processed, the algorithm terminates by outputting the end 
code to the delta ?le With the EmitEnd function. 

[0039] Analysis of Greedy Methods 

[0040] Common strings may be quickly identi?ed by 
common footprints, the value of a hash function over a ?xed 
length pre?x of a string. The greedy algorithm must examine 
all matching footprints and extend the matches in order to 
?nd the longest matching string. The number of matching 
footprints betWeen the base and version ?le can groW With 
respect to the product of the siZes of the input ?les, i.e. 
O(M><N) for ?les of siZe M and N, and the algorithm uses 
time proportional to the number of matching footprints. 

[0041] In practice, many ?les elicit this Worst case behav 
ior. In both database ?les and executable ?les, binary Zeros 
are stuffed into the ?le for alignment. This “Zero stuf?ng” 
creates frequently occurring common footprints (discussed 
in detail beloW) Which must all be examined by the algo 
rithm. When a greedy algorithm ?nds a footprint in a version 
?le, the greedy algorithm compares this footprint to all 
matching footprints in the base ?le. This requires it to 
maintain a canonical listing of all footprints in one ?le, 
generally kept by computing and storing a footprint at all 
string pre?x offsets. See, for instance, Reichenberger 
(supra). Consequently, the algorithm uses memory propor 
tional to the siZe of the input, O(N), for a siZe N ?le. 

[0042] The Unmet Need for Generalization 

[0043] While line granularity may seem appropriate for 
source code, the concept of revision control needs to be 
generaliZed to include binary ?les. This alloWs binary data, 
such as edited multimedia, binary softWare releases, data 
base ?les, etc., to be revised With the same version control 
and recoverability guarantees as text. Whereas revision 
control is currently a programmer’s tool, binary revision 
control systems Will enable the publisher, ?lm maker, and 
graphic artist to realiZe the bene?ts of data versioning. It also 
enables developers to place image data, resource ?les, 
databases and binaries under their revision control system. 
Some existing version control packages have been modi?ed 
to handle binary ?les, but in doing so they impose an 
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arbitrary line structure. This results in delta ?les that achieve 
little or no compression as compared to storing the versions 
uncompressed. 
[0044] An algorithm for binary differencing exists. See 
Reichenberger (supra). 
[0045] While this algorithm handles binary inputs, it often 
requires time quadratic in the siZe of the input to execute, 
time O(M><N) for ?les of siZe M and N. As a consequence, 
the algorithm cannot be scaled to operate on arbitrarily large 
?les and consequently cannot be applied to a Wide variety of 
computer applications. 

SUMMARY OF THE INVENTION 

[0046] It is therefore an object of the invention to provide 
a scheme under Which advantageous compression, not pre 
viously available, is realiZed for multiple versions of data 
objects. 
[0047] It is a further object of the invention to provide a 
scheme using a scalable algorithm, such that the variety of 
computer applications and the siZe of the ?les operated upon 
are not limited. 

[0048] It is a further object of the invention to provide a 
scheme Which operates in a time Which is linearly related to 
the siZe of the ?les operated upon. 

[0049] To achieve these and other objects, there is pro 
vided in accordance With the invention a method for han 
dling ?rst and second versions of a data object for storage 
and transmission, the method comprising the steps of: 

[0050] performing a consecutive linear pass over 
both versions; detecting matching strings through the 
use of synchroniZing pointers, rather than exhaustive 
searching; and 

[0051] producing a set containing identi?ed 
matching segments and, (ii) for each of the identi?ed 
matching segments, an offset re?ecting the relative 
positions of the matching segments Within the ?rst 
and second versions; 

[0052] Whereby, for versions Whose matching strings 
are both local and sequential, the set closely approxi 
mates a set produced by a method of scanning the 
entire second version to ?nd a best possible match 
With a string in the ?rst version. 

[0053] The invention describes a plurality of methods for 
binary differencing that can be integrated to form algorithms 
that ef?ciently compress versioned data. Several algorithms 
based on these methods are presented. These algorithms can 
difference any stream of data Without a priori knoWledge of 
the format or contents of the input. The algorithms draWn 
from the invention can difference data at any granularity 
including operating at the level of a byte or even a bit. 
Furthermore, these algorithms perform this task using linear 
run time and a constant amount of space. The algorithms 
accept arbitrarily large input ?le Without a degradation in the 
rate of compression. Finally, these methods can be used to 
produce a steady and reliable stream of data for real time 
applications. 
[0054] The invention is disclosed in several parts. Tech 
niques useful to algorithms that generate binary differences 
are presented and these techniques are then integrated into 
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algorithms to difference versioned data. It is understood that 
a person of ordinary skill in the art could assemble these 
techniques into one of many possible algorithms. The meth 
ods described as the invention then outline a family of 
algorithms for binary differencing using a combination of 
methods draWn from this invention. 

[0055] While the invention is primarily disclosed as a 
method, it Will be understood by a person of ordinary skill 
in the art that an apparatus, such as a conventional data 

processor, including a CPU, memory, I/O, program storage, 
a connecting bus, and other appropriate components, could 
be programmed or otherWise designed to facilitate the 
practice of the method of the invention. Such a processor 
Would include appropriate program means for executing the 
method of the invention. 

[0056] Also, an article of manufacture, such as a pre 
recorded disk or other similar computer program product, 
for use With a data processing system, could include a 
storage medium and program means recorded thereon for 
directing the data processing system to facilitate the practice 
of the method of the invention. It Will be understood that 
such apparatus and articles of manufacture also fall Within 
the spirit and scope of the invention. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0057] FIG. 1 is a schematic, memory-map vieW of tWo 
versions of a ?le, shoWing a differencing scheme according 
to the invention, the result of Which is a difference ?le 
including markers for identical sections of the tWo versions. 

[0058] FIG. 2 is a snapshot representation of a data 
stream, shoWing, superimposed thereon, a group of ?Xed 
length symbol strings used for footprinting in accordance 
With the invention. 

[0059] FIG. 3 is a schematic representation of conven 
tional hash and link tables. 

[0060] FIG. 4 is a pseudocode implementation of a con 
ventional “greedy” differencing technique, employing the 
tables of FIG. 3. 

[0061] FIG. 5 is a pseudocode implementation of a “lin 
ear” embodiment of the method of the invention. 

[0062] FIG. 6 is a pseudocode implementation of a pro 
cedure called from the pseudocode of FIG. 5. 

[0063] FIGS. 7A, 7B, and 7C are illustrations of imple 
mentations of functions as per the embodiment of FIGS. 5 
and 6. 

[0064] FIGS. 8A and 8B are illustrations of version 
matching scenarios described in connection With the inven 
tion. 

[0065] FIG. 9 is a diagram of a data structure produced 
and used by a system and method according to the invention. 

[0066] FIG. 10 is a pseudocode implementation of a 
“one-and-a-half-pass” embodiment of the method of the 
invention. 

[0067] FIG. 11 is a pseudocode implementation of a 
procedure called from the pseudocode of FIG. 10. 

[0068] FIG. 12 is a pseudocode implementation of a “one 
pass” embodiment of the method of the invention. 
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[0069] FIG. 13 is a pseudocode implementation of a 
procedure called from the pseudocode of FIG. 12. 

[0070] FIG. 14 is a pseudocode implementation of 
another procedure called from the pseudocode of FIG. 12. 

DESCRIPTION OF THE PREFERRED 
EMBODIMENT 

[0071] Algorithms for Binary Differencing 

[0072] Binary differencing algorithms all perform the 
same basic task. At the granularity of a byte, encode a set of 
version data as a set of changes from a base version of the 
same data. Due to their common tasks, all of the algorithms 
We eXamine share certain features. All binary differencing 
algorithms partition a ?le into tWo classes of variable length 
byte strings, those strings that appear in the base version and 
those that are unique to the version being encoded. 

[0073] Initially, We develop some language and techniques 
that Will be common to a Whole family of algorithms. 
Having developed the methods, We present one possible 
algorithm, referred to as the “linear time algorithm”, that 
embodies these techniques. Then, We present advanced 
techniques, called undoing the damage and checkpointing 
for binary differencing that eXtend the facilities of an algo 
rithm. Based on these advanced methods, We present tWo of 
the many possible algorithms that embody this portion of the 
invention. 

[0074] Methods for Binary Differencing: Data Streams 

[0075] The binary algorithms under consideration operate 
on data streams. We term a data stream to be a data source 

that is byte addressable, alloWs random access, and stores 
consecutive data contiguously. The data stream abstraction 
is more appropriate for this application than the ?le abstrac 
tion, as the ?le abstraction provides a greater level of detail 
than the algorithms require. Files consists of multiple blocks 
of data Which may eXist on multiple devices in addition to 
being non-contiguous in storage or memory. In UNIX par 
lance, this is called the i-node interface. Files also lack byte 
addressability. Reads on a ?le are generally performed at the 
granularity of a ?le block, anyWhere from 512 bytes to 64 
kilobytes. 

[0076] Many systems, such as UNIX, offer a byte addres 
sable, seek-able and virtually contiguous ?le interface in the 
kernel. The UNIX read, Write, open, close, and seek func 
tions alloW an application to treat ?le data as a stream. For 
the remainder of this Work, the term ?le Will be used to 
indicate a linear data source that meets the properties of a 
data stream. 

[0077] For our purpose, data streams and consequently 
?les Will be assumed to have array semantics, ie the n-th 
offset in ?le A can be referred to as This convention 
corresponds to the concept of memory mapped I/O, Where 
the bytes of a ?le are logically mapped to a contiguous 
portion of the virtual address space. 

[0078] Methods for 
Strings 

Binary Differencing: Matching 

[0079] A data stream or ?le is composed of successive 
symbols from an alphabet, Where symbols are a fundamental 
and indivisible element of data. For our purposes, symbols 
may be considered bytes and the alphabet is the set of all 
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bytes, all combinations of 8 bits. While bytes are not truly 
indivisible, they do represent a fundamental unit for Write, 
read and copy operations in the data streams that We address. 
Any combination of sequential and contiguous bytes com 
prise a string. 

[0080] Adifferencing algorithm ?nds the changes betWeen 
tWo versions of the same data by partitioning the data into 
strings that have changed and strings that have not changed. 
Those strings that have not changed may be compressed by 
encoding them With a reference to the same data in the other 
?le. The quality of a differencing algorithm depends upon its 
ability to ?nd the maximum number of matching strings. 
The algorithm that produces the minimal delta ?nds a 
maximum total length of strings to be copied betWeen ?les. 
In a minimal delta, the amount of data not copied represents 
the changed data betWeen versions. 

[0081] Methods for Binary Differencing: Delta Files— 
Encoding the Changes 

[0082] Having found a partitioning of a version, the data 
stream must then be encoded in an output stream. In order 
to better compare different techniques, all of the algorithms 
We develop use the same ?le encoding. 

[0083] KnoWn encoding techniques may be used in con 
nection With the invention. See, for instance, Reichenberger. 

[0084] The Reichenberger encoding consists of three 
types of codeWords. There is an ADD codeWord, Which is 
folloWed by the length of the string to add and the string 
itself, a COPY codeWord, Which is folloWed by the length of 
the copy and an offset in the base version that references the 
matching string, and an END codeWord, Which indicates the 
end of input. The formats of these codeWords are summa 
riZed beloW. If required, such as in the case of the COPY 
command, a codeWord may also specify additional bytes to 
folloW. 

[0085] ADD—0nnnnnnn 

[0086] The seven bits (nnnnnnn) trailing the 0 specify the 
number of bytes folloWing the codeWord that need to be 
added to the version ?le. 

[0087] COPY—1kknnnnn 

[0088] All codeWords starting With a 1 copy bytes from 
the base ?le to reconstruct the version ?le. The 5-bit ?eld 
shoWn as nnnnn speci?es the 5 loWer bits for the copy 
length. The tWo-bit ?eld kk selects from four formats for a 
copy command. The four formats include various folloWing 
bytes. The four formats are tabulated here: 

following offset length max max 
kk bytes bits bits offset length 

00 ss 16 5 64 KB 32 bytes 
01 ssl 16 13 64 KB 8 Kbytes 
1O sssl 24 13 16 MB 8 Kbytes 
11 sssslll 32 29 4 GB 512 Mbytes 

[0089] An ‘s’ indicates a folloWing byte used to encode the 
offset in the base version. An ‘I’ indicates a folloWing byte 
used to encode the length of the copy. 
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[0090] END—00000000 

[0091] Terminate the processing of a delta ?le. 

[0092] For our purposes, the choice of this encoding, as 
compared to an equally good or better encoding, has a 
negligible effect on the algorithmic performance. Therefore, 
the particular type of coding used is not essential to the 
invention. 

[0093] Methods for Binary Differencing: Footprints— 
Identifying Matching Strings 
[0094] An algorithm that differences ?les needs to match 
strings of symbols that are common betWeen tWo versions of 
the same ?le, a base ?le, the reference version for the 
difference, and a version ?le, the ?le to be encoded. In order 
to ?nd these matching strings, the algorithm remembers 
strings that it has seen previously. HoWever, the common 
strings may not be stored explicitly as this is no smaller than 
the ?le being encoded. 

[0095] In order to compactly identify a ?xed length string 
of symbols, that string Will be reduced to a large integer by 
some hashing function. This large integer is the string’s 
footprint. A footprint does not uniquely represent a string, 
but does exhibit the folloWing property: tWo matching 
strings Will alWays express matching footprints, or equiva 
lently, footprints that do not match alWays imply that the 
strings they represent differ. 

[0096] Note that it cannot be said that matching footprints 
imply matching strings. Since a footprint reduces the 
amount of information required to represent a given string, 
there are by de?nition feWer footprint values than possible 
combinations of strings. To determine if strings are identical 
in the presence of matching footprints, the strings them 
selves must be examined symbol by symbol. 

[0097] Differencing algorithms Will use footprints to 
remember and locate strings that have been seen previously. 
These algorithms use a hash table With siZe equal to the 
cardinality of the set of footprints, i.e. there is a one-to-one 
correspondence betWeen potential footprint values and hash 
table entries. Each hash table entry holds, at a minimum, a 
reference to the string that generated the footprint. 

[0098] When a string hashes to a value that already has an 
entry in the hash table, a potential match has been found. To 
verify that the strings match, an algorithm Will look up the 
strings using the stored offsets and perform a symbol-Wise 
comparison. Strings that match may be encoded as copies. 
Strings that differ are false matches, different strings With the 
same footprint, and should be ignored. 

[0099] Methods for Binary Differencing: Selecting a Hash 
Algorithm 

[0100] Footprints are generated by a hashing function. A 
good hashing function for this application must be both run 
time ef?cient and generate a near uniform distribution of 
footprints over all footprint values. A non-uniform distribu 
tion of footprints results in differing strings hashing to the 
same footprint With higher probability. 

[0101] Many hashing functions meet the requirement for a 
uniform distribution of keys. See Reichenberger (supra) or 
Alfred V. Aho, Ravi Sethi, and Jeffrey D. Ullman, “Com 
pilers, principles, techniques, and tools”, Addison-Wesley 
Publishing Co., Reading, Mass., 1986. 




















