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(57) ABSTRACT 

A recoverable I/O request processor includes computer 
executable instructions for processing I/O requests, such as 
requests to send or receive data through a network. The 
recoverable I/O request processor translates virtual memory 
addresses to physical memory addresses utilizing translation 
tables local to an I/O device. If a local translation fails, the 
recoverable I/O request processor requests virtual address 
mapping information from the operating system. 
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RECOVERABLE METHODS AND SYSTEMS FOR 
PROCESSING INPUT/OUTPUT REQUESTS 

INCLUDING VIRTUAL MEMORY ADDRESSES 

[0001] This application claims the bene?t of US. Provi 
sional Patent Application No. 60/095,297, ?led Aug. 4, 
1998, the disclosure of Which is incorporated herein by 
reference in its entirety. 

TECHNICAL FIELD 

[0002] This invention relates generally to methods and 
systems for processing input/output (I/O) requests in a 
computer operating system. More particularly, the present 
invention relates to recoverable methods and systems for 
processing I/O requests that specify virtual memory 
addresses to I/O devices. 

BACKGROUND OF THE INVENTION 

[0003] One goal of a computer operating system is to 
provide safe and ef?cient access to I/O devices, such as 
netWork communication adapters, permanent storage 
devices, audio devices, and video devices. The 1/0 perfor 
mance of an operating system is affected by the need to 
translate virtual memory addresses utiliZed by application 
programs to physical memory addresses used by hardWare 
devices. For eXample, in order to access I/O devices, appli 
cation programs issue I/O requests to the operating system 
specifying the virtual memory address of data to be Written 
to an I/O device or the virtual memory address Where data 
received from an I/O device is to be stored. A memory 
manager unit (MMU), Which is a hardWare component of the 
host computer, translates virtual memory addresses to physi 
cal memory addresses. HoWever, I/O devices are incapable 
of utiliZing the host computer’s MMU to translate virtual 
memory addresses in 1/0 requests to physical memory 
addresses. As a result, conventional I/O devices are pre 
sented by the operating system With the physical memory 
addresses of data processed in 1/0 operations. 

[0004] In addition, in order to prevent the data to be 
processed in an I/O operation from being moved to a disk, 
the operating system locks the virtual memory pages con 
taining the data in main memory for the duration of the I/O 
operation. The operating system unlocks the virtual pages 
from main memory When the I/O operation completes. 
Translating virtual memory addresses to physical memory 
addresses, locking virtual pages in main memory, and 
unlocking pages in response to each I/O operation is pro 
cessor-intensive and increases latency in 1/0 operations. 

[0005] In order to increase the efficiency of I/O operations, 
some I/O devices perform virtual to physical address trans 
lations by storing tables mapping virtual memory addresses 
to physical memory addresses in memory local to the I/O 
devices. HoWever, these I/O devices are unable to recover if 
local address translation fails. As a result, the I/O devices 
require registration and locking of memory regions used in 
1/0 operations prior to performing an I/O operation. 
Memory registration is initiated by application-level code. 
The result of memory registration is a memory handle that 
the application communicates to the I/O device When 
requesting an I/O operation. The 1/0 device uses the handle 
to verify and translate the virtual memory address to a 
physical memory address. When an application completes 
use of a memory region, the application deregisters the 
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memory region With the I/O device. Although using memory 
handles alloWs applications to specify virtual memory 
addresses rather than physical memory addresses to I/O 
devices, registering and deregistering memory regions adds 
compleXity to application programs. 

[0006] Another problem With conventional I/O devices 
that require locking of I/O buffers in main memory is that 
locking may result in inef?cient usage of main memory. For 
eXample, locking prevents main memory from being used by 
other applications, even When the locking application is not 
using the pages stored in main memory. In addition, most 
operating systems limit the amount of main memory that can 
be locked by an application to a small percentage, e. g., about 
siXteen percent, of main memory. The limit on the amount 
of main memory that can be locked may adversely affect the 
I/O performance of applications that require locking. 

[0007] In light of these dif?culties, there eXists a need for 
recoverable methods and systems for processing I/O 
requests that alloWs applications to specify virtual memory 
addresses to I/O devices and that reduce the need for 
preregistration of memory regions or locking of memory 
regions in main memory. 

SUMMARY OF THE INVENTION 

[0008] The present invention alleviates at least some of 
these dif?culties by providing a recoverable I/O request 
processor for an I/O device capable of automatically trans 
lating virtual memory addresses to physical memory 
addresses, and, if a translation fails, obtaining virtual 
memory mapping information from the operating system. 
For eXample, When an I/O operation, such as a “Winsock” 
send( ) operation is eXecuted by an application, the virtual 
memory address of the buffer to be sent using the send( ) 
operation may be communicated directly to the recoverable 
I/O request processor of the I/O device. The recoverable I/O 
request processor may attempt to translate the virtual 
memory address to a physical memory address. If the 
translation is unsuccessful, the recoverable I/O request pro 
cessor may request the virtual memory mapping information 
from the operating system. The operating system may com 
municate the mapping information to the I/O device. The 
recoverable I/O request processor may perform the transla 
tion and continue processing the send() operation. Thus, I/O 
devices according to the present invention may be capable of 
recovering from address translation failures. 

[0009] According to another aspect, the present invention 
includes methods and systems for maintaining coherence 
betWeen virtual memory mapping information maintained 
by the recoverable I/O request processor of an I/O device 
and virtual memory mapping information maintained by the 
operating system. For eXample, When a virtual memory page 
is paged out to a disk, the virtual memory manager or 
equivalent operating system component preferably noti?es 
the recoverable I/O request processor of an I/ O device of the 
page out before performing the page out. The noti?cation 
can be performed using a callback function previously 
registered by an I/O device driver With the virtual memory 
manager. The callback function may be associated With a 
particular process or address space. If the virtual memory 
manager eXecutes a page out that affects an address space 
having an associated callback function, the callback function 
may specify that the virtual memory manager inform the I/O 
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device driver of the page out operation. The 1/0 device 
driver may inform the recoverable I/O request processor so 
that the recoverable I/O request processor can update its 
page tables. In this manner, the virtual address mappings 
maintained by the recoverable I/O request processor of the 
I/O device and those maintained by the virtual memory 
manager may be consistent. Additional operating system 
interactions that may be used to maintain virtual address 
mapping coherence include notifying the recoverable I/O 
request processor of changes in protection attributes asso 
ciated With virtual memory and alloWing the recoverable I/O 
request processor to request a page in operation to move 
paged-out virtual memory contents back to main memory. 

[0010] According to another aspect, the present invention 
may include a recoverable input/output (I/O) request pro 
cessor including computer instructions embodied in a com 
puter-readable medium and executable by an I/O device for 
performing steps. The steps may include receiving requests 
for performing an I/O operation for Writing data to or 
reading data from a virtual memory address. The recover 
able I/O request processor may search for a physical 
memory address corresponding to the virtual memory 
address in address translation tables local to the I/O device. 
If the recoverable I/O request processor fails to locate the 
physical memory address, the recoverable I/O request pro 
cessor may request virtual to physical memory mapping 
information from the host operating system. The recoverable 
I/O request processor may receive virtual to physical 
memory mapping operation from the operating system, and, 
in response, translate the virtual memory address to a 
physical memory address. After translating the virtual 
memory address, the recoverable I/O request processor may 
perform the requested I/O operation. 

[0011] According to another aspect, the present invention 
may include a method for maintaining coherence betWeen 
virtual memory mapping information of a virtual memory 
manager and virtual memory mapping information of an I/O 
device. The method may include steps performed by an I/O 
device driver and a virtual memory manager. The steps 
performed by the I/O device driver may include registering 
a callback routine associated With a virtual memory address 
With a virtual memory manager. The virtual memory man 
ager may receive requests to alter or move the contents of a 
virtual memory address. In response to the requests, the 
virtual memory manager may execute the callback routine to 
notify an I/O device driver of the request. 

[0012] According to another aspect, the present invention 
may include a descriptor for communicating an I/O request 
to an I/O device. The descriptor may include a control ?eld 
for storing a code indicative of an I/O operation. The 
descriptor may also include a buffer virtual address ?eld for 
storing a virtual memory address of a buffer to be utiliZed in 
an I/O operation. Further, the descriptor may include a 
translation error control ?ag ?eld for storing a translation 
error control ?ag for instructing a recoverable I/O request 
processor of an I/O device to attempt to recover from a 
virtual address translation failure. 

[0013] According to another aspect, the present invention 
may include a method for processing an I/O request. The 
method may include receiving, at an I/O device, a virtual 
memory address to be translated to a physical memory 
address. Next, the I/O device may attempt to translate the 
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virtual memory address to a physical memory address using 
translation tables local to the I/O device. In response to 
failing to translate the virtual memory address, the I/O 
device may generate an interrupt to a host processor and halt 
processing of the I/O operation. The 1/0 device may then 
receive virtual address mapping information from an I/O 
device driver in response to the interrupt. After receiving the 
mapping information, the I/O device may restart processing 
of the I/O operation in response to a request from an 
application program. 

[0014] According to a further aspect, the present invention 
may include a translation error recovery routine for regis 
tering memory and restarting processing of an I/O operation 
When an I/O device fails to translate a virtual memory 
address to a physical memory address. The translation error 
recovery routine may include steps or instructions execut 
able by a computer. The steps may include receiving noti 
?cation that an I/O device is incapable of translating a virtual 
memory address of data used in an I/O request to a physical 
memory address. In response to the noti?cation, the trans 
lation error recovery routine may request registration of the 
virtual memory address from a device driver for the I/O 
device. If the registration is successful, the translation error 
recovery routine may communicate the virtual memory 
address to the I/O device for translation. 

[0015] According to another aspect, the invention may 
include a system for processing input/output requests for 
sending and receiving data over a netWork. The system may 
include an I/ O request queue for receiving descriptors speci 
fying I/O requests from application programs. The system 
may also include a recoverable I/O request processor for 
processing the descriptors, including translating the virtual 
memory addresses of the descriptors to physical memory 
addresses, suspending processing of the descriptors in the 
I/ O request queue When an address translation failure occurs, 
and resuming processing of the descriptors When the address 
translation failure is corrected. 

[0016] According to yet another aspect, the invention may 
include a netWork interface adapter card. The netWork 
interface adapter card may include a processing unit and a 
memory unit coupled to the processing unit. The memory 
unit may include computer-executable instructions for per 
forming steps. The steps may include translating virtual 
memory addresses to physical memory addresses. The steps 
may also include transmitting data from a virtual memory 
address to a remote machine. When an address translation 
failure occurs, the steps may include requesting virtual 
memory mapping information from an operating system. 

[0017] Additional features and advantages of the inven 
tion Will be made apparent from the folloWing detailed 
description of illustrative embodiments Which proceeds With 
reference to the accompanying ?gures. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0018] While the appended claims set forth the features of 
the present invention With particularity, the invention, 
together With its objects and advantages, may be best 
understood from the folloWing detailed description taken in 
conjunction With the accompanying draWings of Which: 

[0019] FIG. 1 is a block diagram generally illustrating an 
exemplary computer system on Which the present invention 
may reside; 
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[0020] FIG. 2 is a block diagram illustrating a recoverable 
I/O request processing system according to an embodiment 
of the present invention; 

[0021] FIG. 3 is a block diagram illustrating a virtual 
memory mapping system of a host computer and an I/O 
device including a recoverable I/O request processor accord 
ing to an embodiment of the invention; 

[0022] FIG. 4 is a flow diagram illustrating exemplary 
steps that may be performed by a recoverable I/O request 
processor and a virtual memory manager for processing I/O 
requests including virtual memory addresses according to an 
embodiment of the present invention; 

[0023] FIG. 4(a) is a flow diagram illustrating exemplary 
steps that may be performed by a recoverable I/O request 
processor and a virtual memory manager for processing I/O 
requests including virtual memory addresses according to 
another embodiment of the invention; 

[0024] FIG. 5 is a flow diagram illustrating exemplary 
steps that may be performed by a virtual memory manager 
of an operating system for performing a page out or a 
memory protection attribute change operation according to 
an embodiment of the invention; 

[0025] FIG. 5(a) is a flow diagram illustrating exemplary 
steps that may be performed by a virtual memory manager 
and an I/O device driver of an operating system in executing 
a page-out or memory attribute change operation according 
to another embodiment of the present invention; 

[0026] FIG. 6 is a block diagram illustrating an exemplary 
Virtual Interface Architecture model including a recoverable 
I/O request processor according to an embodiment of the 
invention; 
[0027] FIG. 6(a) is a block diagram illustrating an exem 
plary Virtual Interface Architecture model including a recov 
erable I/O request processor according to an alternative 
embodiment of the invention; 

[0028] FIG. 7 is a block diagram illustrating exemplary 
?elds of an I/O request descriptor data structure according to 
an embodiment of the invention; 

[0029] FIG. 8 is a flow chart illustrating steps that may be 
performed by a recoverable I/O request processor and the 
asynchronous translation failure recovery routine 104 of 
FIGS. 6 and 6(a). 

DETAILED DESCRIPTION OF THE 
INVENTION 

[0030] Turning to the draWings, Wherein like reference 
numerals refer to like elements, the invention is illustrated as 
being implemented in a suitable computing environment. 
Although not required, the invention Will be described in the 
general context of computer-executable instructions, such as 
program modules, being executed by a personal computer. 
Generally, program modules include routines, programs, 
objects, components, data structures, etc. that perform par 
ticular tasks or implement particular abstract data types. 
Moreover, those skilled in the art Will appreciate that the 
invention may be practiced With other computer system 
con?gurations, including hand-held devices, multi-proces 
sor systems, microprocessor based or programmable con 
sumer electronics, netWork PCs, minicomputers, mainframe 
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computers, and the like. The invention may also be practiced 
in distributed computing environments Where tasks are 
performed by remote processing devices that are linked 
through a communications netWork. In a distributed com 
puting environment, program modules may be located in 
both local and remote memory storage devices. 

[0031] With reference to FIG. 1, an exemplary system for 
implementing the invention includes a general purpose 
computing device in the form of a conventional personal 
computer 20, including a processing unit 21, a system 
memory 22, and a system bus 23 that couples various system 
components including the system memory to the processing 
unit 21. The system bus 23 may be any of several types of 
bus structures including a memory bus or memory control 
ler, a peripheral bus, and a local bus using any of a variety 
of bus architectures. The system memory includes read only 
memory (ROM) 24 and random access memory (RAM) 25. 
Abasic input/output system (BIOS) 26, containing the basic 
routines that help to transfer information betWeen elements 
Within the personal computer 20, such as during start-up, is 
stored in ROM 24. The personal computer 20 further 
includes a hard disk drive 27 for reading from and Writing 
to a hard disk, not shoWn, a magnetic disk drive 28 for 
reading from or Writing to a removable magnetic disk 29, 
and an optical disk drive 30 for reading from or Writing to 
a removable optical disk 31 such as a CD ROM or other 
optical media. 

[0032] The hard disk drive 27, magnetic disk drive 28, and 
optical disk drive 30 are connected to the system bus 23 by 
a hard disk drive interface 32, a magnetic disk drive inter 
face 33, and an optical disk drive interface 34, respectively. 
The drives and their associated computer-readable media 
provide nonvolatile storage of computer-readable instruc 
tions, data structures, program modules and other data for 
the personal computer 20. Although the exemplary environ 
ment described herein employs a hard disk, a removable 
magnetic disk 29, and a removable optical disk 31, it Will be 
appreciated by those skilled in the art that other types of 
computer-readable media Which can store data that is acces 
sible by a computer, such as magnetic cassettes, ?ash 
memory cards, digital video disks, Bernoulli cartridges, 
random access memories, read only memories, and the like 
may also be used in the exemplary operating environment. 

[0033] A number of program modules may be stored on 
the hard disk, magnetic disk 29, optical disk 31, ROM 24 or 
RAM 25, including an operating system 35, one or more 
applications programs 36, other program modules 37, and 
program data 38. The operating system 35 may include a 
virtual memory manager and one or more I/O device drivers 
that communicate With each other to maintain coherence 
betWeen virtual memory address mapping information 
stored by the operating system 35 and virtual memory 
mapping information stored by one or more I/O devices, 
such as a netWork interface adapter 54. A user may enter 
commands and information into the personal computer 20 
through input devices such as a keyboard 40 and a pointing 
device 42. Other input devices (not shoWn) may include a 
microphone, touch panel, joystick, game pad, satellite dish, 
scanner, or the like. These and other input devices are often 
connected to the processing unit 21 through a serial port 
interface 46 that is coupled to the system bus, but may be 
connected by other interfaces, such as a parallel port, game 
port or a universal serial bus (USB). A monitor 47 or other 
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type of display device is also connected to the system bus 23 
via an interface, such as a video adapter 48. In addition to the 
monitor, personal computers typically include other periph 
eral output devices, not shoWn, such as speakers and print 
ers. 

[0034] The personal computer 20 may operate in a net 
Worked environment using logical connections to one or 
more remote computers, such as a remote computer 49. The 
remote computer 49 may be another personal computer, a 
server, a router, a netWork PC, a peer device or other 
common netWork node, and typically includes many or all of 
the elements described above relative to the personal com 
puter 20, although only a memory storage device 50 has 
been illustrated in FIG. 1. The logical connections depicted 
in FIG. 1 include a local area netWork 51, a Wide area 
netWork 52, and a system area netWork (SAN) 53. 
Local- and Wide-area netWorking environments are com 
monplace in of?ces, enterprise-Wide computer netWorks, 
intranets and the Internet. System area netWorking environ 
ments are used to interconnect nodes Within a distributed 
computing system, such as a cluster. For example, in the 
illustrated embodiment, the personal computer 20 may com 
prise a ?rst node in a cluster and the remote computer 49 
may comprise a second node in the cluster. In such an 
environment, it is preferable that the personal computer 20 
and the remote computer 49 be under a common adminis 
trative domain. Thus, although the computer 49 is labeled 
“remote”, the computer 49 may be in close physical prox 
imity to the personal computer 20. 

[0035] When used in a LAN or SAN netWorking environ 
ment, the personal computer 20 is connected to the local 
netWork 51 or system netWork 53 through netWork interface 
adapters 54 and 54a. The netWork interface adapters 54 and 
54a may include processing units 55 and 55a and one or 
more memory units 56 and 56a. The memory units 56 and 
56a may contain computer-executable instructions imple 
menting some aspects of the invention. For example, the 
memory units 56 and 56a may include computer-executable 
instructions for processing I/O requests including translating 
virtual memory addresses to physical memory addresses, 
obtaining virtual address mapping information from the 
operating system 35, and recovering from local address 
translation failures. The memory units 56 and 56a may also 
contain page tables used to perform local virtual to physical 
address translations. 

[0036] When used in a WAN networking environment, the 
personal computer 20 typically includes a modem 58 or 
other means for establishing communications over the WAN 
52. The modem 58, Which may be internal or external, is 
connected to the system bus 23 via the serial port interface 
46. In a networked environment, program modules depicted 
relative to the personal computer 20, or portions thereof, 
may be stored in the remote memory storage device. It Will 
be appreciated that the netWork connections shoWn are 
exemplary and other means of establishing a communica 
tions link betWeen the computers may be used. 

[0037] In the description that folloWs, the invention Will 
be described With reference to acts and symbolic represen 
tations of operations that are performed by one or more 
computers, unless indicated otherWise. As such, it Will be 
understood that such acts and operations, Which are at times 
referred to as being computer-executed, include the manipu 
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lation by the processing unit of the computer and/or the 
processing units of I/O devices of electrical signals repre 
senting data in a structured form. This manipulation trans 
forms the data or maintains it at locations in the memory 
system of the computer and/or the memory systems of I/O 
devices, Which recon?gures or otherWise alters the operation 
of the computer and/or the I/O devices in a manner Well 
understood by those skilled in the art. The data structures 
Where data is maintained are physical locations of the 
memory that have particular properties de?ned by the format 
of the data. HoWever, While the invention is being described 
in the foregoing context, it is not meant to be limiting as 
those of skill in the art Will appreciate that the acts and 
operations described hereinafter may also be implemented in 
hardWare. 

[0038] Although the recoverable I/O request processing 
methods and systems are described With reference to net 
Work interface adapters, such as netWork interface adapters 
54 and 54a, the present invention is not limited to such an 
embodiment. For example, the recoverable I/O request pro 
cessing methods and systems described herein may be used 
to improve the I/O performance of any I/O device. For 
example, the hard disk interface 32, the magnetic disk drive 
interface 33, the optical disk drive interface 34, and the serial 
port interface 46 and/or the video adapter 48 may include a 
recoverable I/O request processor according to any of the 
embodiments of the present invention. 

[0039] Referring to FIG. 2, according to a ?rst aspect, the 
present invention may include a recoverable I/O request 
processor 60 executable by an I/O device for processing I/O 
requests. For example, the recoverable I/ O request processor 
60 may translate virtual memory addresses speci?ed by 1/0 
requests from application programs to physical memory 
addresses by accessing page tables local to an I/O device. As 
used herein, the term “local”, When used to describe the page 
tables or virtual memory mapping information of an I/O 
device, is intended to indicate that the tables or mapping 
information is stored in physical memory of an I/O device, 
i.e., in a memory chip or other storage medium addressable 
by the processing unit of an I/O device. The tables could also 
be stored in host memory, and be accessible by and under 
control of the I/O device. In an alternative but less desirable 
implementation, the I/O device could be instructed to access 
the host page tables 74 directly. The phrase “local address 
translation,” as used herein, is intended to indicate an 
address translation performed by the processing unit of an 
I/O device under the control of the recoverable I/O request 
processor 60. 

[0040] According to an important aspect of the invention, 
the recoverable I/O request processor 60 is preferably 
capable of recovering from local virtual memory address 
translation failures. For example, if the recoverable I/O 
request processor 60 is unable to translate a virtual memory 
address because address translation tables local to the I/O 
device do not contain a valid entry for the virtual memory 
address of interest, the recoverable I/O request processor is 
preferably capable of obtaining the virtual memory mapping 
information from an external source, e.g., from the virtual 
memory manager 64, Without failing the I/O operation. The 
recoverable I/O request processor 60 may include additional 
I/O request processing routines according to the type of I/O 
device being accessed. For example, if the I/O device 
comprises a netWork interface adapter, the recoverable I/O 
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request processor 60 may include computer-executable 
instructions for sending and receiving data through a net 
Work. In an alternative embodiment, if the I/O device 
comprises a graphics card for controlling display of com 
puter graphics, the recoverable I/O request processor 60 may 
include computer-executable instructions for manipulating 
graphical objects. In another alternative, if the I/O device 
comprises a disk controller card, the recoverable I/O request 
processor 60 may include computer-executable instructions 
for controlling permanent storage devices, such as disks and 
tapes, and for mapping the I/O operations to direct com 
mands or to other storage communication protocols, such as 
SCSI and FiberChannel. 

[0041] The present invention is not limited to graphics 
cards or netWork interface adapters. The recoverable I/O 
request processor may be used With any type of I/O device. 
For example, in an alternative embodiment, the recoverable 
I/O request processor may include instructions for process 
ing I/O requests for a video device, an audio device, or a 
storage device, such as a disk or tape device. 

[0042] According to another aspect, the present invention 
may include an I/O device driver 62. The 1/0 device driver 
62 may comprise computer instructions executable by a host 
computer for communication With the recoverable I/O 
request processor 60. For example, When the recoverable I/O 
request processor 60 is incapable of translating a virtual 
memory address to a physical memory address, the I/O 
device driver 62 may receive requests for translating virtual 
memory addresses to physical memory addresses from the 
I/O request processor 60, forWard the requests to the virtual 
memory manager 64, receive responses from the virtual 
memory manager 64, and forWard the responses to the 
recoverable I/O request processor 60. The 1/0 device driver 
62 may also assist in maintaining coherence betWeen virtual 
memory mapping information maintained by the recover 
able I/O request processor 60 and virtual memory mapping 
information maintained by the virtual memory manager 64. 
For example, the I/O device driver 62 may request noti? 
cation, e.g., using callback routines, from the virtual 
memory manager 64 When the virtual memory manager 64 
moves virtual memory pages to or from a disk or When 

memory protection attributes change, including invalida 
tions required for Workset trimming and/or for collecting 
Least Recently Used (LRU) information. The 1/0 device 
driver 62 may also inform the recoverable I/O request 
processor 60 of these changes. The interactions betWeen the 
I/O device driver 62 and the virtual memory manager 64 for 
maintaining coherence betWeen the memory mapping infor 
mation of the virtual memory manager and the memory 
mapping information of the recoverable I/O request proces 
sor 60 are discussed in more detail beloW. 

[0043] The virtual memory manager 64 may include any 
set of computer instructions executable by the host computer 
for performing virtual memory management functions, 
including transferring virtual pages betWeen main memory 
and disk storage, maintaining page tables used by the host 
MMU for translating virtual memory addresses to physical 
memory addresses, and providing virtual memory mapping 
information to other operating system components. Accord 
ing to an important aspect of the invention, the virtual 
memory manager 64 preferably informs the I/O device 
driver 62 When virtual memory pages are transferred to a 
disk and When memory protection attributes change. For 
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example, the I/O device driver 62 may register callback 
routines With the virtual memory manager 64 relating to 
virtual memory pages. The virtual memory manager 64 may 
execute the callback routines When the virtual memory 
manager 64 affects a virtual memory page for Which a 
callback routine Was registered. In an alternative arrange 
ment, asynchronous event noti?cation may be used to notify 
the I/O device driver When the virtual memory manager 64 
moves virtual memory pages or changes protection 
attributes of a page. 

[0044] The application program 66 may comprise any 
computer instructions executable by the host computer for 
requesting I/O operations from an I/O device. For example, 
if the I/O device comprises a netWork interface adapter card, 
the application program 66 may comprise a Web broWser 
capable of sending data to and receiving data from remote 
hosts connected to the local host computer over a netWork. 
Existing application programs communicate with I/O 
devices by specifying virtual memory addresses and may not 
include code for registering and deregistering virtual 
memory regions with I/O devices. HoWever, because the 
recoverable I/O request processor 60 is capable of perform 
ing virtual to physical address translations, and recovering 
from local translation errors, the application 66 may not be 
required to register and deregister I/O buffers used in 1/0 
operations With the I/O device. Thus, one advantage of the 
present embodiment may be compatibility With existing 
application programs. 

[0045] The 1/0 device driver interface 68 may comprise 
computer instructions executable by the host computer for 
converting commands from the application program 66 to 
commands recogniZable by the I/O device driver 62. The 
structure of the device driver interface 68 depends on the 
type of I/O device With Which communication is desired. For 
example, if the I/O device comprises a netWork interface 
adapter, the I/O device driver interface 68 may convert user 
application level commands for sending and receiving data 
into data structures including bit codes indicative of the 
commands and virtual addresses for sending and receiving 
the data. The 1/0 device driver interface 68 may also 
communicate With the virtual memory manager 64 to reg 
ister and deregister memory regions used by the application 
program 66. HoWever, as Will be discussed in more detail 
beloW, memory registration prior to performing I/O opera 
tions may be rendered unnecessary by preferred implemen 
tations of the invention because virtual addresses are trans 
lated automatically in response to each I/O request. 

[0046] FIG. 3 illustrates an exemplary virtual memory 
mapping system for a host computer and a recoverable I/0 
request processing system for an I/O device connectable to 
the host computer according to an embodiment of the 
invention. In FIG. 3, the host computer includes a central 
processing unit (CPU) 70 for controlling operations of the 
host computer. The CPU 70 of the host computer may 
include an MMU 72 for translating virtual memory 
addresses to physical memory addresses. The host CPU 70 
may also include one or more registers 73 for receiving 
virtual memory addresses. In order to translate virtual 
memory addresses to physical memory addresses, the MMU 
72 may access host page tables 74 stored in host memory 76. 
For example, When a virtual memory address V is Written to 
the register 73, the MMU locates the page table entry in the 
host page tables 74 and determines the physical memory 
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address P in the host memory 76 from the-page table entry. 
The virtual memory manager 64 initializes and maintains the 
host pagetables 74. 

[0047] The U0 device may also include a CPU 78 for 
controlling operations of the I/O device. HoWever, unlike the 
host CPU 70, the CPU 78 of the I/O device may or may not 
include an MMU for translating virtual memory addresses to 
physical memory addresses. If the CPU 78 the I/O does not 
include an MMU, the recoverable I/O request processor 60 
may include computer instructions executable by the I/O 
device CPU 78 for translating virtual memory addresses to 
physical memory addresses. For example, the recoverable 
I/O request processor 60 may control the I/O device CPU 78 
to access page tables 80 stored in the I/O device data 
memory 82 to translate virtual memory addresses to physical 
memory addresses. The recoverable I/O request processor 
60 may also control the I/O device CPU 78 to maintain 
virtual address translation information in the I/ O device page 
tables 80 in response to virtual address mapping information 
received from the host computer. In an alternative embodi 
ment, the I/O device CPU 78 may include an MMU and 
operate similarly or identically to the CPU 70 of the host 
computer. In such an embodiment, the recoverable I/O 
request processor may include instructions for recovering 
When an address translation failure occurs. 

[0048] FIG. 4 illustrates exemplary steps that may be 
performed by the recoverable I/O request processor 60 and 
the virtual memory manager 64 in processing an I/O request 
received from a user application program. In step STI, the 
recoverable I/O request processor 60 may receive an I/O 
request including a virtual memory address. The request 
may be communicated to the recoverable I/O request pro 
cessor 60 in any number of Ways. For example, When an 
application requests an I/O operation, the operating system 
communication provider softWare may convert the request 
into a descriptor containing a pointer to the data buffer used 
in the I/O operation. The provider softWare may post the 
descriptor in a Work queue associated With the I/O device. 
When the descriptor is posted, the provider softWare may 
activate a doorbell associated With the I/O device to notify 
the I/O device of neW descriptors in the Work queue. 
Activating the doorbell may include Writing a doorbell token 
containing a pointer to the descriptor to a doorbell register 
associated With the Work queue. The recoverable I/O request 
processor 60 preferably processes descriptors in the Work 
queue in the order in Which the descriptors are posted. In an 
alternative arrangement, the I/O requests may be commu 
nicated to the recoverable I/O request processor using direct 
communication methods similar to those described in 
copending US. patent application Ser. No. 08/695,163, ?led 
Aug. 7, 1996 and entitled, “Method and System for Access 
ing and Displaying a Compressed Display Image in a 
Computer System,” the disclosure of Which is incorporated 
by reference herein in its entirety. 

[0049] Once the recoverable I/O request processor 60 
receives an I/O request, the recoverable I/O request proces 
sor 60 may attempt to locally translate the virtual memory 
address to a physical memory address by accessing the I/O 
device page tables 80 stored in I/O device data memory 82. 
(step ST2) Alternatively, the recoverable I/O request pro 
cessor may have a fast link With host memory. In such an 
arrangement, the page tables may be stored in host memory 
and the I/O device may access these page tables to perform 
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the translation. After the page tables are accesses, the 
recoverable I/O request processor 60 determines Whether the 
translation is successful. (step ST3) If the translation is 
successful, the recoverable I/O request processor may pro 
cess the I/O request. (step ST4) If the translation is unsuc 
cessful, the recoverable I/O request processor 60 may 
request virtual memory mapping information from the vir 
tual memory manager 64. (step ST5) The request preferably 
also speci?es that if the virtual memory manager is not 
successful in performing the translation, the virtual memory 
manager Will attempt to page the data of interest in from a 
disk. 

[0050] In step STla, the virtual memory manager 64 
receives the request for virtual memory mapping informa 
tion from the recoverable I/O request processor 60. The 
request may include the virtual memory address for Which 
translation Was attempted. The virtual memory manager 64 
may then determine Whether a valid page table entry includ 
ing the physical memory address corresponding to the 
virtual memory address received from the recoverable I/O 
request processor 60 exists in the host page tables. (step 
ST2a) If a valid page table entry exists, the virtual memory 
manager 64 may extract the mapping information including 
physical memory address and forWard the mapping infor 
mation to the recoverable I/O request processor 60 through 
the I/O device driver 62. (step ST3 a) If a valid page table 
entry corresponding to the virtual memory address does not 
exist, the virtual memory manager preferably attempts to 
page the data in from a disk. (step ST4a) If the page-in 
operation is successful, the virtual memory manager pref 
erably updates the corresponding host page table entry (step 
ST6a) and communicates the page table entry to the recov 
erable I/O request processor. (step ST3a) If the page-in 
operation is not successful, the virtual memory manager 
may continue attempting to page the data in until a success 
occurs. If the number of attempts exceeds a predetermined 
number or a timeout occurs (steps ST4a-ST7a), the virtual 
memory manager may notify the recoverable I/O request 
processor of the failure. (step ST8a) 

[0051] In step ST6, the recoverable I/O request processor 
60 determines Whether the mapping information has been 
received from the virtual memory manager. If the mapping 
information has been received, the I/O request processor 
may then update its local translation tables (step ST7), 
perform the translation, and process the I/O request. If the 
recoverable I/O request processor 60 receives noti?cation 
that the virtual memory manager Was unsuccessful in per 
forming the translation, the recoverable I/O request proces 
sor 60 may fail the I/O operation. (step ST8) 

[0052] The present invention is not limited to the steps in 
FIG. 4 for recovering from local virtual memory address 
translation failures. For example, FIG. 4(a) illustrates an 
alternative method for recovering from local address trans 
lation failures. In FIG. 4(a), steps ST1-ST4 performed by 
the recoverable I/O request processor 60 are identical With 
steps ST1-ST4 in FIG. 4 and need not be further described. 
In step ST5, When the recoverable I/O request processor is 
not successful in performing a local virtual memory address 
translation, the recoverable I/O request processor 60 may 
request virtual mapping information from the operating 
system. HoWever, unlike step ST5 in FIG. 4, the request 
may not include instructions to automatically page data in 
from a disk. The virtual memory manager receives the 
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request and attempts to translate the virtual memory address 
by accessing the host page tables (steps STla and STQa). In 
step ST3a, if the virtual memory manager is successful, the 
virtual memory manager may communicate the page table 
entry to the recoverable I/O request processor. (step ST3a) 
If, hoWever, the virtual memory manager is unsuccessful, 
the virtual memory manager may notify the recoverable I/O 
request processor of the failure. (step ST4a) In response to 
receiving failure noti?cation, the recoverable I/O request 
processor may generate an interrupt to the host processor 
requesting allocation of main memory for the virtual 
address. (step STS) For eXample, if the reason for the failure 
by the virtual memory manager 64 to locate a valid page 
table entry Was that the virtual page containing the virtual 
address of interest Was paged out to a disk, the recoverable 
I/O request processor 60 preferably requests that the virtual 
page be moved from the disk to main memory. If the virtual 
memory manager 64 is successful in moving the page to 
main memory from the disk, the virtual memory manager 64 
preferably updates the host page tables and communicates 
the updated page table entry to the recoverable I/O request 
processor. If the virtual memory manager is unable to bring 
the page in from a disk, the virtual memory manager 
preferably noti?es the I/O request processor of the failure. 

[0053] In step ST9, the recoverable I/O request processor 
determines Whether the virtual memory manager Was suc 
cessful in moving the page back in from the disk and 
communicating the virtual address mapping information. If 
the virtual address mapping information is received, the I/O 
request processor updates its local page tables, performs the 
translation, and processes the I/O request. If the I/O request 
processor receives noti?cation that the virtual memory man 
ager Was unable to move the page to main memory from disk 
in response to the interrupt, the recoverable I/O request 
processor device may fail the I/O request. (step ST10) 
Because the I/O device is capable of recovering from local 
virtual address translation failures, I/O requests can be 
processed With increased speed Without requiring locking or 
preregistration of virtual memory used in 1/0 operations. 

[0054] The present invention is not limited to the process 
ing routines illustrated in FIGS. 4 and 4(a) for recovering 
from a local virtual memory address translation failure. For 
eXample, in an alternative embodiment, rather than request 
ing virtual memory mapping information from the virtual 
memory manager, the recoverable I/O request processor of 
the I/O device may access the host page tables directly, for 
eXample, using a direct memory access (DMA) operation, in 
order to determine the physical memory address correspond 
ing to the virtual memory address. Any method of obtaining 
virtual memory address information from the host computer 
memory is Within the scope of the invention. 

[0055] As discussed above, the virtual memory manager 
64 and the I/O device driver 62 preferably include routines 
for maintaining coherence betWeen virtual memory mapping 
information of the I/O request processor 60 and virtual 
memory mapping information of the operating system 4. 
Maintaining coherence may include informing the recover 
able 1/ O request processor 60 When a page of virtual memory 
utiliZed by the application program 66 is paged out from 
main memory to a disk or paged in from a disk to main 
memory. This noti?cation alloWs the recoverable I/O request 
processor to update its local page tables to re?ect the pages 
or a process actually in physical memory. As a result, the 
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number of misses by the I/O request processor is reduced 
and I/O operation ef?ciency is increased. The virtual 
memory manager 66 may also inform the recoverable I/O 
request processor 60 of changes in protection attributes of 
virtual memory pages. 

[0056] Notifying an I/O device of a page out operation 
may not be a standard interaction betWeen an operating 
system and I/O device. This nonstandard interaction may be 
implemented in any number of Ways. FIG. 5 illustrates 
exemplary steps that may be performed by the virtual 
memory manager and the I/O device driver to inform the 
recoverable I/O request processor of a page out or other 
operation affecting virtual memory. For eXample, in step 
STl, the I/O device driver may register a callback routine 
With the virtual memory manager. The callback routine may 
be associated With a particular process or virtual address 
space in a preferred embodiment, or in an alternative 
embodiment, the callback routine may be invoked for all 
processes. In yet another alternative arrangement, an eXtra 
in-use bit may be included in the host page table entries to 
indicate pages that are being used by an I/O device. In such 
an arrangement, the callback routine may only be invoked 
When a memory operation affects one of the pages, rather 
than being invoked for all pages belonging to a process using 
the I/O device. 

[0057] Once the callback routine is registered With the 
virtual memory manager, the virtual memory manager may 
initiate a memory operation, such as a page-out or a change 
in memory protection attributes. (step STla) In steps STZa 
and St3a, the virtual memory manager checks for a callback 
routine associated With the affected memory address. If no 
callback routine is found, the virtual memory manager may 
perform the memory operation, i.e., Without notifying the 
recoverable I/O request processor. (step ST4a) If a callback 
routine is found, the virtual memory manager may invoke 
the callback routine With the appropriate arguments to notify 
the I/O request processor. For eXample, the arguments to the 
callback routine may comprise the memory operation being 
performed, the virtual memory address affected, or any other 
information Which may be used by the recoverable I/O 
request processor to maintain proper memory mapping 
information. 

[0058] The present invention is not limited to the steps in 
FIG. 5 for notifying the recoverable I/O request processor of 
changes in memory mapping information. For eXample, in 
FIG. 5(a) asynchronous event noti?cation may be used to 
notify the I/O request processor of changes in virtual 
memory mapping information. In step STla, the I/O device 
driver may register a callback routine With the virtual 
memory manager. After registering the callback routine, the 
I/O device preferably checks Whether noti?cation of an 
event affecting a virtual memory address has been received 
from the virtual memory manager. (step ST3) Checking for 
noti?cation may be performed in any suitable manner, for 
eXample, by polling an event handle associated With the 
callback routine. If the event is not signaled, the I/O device 
driver preferably continues the checking. 

[0059] In step STla, When the virtual memory manager 
initiates a memory operation, such as a page out or a change 
in memory protection attributes. The virtual memory man 
ager preferably determines if there is a callback routine 
associated With the affected memory region (steps STZa and 
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ST3a). If there is no callback routine associated With the 
affected address space, the virtual memory manager may 
perform the memory operation Without notifying the I/O 
device driver. (step ST4a) If there is a callback routine 
associated With affected memory region, the virtual memory 
manager executes the callback routine and noti?es the I/O 
device driver of the speci?c event being performed and any 
additional information associated With the event (step 
STSa). After notifying the I/O device driver, the virtual 
memory manager may perform the memory operation. 

[0060] When the I/O device driver receives noti?cation of 
an event from the virtual memory manager, the I/O device 
driver noti?es the recoverable I/O request processor of the 
event and the virtual memory address associated With the 
event. (step ST4) The recoverable I/O request processor 
updates its local page tables if an entry exists for the virtual 
memory address. The U0 device driver may then continue 
checking for more events. 

[0061] Maintaining coherent information betWeen host 
page tables and I/O device page tables reduces the need for 
additional steps in processing I/O requests. For example, if 
the I/O device is informed that a page has been moved from 
main memory, the I/O device can proceed to request that the 
page be moved back to main memory Without ?rst request 
ing a translation from the virtual memory manager. More 
over, the need for locking pages in main memory is reduced 
according to embodiments of the present invention. 

[0062] As stated above, the I/O processing methods and 
systems may be used With a variety of I/O devices to 
enhance I/O performance. One particular I/O device Whose 
performance may be improved by the recoverable I/O pro 
cessing methods and systems according to the present inven 
tion is a Virtual Interface Architecture (VIA) netWork inter 
face adapter. VIA netWork interface adapters may be used in 
high-speed netWork applications, such as system area net 
Works, to increase the speed of memory transfers betWeen 
connected machines. In order to improve I/O performance, 
VIA netWork interface adapters are capable of performing 
local virtual memory address translations. HoWever, con 
ventional VIA netWork interface adapters are incapable of 
recovering from local translation failures. The behavior of a 
conventional VIA netWork interface adapter typically is a 
fatal error if such a condition occurs, Which may include 
breaking connection With a remote host. The present 
embodiment enhances the I/O performance of VIA netWork 
interface adapters by enabling the VIA netWork interface 
adapter to recover from local translation failures. 

[0063] FIG. 6 is an architectural block diagram of hard 
Ware and softWare components of the Virtual Interface 
Architecture system including a VIA netWork interface 
adapter 100 capable of recovering from virtual address 
translation failures. In the illustrated system, the VIA net 
Work interface adapter 100 comprises an I/O device capable 
of sending and receiving requests over a netWork. The VIA 
netWork interface adapter 100 may comprise any type of 
netWork adapter capable of high-speed communications, for 
example, an Ethernet card, such as a gigabit Ethernet card. 

[0064] According to an important aspect of the invention, 
the VIA netWork interface adapter 100 includes a recover 
able I/O request processor 60a for translating virtual 
memory addresses to physical memory addresses, maintain 
ing local page tables, and recovering from local address 
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translation failures. The recoverable I/O request processor 
60a may recover from local address translation failures in 
any manner previously described, for example, by request 
ing virtual address mapping information from the virtual 
memory manager of the operating system (not shoWn in 
FIG. 6). In the illustrated embodiment, the recoverable I/O 
request processor 60a interacts With an asynchronous trans 
lation failure recovery routine 104 associated With a VI 
kernel agent 105 to resolve virtual memory addresses When 
the recoverable I/O request processor initially fails to trans 
late a virtual memory address. The asynchronous failure 
recovery routine may be called by the VI kernel agent 105 
to monitor address translation failures and recover from the 
address translation failures. In an alternative arrangement, 
for example, as illustrated in FIG. 6(a), the asynchronous 
translation failure recovery routine 104 may be associated 
With and called by a VI user agent 110. The interaction 
betWeen the recoverable I/O request processor 60a and the 
asynchronous translation failure recovery routine 104 Will 
be described in more detail beloW. 

[0065] The VI kernel agent 105 is the device driver for the 
VIA netWork interface adapter 100. The VI kernel agent 105 
is preferably a component of the operating system executing 
on the host machine in kernel mode. The VI kernel agent 105 
may receive memory registration requests originating from 
the application program 102. HoWever, because the recov 
erable I/O request processor 60a and the asynchronous 
translation failure recovery routine cooperate to resolve 
address translation failures, memory registration by the 
application prior to executing I/O requests may not be 
required. In addition to receiving memory registration 
requests, the VI kernel agent 105 may establish and break 
connection With remote machines. The VI kernel agent 105 
may also manage one or more virtual interfaces, such as VI’s 
106 to provide communication interfaces betWeen a process, 
such as the application 102, and the VIA netWork interface 
adapter 100. 

[0066] Each virtual interface 106 may comprise a send 
queue 107 and a receive queue 108. In order to request an 
I/O operation, the VI user agent 110 posts descriptors to the 
send and receive queues. A descriptor is a data structure 
specifying information to assist the recoverable I/O request 
processor 60a of the VIA netWork interface adapter 100 to 
process an I/O request. For example, if the I/O operation 
requested is a “Winsock” send( ) operation, the descriptor 
may include a virtual memory address of the buffer to be 
sent. If the I/O request operation is a “Winsock” recv( ) 
operation, the descriptor may include the virtual address of 
the buffer Where data received from a remote location is to 
be stored. The descriptor may also include control codes 
indicating the type of operation being performed, memory 
handles used by the recoverable I/ O request processor 60a to 
qualify the virtual address to the recoverable I/O request 
processor. 

[0067] In order to alloW applications to communicate With 
the VI kernel agent and the virtual interface 106 using 
standard I/O functions, the illustrated architecture includes 
the VI user agent 110 and an operating system communi 
cation interface 111. The operating system communication 
interface may comprise any standard communications 
library or libraries for performing netWork I/O, e. g., sockets, 
MPI, cluster, or other communications library. The VI user 










