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(57) ABSTRACT 

Embodiments of cryptographic data processing systems, 
computer program products, and methods of operating same 
are provided. For example, cryptographic data processing 
systems include a host processor, a system memory coupled 
to the host processor, and a cryptographic processor inte 
grated circuit that comprises a local memory. One or more 
operands are downloaded into the local memory from the 
system memory and the cryptographic processor executes an 
instruction that references one of the downloaded operands 
using a ?rst relative position in the local memory. Operands 
and results may be packed together in the local memory, 
Which may conserve storage space. In other embodiments, 
separate command interfaces are provided that are respec 
tively associated With execution units in the cryptographic 
processor. Commands blocks are respectively provided to 
the execution units and these command blocks are executed 
simultaneously by the plurality of execution units. By per 
forming operations in parallel using a plurality of functional 
units, the total number of operations that may be performed 
may be increased and the average latency for completing 

(51) Int. c1.7 ................................................... .. G06F 12/14 Operations may be reduced 
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CRYPTOGRAPHIC DATA PROCESSING SYSTEMS, 
COMPUTER PROGRAM PRODUCTS, AND 

METHODS OF OPERATING SAME IN WHICH 
MULTIPLE CRYPTOGRAPHIC EXECUTION 

UNITS EXECUTE COMMANDS FROM A HOST 
PROCESSOR IN PARALLEL 

CROSS-REFERENCE TO PROVISIONAL 
APPLICATIONS 

[0001] This application claims the bene?t of Provisional 
Application Ser. No. 60/203,409, ?led May 11, 2000, 
entitled Cryptographic Acceleration Methods and Appara 
tus, and Provisional Application Ser. No. 60/203,465, ?led 
May 11, 2000, entitled Methods and Apparatus for Supply 
ing Random Numbers, the disclosures of Which are hereby 
incorporated herein by reference in their entirety as if set 
forth fully herein. 

BACKGROUND OF THE INVENTION 

[0002] The present invention relates generally to the ?eld 
of data processing systems, and, more particularly, to cryp 
tographic data processing systems, computer program prod 
ucts, and methods of operating same. 

[0003] Signal processors and integrated circuit chips have 
been developed to accelerate cryptographic operations, such 
as public key operations. Examples of such chips include, 
but are not limited to, the Hifn 6500 available from Hifn, 
Inc., the SafeNet ADSP 2141 available from SafeNet, Inc., 
and the RainboW Mykotronx FastMAP available from Rain 
boW Mykotronx, Inc. Despite the availability of crypto 
graphic accelerator products, there remains room for 
improvement in the art. 

[0004] For example, conventional cryptographic data pro 
cessing systems generally use tWo main methods for issuing 
a command to a cryptographic accelerator: The ?rst method 
involves the provision of a command register on the cryp 
tographic accelerator that a host processor uses to issue a 
single command. Once the cryptographic accelerator com 
pletes executing a command, the host processor may issue a 
neW command. After completing a command, the crypto 
graphic accelerator is generally idle until the host processor 
issues a neW command. Unfortunately, the host processor 
may spend much time interacting directly With the crypto 
graphic accelerator to doWnload data and issue commands. 
This may reduce the amount of time available to the host 
processor for attending to other tasks. 

[0005] The second method alloWs the host processor to 
doWnload one or more command sequences to the crypto 
graphic accelerator and then to instruct the cryptographic 
accelerator to execute one or more of the doWnloaded 

command sequences. After completing a command 
sequence, the cryptographic accelerator is generally idle 
until the host processor issues a neW command. The siZe of 
the command sequences may be limited based on the 
amount of memory that may be placed on the cryptographic 
accelerator. Like the ?rst method, the host processor may 
spend much time interacting directly With the cryptographic 
accelerator to doWnload data and issue command sequences. 
This may reduce the amount of time available to the host 
processor for attending to other tasks. 

[0006] Cryptographic accelerators generally perform 
operations using one or more operands. These devices may 
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include general-purpose operand storage that comprises 
?xed length registers to store the operands and results. To 
execute an instruction, a register number is used to indicate 
Which operand should be used for the operation and Where 
the output should be stored. For example, if the operation 
Were “a+b=c,” then part of the instruction Would indicate 
that “a” is in register 7, “b” is in register 1, and “c” should 
be put into register 2. 

[0007] Because the registers are ?xed in siZe and the 
operands and results are variable in siZe, the siZe of the 
operands Will alWays be less than or equal to the register 
siZe. As a result, some of the memory in the registers may 
be Wasted. This reduces the number of operands that may be 
stored on a chip in a given amount of space. In addition, if 
the cryptographic accelerator is redesigned to accommodate 
larger operands, then each of the registers may need to be 
modi?ed. More registers may be designed into a crypto 
graphic accelerator; hoWever, adding more memory to a 
cryptographic accelerator may reduce the amount of other 
functionality that may be included and/or increase the cost. 

[0008] Cryptographic processors and/or other types of 
signal processors and integrated circuits may use a hard 
Ware-based random number generator. Various conventional 
methods may be used to retrieve random numbers from an 
integrated circuit incorporating a random number generator. 
One method is for the random number generator to provide 
one or more data registers that a host processor may read to 
obtain random numbers. The host processor may tell the 
random number generator to provide more random data 
before or after retrieving random data from the registers. The 
random number generator may generate the random data in 
the background so that random data may be available When 
needed by the host processor. 

[0009] Another method for obtaining random data is for 
the host processor to request a block of random data from the 
random number generator. The host processor may provide 
the random number generator With a request that speci?es an 
amount of random data and a location in memory Where the 
random data should be placed. The random number genera 
tor may then generate the random data and transfer the 
random data to the requested location in the background. 

[0010] Unfortunately, by providing random data through 
data registers on the random number generator or other 
integrated circuit chip, any buffer management that may be 
desired is generally performed by the host processor. More 
over, the bus that connects the host processor With the 
random number generator may be used inef?ciently because 
single data reads are typically used instead of block reads. If 
a host processor requests a block of random data, hoWever, 
then the host processor may initiate the data transfers and 
any desired buffer-management that may be desired is 
generally performed by the host processor. The foregoing 
operations may be performed in the background and/or a fast 
host processor may be used; hoWever, a faster host processor 
may increase system costs. 

SUMMARY OF THE INVENTION 

[0011] Embodiments of the present invention provide 
cryptographic data processing systems, computer program 
products, and methods of operating same. For example, in 
accordance With embodiments of the present invention, 
cryptographic data processing systems comprise a host 




















