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(57) ABSTRACT 

A multiprocessing system includes a plurality of nodes 
interconnected through a global interconnect network which 
supports cluster communications. An initiating node may 
launch a request to a remote nodes memory. A cluster 
protection mechanism is advantageously employed within a 
system interface of the remote node. The system interface, 
which is coupled between the global interconnect network 
and a local bus of the remote node, includes a memory 
management unit, referred to as a cluster MMU, including a 
plurality of entries which are selectable on a page basis. 
Depending upon the particular address of a received global 
transaction, an entry within the memory management unit is 
retrieved. The entry includes various ?elds which may be 
used to protect against accesses by unauthorized nodes, and 
to specify the local physical address to be conveyed upon the 
local bus. A ?eld of the entry is further provided to control 
the type operation performed upon the local bus by the 
system interface in response to the global interface. In one 
speci?c implementation, several different command types 
may be speci?ed by the particular entry of the memory 
management unit, including normal memory operations, 
atomic test and set operations, I/O operations and interrupt 
operations, among others. Additional control registers may 
further be provided within the system interface to specify 
further protection parameters and/or functionality. For 
example, in one embodiment, a control register is provided 
within the system interface to store values indicative of the 
other nodes of the system which are allowed access to this 
node’s local memory, a second control register which indi 
cates on a per-address region basis whether a global trans 
action is a pass-through transaction, and a third control 
register indicating on a per-address region basis whether a 
global transaction is directed to a local memory region. 

to Network 14 
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MULTIPROCESSING COMPUTER SYSTEM 
EMPLOYING A CLUSTER PROTECTION 

MECHANISM 

CROSS REFERENCE TO RELATED PATENT 
APPLICATIONS 

[0001] This patent application is a continuation-in-part of 
copending, commonly assigned patent application Ser. No. 
08/924,385, “Hierarchical Computer System” by Erik E. 
Hagersten, ?led Sep. 5, 1997, the disclosure of Which is 
incorporated herein by reference in its entirety. 

BACKGROUND OF THE INVENTION 

[0002] 1. Field of the Invention 

[0003] This invention relates to the ?eld of multiprocessor 
computer systems and, more particularly, to multiprocessor 
computer systems Which operate in a cluster mode to 
provide fault isolation. 

[0004] 2. Description of the Relevant Art 

[0005] Multiprocessing computer systems include tWo or 
more processors Which may be employed to perform com 
puting tasks. Aparticular computing task may be performed 
upon one processor While other processors perform unre 
lated computing tasks. Alternatively, components of a par 
ticular computing task may be distributed among multiple 
processors to decrease the time required to perform the 
computing task as a Whole. Generally speaking, a processor 
is a device con?gured to perform an operation upon one or 
more operands to produce a result. The operation is per 
formed in response to an instruction executed by the pro 
cessor. 

[0006] A popular architecture in commercial multipro 
cessing computer systems is the symmetric multiprocessor 
(SMP) architecture. Typically, an SMP computer system 
comprises multiple processors connected through a cache 
hierarchy to a shared bus. Additionally connected to the bus 
is a memory, Which is shared among the processors in the 
system. Access to any particular memory location Within the 
memory occurs in a similar amount of time as access to any 

other particular memory location. Since each location in the 
memory may be accessed in a uniform manner, this structure 
is often referred to as a uniform memory architecture 

(UMA). 
[0007] Processors are often con?gured With internal 
caches, and one or more caches are typically included in the 
cache hierarchy betWeen the processors and the shared bus 
in an SMP computer system. Multiple copies of data resid 
ing at a particular main memory address may be stored in 
these caches. In order to maintain the shared memory model, 
in Which a particular address stores exactly one data value at 
any given time, shared bus computer systems employ cache 
coherency. Generally speaking, an operation is coherent if 
the effects of the operation upon data stored at a particular 
memory address are re?ected in each copy of the data Within 
the cache hierarchy. For example, When data stored at a 
particular memory address is updated, the update may be 
supplied to the caches Which are storing copies of the 
previous data. Alternatively, the copies of the previous data 
may be invalidated in the caches such that a subsequent 
access to the particular memory address causes the updated 
copy to be transferred from main memory. For shared bus 
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systems, a snoop bus protocol is typically employed. Each 
coherent transaction performed upon the shared bus is 
examined (or “snooped”) against data in the caches. If a 
copy of the affected data is found, the state of the cache line 
containing the data may be updated in response to the 
coherent transaction. 

[0008] Unfortunately, shared bus architectures suffer from 
several draWbacks Which limit their usefulness in multipro 
cessing computer systems. A bus is capable of a peak 
bandWidth (eg a number of bytes/second Which may be 
transferred across the bus). As additional processors are 
attached to the bus, the bandWidth required to supply the 
processors With data and instructions may exceed the peak 
bus bandWidth. Since some processors are forced to Wait for 
available bus bandWidth, performance of the computer sys 
tem suffers When the bandWidth requirements of the pro 
cessors exceeds available bus bandWidth. 

[0009] Additionally, adding more processors to a shared 
bus increases the capacitive loading on the bus and may even 
cause the physical length of the bus to be increased. The 
increased capacitive loading and extended bus length 
increases the delay in propagating a signal across the bus. 
Due to the increased propagation delay, transactions may 
take longer to perform. Therefore, the peak bandWidth of the 
bus may decrease as more processors are added. 

[0010] These problems are further magni?ed by the con 
tinued increase in operating frequency and performance of 
processors. The increased performance enabled by the 
higher frequencies and more advanced processor microar 
chitectures results in higher bandWidth requirements than 
previous processor generations, even for the same number of 
processors. Therefore, buses Which previously provided 
suf?cient bandWidth for a multiprocessing computer system 
may be insuf?cient for a similar computer system employing 
the higher performance processors. 

[0011] Another approach for implementing multiprocess 
ing computer systems is a scalable shared memory (SSM) 
architecture (also referred to as a distributed shared memory 
architecture). An SSM architecture includes multiple nodes 
Within Which processors and memory reside. The multiple 
nodes communicate via a netWork coupled therebetWeen. 
When considered as a Whole, the memory included Within 
the multiple nodes forms the shared memory for the com 
puter system. Typically, directories are used to identify 
Which nodes have cached copies of data corresponding to a 
particular address. Coherency activities may be generated 
via examination of the directories. 

[0012] SSM systems are scaleable, overcoming the limi 
tations of the shared bus architecture. Since many of the 
processor accesses are completed Within a node, nodes 
typically have much loWer bandWidth requirements upon the 
netWork than a shared bus architecture must provide upon its 
shared bus. The nodes may operate at high clock frequency 
and bandWidth, accessing the netWork When needed. Addi 
tional nodes may be added to the netWork Without affecting 
the local bandWidth of the nodes. Instead, only the netWork 
bandWidth is affected. 

[0013] In a typical SSM system, a global domain is created 
by Way of the SSM protocol Which makes all the memory 
attached to the global domain look like one shared memory 
accessible to all of its processors. A global domain typically 
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runs a single kernel. Hardware provides conventional MMU 
(memory management unit) protection, and the kernel man 
ages mappings (e.g. reloading of key registers on context 
sWitches) to alloW user programs to co-exist Without trusting 
one another. Since the nodes of a global domain share 
memory and may cache data, a softWare error in one node 
may create a fatal softWare error Which may crash the entire 
system. Similarly, a fatal hardWare error in one node Will 
typically cause the entire global domain to crash. 

[0014] Accordingly, in another approach to multiprocess 
ing computer systems, clustering may be employed to pro 
vide greater fault protection. Unlike SSM approaches, the 
memory of one node in a cluster system is not freely 
accessible by processors of other cluster nodes. LikeWise, 
the 1/0 of one node is typically not freely accessible by 
processors of other nodes. While memory is not freely 
shared betWeen nodes of a cluster, a cluster alloWs nodes to 
communicate With each other in a protected Way using an 
interconnection netWork Which is virtualiZed and protected 
via operating system abstractions. Normally, each node of a 
cluster runs a separate kernel. Nodes connected in a cluster 
should not be able to spread local faults, both hardWare and 
softWare, that Would crash other nodes. 

[0015] While the concept of clustering for providing pro 
tection in multiprocessing computer systems is generally 
knoWn, various limitations have been associated With cluster 
systems. These limitations include the lack of addressing 
schemes Which cover a large number of nodes, the lack of 
?exible protection mechanisms that protect a node from 
softWare and hardWare failures in other nodes, the lack of 
protocols Which are extensible that alloW communications to 
be set up as “hops” through other nodes to thereby alloW 
ef?cient interconnect netWorks, and the lack of error report 
ing mechanisms that are applicable to protocols running at 
a user-level. 

[0016] Cluster systems attempt to provide each cluster 
node control over Which resources are made available to 
other nodes in the cluster. HoWever, current technology does 
not alWays give a node Which provides resources With 
control over exactly hoW those resources may be used. More 
importantly, control over the type of access to be made to 
local resources is not transparent to the remote node; this 
potentially requires the remote node to perform different 
cluster operations based on the type of local resource it 
Wishes to access. 

[0017] Another limitation of current technology lies in the 
implementation of its protection scheme. A hardWare inter 
face Which only alloWs resources to be provided to one 
particular remote node lacks ?exibility. On the other hand, 
a system Which supports fully general access lists may 
require large amounts of memory in the interface to support 
this feature. 

[0018] It is thus desirable to provide a fast and reliable 
communication mechanism in a cluster system Which alloWs 
for ef?cient implementation of user and kernel-level com 
munication protocols. 

SUMMARY OF THE INVENTION 

[0019] In one embodiment, a multiprocessing system 
includes a plurality of nodes. The plurality of nodes may be 
interconnected through a global interconnect netWork Which 
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supports cluster communications. An initiating node may 
launch a request to a remote nodes memory. A cluster 
protection mechanism is advantageously employed Within a 
system interface of the remote node. The system interface, 
Which is coupled betWeen the global interconnect netWork 
and a local bus of the remote node, includes a memory 
management unit, referred to as a cluster MMU, including a 
plurality of entries Which are selectable on a page basis. 
Depending upon the particular address of a received global 
transaction, an entry Within the memory management unit is 
retrieved. The entry includes various ?elds Which may be 
used to protect against accesses by unauthoriZed nodes, and 
to specify the local physical address to be conveyed upon the 
local bus. A ?eld of the entry is further provided to control 
the type operation performed upon the local bus by the 
system interface in response to the global interface. In one 
speci?c implementation, several different command types 
may be speci?ed by the particular entry of the memory 
management unit, including normal memory operations, 
atomic test and set operations, I/O operations and interrupt 
operations, among others. Additional control registers may 
further be provided Within the system interface to specify 
further protection parameters and/or functionality. For 
example, in one embodiment, a control register is provided 
Within the system interface to store values indicative of the 
other nodes of the system Which are alloWed access to this 
node’s local memory, a second control register Which indi 
cates on a per-address region basis Whether a global trans 
action is a passthrough transaction, and a third control 
register indicating on a per-address region basis Whether a 
global transaction is directed to a local memory region. 

[0020] A multiprocessing computer system employing the 
cluster protection mechanisms described herein may advan 
tageously alloW a given node to control hoW its resources are 
used by remote cluster nodes. Additionally, relatively simple 
cluster communication protocols may be implemented at the 
global level, While alloWing the type of access performed 
locally to be speci?ed by the local node. Additionally, the 
protection mechanisms described herein may further alloW 
cluster implementations Wherein access restrictions may be 
speci?ed ?exibily Without requiring large amounts of 
memory to implement the ?exibility. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0021] Other objects and advantages of the invention Will 
become apparent upon reading the folloWing detailed 
description and upon reference to the accompanying draW 
ings in Which: 

[0022] FIG. 1 is a block diagram of a multiprocessor 
computer system. 

[0023] FIG. 1A is a conceptualiZed block diagram depict 
ing a non-uniform memory architecture supported by one 
embodiment of the computer system shoWn in FIG. 1. 

[0024] FIG. 1B is a conceptualiZed block diagram depict 
ing a cache-only memory architecture supported by one 
embodiment of the computer system shoWn in FIG. 1. 

[0025] FIG. 2 is a block diagram of one embodiment of a 
symmetric multiprocessing node depicted in FIG. 1. 

[0026] FIG. 2A is an exemplary directory entry stored in 
one embodiment of a directory depicted in FIG. 2. 
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[0027] FIG. 3 is a block diagram of one embodiment of a 
system interface shown in FIG. 

[0028] FIG. 4 illustrates an exemplary mapping of physi 
cal addresses Within an embodiment of a computer system. 

[0029] FIG. 5 is a block diagram Which depicts features of 
a system interface Which are operational during a cluster 
mode of operation. 

[0030] FIG. 6 illustrates functionality performed by a 
cluster memory management unit. 

[0031] FIG. 7 illustrates particular cluster protection 
checks Which may be performed by an embodiment of the 
computer system. 

[0032] FIG. 8 is a diagram Which illustrates a con?gura 
tion for a global interconnect netWork in a computer system. 

[0033] FIG. 9 illustrates an exemplary system con?gura 
tion Wherein a pass-through node includes a plurality of 
system interfaces. 

[0034] FIG. 10 illustrates an exemplary system con?gu 
ration for implementing data striping. 

[0035] FIG. 11 is a block diagram illustrating further 
aspects of a further embodiment of a multiprocessing com 
puter system. 

[0036] While the invention is susceptible to various modi 
?cations and alternative forms, speci?c embodiments 
thereof are shoWn by Way of example in the draWings and 
Will herein be described in detail. It should be understood, 
hoWever, that the draWings and detailed description thereto 
are not intended to limit the invention to the particular form 
disclosed, but on the contrary, the intention is to cover all 
modi?cations, equivalents and alternatives falling Within the 
spirit and scope of the present invention as de?ned by the 
appended claims. 

DETAILED DESCRIPTION OF THE 
INVENTION 

[0037] Turning noW to FIG. 1, a block diagram of one 
embodiment of a multiprocessing computer system 10 is 
shoWn. Computer system 10 includes multiple SMP 12A 
12D interconnected by a point-to-point netWork 14. Ele 
ments referred to herein With a particular reference number 
folloWed by a letter Will be collectively referred to by the 
reference number alone. For example, SMP nodes 12A-12D 
Will be collectively referred to as SMP nodes 12. In the 
embodiment shoWn, each SMP node 12 includes multiple 
processors, external caches, an SMP bus, a memory, and a 
system interface. For example, SMP node 12A is con?gured 
With multiple processors including processors 16A-16B. 
The processors 16 are connected to external caches 18, 
Which are further coupled to an SMP bus 20. Additionally, 
a memory 22 and a system interface 24 are coupled to SNP 
bus 20. Still further, one or more input/output (I/O) inter 
faces 26 may be coupled to SMP bus 20. U0 interfaces 26 
are used to interface to peripheral devices such as serial and 
parallel ports, disk drives, modems, printers, etc. Other SNP 
nodes 12B-12D may be con?gured similarly. 

[0038] Generally speaking, computer system 10 is oper 
able in either a scaled shared memory (SSM) mode or in a 
cluster mode. The mode in Which computer system 10 
operates is set during initialiZation by setting con?guration 
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control registers Within each node’s system interface 24. 
Various speci?c details regarding the operation of computer 
system 10 in the SSM mode are described ?rst in conjunc 
tion With FIGS. 2-3. Aspects of the operation of computer 
system 10 in cluster mode are described more fully in 
conjunction With FIGS. 4-10. 

[0039] As used herein, a memory operation is an operation 
causing the transfer of data from a source to a destination. 
The source and/or destination may be storage locations 
Within the initiator, or may be storage locations Within 
memory. When a source or destination is a storage location 

Within memory, the source or destination is speci?ed via an 
address conveyed With the memory operation. Memory 
operations may be read or Write operations. Aread operation 
causes transfer of data from a source outside of the initiator 
to a destination Within the initiator. Conversely, a Write 
operation causes transfer of data from a source Within the 
initiator to a destination outside of the initiator. In the 
computer system shoWn in FIG. 1, a memory operation may 
include one or more transactions upon SNP bus 20 as Well 
as one or more coherency operations upon netWork 14. 

[0040] Each SMP node 12 is essentially an SMP system 
having memory 22 as the shared memory. Processors 16 are 
high performance processors. In one embodiment, each 
processor 16 is a SPARC processor compliant With version 
9 of the SPARC processor architecture. It is noted, hoWever, 
that any processor architecture may be employed by pro 
cessors 16. 

[0041] Typically, processors 16 include internal instruc 
tion and data caches. Therefore, external caches 18 are 
labeled as L2 caches (for level 2, Wherein the internal caches 
are level 1 caches). If processors 16 are not con?gured With 
internal caches, then external caches 18 are level 1 caches. 
It is noted that the “level” nomenclature is used to identify 
proximity of a particular cache to the processing core Within 
processor 16. Level 1 is nearest the processing core, level 2 
is next nearest, etc. External caches 18 provide rapid access 
to memory addresses frequently accessed by the processor 
16 coupled thereto. It is noted that external caches 18 may 
be con?gured in any of a variety of speci?c cache arrange 
ments. For example, set-associative or direct-mapped con 
?gurations may be employed by external caches 18. 

[0042] SMP bus 20 accommodates communication 
betWeen processors 16 (through caches 18), memory 22, 
system interface 24, and I/O interface 26. In one embodi 
ment, SNIP bus 20 includes an address bus and related 
control signals, as Well as a data bus and related control 
signals. Because the address and data buses are separate, a 
splittransaction bus protocol may be employed upon SMP 
bus 20. Generally speaking, a split-transaction bus protocol 
is a protocol in Which a transaction occurring upon the 
address bus may differ from a concurrent transaction occur 
ring upon the data bus. Transactions involving address and 
data include an address phase in Which the address and 
related control information is conveyed upon the address 
bus, and a data phase in Which the data is conveyed upon the 
data bus. Additional address phases and/or data phases for 
other transactions may be initiated prior to the data phase 
corresponding to a particular address phase. An address 
phase and the corresponding data phase may be correlated in 
a number of Ways. For example, data transactions may occur 
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in the same order that the address transactions occur. Alter 
natively, address and data phases of a transaction may be 
identi?ed via a unique tag. 

[0043] Memory 22 is con?gured to store data and instruc 
tion code for use by processors 16. Memory 22 preferably 
comprises dynamic random access memory (DRAM), 
although any type of memory may be used. In the SSM 
mode, memory 22 in conjunction With the similar illustrated 
memories in the other SMP nodes 12 form a distributed 
shared memory system. Each address in the address space of 
the distributed shared memory is assigned to a particular 
node, referred to as the home node of the address. A 
processor Within a different node than the home node may 
access the data at an address of the home node, potentially 
caching the data. Therefore, coherency is maintained 
betWeen SMT nodes 12 as Well as among processors 16 and 
caches 18 Within a particular SMP node 12A-12D. System 
interface 24 provides internode coherency, While snooping 
upon SNP bus 20 provides intranode coherency. 

[0044] In addition to maintaining internode coherency, 
system interface 24 detects addresses upon SMP bus 20 
Which require a data transfer to or from another SMP node 
12. System interface 24 performs the transfer, and provides 
the corresponding data for the transaction upon SMP bus 20. 
In the embodiment shoWn, system interface 24 is coupled to 
a point-to-point netWork 14. HoWever, it is noted that in 
alternative embodiments other netWorks may be used. In a 
point-to-point netWork, individual connections exist 
betWeen each node upon the netWork. A particular node 
communicates directly With a second node via a dedicated 
link. To communicate With a third node, the particular node 
utiliZes a different link than the one used to communicate 
With the second node. Alternatively, as Will be described in 
further detail beloW, the interconnect netWork 38 may be 
con?gured such that a particular node may be used as a 
“hop” to pass through communications betWeen a sending 
node and a receiving node. That is, the netWork is arranged 
such that all communications from the sending node to the 
receiving node must pass through a hop node. By con?g 
uring the netWork using hop nodes, the cost of the system 
may be reduced, and the interconnect netWork may be 
simpli?ed. 
[0045] It is noted that, although four SMP nodes 12 are 
shoWn in FIG. 1, embodiments of computer system 10 
employing any number of nodes are contemplated. It is 
further noted that embodiments are also contemplated 
Wherein a plurality of nodes are con?gured to operate in an 
SSM mode of operation With respect to each other, but that 
collectively form a cluster node Within a cluster Which 
includes other cluster nodes. 

[0046] FIGS. 1A and 1B are conceptualiZed illustrations 
of distributed memory architectures supported by one 
embodiment of computer system 10. Speci?cally, FIGS. 1A 
and 1B illustrate alternative Ways in Which each SMP node 
12 of FIG. 1 may cache data and perform memory accesses. 
Details regarding the manner in Which computer system 10 
supports such accesses Will be described in further detail 
beloW. 

[0047] FIG. 1A is a logical diagram depicting a ?rst 
memory architecture 30 supported by one embodiment of 
computer system 10 is shoWn. Architecture 30 includes 
multiple processors 32A-32D, multiple caches 34A-34D, 
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multiple memories 36A-36D, and an interconnect netWork 
38. The multiple memories 36 form a distributed shared 
memory. Each address Within the address space corresponds 
to a location Within one of memories 36. 

[0048] Architecture 30 is a non-uniform memory archi 
tecture (NUMA). In a NUMA architecture, the amount of 
time required to access a ?rst memory address may be 
substantially different than the amount of time required to 
access a second memory address. The access time depends 
upon the origin of the access and the location of the memory 
36A-36D Which stores the accessed data. For example, if 
processor 32A accesses a ?rst memory address stored in 
memory 36A, the access time may be signi?cantly shorter 
than the access time for an access to a second memory 
address stored in one of memories 36B-36D. That is, an 
access by processor 32A to memory 36A may be completed 
locally (e.g. Without transfers upon netWork 38), While a 
processor 32A access to memory 36B is performed via 
netWork 38. Typically, an access through netWork 38 is 
sloWer than an access completed Within a local memory. For 
example, a local access might be completed in a feW 
hundred nanoseconds While an access via the netWork might 
occupy a feW microseconds. 

[0049] Data corresponding to addresses stored in remote 
nodes may be cached in any of the caches 34. HoWever, once 
a cache 34 discards the data corresponding to such a remote 
address, a subsequent access to the remote address is com 
pleted via a transfer upon netWork 38. 

[0050] NUMA architectures may provide excellent per 
formance characteristics for softWare applications Which use 
addresses that correspond primarily to a particular local 
memory. SoftWare applications Which exhibit more random 
access patterns and Which do not con?ne their memory 
accesses to addresses Within a particular local memory, on 
the other hand, may experience a large amount of netWork 
traffic as a particular processor 32 performs repeated 
accesses to remote nodes. 

[0051] Turning noW to FIG. B, a logic diagram depicting 
a second memory architecture 40 supported by the computer 
system 10 of FIG. 1 is shoWn. Architecture 40 includes 
multiple processors 42A-42D, multiple caches 44A-44D, 
multiple memories 46A-46D, and netWork 48. HoWever, 
memories 46 are logically coupled betWeen caches 44 and 
netWork 48. Memories 46 serve as larger caches (eg a level 
3 cache), storing addresses Which are accessed by the 
corresponding processors 42. Memories 46 are said to 
“attract” the data being operated upon by a corresponding 
processor 42. As opposed to the NUMA architecture shoWn 
in FIG. 1A, architecture 40 reduces the number of accesses 
upon the netWork 48 by storing remote data in the local 
memory When the local processor accesses that data. The 
remote data stored in local memory is referred to herein as 
shadoW pages of the remote data. 

[0052] Architecture 40 is referred to as a cache-only 
memory architecture (COMA). Multiple locations Within the 
distributed shared memory formed by the combination of 
memories 46 may store data corresponding to a particular 
address. No permanent mapping of a particular address to a 
particular storage location is assigned. Instead, the location 
storing data corresponding to the particular address changes 
dynamically based upon the processors 42 Which access that 
particular address. Conversely, in the NUMA architecture a 
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particular storage location Within memories 46 is assigned to 
a particular address. Architecture 40 adjusts to the memory 
access patterns performed by applications executing 
thereon, and coherency is maintained betWeen the memories 
46. 

[0053] During operation in a SSM mode, computer system 
10 may be con?gured to support both of the memory 
architectures shoWn in FIGS. 1A and 1B. In particular, a 
memory address may be accessed in a NUMA fashion from 
one SMP node 12A-12D While being accessed in a COMA 
manner from another SMP node 12A-12D. In one embodi 
ment, a NUMA access is detected if the node ID bits of the 
address upon SMP bus 20 identify another SMP node 12 as 
the home node of the address presented. OtherWise, a 
COMA access is presumed. Additional details Will be pro 
vided beloW. In one embodiment, a data accessed in a 
COMA manner is stored as a shadoW page Within the node 
accessing the data. 

[0054] In one embodiment, the COMA architecture is 
implemented using a combination of hardWare and softWare 
techniques. HardWare maintains coherency betWeen the 
locally cached copies of pages, and softWare (eg the 
operating system employed in computer system 10) is 
responsible for deallocating and allocating cached pages. 

[0055] FIG. 2 depicts details of one implementation of an 
SMP node 12A that generally conforms to the SMP node 
12A shoWn in FIG. 1. Other nodes 12 may be con?gured 
similarly. It is noted that alternative speci?c implementa 
tions of each SMP node 12 of FIG. 1 are also possible. The 
implementation of SMP node 12A shoWn in FIG. 2 includes 
multiple subnodes such as subnodes 50A and 50B. Each 
subnode 50 includes tWo processors 16 and corresponding 
caches 18, a memory portion 56, an address controller 52, 
and a data controller 54. The memory portions 56 Within 
subnodes 50 collectively form the memory 22 of the SMP 
node 12A of FIG. 1. Other subnodes (not shoWn) are further 
coupled to SMP bus 20 to form the I/O interfaces 26. 

[0056] As shoWn in FIG. 2, SMP bus 20 includes an 
address bus 58 and a data bus 60. Address controller 52 is 
coupled to address bus 58, and data controller 54 is coupled 
to data bus 60. FIG. 2 also illustrates system interface 24, 
including a system interface logic block 62, a translation 
storage 64, a directory 66, and a memory tag (MTAG) 68. 
Logic block 62 is coupled to both address bus 58 and data 
bus 60, and asserts an ignore signal 70 upon address bus 58 
under certain circumstances as Will be explained further 
beloW. Additionally, logic block 62 is coupled to translation 
storage 64, directory 66, MTAG 68, and netWork 14. 

[0057] For the embodiment of FIG. 2, each subnode 50 is 
con?gured upon a printed circuit board Which may be 
inserted into a backplane upon Which SMP bus 20 is 
situated. In this manner, the number of processors and/or I/O 
interfaces 26 included Within an SMP node 12 may be varied 
by inserting or removing subnodes 50. For example, com 
puter system 10 may initially be con?gured With a small 
number of subnodes 50. Additional subnodes 50 may be 
added from time to time as the computing poWer required by 
the users of computer system 10 groWs. 

[0058] Address controller 52 provides an interface 
betWeen caches 18 and the address portion of SMP bus 20. 
In the embodiment shoWn, address controller 52 includes an 
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out queue 72 and some number of in queues 74. Out queue 
72 buffers transactions from the processors connected 
thereto until address controller 52 is granted access to 
address bus 58. Address controller 52 performs the transac 
tions stored in out queue 72 in the order those transactions 
Were placed into out queue 72 (i.e. out queue 72 is a FIFO 
queue). Transactions performed by address controller 52 as 
Well as transactions received from address bus 58 Which are 
to be snooped by caches 18 and caches internal to processors 
16 are placed into in queue 74. 

[0059] Similar to out queue 72, in queue 74 is a FIFO 
queue. All address transactions are stored in the in queue 74 
of each subnode 50 (even Within the in queue 74 of the 
subnode 50 Which initiates the address transaction). Address 
transactions are thus presented to caches 18 and processors 
16 for snooping in the order they occur upon address bus 58. 
The order that transactions occur upon address bus 58 is the 
order for SMP node 12A. HoWever, the complete system is 
expected to have one global memory order. This ordering 
expectation creates a problem in both the NUMA and 
COMA architectures employed by computer system 10, 
since the global order may need to be established by the 
order of operations upon netWork 14. If tWo nodes perform 
a transaction to an address, the order that the corresponding 
coherency operations occur at the home node for the address 
de?nes the order of the tWo transactions as seen Within each 
node. For example, if tWo Write transactions are performed 
to the same address, then the second Write operation to arrive 
at the address’ home node should be the second Write 
transaction to complete (i.e. a byte location Which is updated 
by both Write transactions stores a value provided by the 
second Write transaction upon completion of both transac 
tions). HoWever, the node Which performs the second trans 
action may actually have the second transaction occur ?rst 
upon SNIP bus 20. Ignore signal 70 alloWs the second 
transaction to be transferred to system interface 24 Without 
the remainder of the SMP node 12 reacting to the transac 
tion. 

[0060] Therefore, in order to operate effectively With the 
ordering constraints imposed by the out queue/in queue 
structure of address controller 52, system interface logic 
block 62 employs ignore signal 70. When a transaction is 
presented upon address bus 58 and system interface logic 
block 62 detects that a remote transaction is to be performed 
in response to the transaction, logic block 62 asserts the 
ignore signal 70. Assertion of the ignore signal 70 With 
respect to a transaction causes address controller 52 to 
inhibit storage of the transaction into in queues 74. There 
fore, other transactions Which may occur subsequent to the 
ignored transaction and Which complete locally Within SMP 
node 12A may complete out of order With respect to the 
ignored transaction Without violating the ordering rules of in 
queue 74. In particular, transactions performed by system 
interface 24 in response to coherency activity upon netWork 
14 may be performed and completed subsequent to the 
ignored transaction. When a response is received from the 
remote transaction, the ignored transaction may be reissued 
by system interface logic block 62 upon address bus 58. The 
transaction is thereby placed into in queue 74, and may 
complete in order With transactions occurring at the time of 
reissue. 

[0061] It is noted that in one embodiment, once a trans 
action from a particular address controller 52 has been 
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ignored, subsequent coherent transactions from that particu 
lar address controller 52 are also ignored. Transactions from 
a particular processor 16 may have an important ordering 
relationship With respect to each other, independent of the 
ordering requirements imposed by presentation upon 
address bus 58. For example, a transaction may be separated 
from another transaction by a memory synchroniZing 
instruction such as the MEMBAR instruction included in the 
SPARC architecture. The processor 16 conveys the transac 
tions in the order the transactions are to be performed With 
respect to each other. The transactions are ordered Within out 
queue 72, and therefore the transactions originating from a 
particular out queue 72 are to be performed in order. 
Ignoring subsequent transactions from a particular address 
controller 52 alloWs the in-order rules for a particular out 
queue 72 to be preserved. It is further noted that not all 
transactions from a particular processor must be ordered. 
HoWever, it is difficult to determine upon address bus 58 
Which transactions must be ordered and Which transactions 
may not be ordered. Therefore, in this implementation, logic 
block 62 maintains the order of all transactions from a 
particular out queue 72. It is noted that other implementa 
tions of subnode 50 are possible that alloW eXceptions to this 
rule. 

[0062] Data controller 54 routes data to and from data bus 
60, memory portion 56 and caches 18. Data controller 54 
may include in and out queues similar to address controller 
52. In one embodiment, data controller 54 employs multiple 
physical units in a bytesliced bus con?guration. 

[0063] Processors 16 as shoWn in FIG. 2 include memory 
management units (MMUs) 76A-76B. MMUs 76 perform a 
virtual to physical address translation upon the data 
addresses generated by the instruction code executed upon 
processors 16, as Well as the instruction addresses. The 
addresses generated in response to instruction eXecution are 
virtual addresses. In other Words, the virtual addresses are 
the addresses created by the programmer of the instruction 
code. The virtual addresses are passed through an address 
translation mechanism (embodied in MMUs 76), from 
Which corresponding physical addresses are created. The 
physical address identi?es a storage location Within memory 
22. 

[0064] Virtual to physical address translation is performed 
for many reasons. For eXample, the address translation 
mechanism may be used to grant or deny a particular 
computing task’s access to certain memory addresses. In this 
manner, the data and instructions Within one computing task 
are isolated from the data and instructions of another com 
puting task. Additionally, portions of the data and instruc 
tions of a computing task may be “paged out” to a hard disk 
drive. When a portion is paged out, the translation is 
invalidated. Upon access to the portion by the computing 
task, an interrupt occurs due to the failed translation. The 
interrupt alloWs the operating system to retrieve the corre 
sponding information from the hard disk drive. In this 
manner, more virtual memory may be available than actual 
memory in memory 22. Many other uses for virtual memory 
are Well knoWn. 

[0065] Referring back to computer system 10 shoWn in 
FIG. 1 in conjunction With the SMP node 12A implemen 
tation illustrated in FIG. 2, in the SSM mode, the physical 
address computed by MMUs 76 may be a local physical 
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address (LPA) Which identi?es an address for Which the 
SMP node 12 is the home node, or it may be a global address 
(GA). MTAG 68 stores a coherency state for each “coher 
ency unit” in memory 22. When an address transaction is 
performed upon SMP bus 20, system interface logic block 
62 eXamines the coherency state stored in MTAG 68 for the 
accessed coherency unit. If the coherency state indicates that 
the SMP node 12 has sufficient access rights to the coher 
ency unit to perform the access, then the address transaction 
proceeds. If, hoWever, the coherency state indicates that 
coherency operations should be performed prior to comple 
tion of the transaction, then system interface logic block 62 
asserts the ignore signal 70. Logic block 62 performs 
coherency operations upon netWork 14 to acquire the appro 
priate coherency state. When the appropriate coherency state 
is acquired, logic block 62 reissues the ignored transaction 
upon SMP bus 20. Subsequently, the transaction completes. 

[0066] Generally speaking, the coherency state main 
tained for a coherency unit at a particular storage location 
(eg a cache or a memory 22) indicates the access rights to 
the coherency unit at that SMP node 12. The access right 
indicates the validity of the coherency unit, as Well as the 
read/Write permission granted for the copy of the coherency 
unit Within that SMP node 12. In one embodiment, the 
coherency states employed by computer system 10 are 
modi?ed, oWned, shared, and invalid. The modi?ed state 
indicates that the SMP node 12 has updated the correspond 
ing coherency unit. Therefore, other SMP nodes 12 do not 
have a copy of the coherency unit. Additionally, When the 
modi?ed coherency unit is discarded by the SMP node 12, 
the coherency unit is stored back to the home node. The 
oWned state indicates that the SMP node 12 is responsible 
for the coherency unit, but other SMP nodes 12 may have 
shared copies. Again, When the coherency unit is discarded 
by the SMP node 12, the coherency unit is stored back to the 
home node. The shared state indicates that the SMP node 12 
may read the coherency unit but may not update the coher 
ency unit Without acquiring the oWned state. Additionally, 
other SMP nodes 12 may have copies of the coherency unit 
as Well. Finally, the invalid state indicates that the SMNI 
node 12 does not have a copy of the coherency unit. In one 
embodiment, the modi?ed state indicates Write permission 
and any state but invalid indicates read permission to the 
corresponding coherency unit. 

[0067] As used herein, a coherency unit is a number of 
contiguous bytes of memory Which are treated as a unit for 
coherency purposes. For eXample, if one byte Within the 
coherency unit is updated, the entire coherency unit is 
considered to be updated. In one speci?c embodiment, the 
coherency unit is a cache line, comprising 64 contiguous 
bytes. It is understood, hoWever, that a coherency unit may 
comprise any number of bytes. 

[0068] System interface 24 also includes a translation 
mechanism Which utiliZes translation storage 64 to store 
translations from a local physical address (LPA) to a global 
address (GA). Certain bits Within a physical address identify 
the home node for the address, at Which coherency infor 
mation is stored for that global address. For eXample, an 
embodiment of computer system 10 may employ four SMP 
nodes 12 such as that of FIG. 1. In such an embodiment, tWo 
bits of the physical address identify the home node. Prefer 
ably, bits from the most signi?cant portion of the physical 
address are used to identify the home node. The same bits 




















