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(57) ABSTRACT 

Asystem and method for synchronizing disparate processing 
modes and for providing mutually exclusive access to shared 
system resources. A processing unit operates in disparate 
?rst and second processing modes. In the ?rst processing 
mode, the computer is under the control of an operating 
system. In the other processing mode, the computer is under 
the control of a system management mode interrupt handling 
routine. To synchronize the tWo processing modes and alloW 
mutually exclusive access to shared hardWare resources, the 
computer system includes shared memory, Which contains 
an intermodal lock, and a mechanism for allowing each 
processing mode to signal the other. Before either process 
ing mode can access the shared resource, the processing 
mode must attempt to acquire the intermodal lock. If the 
lock is acquired, the processing mode accesses the shared 
resource. If the lock cannot be acquired, the processing 
mode sets a pending bit and resumes other tasks until it 
receives a lock release signal from the other processing 
mode. When a processing mode has ?nished accessing the 
shared resource, it releases the lock and checks to see if the 
pending bit Was set. If so, the processing mode sends a lock 
release signal to the other mode. 

200 

/ 

Locked 
Operaiiun(s) 
Compleie 

Locked 
Operaiion(s) 
Complete 

Generate lntermodal 
interrupt 





Patent Application Publication Jan. 10, 2002 Sheet 2 0f 4 US 2002/0004810 A1 

200 

/ 
205 

Normal 
Processing 

Need 
Lock 

Locked 
Operation(s) 
Complete 

Waiting for 
lntermodal 
Interrupt Waiting for Lock? 

Locked 
Operation(s) 
Complete 

21 5 

Acquire Lock 

Lock 
Acquired 240 

r 

2 20 Generate lntermodal 
Access Shared 

Resource 

2130 Was Pending Set? 

Release Lock 



Patent Application Publication Jan. 10, 2002 Sheet 3 0f 4 US 2002/0004810 A1 

305 
300 

Start / 

F 
,310 

Read ounent value of 
Global Lock; Store in 
A and B registers 

‘31 5 
Set B registers 
‘owned’ bit 

320 

_ IS A Yes 
registers 'owned' 

bit set ? 
,3 25 

Set 8 register's 
"pending" bit 

i’sao 
Read current value of 

Gioba! Look 

"Atomic" 
operation 

No Does Global 
Lock = A Register 

? “s35 

_ __s 40 

Set Global Look 
= B register 

i 

350 \ _ ‘ ,355 

Return 'Return 
'acquired“ "pending" 

360 7 

Return 



Patent Application Publication Jan. 10, 2002 Sheet 4 0f 4 

405 400 

Start 

No 

V 

Y 
410 

Read current value of 
Global Lock; Store in 
A and B registers 

l 
Clear B register's 
"owned" and 
"pending" bits 

Read current value of 
Global Look 

415 

‘Atomic’ 
operation 

Does Global 

445 

Lock = A Register 
'-’ ‘425 

430 

Set Global Look 
= B register 

435 

Is A 
register's 
'pendi ng" 

bit set’? 

V 
440 

Return 
No Waiter Pending 

Return 
Waiter Penc?ng 

‘____J 
V 

450 

Return 

US 2002/0004810 A1 



US 2002/0004810 A1 

SYSTEM AND METHOD FOR SYNCHRONIZING 
DISPARATE PROCESSING MODES AND FOR 

CONTROLLING ACCESS TO SHARED 
RESOURCES 

TECHNICAL FIELD 

[0001] The present invention relates to a system and 
method for synchronizing multiple processing modes in a 
computer, and more particularly relates to a system and 
method for ef?ciently providing mutually exclusive access 
to a computer resource that is shared by distinct processing 
modes executed by a microprocessor. 

BACKGROUND OF THE INVENTION 

[0002] In the operating systems and hardWare that are 
employed in most personal computers, interrupts have tra 
ditionally been handled by the operating system. This alloWs 
the interrupt handling routines to be synchroniZed or coor 
dinated With other processes that are under the control of the 
operating system, thereby resulting in reliable and ef?cient 
operation of the computer system. The ability to synchroniZe 
multiple processes is important regardless of Whether the 
processes are executed on a single processor or on a multi 

processor system. 

[0003] Asynchronous processes are frequently synchro 
niZed by using “semaphores,” Which are signals or ?ags that 
govern access to shared system resources. Mutually exclu 
sive access to a shared resource is necessary When a resource 

does not lend itself to shared access by multiple processes or 
When sharing Would result in an unpredictable outcome. A 
“mutex” is a type of semaphore that is used to ensure that 
access to the shared resource is mutually exclusive, i.e., that, 
at any given time, only one process has access to the shared 
resource. A process must acquire the mutex before it can 
access a shared resource. Once the process is ?nished With 
the shared resource, the process “returns” the mutex so that 
it is available to be acquired by other processes that need to 
access the shared resource. A mutex may be used in the 
context of a locking mechanism knoWn as a “spin lock.” If 
the process is unable to acquire the mutex, the process 
simply continues to try until it is successful. 

[0004] Although synchroniZation is very important for 
reliable and ef?cient operation, some microprocessors pro 
vide processing modes that are hidden from the operating 
system. For example, the “x86” architecture, Which includes 
Intel Corporation’s “PENTIUM” and “80486” microproces 
sors, implements a system management mode (SMM). 
SMM is an extremely privileged processor mode, Which 
provides a mechanism for incorporating softWare controlled 
features that operate transparent to program modules such as 
the operating system and application programs. SMM is 
intended for use only by the computer system’s ?rmWare, 
not by application programs and operating system softWare. 

[0005] In the x86 architecture, the microprocessor enters 
system management mode When it receives a system man 
agement interrupt (SMI). The SMM code is typically hidden 
from the operating system by storing it in a dedicated and 
secure memory space referred to as SMM RAM. The SMM 
RAM is used to store the SMI handler code and CPU context 
data. The microprocessor provides a status signal that the 
computer system hardWare uses to decode access to the 
SMM RAM. An RSM instruction causes the microprocessor 
to exit SMM. 
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[0006] The SMM is transparent to the operating system 
and application programs for the folloWing reasons: (1) the 
only Way to enter SMM is by providing a non-maskable type 
of interrupt triggered by an external signal applied to the 
appropriate pin on the microprocessor; (2) the processor 
begins executing SMM code from a separate address space 
(SMM RAM); (3) upon entering SMM, the processor saves 
the register state of the interrupted program module in a 
portion of the SMM RAM; (4) upon entering SMM, all 
interrupts normally handled by the operating system or by 
applications are disabled; and (5) the RSM instruction 
restores processor registers from the SMM RAM and returns 
control to the interrupted program module. 

[0007] Although processing modes such as SMM provide 
a mechanism for implementing poWer management and 
other features in a computer, the SMM is incompatible With 
the operating system and takes control of the computer aWay 
from the operating system. An SMI can stop the processor 
at any time, including in the middle of some instructions. 
The lack of synchroniZation and cooperation betWeen the 
SMM processing mode and the operating system processing 
mode results in decreased reliability and ef?ciency. The lack 
of synchroniZation also makes it difficult for the operating 
system and SMM to reliably share access to the computer’s 
resources. 

[0008] In some cases, it is desirable for the SMM and 
operating system to share access to some hardWare 
resources. HoWever, prior art synchroniZation mechanisms 
are inadequate or inefficient When attempting to provide 
synchroniZation betWeen the SMM processing mode and the 
operating system processing mode. For example, if the 
SMM processing mode fails to acquire a spin lock because 
the mutex is in use by the operating system, the system Will 
fail because the SMM interrupts the operating system and 
prevents the operating system from completing its operation 
and freeing the mutex. In other locking mechanisms, a 
process may “announce” that it has released a lock. If this 
approach Were used With the SMM environment, it Would 
require that the operating system generate an SMI every 
time it released the mutex, in order to notify the SMM that 
the lock is available. Because of the overhead and problems 
associated With sWitching betWeen the operating system 
environment and the SMM environment, such an approach 
Would be highly inef?cient at best. 

[0009] Therefore, there is a need in the art for an ef?cient 
locking mechanism that can be used to synchroniZe tWo 
distinct processing modes, such as the operating system and 
SMM processing modes. Each processing mode should be 
required to acquire the lock prior to using particular 
resources, and to release the lock in a manner that alloWs 
ef?cient acquisition by the other environment. 

SUMMARY OF THE INVENTION 

[0010] The present invention satis?es the above-described 
needs by providing an intermodal locking mechanism that 
alloWs synchroniZation betWeen tWo processing modes and 
that ensures mutually exclusive access to system resources 
that are shared by the tWo processing modes. In order to 
synchroniZe ?rst and second processing modes and alloW 
mutually exclusive access to shared resources, the computer 
system includes shared memory, Which contains the inter 
modal lock, and a mechanism for alloWing each processing 
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mode to signal the other processing mode. Before either 
processing mode can access the shared resource, the pro 
cessing mode must attempt to acquire the intermodal lock. 
If the intermodal lock is acquired, the processing mode may 
access the shared resource. If the intermodal lock is not 
acquired, the processing mode sets a pending bit and 
resumes other tasks until it receives a lock release signal 
from the other processing mode. When a processing mode 
has ?nished accessing the shared resource, it releases the 
intermodal lock and checks to see if the pending bit is set. 
If so, the processing mode sends a lock release signal to the 
other mode. This alloWs disparate processing modes to 
ef?ciently share a resource and ensures mutually exclusive 
access to the resource. 

[0011] Generally described, the present invention provides 
a method for synchronizing ?rst and second processing 
modes executed by a processing unit and for controlling 
access to a shared resource. The method includes providing 
a lock that is accessible to the ?rst and second processing 
modes and Which indicates the availability of access to a 
shared resource. The ?rst processing mode attempts to 
acquire the lock. If the lock is acquired by the ?rst process 
ing mode, the ?rst processing mode accesses the shared 
resource. The ?rst processing mode releases the lock after 
accessing the shared resource from the ?rst processing 
mode, and then determines the status of a pending indicator 
associated With the lock. If the pending indicator Was set, the 
?rst processing mode sends a signal to the second processing 
mode. 

[0012] More particularly described, the present invention 
attempts to acquire the lock by reading a value in a data 
register associated With the lock and retaining copies of the 
value as an original lock value and an altered lock value. An 
oWned bit is set in the altered lock value. The ?rst processing 
mode determines Whether an oWned bit in the original lock 
value is set. If so, the ?rst processing mode sets a pending 
bit in the altered lock value. The ?rst processing mode then 
determines Whether the value in the data register associated 
With the lock remains equal to the value stored in the original 
lock value. If so, the ?rst processing mode stores the altered 
lock value in the data register associated With the lock. 

[0013] Still more particularly described, the present inven 
tion releases the lock by reading a value in a data register 
associated With the lock and retaining the read value as an 
original lock value and an altered lock value. The ?rst 
processing mode clears an oWned bit and a pending bit in the 
altered lock value. The ?rst processing mode determines 
Whether the value in the data register associated With the 
lock remains equal to the original lock value. If so, the ?rst 
processing mode stores the altered lock value in the data 
register associated With the lock. 

[0014] In another aspect, the present invention provides a 
computer system that includes a processing unit capable of 
executing ?rst and second processing modes, a shared 
resource accessible to the ?rst and second processing modes, 
and a lock for controlling access to the shared resource. The 
lock includes a lock data register accessible to the ?rst and 
second processing modes. In response to instructions from a 
program module, the processing unit is operative to attempt 
to acquire the lock from a ?rst processing mode. If the lock 
is acquired, the ?rst processing mode accesses the shared 
resource. OtherWise, the ?rst processing mode sets a pend 
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ing indicator. The ?rst processing mode releases the lock 
after accessing the shared resource and determines Whether 
a pending indicator is set. If so, the processing unit sends a 
signal to the second processing mode. 

[0015] In another aspect, the present invention provides a 
computer-readable medium on Which is stored a computer 
program for synchroniZing ?rst and second processing 
modes executed by a processing unit and for controlling 
access to a shared resource. The computer program com 

prising instructions Which, When executed by the processing 
unit, perform the steps of providing a lock for controlling 
access to the shared resource. The lock includes a register 
accessible to the ?rst and second processing modes and 
indicates the availability of access to the shared resource. 
The program steps cause the ?rst processing mode to 
attempt to acquire the lock. If the lock is acquired, the ?rst 
processing mode accesses the shared resource. The program 
releases the lock after accessing the shared resource and 
determines the status of a pending indicator. If the pending 
indicator is set, the programs sends a signal to the other 
processing mode. 

[0016] The various aspects of the present invention pro 
vide a mechanism for synchroniZing processing modes to 
coordinate activities that run the computer. In addition, the 
present invention provides a mutually exclusive lock that is 
accessible by separate processing modes. The present inven 
tion also provides intermode communication to alert pend 
ing mode that the lock is no longer oWned. The various 
aspects of the present invention may be more clearly under 
stood and appreciated from a revieW of the folloWing 
detailed description of the disclosed embodiments and by 
reference to the appended draWings and claims. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0017] FIG. 1 is a block diagram of a computer system 
that provides the operating environment for an exemplary 
embodiment of the present invention. 

[0018] FIG. 2 is state diagram illustrating an exemplary 
process for acquiring the intermodal lock, accessing the 
shared resource, and releasing the intermodal lock. 

[0019] FIG. 3 is a How diagram illustrating a method for 
acquiring the intermodal lock, Which forms a part of the state 
diagram of FIG. 2. 

[0020] FIG. 4 is a How diagram illustrating a method for 
releasing the intermodal lock, Which forms a part of the state 
diagram of FIG. 2. 

DETAILED DESCRIPTION AN EXEMPLARY 
EMBODIMENT 

[0021] The present invention is directed to a system and 
method for synchroniZing disparate processing modes and 
for providing mutually exclusive access to shared system 
resources. Generally described, an embodiment of the 
present invention is employed in conjunction With a com 
puter system in Which the processor operates in tWo dispar 
ate processing modes. In one processing mode, the computer 
is under the control of an operating system. In the other 
processing mode, the computer is under the control of the 
processor’s system management mode interrupt handling 
routine. In order to synchroniZe the tWo processing modes 
and alloW mutually exclusive access to shared hardWare 
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resources, the computer system includes shared memory, 
Which contains the intermodal lock, and a mechanism for 
allowing each processing mode to signal the other. Before 
either processing mode can access the shared resource, the 
processing mode must attempt to acquire the intermodal 
lock. If the lock is acquired, the processing mode accesses 
the shared resource. If the lock cannot be acquired, the 
processing mode sets a pending bit and resumes other tasks 
until it receives a lock release signal from the other pro 
cessing mode. At that point, the processing mode must again 
attempt to acquire the lock before accessing the shared 
resource. When a processing mode has ?nished accessing 
the shared resource, it releases the lock and checks to see if 
the pending bit Was set. If so, the processing mode sends a 
lock release signal to the other mode. This alloWs disparate 
processing modes to ef?ciently share a resource and ensures 
mutually exclusive access to the resource. 

[0022] Although an exemplary embodiment of the present 
invention Will be generally described in the context of an 
operating system and other program modules running on a 
personal computer, those skilled in the art Will recogniZe that 
the present invention also can be implemented in conjunc 
tion With other program modules for other types of com 
puters. Furthermore, those skilled in the art Will recogniZe 
that the present invention may be implemented in a stand 
alone or in a distributed computing environment. In a 
distributed computing environment, program modules may 
be physically located in different local and remote memory 
storage devices. Execution of the program modules may 
occur locally in a stand-alone manner or remotely in a 
client/server manner. Examples of such distributed comput 
ing environments include local area netWorks of an of?ce, 
enterprise-Wide computer netWorks, and the global Internet. 

[0023] The detailed description that folloWs is represented 
largely in terms of processes and symbolic representations 
of operations by conventional computer components, 
including a processing unit, memory storage devices for the 
processing unit, display devices, and input devices. Further 
more, these processes and operations may utiliZe conven 
tional computer components in a heterogeneous distributed 
computing environment, including remote ?le servers, 
remote compute servers, and remote memory storage 
devices. Each of these conventional distributed computing 
components is accessible by the processing unit via a 
communications netWork. 

[0024] The processes and operations performed by the 
computer include the manipulation of signals by a process 
ing unit or remote server and the maintenance of these 
signals Within data structures resident in one or more of the 
local or remote memory storage devices. Such data struc 
tures impose a physical organiZation upon the collection of 
data stored Within a memory storage device and represent 
speci?c electrical or magnetic elements. These symbolic 
representations are the means used by those skilled in the art 
of computer programming and computer construction to 
most effectively convey teachings and discoveries to others 
skilled in the art. 

[0025] For the purposes of this discussion, a process or 
method is generally conceived to be a sequence of computer 
executed steps leading to a desired result. These steps 
generally require physical manipulations of physical quan 
tities. Usually, though not necessarily, these quantities take 
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the form of electrical, magnetic, or optical signals capable of 
being stored, transferred, combined, compared, or otherWise 
manipulated. It is conventional for those skilled in the art to 
refer to these signals as bits, bytes, Words, data, objects, 
properties, tags, types, identi?ers, values, elements, sym 
bols, characters, terms, numbers, points, records, messages, 
images, ?les, documents, or the like. It should be kept in 
mind, hoWever, that these and similar terms should be 
associated With appropriate physical quantities for computer 
operations, and that these terms are merely conventional 
labels applied to physical quantities that exist Within and 
during operation of the computer. 

[0026] It should also be understood that manipulations 
Within the computer are often referred to in terms such as 
adding, comparing, receiving, sending, transmitting, reply 
ing, etc. Which are often associated With manual operations 
performed by a human operator. The operations described 
herein are machine operations performed in conjunction 
With various input provided by a human operator or user that 
interacts With the computer. 

[0027] In addition, it should be understood that the pro 
grams, processes, methods, etc. described herein are not 
related or limited to any particular computer or apparatus, 
nor are they related or limited to any particular communi 
cation netWork architecture. Rather, various types of general 
purpose machines may be used With program modules 
constructed in accordance With the teachings described 
herein. Similarly, it may prove advantageous to construct a 
specialiZed apparatus to perform the method steps described 
herein by Way of dedicated computer systems in a speci?c 
netWork architecture With hard-Wired logic or programs 
stored in nonvolatile memory, such as read only memory. 

[0028] Referring noW to the draWings, in Which like 
numerals represent like elements throughout the several 
?gures, aspects of the present invention and the an exem 
plary operating environment Will be described. 

[0029] An Exemplary Computer System 

[0030] An intermodal lock may be used to synchroniZe 
tWo processing modes and ensure mutually exclusive access 
to shared hardWare resources. This is particularly advanta 
geous in portable, notebook-style computers in Which the 
system management mode (SMM) may be employed to 
handle poWer management and “plug and play” functions. 
An intermodal lock may also be used to synchroniZe access 
to status indicators and other resources that are shared by the 
processing modes. 

[0031] FIG. 1 illustrates various components associated 
With a conventional personal computer 10, Which is suitable 
for supporting the operation of an embodiment of the present 
invention. In an exemplary embodiment, the computer 10 
includes an x86-type processing unit 15, such as the “80486” 
or “PENTIUM” microprocessors manufactured by Intel 
Corporation of Santa Clara, Calif. The computer 10 also 
includes a ?rst bridge circuit 20 and a second bridge circuit 
25, such as Intel Corporation’s “PCISET” chip sets. The ?rst 
bridge circuit 20 provides an interface betWeen the process 
ing unit’s host bus 30, a PCI (Peripheral Components 
Interconnect) bus 35, cache memory 40, and main memory 
45. The second bridge circuit provides an interface betWeen 
the PCI bus 35 and an ISA (Industry Standard Architecture) 
bus 50. 
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[0032] The computer’s main memory 45 is used to store 
data and program modules, such as components of the 
computer’s ?rmware or BIOS, SMM RAM, device drivers, 
the operating system, and application programs. With 
respect to SMM, the ?rmWare contains the SMM driver code 
and the SMM RAM contains the SMM driver data. 

[0033] The ?rst bridge circuit 20 provides a host-to-PCI 
bridge and provides cache control and DRAM control 
functions. The PCI bus 30 complies With the Peripheral 
Components Interconnect standard, and provides a high 
speed local bus for connecting one or more PCI devices 55 
to the computer 10. 

[0034] The second bridge circuit implements provides a 
bridge betWeen the PCI bus 35 and the ISA bus 50. The ISA 
bus is used to connect ISA devices 60, Which may include 
storage devices (e.g., CD-ROM drives, hard drives, ?oppy 
drives, etc.), input devices (e.g., mouse, keyboard, etc.), and 
output devices (e.g., video adapter, etc.). 

[0035] The second bridge circuit also integrates common 
input/output functions found in many ISA-based computer 
systems. The integrated devices include DMA controllers, 
interrupt controllers, timer/counters, SMM poWer manage 
ment support, and control logic for generating non-maskable 
interrupts. The second bridge circuit 25 may also provide the 
decode logic for a real time clock and keyboard controller. 
The second bridge circuit’s interrupt logic provides a non 
maskable interrupt (NMI) 75, a system management inter 
rupt (SMI) 80, and normal interrupt requests (IRQ) 85 to the 
processing unit 15. These interrupt signals are provided in 
response to data being Written to the appropriate addresses. 

[0036] The system indicator lights 65 provide the user 
With indicators regarding system status. For purposes of this 
discussion, the status indicator register 70, Which drives the 
system indicator lights 65, provides an eXample of a shared 
hardWare resource that must be accessed by both the SMM 
and operating system processing modes. The intermodal 
lock alloWs the tWo processing modes to access their bits in 
the register Without interfering With or altering the bits 
oWned by the other process. 

[0037] Although other internal components of the per 
sonal computer 10 are not shoWn, those of ordinary skill in 
the art Will appreciate that such components and the inter 
connection betWeen them are Well knoWn. Accordingly, 
additional details concerning the internal construction of the 
personal computer 10 need not be disclosed in connection 
With the present invention. 

[0038] A Method for Controlling Access to Shared 
Resources 

[0039] In an illustrative embodiment, the lock mechanism 
is referred to as an intermodal lock because it alloWs 
synchroniZation betWeen tWo processing modes: the oper 
ating system and the processor’s system management mode. 
The intermodal lock is a value that is stored in main memory 
45 (FIG. 1). The intermodal lock DWORD can be accessed 
and updated by both the operating system and the SMM in 
a de?ned manner in order to provide an eXclusive lock for 
synchroniZing the operating system and SMM, and for 
controlling access to shared resources such as the status 
indicator register 70. 

[0040] The intermodal lock is used to ensure that While 
one processing mode is accessing a shared resource, the 
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other processing mode is not able to access the shared 
resource. When one processing mode needs to access the 
shared resource, the processing mode ?rst attempts to 
acquire the intermodal lock. When an attempt to acquire the 
lock fails (because the lock is in use by the other processing 
mode), the requesting processing mode sets a pending bit 
Within the lock, eXits its attempt to acquire the lock, and 
Waits for the other processing mode to signal that the lock 
has been released. 

[0041] When a processing mode releases the lock, the 
processing mode checks to see if the pending bit Was set. If 
so, the releasing processing mode sends a signal to the other 
processing mode by means of an intermodal interrupt 
mechanism. If the signaled processing mode still requires 
access to the shared resource, it Would again attempt to 
acquire the lock. If oWnership of the lock is not acquired, the 
processing mode must again Wait for another lock release 
signal from the other processing mode. 

[0042] The encoding of an embodiment of the intermodal 
lock DWORD is shoWn beloW: 

Field Bits Description 

Pending 1 non-Zero (set) indicates that a 
request for ownership of the 
lock is pending 

OWned 1 non-Zero (set) indicates that 
the lock is oWned 

Reserved 30 Reserved 

[0043] FIGS. 2-4 illustrate various aspects of the process 
by Which a processing mode (e.g., the operating system or 
SMM) attempts to acquire and releases the intermodal lock 
When that mode is accessing the shared hardWare resource. 
FIG. 2 is a state diagram illustrating the general process by 
Which a processing mode attempts to acquire the intermodal 
lock, access the shared resource, and release the lock. FIG. 
3 is a How diagram illustrating a speci?c process that is 
employed to acquire the intermodal lock. FIG. 4 is a How 
diagram of a speci?c process that is employed to release the 
lock and signal the other processing mode. 

[0044] Referring noW to FIG. 2, the general process 200 
of acquiring, using, and releasing the intermodal lock Will be 
described. The process begins at step 205 With the process 
ing mode (either the operating system or the SMM) per 
forming normal routines. In response to a determination that 
the processing mode needs to access a shared resource, the 
processing mode proceeds to state 210, Where the processing 
mode determines Whether it has already attempted to acquire 
the intermodal lock. If the processing mode has already 
attempted to acquire the intermodal lock and is Waiting for 
the other processing mode to release the lock, the processing 
mode returns to state 205 and resumes normal processing. If 
the processing mode is not already Waiting for the inter 
modal lock, the processing mode proceeds to state 215. 
Similarly, if, at state 205 the processing mode receives an 
intermodal lock release signal from the other processing 
mode and determines that it still needs the intermodal lock, 
the processing mode Will proceed to state 215. 

[0045] At state 215, an “acquire intermodal lock” routine 
is called. The “acquire intermodal lock” routine is described 
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in more detail in conjunction With the flow chart of FIG. 3. 
If the “acquire intermodal lock” routine returns a value 
indicating that it has successfully acquired the lock, the 
method proceeds to state 220. If the “acquire intermodal 
lock” routine returns a value indicating that the intermodal 
lock Was unavailable, the method sets the “pending” bit 
(state 225) and returns to state 205, Where it resumes other 
processing tasks. 
[0046] At state 220 the processing mode accesses the 
shared resource (e.g., the status indicator register 70) and 
performs those tasks that requires mutually exclusive access 
to the shared resource. When the special processing is 
terminated, the processing mode proceeds to state 230, 
Where the “release intermodal lock” routine is called and the 
“oWned” bit is cleared. At state 235 the status of the 
“pending” bit is determined. If the pending bit Was not set 
by the other processing mode, the method returns to state 
205 and resumes normal processing activities. If the pending 
bit Was set by the other processing mode, the method goes 
to state 240 and generates an intermodal release signal or 
interrupt that informs the other processing mode that the 
lock has been released. The “release intermodal loc ” rou 
tine is described in more detail in conjunction With the flow 
chart of FIG. 4. 

[0047] At step 240 the calling processing mode sends a 
“release lock” signal to the other processing mode. This is 
accomplished by Writing a predetermined value to the sec 
ond bridge circuit 25, Which raises the appropriate interrupt 
signal to the to the other processing mode. For example, if 
the system management mode is executing the method 200 
and the “release intermodal lock routine” indicates a release 
signal is required, the system management mode Will Write 
a value that Will cause the second bridge circuit to generate 
an interrupt request on the IRQ line 85 (FIG. 1). Similarly, 
if the operating system processing mode is executing the 
method 400 and the “release intermodal lock routine” indi 
cates a release signal is required, the operating system 
processing mode Will Write a value that Will cause the second 
bridge circuit to generate a system management interrupt on 
the SMI line 80 (FIG. 1). 
[0048] From this general overvieW of the method 200, 
those skilled in the art Will appreciate that the process of 
properly acquiring and releasing the intermodal lock must be 
performed by either of the processing modes When it needs 
to access the embedded controller. 

[0049] FIG. 3 is a flow diagram illustrating the preferred 
method 300 for acquiring the intermodal lock, Which Was 
referred to above as the “acquire intermodal lock” routine. 
The method 300 begins at step 305 When it is called by the 
calling processing mode. At step 310 the current value of the 
intermodal lock DWORD is read from memory and stored 
in the processing unit’s A and B registers. The A register’s 
copy provides an original lock value, Which remains intact 
and is used to determine the current status of the intermodal 
lock. The B register’s copy provides an altered lock value, 
Which is altered to indicate the revised status of the inter 
modal lock. 

[0050] At step 315 the altered lock value’s “oWned” bit is 
set. At step 320 the process determines Whether the original 
lock value s oWned” bit is set. If so, the method goes to step 
325, Where the altered lock value’s “pending” bit is set. 

[0051] At step 330 the current value of the intermodal lock 
DWORD is read and immediately compared (step 335) to 

Jan. 10, 2002 

the original lock value. If the values are the same, the 
processing mode immediately goes to step 340 and saves the 
altered lock value to the intermodal lock DWORD in 
memory. If the test fails at step 335 the method returns to 
step 310 and again attempts to acquire the lock. 

[0052] The comparison at steps 330 and 335 is essential in 
order to ensure that the intermodal lock has not been 
acquired by the other processing mode since the value Was 
initially read at step 310. In order to ensure that steps 330, 
335, and 340 are executed Without being interrupted, these 
steps are performed by a single “atomic” operation. In the 
X86 architecture, this is accomplished by using a the “lock 
compare exchange” processor instruction. 

[0053] At step 345 the method determines Whether the 
pending bit is set in the altered lock value. If the pending bit 
is not set, this indicates that the intermodal lock Was not 
oWned by the other process. In this case, the method 
advances to step 350 and returns a value indicating to the 
calling processing mode that the lock Was successfully 
acquired. If, at step 345, the pending bit Was set, this 
indicates that the intermodal lock is oWned by the other 
processing mode. In this case, the method goes to step 355 
and returns a value indicating to the calling processing mode 
that the lock Was not acquired and that the pending bit has 
been set. At step 360, the method returns to the calling 
processing mode. 

[0054] The folloWing code sequence is an example of the 
x86 assembly code that may be used by the operating system 
and the SMM ?rmWare to acquire oWnership of the inter 
modal lock. If non-Zero is returned by the function, the 
calling processing mode has been granted oWnership of the 
intermodal lock and may proceed to access the shared 
resource. If Zero is returned by the function, the calling 
processing mode has not been granted oWnership of the 
intermodal lock, the “pending” bit has been set, and the 
calling processing mode must Wait until it is signaled (via an 
interrupt event) that the lock is available before attempting 
to acquire oWnership again. 

AcquireLock: 
ecx = address of lock 

Value to compare against 
mov ecx, Lock ; 

acqlO: mov eax, [ecx] ; 
mov edx, eax 

and edx, not 1 
bts edx, 1 ' 

adc edx, O 
lock compxchg dWord ptr[ecx], edx 

, Check and set oWner bit 

jnz short acqlO ; 

if owned, set pending bit 
Attempt to set neW value 
If not set, try again 
Was it acquired or marked 
pending? 
acquired = —1, pending = O 

cmp dl, 3 

sbb eax, eax 
ret 

[0055] FIG. 4 is a flow diagram illustrating the preferred 
method 400 for releasing the intermodal lock, Which Was 
referred to above as the “release intermodal loc ” routine. 
The method 400 begins at step 405 When it is called by the 
calling processing mode. At step 410 the current value of the 
intermodal lock DWORD is read from memory and stored 
in the processing unit’s A and B registers as an original lock 
value and altered lock value, respectively. As above, the A 
register’s original lock value remains intact and is used to 
determine the current status of the intermodal lock. Like 
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Wise, the B register’s altered lock value is altered to indicate 
the revised status of the intermodal lock. 

t step t e a tere oc va ue s oWne an 0056 A 415 h 1 d 1 k 1 ’ “ d” d 
“pending” bits are cleared. 

[0057] At step 420 the current value of the intermodal lock 
DWORD is read and immediately compared (step 425) to 
the original lock value. If the values are the same, the 
method immediately goes to step 430 and saves the altered 
lock value to the intermodal lock DWORD in memory. If the 
test fails at step 425 the method returns to step 410 and again 
attempts to release the lock. 

[0058] As in the case of acquiring the intermodal lock, the 
comparison at steps 420 and 425 is essential in order to 
ensure that the intermodal lock has been acquired by the 
other processing mode since the value Was initially read at 
step 410. In order to ensure that steps 420, 425, and 430 are 
executed Without being interrupted, these steps are per 
formed by a single “atomic” operation. In the X86 architec 
ture, this is accomplished by using a the “lock compare 
exchange” processor instruction. 

[0059] At step 435 the method determines Whether the 
altered lock value’s pending bit is set. If the pending bit is 
not set, this indicates that the other processing mode is not 
Waiting to acquire the intermodal lock. In that case, the 
method 400 proceeds to step 445 and prepares to return to 
the calling processing mode a value that indicates that no 
other process is Waiting for the lock. If at step 435 the 
pending bit is set, this indicates that the other processing 
mode is Waiting to acquire the intermodal lock. In this case, 
the method goes to step 440 and prepares to return to the 
calling processing mode a value indicating that the other 
processing mode is Waiting to acquire the lock. At step 450 
the method 400 returns to the calling processing mode. 

[0060] The folloWing code sequence is an example of the 
X86 assembly code that may be used by the operating system 
and the SMM ?rmWare to release oWnership of the inter 
modal lock. If non-Zero is returned by the function, the 
calling processing mode must send a “release lock” signal to 
the other processing mode. This indicates to the other 
processing mode that the intermodal lock is noW likely to be 
free. 

ReleaseLock: 
mov ecx, Lock ; ecx = address of lock 

rellO: mov eax, [ecx] ; Value to compare against 
mov edx, eax 

and edx, not 03h clear oWner and pending 

Attempt to set it 
If not set, try again 
Was pending set? 

j nZ short rellO 
and eax, 1 
ret 

lock compxchg dWord ptr[ecx], edx ; 

SUMMARY OF THE DETAILED DESCRIPTION 

[0061] From the foregoing description, it Will be appreci 
ated that the present invention provides an improved system 
and method for synchroniZing disparate processing modes 
and for controlling shared access to hardWare resources. An 
exemplary embodiment of the present invention is embodied 
in a personal computer that employs the Intel “80486” or 
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“PENTIUM” microprocessors, Which implement the x86 
architecture and its system management mode. By imple 
menting the interface described herein, the operating system 
and system management modes are able to synchroniZe With 
each other and provide mutually exclusive access to shared 
hardWare resources. In addition to providing synchroniZa 
tion, the present invention provides a Way to realiZe that the 
other processing mode is desiring access to the lock When 
releasing it. The release mechanism maintains system per 
formance by alloWing the processing mode to continue to 
perform other processing tasks While Waiting to acquire the 
lock. Similarly, the release mechanism conserves system 
resources by only announcing the release When the other 
processing mode is Waiting for the intermodal lock. 

[0062] Although using the intermodal lock alloWs various 
hardWare resources to be shared, those skilled in the art Will 
appreciate that its use could entail a signi?cant amount of 
system overhead as Well as Waits for indeterminate amounts 
of time to acquire oWnership of the intermodal lock. For this 
reason, implementations of the present invention should try 
to design the hardWare to keep the required usage of the 
intermodal lock to a minimum. For example, the intermodal 
lock is required When a logical register in the hardWare is 
shared. If bit 0 of a register is used by the operating system 
processing mode and bit 1 of the same register is used by 
SMM processing mode, then access to that register should 
be protected under the intermodal lock. Similarly, if the 
entire register is shared, as may be the case for an embedded 
controller interface, access to the register should be pro 
tected under the intermodal lock. 

[0063] The foregoing system may conveniently be imple 
mented in a program module or program that is based upon 
the interfaces described herein and the state and How dia 
grams of FIGS. 2-4. No particular programming language 
has been described for carrying out most of the procedures 
described above because it is considered that the operations, 
steps, and procedures described above and illustrated in the 
accompanying draWings are suf?ciently disclosed to permit 
one of ordinary skill in the art to practice the present 
invention. Moreover, there are many computers and oper 
ating systems Which may be used in practicing the present 
invention and therefore no detailed computer program could 
be provided Which Would be applicable to all of these many 
different systems. Each user of a particular computer Will be 
aWare of the language and tools Which are most useful for 
that user’s needs and purposes. 

[0064] Moreover, although the present invention has been 
described as using the intermodal lock to protect a single 
shared register, the techniques described herein may be 
applied to protect multiple registers. Similar, although the 
described embodiment includes an x86-based processor, the 
present invention can be implemented in any computer 
system that employs tWo or more processing modes. 

[0065] The present invention has been described in rela 
tion to particular embodiments Which are intended in all 
respects to be illustrative rather than restrictive. Alternative 
embodiments Will become apparent to those skilled in the art 
to Which the present invention pertains Without departing 
from its spirit and scope. Accordingly, the scope of the 
present invention is de?ned by the appended claims rather 
than the foregoing description. 
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What is claimed is: 
1. Arnethod for synchronizing ?rst and second processing 

modes executed by a processing unit and for controlling 
access to a shared resource, comprising the steps of: 

providing a lock for controlling access to the shared 
resource, the lock being accessible to the ?rst and 
second processing rnodes; 

attempting, from the ?rst processing mode, to acquire the 
lock; 

if the lock is acquired by the ?rst processing rnode, 
accessing the shared resource from the ?rst processing 
rnode; 

releasing the lock after accessing the shared resource from 
the ?rst processing rnode; 

determining whether the second processing mode has 
requested the lock; and 

if the second processing mode has requested the lock, 
sending a release signal to the second processing mode. 

2. The method recited in claim 1, further comprising the 
steps of: 

if the lock is not acquired by the ?rst processing rnode, 
setting a pending indicator; and 

in response to a signal from the second processing rnode, 
again attempting to acquire the lock from the ?rst 
processing mode. 

3. The method recited in claim 2, Wherein the signal from 
the second processing mode is sent to the ?rst processing 
mode in response to the pending indicator being set by the 
?rst processing mode. 

4. The method recited in claim 1, Wherein the lock 
comprises a register accessible to the ?rst and second 
processing modes. 

5. The method recited in claim 1, Wherein the step of 
attempting to acquire the lock comprises the steps of: 

reading a value in a data register associated With the lock; 

retaining an original lock value comprising the read value; 

retaining an altered lock value comprising the read value 
With an oWned bit set; 

determining whether the original lock value’s oWned bit 
Was set; 

if the original lock value’s oWned bit Was set, setting the 
altered lock value’s pending bit; 

determining whether the value in the data register rernains 
equal to the original lock value; and 

if the value in the data register rernains equal to the 
original lock value, storing the altered lock value in the 
data register. 

6. The method recited in claim 5, Wherein the steps of 
determining Whether the value in the data register rernains 
equal to the original lock value and storing the altered lock 
value in the data register constitute an atomic operation. 

7. The method recited in claim 5, further comprising the 
step of returning, if the altered lock value’s pending bit Was 
set, a value indicating the lock Was not acquired, otherWise, 
returning a value indicating the lock Was acquired. 

8. The method recited in claim 1, Wherein the step of 
releasing the lock comprises the steps of: 
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reading a value in a data register associated With the lock; 

retaining an original lock value comprising the read value; 

retaining an altered lock value comprising the read value 
With the oWned bit and pending bit cleared; 

determining whether the value in the data register rernains 
equal to the original lock value; and 

if the value in the data register rernains equal to the 
original lock value, storing the altered lock value in the 
data register. 

9. The method recited in claim 8, Wherein the steps of 
determining Whether the value in the data register rernains 
equal to the original lock value and storing the altered lock 
value in the data register constitute an atomic operation. 

10. The method recited in claim 1, Wherein the step of 
sending a release signal to the second processing rnode 
cornprises generating an interrupt to the second processing 
mode. 

11. A computer system, comprising: 

a processing unit capable of executing ?rst and second 
processing rnodes; 

a shared resource accessible to the ?rst and second 

processing modes; and 

a lock for controlling access to the shared resource, the 
lock including a lock data register accessible to the ?rst 
and second processing modes; 

the processing unit, responsive to instructions from a 
program module running on the computer system, 
being operative to: 

attempt, from the ?rst processing mode, to acquire the 
lock; 

access the shared resource from the ?rst processing 
mode if the lock is acquired by the ?rst processing 
rnode, otherWise, set a pending indicator associated 
With the lock; 

release the lock after accessing the shared resource 
from the ?rst processing rnode; 

deterrnine, after accessing the shared resource from the 
?rst processing rnode, Whether the second processing 
mode has attempted to acquire the lock; and 

if the second processing mode has attempted to acquire 
the lock, send a signal to the second processing 
mode. 

12. The computer system recited in claim 11, Wherein the 
processor is further operative to: 

read a value in the lock data register; 

store the value in ?rst and second registers; 

set an oWned bit in the second register; 

determine whether an oWned bit in the ?rst register Was 
set; 

if the oWned bit in the ?rst register Was set, set a pending 
bit in the second register; 

determine whether the value in the lock data register 
rernains equal to the value stored in the ?rst register; 
and 
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if the value in the lock data register remains equal to the 
value stored in the ?rst register, store the value in the 
second register in the lock data register, 

Wherein determining Whether the value in the lock data 
register remains equal to the value stored in the First 
register and storing the value from the second register 
in the lock data register constitute an atomic operation. 

13. The computer system recited in claim 11, Wherein the 
processor is further operative to return, if a pending bit in the 
second register Was set, a value indicating the lock Was not 
acquired, otherWise, to return a value indicating the lock Was 
acquired. 

14. The computer system recited in claim 11, Wherein the 
processor is further operative to: 

read a value in the lock data register; 

store the value in ?rst and second registers; 

clear an oWned bit in the second register; 

clear a pending bit in the second register; 

determine Whether the value in the lock data register 
remains equal to the value stored in the ?rst register; 
and 

if the value in the lock data register remains equal to the 
value stored in the ?rst register, store the value in the 
second register in the lock data register. 

15. The computer system recited in claim 11, Wherein 
sending a signal to the second processing mode comprises 
generating an interrupt to the second processing mode. 

16. A computer-readable medium on Which is stored a 
computer program for synchronizing ?rst and second pro 
cessing modes eXecuted by a processing unit and for con 
trolling access to a shared resource, the computer program 
comprising instructions Which, When eXecuted by the pro 
cessing unit, perform the steps of: 

providing a lock for controlling access to the shared 
resource, the lock including a register accessible to the 
?rst and second processing modes and indicating the 
availability of access to the shared resource; 

attempting, from the ?rst processing mode, to acquire the 
lock; 

if the lock is acquired by the ?rst processing mode, 
accessing the shared resource from the ?rst processing 
mode; 

releasing the lock after accessing the shared resource from 
the ?rst processing mode; 

determining Whether the second processing mode has 
attempted to acquire the lock; and 

if the second processing mode has attempted to acquire 
the lock, sending a signal to the second processing 
mode. 
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17. The computer-readable medium recited in claim 16, 
Wherein the computer program further comprises instruc 
tions Which, When eXecuted by the computer, perform the 
steps of: 

if the lock is not acquired by the ?rst processing mode, 
setting a pending indicator; 

sending a signal from the second processing mode to the 
?rst processing mode in response to the pending indi 
cator being set by the ?rst processing mode; and 

in response to the signal from the second processing 
mode, again attempting, from the ?rst processing 
mode, to acquire the lock. 

18. The computer-readable medium recited in claim 16, 
Wherein attempting to acquire the lock comprises the steps 
of: 

reading a value in the register; 

retaining an original lock value comprising the read value; 

retaining an altered lock value comprising the read value 
With an oWned bit set; 

determining Whether the oWned bit Was set in the original 
lock value; 

if the oWned bit in the original lock value Was set, setting 
a pending bit in the altered lock value; 

determining Whether the value in the register remains 
equal to the original lock value; and 

if the value in the register remains equal to the original 
lock value, storing the altered lock value in the register. 

19. The computer-readable medium recited in claim 18, 
Wherein the steps of determining Whether the value in the 
register remains equal to the original lock value and storing 
the altered lock value in the register constitute an atomic 
operation. 

20. The computer-readable medium recited in claim 18. 
Wherein the computer program further comprises instruc 
tions Which, When eXecuted by the computer, perform the 
step of returning, if the altered lock value’s pending bit Was 
set, a value indicating the lock Was not acquired, otherWise, 
returning a value indicating the lock Was acquired. 

21. The computer-readable medium recited in claim 16, 
Wherein releasing the lock comprises the steps of: 

reading a value in the register; 

retaining an original lock value comprising the read value; 

retaining an altered lock value comprising the read value 
With the oWned bit and pending bit cleared; 

determining Whether the value in the register remains 
equal to the original lock value; and 

if the value in the register remains equal to the original 
lock value, storing the altered lock value in the register. 

* * * * * 


