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This invention protects the unauthorized copy of multimedia 
data, recorded on an information recording medium, by 
using electronic Watermark information and key informa 
tion. The electronic Watermark information embedded in the 
multimedia data is extracted by an electronic Watermark 
extraction unit on the decryption system side. A disk key is 
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COPY PROTECTION APPARATUS AND 
INFORMATION RECORDING MEDIUM USED IN 

THIS COPY PROTECTION APPARATUS 

BACKGROUND OF THE INVENTION 

[0001] The present invention relates to a copy protection 
apparatus for preventing digital data recorded on a recording 
medium from an unauthorized copy from the recording 
medium. The present invention also relates to an information 
recording medium used in this copy protection apparatus. 

[0002] Conventional multimedia information (e.g., image 
and audio data) recording media are developed in the form 
of a ?oppy disk, compact disk, DVD (Digital Video Disk), 
or the like. 

[0003] Since digital data is recorded directly (compressed 
and coded data Which can be decoded are also included) on 
the various types of digital recording media described 
above, the recorded data can be easily copied to other media 
Without any loss, thus suffering problems such as copyright 
infringement. 

[0004] To solve these problems, a method of encryption 
digital data and recording the encrypted digital data on a 
recording medium is available. HoWever, de?ciencies in 
management of encryption keys used in encrypting the 
recorded data inevitably alloW data copy. 

BRIEF SUMMARY OF THE INVENTION 

[0005] The present invention has been made in consider 
ation of the above situation, and has as its object to provide 
a copy protection apparatus for preventing digital data 
recorded on a recording medium from an unauthoriZed copy 
from the recording medium. 

[0006] It is another object of the present invention to 
provide an information recording medium used in this copy 
protection apparatus. 

[0007] In order to achieve the above objects according to 
the ?rst aspect of the present invention, there is provided a 
copy protection apparatus comprising: 

[0008] 
[0009] a decryption system connected to the encryption 
system via a CPU bus, 

an encryption system; and 

[0010] Wherein the encryption system comprises 

[0011] ?rst encryption means for encrypting, using a 
shared encryption key shared by the encryption system and 
the decryption system, an encrypted disk key encrypted 
using a disk key itself, 

[0012] ?rst transmission means for transmitting, via the 
CPU bus, the disk key encrypted by the ?rst encryption 
means, 

[0013] second encryption means for encrypting, using the 
shared encryption key, the encrypted disk key encrypted 
using the master key, 

[0014] second transmission means for transmitting, via the 
CPU bus, the disk key encrypted by the second encryption 
means, 
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[0015] third encryption means for encrypting, using the 
shared encryption key, multimedia data in Which electronic 
Watermark information serving as some of the master keys 
is embedded, 

[0016] third transmission means for transmitting, via the 
CPU bus, the multimedia data encrypted by the third encryp 
tion means, and 

[0017] fourth transmission means for transmitting the 
multimedia data encrypted using the disk key, and 

[0018] the decryption system comprises 

[0019] ?rst decryption means for decrypting, using the 
shared encryption key, the disk key transmitted from the ?rst 
transmission means, 

[0020] second decryption means for decrypting, using the 
shared encryption key, the disk key transmitted from the 
second transmission means, 

[0021] third decryption means for decrypting, using the 
shared encryption key, the multimedia data transmitted from 
the third transmission means, 

[0022] extraction means for extracting the Watermark 
information from the multimedia data decrypted by the third 
decryption means, 

[0023] disk key acquisition means for acquiring the disk 
key on the basis of the disk key decrypted by the ?rst 
decryption means, the disk key decrypted by the second 
decryption means, the Watermark information extracted by 
the extraction means, and a part master key corresponding to 
some of the master keys, and 

[0024] fourth decryption means for decrypting, using the 
disk key acquired by the disk key acquisition means, the 
multimedia data transmitted from the fourth transmission 
means. 

[0025] According to the second aspect of the present 
invention, there is provided a copy protection apparatus 
according of the ?rst aspect, Wherein the disk key acquisi 
tion means comprises: 

[0026] ?rst acquisition means for acquiring a master key 
candidate on the basis of the part master key and the 
Watermark information; 

[0027] second acquisition means for acquiring, using the 
master key candidate acquired by the ?rst acquisition means, 
a ?rst disk key candidate by decrypting the disk key 
decrypted by the second decryption means; 

[0028] third acquisition means for acquiring, using the 
?rst disk key candidate acquired by the second acquisition 
means, a second disk key candidate by decrypting the disk 
key decrypted by the ?rst decryption means; 

[0029] determination means for determining Whether the 
?rst disk key candidate acquired by the second acquisition 
means coincides With the second disk key candidate 
acquired by the third acquisition means; and 

[0030] decision means for deciding the ?rst disk key 
candidate as the disk key When the determination means 
determines that the ?rst disk key candidate coincides With 
the second disk key candidate. 
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[0031] According to the third aspect of the present inven 
tion, there is provided a copy protection apparatus compris 
ing: 

[0032] 
[0033] a decryption system connected to the encryption 
system via a CPU bus, 

an encryption system; and 

[0034] Wherein the encryption system comprises 

[0035] ?rst encryption means for encrypting, using a 
shared encryption key shared by the encryption system and 
the decryption system, an encrypted disk key encrypted 
using a disk key itself, 

[0036] ?rst transmission means for transmitting, via the 
CPU bus, the disk key encrypted by the ?rst encryption 
means, 

[0037] second encryption means for encrypting, using the 
shared encryption key, the encrypted disk key encrypted 
using the master key, 

[0038] second transmission means for transmitting, via the 
CPU bus, the disk key encrypted by the second encryption 
means, 

[0039] third transmission means for transmitting, via the 
CPU bus, the multimedia data Which is decrypted by the disk 
key and in Which electronic Watermark information serving 
as some of the master keys is embedded, and 

[0040] fourth transmission means for transmitting the 
multimedia data encrypted using the disk key and the 
Watermark information, and 

[0041] 
[0042] ?rst decryption means for decrypting, using the 
shared encryption key, the disk key transmitted from the ?rst 
transmission means, 

[0043] second decryption means for decrypting, using the 
shared encryption key, the disk key transmitted from the 
second transmission means, 

the decryption system comprises 

[0044] disk key acquisition means for acquiring the disk 
key on the basis of the disk key decrypted by the ?rst 
decryption means, the disk key decrypted by the second 
decryption means, the Watermark information extracted by 
the extraction means, and a part master key corresponding to 
some of the master keys, 

[0045] third decryption means for decrypting, using the 
disk key acquired by the disk key acquisition means, the 
multimedia data transmitted from the third transmission 
means, 

[0046] extraction means for extracting the electronic 
Watermark information from the multimedia data decrypted 
by the third decryption means, and 

[0047] fourth decryption means for decrypting the multi 
media data from the fourth transmission means on the basis 
of the electronic Watermark information extracted by the 
extraction means and the disk key acquired by the disk key 
acquisition means. 

[0048] According to the fourth aspect of the present inven 
tion, there is provided a copy protection apparatus compris 
ing: 
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[0049] 
[0050] a decryption system connected to the encryption 
system via a CPU bus, 

an encryption system; and 

[0051] Wherein the encryption system comprises 

[0052] ?rst encryption means for encrypting, using a 
shared encryption key shared by the encryption system and 
the decryption system, an encrypted disk key encrypted 
using a disk key itself, 

[0053] ?rst transmission means for transmitting, via the 
CPU bus, the disk key encrypted by the ?rst encryption 
means, 

[0054] second encryption means for encrypting, using the 
shared encryption key, the encrypted disk key encrypted 
using the master key, 

[0055] second transmission means for transmitting, via the 
CPU bus, the disk key encrypted by the second encryption 
means, 

[0056] third transmission means for transmitting, via the 
CPU bus, the multimedia data Which is decrypted by the disk 
key and in Which electronic Watermark information serving 
as some of the master keys is embedded, and 

[0057] fourth transmission means for transmitting, via the 
CPU bus, the multimedia data Which is encrypted by the disk 
key and on Which the electronic Watermark information is 
superposed, and 

[0058] 
[0059] ?rst decryption means for decrypting, using the 
shared encryption key, the disk key transmitted from the ?rst 
transmission means, 

[0060] second decryption means for decrypting, using the 
shared encryption key, the disk key transmitted from the 
second transmission means, 

the decryption system comprises 

[0061] disk key acquisition means for acquiring the disk 
key on the basis of the disk key decrypted by the ?rst 
decryption means, the disk key decrypted by the second 
decryption means, the Watermark information extracted by 
the extraction means, and a part master key corresponding to 
some of the master keys, 

[0062] third decryption means for decrypting, using the 
disk key acquired by the disk key acquisition means, the 
multimedia data transmitted from the third transmission 
means, 

[0063] extraction means for extracting the electronic 
Watermark information from the multimedia data decrypted 
by the third decryption means, 

[0064] fourth decryption means for decrypting, using the 
disk key acquired by the disk key acquisition means, the 
multimedia data transmitted from the fourth transmission 
means, and 

[0065] ?fth decryption means for decrypting, using the 
electronic Watermark information extracted by the extrac 
tion means, the multimedia data decrypted by the fourth 
decryption means. 

[0066] Additional objects and advantages of the invention 
Will be set forth in the description Which folloWs, and in part 
Will be obvious from the description, or may be learned by 
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practice of the invention. The objects and advantages of the 
invention may be realized and obtained by means of the 
instrumentalities and combinations particularly pointed out 
hereinafter. 

BRIEF DESCRIPTION OF THE SEVERAL 
VIEWS OF THE DRAWING 

[0067] The accompanying drawings, Which are incorpo 
rated in and constitute a part of the speci?cation, illustrate 
presently preferred embodiments of the invention, and 
together With the general description given above and the 
detailed description of the preferred embodiments given 
beloW, serve to explain the principles of the invention. 

[0068] FIG. 1 is a block diagram shoWing a copy protec 
tion apparatus according to the ?rst embodiment of the 
present invention; 

[0069] FIG. 2 is a How chart shoWing the operation of the 
copy protection apparatus of the ?rst embodiment; 

[0070] FIG. 3 is a How chart shoWing the operation of a 
master key decryption/determination unit in the copy pro 
tection apparatus of the ?rst embodiment; 

[0071] FIG. 4 is a block diagram shoWing a method of 
recording data on an information recording medium used in 
the copy protection apparatus of the ?rst embodiment; 

[0072] FIG. 5 is a block diagram shoWing a copy protec 
tion apparatus according to the second embodiment of the 
present invention; 

[0073] FIG. 6 is a How chart shoWing the operation of the 
copy protection apparatus of the second embodiment; 

[0074] FIG. 7 is a block diagram shoWing a method of 
recording data on an information recording medium used in 
the copy protection apparatus of the second embodiment; 

[0075] FIG. 8 is a block diagram shoWing a copy protec 
tion apparatus according to the third embodiment of the 
present invention; 

[0076] FIG. 9 is a How chart shoWing the operation of the 
copy protection apparatus of the third embodiment; and 

[0077] FIG. 10 is a block diagram shoWing a method of 
recording data on an information recording medium used in 
the copy protection apparatus of the third embodiment. 

DETAILED DESCRIPTION OF THE 
INVENTION 

[0078] In this embodiment, operation of encrypting given 
data a using a key K is expressed as Ek(a), While operation 
of decrypting the given data a using the key K is expressed 
as Dk(a). By using these expressions, operation of encrypt 
ing the given data a and decrypting it using the key K is 
expressed as Dk(Ek(a)). 

[0079] This embodiment Will exemplify a system for 
reproducing audio data compressed and coded in accordance 
With the data compression standards called MPEG-Audio 
and recorded on a DVD. 

[0080] In this embodiment, a plurality of master keys are 
prepared, and one or more master keys are assigned to each 
predetermined unit such as a decryption system maker (or 
DVD manufacturer or sales company). 
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First Embodiment 

[0081] The ?rst embodiment of the present invention Will 
be described beloW. 

[0082] FIG. 1 is a block diagram shoWing a copy protec 
tion apparatus according to the ?rst embodiment of the 
present invention. 

[0083] A system of this embodiment is connected to a 
so-called CPU bus of a playback CPU arranged in a com 
puter such as a personal computer (to be referred to as a PC 
hereinafter), and encrypted data ?oWs on the CPU bus. Note 
that only part associated With the playback CPU is illustrated 
in FIG. 1. 

[0084] As shoWn in FIG. 1, the copy protection apparatus 
of this embodiment comprises an encryption system A and 
a decryption system C. The encryption and decryption 
systems A and C may be arranged in a DVD drive unit for 
reading data from a DVD 1. Alternatively, the systems A and 
C may be connected directly to the DVD drive unit Without 
being through the CPU bus. 

[0085] The encryption and decryption systemsA and C are 
connected to a CPU bus B. Data from the decryption system 
C is output via, e.g., an I/ O port except the CPU bus B. More 
speci?cally, in this embodiment, data is input/output Without 
being through the CPU bus B, but data is transferred 
betWeen the systems A and C using the CPU bus B. 

[0086] The encryption system A comprises demodulation/ 
error correction units 2 and 7, encryption units 4 and 9, and 
a control sWitch 8. The control sWitch 8 receives a control 
signal (CS1) for transferring the data to the encryption unit 
9 When the ?rst processing data sequence is input. Other 
Wise, the control sWitch 8 receives a control signal (CS1) for 
outputting the data directly to the CPU bus B. 

[0087] Referring to FIG. 1, the tWo encryption units 4 and 
9 are illustrated in the encryption system A. HoWever, one 
encryption unit can constitute these encryption units in 
practice. 
[0088] The encryption system A is formed as one inde 
pendent IC chip. 

[0089] The decryption system C comprises decryption 
units 5, 10, and 12, a master key decryption/determination 
unit 6, an electronic Watermark extraction unit 11, and a 
control sWitch 13. 

[0090] The control sWitch 13 receives a control signal 
(CS2) for receiving a signal from electronic Watermark 
extraction unit 11 as an input signal When the ?rst processing 
data sequence is input. OtherWise, the control sWitch 13 
receives a control signal (CS2) for receiving a signal from 
the decryption unit 12 as an input signal. 

[0091] The decryption system C also comprises an 
MPEG-Decoder 14 and a D/A converter 15 for converting 
the decoded digital audio data into analog audio data. 

[0092] Referring to FIG. 1, the four decryption units 5, 6, 
10 and 12 are illustrated in the decryption system C. One 
decryption unit can constitute these four decryption units in 
practice. The decryption system C is formed into one 
independent IC chip. 

[0093] Some of master keys to be described later are 
registered (stored) in the decryption system C. The master 
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keys are recorded in a secret area in the chip so as not to 
allow a user to externally obtain them or intentionally read 
out them from the chip of the decryption system C. 

[0094] The following several methods are available to set 
the number of types of keys EMki(Dk) recorded on the DVD 
1 and generated by encrypting the disk key using master 
keys Mki and the number of types of part master keys Mkj‘ 
in the decryption system C. (Method 1) Adisk key EMki(Dk) 
(i=1 to n) encrypted by one master key having i as one of 1 
to n is recorded on the DVD 1. N part master keys Mkj‘ 
corresponding to all keys j (j=1 to n) are stored in the 
decryption system C. 

[0095] (Method 2) Disk keys EMki(Dk) encrypted by all n 
master keys corresponding to all the keys i (i=1 to n) are 
recorded on the DVD 1. Apart master key Mkj‘ correspond 
ing to one of the keys j (j=1 to n) is stored in the decryption 
system C. 

[0096] (Method 3) Method 3 is an extension of Method 2. 
Disk keys EMki(Dk) encrypted by n master keys correspond 
ing to all the keys i (i=1 to n) are recorded on the DVD 1. 
M (2<m<n) part master keys Mkj‘ preselected from all the 
keys j (j=1 to n) are stored in the decryption system C. 

[0097] (Method 4) The keys recorded on the DVD 1 and 
the decryption system C are reversed in Method 3. Disk keys 
EMki(Dk) encrypted by the m (2<m<n) master keys prese 
lected from all the keys i(i=1 to n) are recorded on the DVD 
1. N part master keys Mkj‘ corresponding to all keys j (j=1 
to n) are stored in the decryption system C. 

[0098] (Method 5) Disk keys EMki(Dk) encrypted by n 
master keys corresponding to all keys i (i=1 to n) are 
recorded on the DVD 1. N part master keys Mkj‘ corre 
sponding to all the keys j (j=1 to n) are also stored in the 
decryption system C. 

[0099] Partial key information WM embedded as a Water 
mark and the computation of the master key decryption/ 
determination unit 6 are also changed by the above method. 

[0100] The encryption key/decryption key used as cryp 
tographic communication performed through the CPU bus B 
is a key Bk based on the based on the common key. A 
method of sharing the encryption key betWeen the encryp 
tion system A and the decryption system C is the same as the 
conventional method. 

[0101] Acontroller (not shoWn) controls the overall opera 
tion. For example, the controller can be realiZed by causing 
the CPU of the computer to execute a program. Examples of 
control of this controller are designation associated With a 
data read from the DVD 1, designation of data transfer 
destination, designation associated With data output from the 
decryption system, and the like. 

[0102] The controller is triggered by a user through a user 
interface or by a process in a given application program. 

[0103] In this embodiment, a digital source audio data 
sequence, an audio data sequence (compressed data 
sequence), and audio data in Which data of some of the 
master keys is embedded as an electronic Watermark are 

represented by D-Audio,AD={AD1,AD2, . . . ,ADi, . . . }, 

and WM(ADi), respectively. 

[0104] Depending on audio data sequences AD, copy 
control electronic Watermark information may be embedded 
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in addition to the embedded electronic Watermark informa 
tion. Let Bk, Dk, {Mk1, Mk2, . . . , Mki, Mkn}, and {Mk1‘, 
Mk2‘, . . . , Mkj‘, . . . , Mkm‘} be the encryption key (to be 

referred to as a shared encryption key) shared betWeen the 
encryption and decryption systems, the encryption key (disk 
key) for encrypting the audio data sequence, the bunch of n 
encryption keys (master keys) for encrypting the disk key, 
and the bunch of part master keys registered in the decryp 
tion system, respectively. 

[0105] Note that the part master key is a key correspond 
ing to m keys of the n master keys. Each part master key is 
data prepared so as to obtain a master key by performing a 
certain computation betWeen the data extracted from 
WM(ADi). 
[0106] EDk(Dk) represents a disk key generated by 
encryption using the disk key itself. {EMki(Dk) (i 1 . . . , n)} 
represents disk keys generated by encryption using the n 
master keys. WM(ADi) represents audio data ADi generated 
by embedding data of some of the master keys by using an 
electronic Watermark technique. EDk(ADi) represents audio 
data generated by encryption using the disk key Dk. EBk(ED 
k(Dk)) represents the disk key itself encrypted using the disk 
key generated by encryption using the shared encryption key 
Bk. EBk(EMki(Dk)) represents the disk key encrypted by 
using a bunch of master keys generated by encryption using 
the shared encryption key Bk. EBk(EDk(ADi)) represents 
audio data encrypted using the disk key generated by 
encryption using the shared encryption key Bk. 

[0107] EDk(Dk) generated by encrypting the disk key by 
itself and {EMki(Dk)} generated by encrypting the disk key 
using the bunch of master keys are recorded in a key 
recording area (lead-in area) of the inner peripheral portion 
of the DVD 1. WM(ADi) obtained by embedding some of 
the master keys as an electronic Watermark in the audio data 

sequence AD={AD1, AD2, . . . , ADi, . . . } and EDk(ADi) 

generated by encryption using the disk key are recorded in 
a data recording area (data area) of the DVD 1. 

[0108] The operation of this embodiment Will be described 
With reference to a flow chart in FIG. 2. 

[0109] In step S11, the encryption key Bk used in com 
munication betWeen the encryption and decryption systems 
A and C is shared using an existing encryption key sharing 
protocol 3. 

[0110] In step S12, the disk key EDk(Dk) encrypted using 

the disk key Dk itself and the disk key encrypted using the bunch of master keys, Which are 

recorded on the DVD 1 by a DVD drive unit (not shoWn) are 
read. The encryption unit 4 encrypts the read keys using the 
shared encryption key Bk to obtain EBk(EDk(Dk)) and 
{EBk(EMki(Dk))}. These codes are sent to the decryption 
system C via the CPU interface or bus B. Note that the data 
read from the DVD 1 are decoded and error-corrected by the 
demodulation/error correction unit 2 before the data are 
input to the encryption unit 4. 

[0111] In step S13, the decryption unit 5 in the decryption 
system C decrypts, using the shared encryption key Bk, the 
keys EBk(EDk(Dk)) and {EBk(EMki(Dk))} received through 
the CPU interface B to obtain EDk(Dk) and {EMki(Dk)}. 

[0112] In step S14, the encryption system A reads the 
audio data WM(ADi) in Which information of some of the 
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master keys Mki is embedded as an electronic Watermark. 
The encryption unit 9 encrypts it using the shared encryption 
key Bk to obtain EBk(WM(ADi)). This data is sent to the 
decryption system C through the CPU interface B. Note that 
the data read from the DVD 1 are demodulated and error 
corrected by the demodulation/error correction unit 7 before 
the data are input to the encryption unit 9. 

[0113] In step S15, the decryption unit 10 in the decryption 
system C decrypts, using the shared encryption key Bk, the 
key EBk(WM(ADi)) received through the CPU interface B 
to extract WM(ADi). The electronic Watermark extraction 
unit 11 extracts information WM as some of the master keys 
Mki embedded in the data ADi. WM(ADi) is sent to the 
MPEG-Decoder 14 through the control sWitch 13 upon 
extraction of the information WM. 

[0114] In step S16, the master key decryption/determina 
tion unit 6 extracts the disk key Dk using the disk key 
EDk(Dk) encrypted using the disk key Dk itself and the disk 
key {EMki(Dk)} encrypted using the bunch of master keys, 
Which are obtained in step S13, the information WM as some 
of the master keys obtained in step S15, and the bunch of 
part master keys registered in the decryption system in 
advance. 

[0115] The operation of the master key decryption/deter 
mination unit 6 Will be described beloW With reference to 
FIG. 3. 

[0116] The part master key Mkj‘ is extracted from a 
memory (J0) in Which a given bunch of part master keys 
{Mkj‘} in the decryption system C is stored. The master key 
decryption/determination unit 6 performs computation (J1) 
for generating a predetermined master key using the infor 
mation WM as some of the master keys, thereby obtaining 
a master key candidate Mkj. 

[0117] A decryption unit J2 decrypts, using the master key 
candidate Mkj, the disk key EMki(Dk) encrypted using the 
bunch of master keys {Mki} to obtain a disk key candidate 
Dk‘. A decryption unit J3 decrypts, using the disk key 
candidate Dk‘, the key EDk(Dk) obtained by encrypting the 
disk key using itself to obtain a disk key candidate Dk“. 

[0118] A comparator J4 compares the disk key candidate 
Dk“ With the disk key candidate Dk‘. If they coincide With 
each other, the disk key candidate Dk‘ is output from the 
master key decryption/determination unit 6 as the correct 
disk key Dk; otherWise, the above operation is repeated until 
a correct disk key Dk is obtained. 

[0119] In step S17, the audio data EDk(ADi) encrypted by 
the disk key Dk and recorded on the DVD 1 by a DVD drive 
unit (not shoWn) is read and sent to the decryption system C 
via the CPU interface B. The data read from the DVD 1 are 
demodulated and error-corrected by the demodulation/error 
correction unit 7 before the data are sent to the CPU 
interface B. 

[0120] In step S18, the decryption unit 12 in the decryp 
tion system C decodes, using the disk key Dk, EDk(ADi) 
received via CPU interface B to obtain compressed audio 
data ADi as a plaintext. 

[0121] It is determined in step S19 Whether the decryption 
process continues. If YES in step S19, the operations in steps 
S17 and S18 are repeated. 
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[0122] When the resultant audio data ADi is compressed 
by the data compression standard called, e.g., MPEG-Audio, 
it is decoded (expanded) by the MPEG-Decoder 14. The 
decoded data is converted into an analog signal by the D/A 
converter 15. The analog signal is sent to an audio ampli 
?cation/output unit such as a loudspeaker ampli?er (not 
shoWn) and reproduced. 
[0123] The execution order of steps S12 and S14 is 
reversible. 

[0124] The audio data in Which the information of some of 
the master keys is embedded as the electronic Watermark 
information has a length enough to embed the key informa 
tion of some of the master keys. If the audio data does not 
have a sufficient length, the electronic Watermark informa 
tion is embedded in a plurality of audio data. 

[0125] The audio data ADi need not be transferred from 
the decryption unit 12 to the MPEG-Decoder 14 one by one, 
but may be transferred in units of a predetermined number 
of audio data. 

[0126] According to the copy protection apparatus of this 
embodiment, electronic Watermark information must be 
used to decrypt a disk key, and unauthoriZed business 
operations of selling copied media can be prevented, thereby 
preventing copyright infringement. 
[0127] According to the copy protection apparatus of this 
embodiment, encryption and decryption units can be 
designed independently of the core of the reproduction 
portion of the digital recording/reproduction equipment, 
such as the DVD 1, as can be apparent from FIG. 1. Even 
if a cryptographic algorithm and electronic Watermark are 
broken, only the decryption system C (or both the encryption 
and decryption systems A and C) is replaced With another 
one. 

[0128] According to the copy protection apparatus of the 
present invention, even if data ?oWing on the CPU bus B is 
stored, it cannot be reproduced or used since the data 
?oWing on the CPU bus is encrypted and in Which Water 
mark information is embedded. 

[0129] Master key information registered on the decryp 
tion system C side does not serve as perfect key information. 
Every time the DVD 1 is played back, key information 
contained in the contents must be used to obtain perfect key 
information. Even if master key information registered in 
the decryption system is perfectly revealed and misuse is 
tried using the revealed master key information, the DVD 1 
cannot be normally played back. 

[0130] Finally, a method of recording audio data and key 
information on the DVD 1 according to this embodiment 
Will be described With reference to FIG. 4. 

[0131] In the system of this embodiment, When input 
audio data is analog data (A-Audio), an A/D converter 21 
converts it into digital data (D-Audio). Copy control infor 
mation (CCI) data and the like are embedded in the con 
verted digital data in an electronic Watermark embedding 
unit 22, as needed. Note that the electronic Watermark 
embedding unit 22 can be omitted depending on the system 
arrangement. An MPEG-Audio encoder 23 compresses the 
data. 

[0132] The output audio data ADi from the MPEG-Audio 
encoder 23 is output to an electronic Watermark embedding 
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unit 25 by a switch 24 When the information WM as some 
of the master keys is to be embedded. 

[0133] When the data is input, the electronic Watermark 
embedding unit 25 embeds the information as some of the 
master keys as an electronic Watermark in the audio data 
ADi and outputs data WM(ADi). 

[0134] The electronic Watermark embedding unit 25 
receives the audio data ADi in Which all pieces of informa 
tion WM serving as some of the prepared master keys are 
embedded. The audio data WM(ADi) in Which the informa 
tion WM serving as some of the master keys are directly 
recorded on a DVD 27. 

[0135] The audio data ADi in Which the information WM 
serving as some of the master keys need not be embedded is 
output to an encryption unit 26 by a sWitch 24. The encryp 
tion unit 26 encrypts the disk key Dk using the input audio 
data ADi. The encrypted audio data Dk(ADi) is recorded on 
the DVD 27. 

[0136] Akey obtained by encrypting the disk 
key Dk using the bunch of master keys used in encrypting 
the audio data ADi and a key Dk(Dk) encrypted by the disk 
key itself are also recorded on the DVD 27. 

[0137] In FIG. 4, the information serving as some of the 
master keys is embedded as an electronic Watermark in the 
audio data ADi compressed by the MPEG-Audio encoder 
23. HoWever, the electronic Watermark embedding unit 25 
may embed the electronic Watermark in the digital audio 
data before compression. In this case, the electronic Water 
mark embedding unit 25 can be omitted. 

Second Embodiment 

[0138] A copy protection apparatus according to the sec 
ond embodiment of the present invention Will be described 
beloW. 

[0139] FIG. 5 is a vieW shoWing the copy protection 
apparatus of the second embodiment of the present inven 
tion. The same reference numerals as in FIG. 1 denote the 
same parts in FIG. 5, and a detailed description thereof Will 
be omitted. 

[0140] The copy protection apparatus of this embodiment 
is connected to a so-called CPU bus of a playback CPU 
arranged in a computer such as a personal computer (to be 
referred to as a PC hereinafter), and encrypted data ?oWs on 
the CPU bus. Note that only part associated With the 
playback CPU is illustrated in FIG. 5. 

[0141] A encryption system A is connected to a decryption 
system C via a CPU bus B. Data from the decryption system 
C is output via, e.g., an I/O port except the CPU bus B. More 
speci?cally, in this embodiment, data is input/output Without 
being through the CPU bus B, but data is transferred 
betWeen the systems A and C using the CPU bus B. 

[0142] The encryption system A comprises demodulation/ 
error correction units 2 and 7, and an encryption unit 4. The 
encryption system A is formed as one independent IC chip. 

[0143] The decryption system C comprises decryption 
units 5 and 34, a master key decryption/determination unit 
31, an electronic Watermark extraction unit 35, a control 
sWitch 33, and a key generation unit 32. 
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[0144] The control sWitch 33 receives a control signal 
(CS) for inputting a disk key Dk as an input signal When the 
?rst processing data sequence is input. OtherWise, the sWitch 
33 receives a control signal (CS) for inputting a signal from 
the key generation unit 32 as an input signal. 

[0145] In this embodiment, the decryption system C also 
includes an MPEG-Decoder 14 and a D/A converter 15 for 
converting the encoded digital audio data into analog audio 
data. 

[0146] The tWo decryption units 5 and 34 are illustrated in 
the decryption system C in FIG. 5. HoWever, one decryption 
unit can constitute these tWo decryption units in practice. 
The decryption system C is formed as one independent IC 
chip. 

[0147] Some of master keys to be described later are 
registered (stored) in the decryption system. The master keys 
are recorded in a secret area in the chip so as not to alloW a 

user to externally obtain them or intentionally read out them 
from the chip of the decryption system C. 

[0148] The number of types of keys EMki(Dk) obtained by 
encrypting the disk key using master keys Mki recorded on 
a DVD 1 and the number of types of part master keys Mki 
in the decryption system C can be set in the same manner as 
in the ?rst embodiment. 

[0149] The encryption and decryption keys (both are Bk 
because the shared encryption key is used) used in crypto 
graphic communication via the CPU bus B are shared by the 
encryption and decryption systems A and C. 

[0150] Acontroller (not shoWn) controls the overall opera 
tion. For example, the controller can be realiZed by causing 
the CPU of the computer to execute a program. Examples of 
control of this controller are designation associated With a 
data read from the DVD 1, designation of data transfer 
destination, designation associated With data output from the 
decryption system, and the like. 

[0151] The controller is triggered by a user through a user 
interface or by a process in a given application program. 

[0152] In this embodiment, a digital source audio data 
sequence, an audio data sequence (compressed data 
sequence), and audio data in Which data of some of the 
master keys is embedded as an electronic Watermark are 

represented by D-Audio,AD={AD1,AD2, . . . ,ADi, . . . }, 

and WM(ADi), respectively. 

[0153] Depending on audio data sequences AD, copy 
control electronic Watermark information may be embedded 
in addition to the embedded electronic Watermark informa 
tion. Let Bk, Dk, {Mk1, Mk2, . . . , Mki, Mkn}, and {Mk1‘, 
Mk2‘, . . . , Mkj‘, . . . , Mkm‘} be the encryption key (to be 

referred to as a shared encryption key) shared betWeen the 
encryption and decryption systems, the encryption key (disk 
key) for encrypting the audio data sequence, the bunch of n 
encryption keys (master keys) for encrypting the disk key, 
and the bunch of part master keys registered in the decryp 
tion system, respectively. 

[0154] In FIG. 5, EDk(Dk) represents a disk key generated 
by encryption using the disk key itself. {EMki(Dk) (i=0, 1, . 
. . , n—1)} represents disk keys generated by encryption using 
the n master keys. WM(ADi) represents audio data ADi 
generated by embedding information necessary for gener 
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ating encryption keys for subsequent audio data using an 
electronic Watermark technique. EDk+WM(ADi) represents 
audio data generated by encryption using the disk key Dk 
and the information WM sent to the decryption system by 
the electronic Watermark in advance. EBk(EDk(Dk)) repre 
sents the disk key itself encrypted using the disk key 
generated by encryption using the shared encryption key Bk. 
EBk(EDk(ADi)) represents disk keys encrypted using the 
bunch of master keys encrypted using the shared encryption 
key Bk. 

[0155] EDk(Dk) generated by encrypting the disk key by 
itself and {EMki(Dk)} generated by encrypting the disk key 
using the bunch of master keys are recorded in a key 
recording area (lead-in area) of the inner peripheral portion 
of the DVD 1. EDk(WM(ADi)) in Which part of the infor 
mation for generating the decryption key of the subsequent 
audio data in the audio data sequence AD={AD1, AD2, . . 
. , ADi, . . . } is embedded as an electronic Watermark and 

EDk+WM(ADi) generated by encryption using a data key 
(i.e., a key generated by the disk key and the information 
WM sent to the decryption system as the electronic Water 
mark) are recorded in a data recording area (data area) of the 
DVD 1. 

[0156] The operation of this embodiment Will be described 
With reference to a How chart in FIG. 6. 

[0157] In step S21, the encryption key Bk used in com 
munication betWeen the encryption and decryption systems 
A and C is shared using an existing key sharing protocol. 

[0158] In step S22, the disk key EDk(Dk) encrypted using 
the disk key Dk itself and the disk key {EMki(Dk)} 
encrypted using the bunch of master keys, Which are 
recorded on the DVD 1 by a DVD drive unit (not shoWn) are 
read. The encryption unit 4 encrypts the read keys using the 
shared encryption key Bk to obtain EBk(EDk(Dk)) and 
{EBk(EMki(Dk))}. These codes are sent to the decryption 
system C via the CPU interface B. 

[0159] Note that the data read from the DVD 1 are 
demodulated and error-corrected by the demodulation/error 
correction unit 2 before the data are input to the encryption 
unit 4. 

[0160] In step S23, the decryption unit 5 in the decryption 
system C decodes, using the shared encryption key Bk, the 
keys EBk(EDk(Dk)) and EBk(EMki(Dk)) received through the 
CPU interface B to obtain EDk(Dk) and EMki(Dk). 

[0161] In step S24, the master key decryption/determina 
tion unit 31 extracts the disk key Dk using the disk key 
EDk(Dk) encrypted using the disk key Dk itself, the disk key 
{EMki(Dk)} encrypted using the bunch of master keys Mki, 
and the bunch of master keys Mkj registered in the decryp 
tion system in advance. 

[0162] The operation of the master key decryption/deter 
mination unit 31 Will be described beloW. 

[0163] The master key Mkj is extracted from a memory 
Which has registered the bunch of master keys {Mkj} in the 
decryption system. The disk key EMki(Dk) encrypted using 
the bunch of master keys is decrypted using a master 
key candidate Mkj to obtain a disk key candidate Dk‘. 

[0164] EDk(Dk) obtained by encrypting the disk key by 
itself is decrypted using the disk key candidate Dk‘ to obtain 
a disk key candidate Dk“. 
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[0165] The disk key candidate Dk“ is compared With the 
disk key candidate Dk‘. If they coincide With each other, the 
disk key candidate Dk‘ is determined as a correct disk key 
and output from the master key decryption/determination 
unit 31. If they do not coincide With each other, the above 
operation is repeated until a correct disk key is obtained. 

[0166] In step S25, the encryption system A reads the 
audio data EDk(WM(ADi)) Which is recorded on the DVD 1 
by a DVD drive unit (not shoWn) and encrypted by the disk 
key Dk and in Which information necessary for generating 
the decryption key of the subsequent audio is embedded. 
The read audio data is sent to the decryption system C via 
the CPU interface B. Note that the data read from the DVD 
1 are demodulated and error-corrected by the demodulation/ 
error correction unit 7 before the data are input to the 
encryption system A. 

[0167] In step S26, using the disk key Dk, the decryption 
unit 34 in the decryption system C decrypts the data EDk 
(WM(ADi)) received via the CPU interface B to extract the 
key WM(ADi). The electronic Watermark extraction unit 35 
then extracts the information WM necessary for generating 
the decryption key of the subsequent audio data, Which is 
embedded in the data ADi. After the information WM is 
extracted, WM(ADi) is directly supplied to the MPEG 
Decoder. The key generation unit 32 generates audio data 
decryption key Dk+WM using the disk key Dk and the key 
generation information WM. 

[0168] In this case, the decryption key (this key is the 
same as the encryption key in use of the common key 
encryption) corresponding to the encryption key used to 
record audio data on the DVD 1. The folloWing various 
relationships can be set betWeen the disk key used in 
encryption/decryption the ?rst audio data, the key genera 
tion information WM, and the key used in encryption/ 
decryption the subsequent audio data. The subsequent audio 
data (encryption/decryption) key is expressed as Dk+WM in 
the folloWing description. 

[0169] (Relationship 1) Exclusive OR data adjusted to 
have the same data length as that of the disk key by the disk 
key Dk and the key generation information WM is de?ned 
as the encryption key of the subsequent audio data. (Rela 
tionship 2) The disk key Dk encrypted using the key 
generation information WM as the encryption key is de?ned 
as the encryption key of the subsequent audio data. 

[0170] In step S27, the DVD drive unit (not shoWn) reads 
audio data EDk+WM(ADi) recorded on the DVD 1 and 
encrypted using the audio data key Dk+WM and sends it to 
the decryption system C via the CPU interface B. The data 
read from the DVD 1 are demodulated and error-corrected 
by the demodulation/error correction unit 7 before they are 
sent via the CPU interface B. 

[0171] In step S28, using the audio data key Dk+WM, the 
decryption unit 34 in the decryption system C decrypts the 
data EDk+WM(ADi) received through the CPU interface B, 
thereby obtaining the compressed audio data ADi serving as 
a plaintext. 

[0172] In step S29, it is determined Whether decryption 
continues. If YES in step S29, the operations in steps S27 
and S28 are repeated. 

[0173] As described above, When the resultant data ADi is 
compressed complying With the data compression standard 



US 2002/0003880 A1 

called, e.g., MPEG-Audio, the data is decoded (expanded) 
by the MPEG-Decoder 14 and converted into an analog 
signal by the D/A converter 15. The analog signal is sent to 
an audio ampli?cation/output unit such as a speaker ampli 
?er (not shoWn) and then reproduced. 

[0174] The data in Which the key generation information 
of the audio data key is embedded as the electronic Water 
mark information has a length enough to embed the key 
generation information of the audio data key. If the audio 
data does not have a suf?cient length, the electronic Water 
mark information is embedded in a plurality of audio data. 

[0175] The audio data ADi need not be transferred from 
the decryption unit 34 to the MPEG-Decoder 14 one by one, 
but may be transferred in units of a predetermined number 
of audio data. 

[0176] According to the copy protection apparatus of this 
embodiment, electronic Watermark information is embedded 
in the multimedia data and used to decrypt the multimedia 
data, and unauthoriZed business operation of selling copied 
media can be prevented, thereby preventing infringement of 
copyrights. 
[0177] According to the copy protection apparatus of this 
embodiment, as in the ?rst embodiment, encryption and 
decryption units can be designed independently of the core 
of the reproduction portion of the digital recording/repro 
duction equipment, such as the DVD, as can be apparent 
from FIG. 5. Even if a cryptographic algorithm and elec 
tronic Watermark are broken, only the decryption system C 
(or both the encryption and decryption systems A and C) is 
replaced With another one. 

[0178] Finally, a method of recording the audio data and 
key information on a DVD 1 according to this embodiment 
Will be described With reference to FIG. 7. 

[0179] In this system, When input audio data is analog data 
A-Audio, it is converted into digital audio data D-Audio by 
an analog-to-digital converter, and the digital audio data is 
input. 
[0180] An electronic Watermark embedding unit 42 gen 
erates data obtained by embedding the information WM in 
the ?rst input digital data D-Audio. This information WM is 
necessary for generating the encryption key used in record 
ing the audio data on the a DVD 47 upon encrypting it. An 
MPEG-Audio encoder 43 compresses the data output from 
the unit 42 and outputs the audio data WM(ADi). 

[0181] In this case, a key generation unit 46 generates the 
encryption key Dk+WM using the disk key Dk and the 
information WM necessary for generating the encryption 
key for recording data on the DVD 47. 

[0182] The key generation unit 46 has any arrangement in 
Which the encryption key Dk+WM cannot be generated by 
any one of the disk key Dk and the key information WM. 

[0183] The output audio data ADi output from the MPEG 
Audio encoder 43 is encrypted using the disk key Dk by an 
encryption unit 44. The encrypted audio data EDk(W 
M(ADi)) is recorded on the DVD 47. 

[0184] When all the information WM necessary for gen 
erating the encryption key Dk+WM for recording data on the 
DVD 47 is embedded in the electronic Watermark embed 
ding unit 42, a sWitch 41 is sWitched by a control signal CS. 
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The subsequent digital data D-Audio are directly input to the 
MPEG-Audio encoder 43, and the corresponding com 
pressed audio data ADi are output. 

[0185] The encryption unit 44 encrypts the input audio 
data ADi using the encryption key Dk+WM and outputs 
EDk+WM(ADi). The encrypted output data EDk+WM(ADi) is 
recorded on the DVD 47. 

[0186] The DVD 47 also records obtained by 
encrypting the disk key Dk (used in encrypting the audio 
data ADi) using the bunch of master keys, and Dk(Dk) 
encrypting using the disk key itself. 

[0187] For the sake of descriptive simplicity, the audio 
data ADi compressed by the MPEG-Audio encoder is 
directly encrypted using the encryption key Dk+WM. The 
folloWing improvement further protects the data. 

[0188] (Improvement) The key generation information 
WM is de?ned as information WMi changing as a function 
of the time series, and all audio data are embedded as 
electronic Watermark information. The encryption key for 
recording data on the DVD 47 is changed as Dk+WMi_1 
each time on the basis of the embedded information WMi. 
Encrypted audio data EDk+W1\,?_1 is recorded on 
the DVD 47 . 

Third Embodiment 

[0189] FIG. 8 is a block diagram shoWing a copy protec 
tion apparatus according to the third embodiment of the 
present invention. The same reference numerals as in FIG. 
1 denote the same parts in FIG. 8, and a detailed description 
thereof Will be omitted. Only a portion associated With 
playback CPU is illustrated in FIG. 8. 

[0190] The copy protection apparatus of this embodiment 
comprises a DVD drive unit (not shoWn) for reading data 
from a DVD 1, and encryption and decryption systems Aand 
C connected to the DVD drive unit Without being through a 
CPU bus or incorporated in the DVD drive unit. 

[0191] The encryption system A is connected to the 
decryption system C via a CPU bus B. Data from the 
decryption system C is output via, e.g., an I/O port eXcept 
the CPU bus B. More speci?cally, in this embodiment, data 
is input/output Without being through the CPU bus B, but 
data is transferred betWeen the systems A and C using the 
CPU bus B. 

[0192] The encryption system A comprises demodulation/ 
error correction units 2 and 7, and an encryption unit 4. The 
encryption system A is formed as one independent IC chip. 

[0193] The decryption system C comprises decryption 
units 5 and 50, a master key decryption/determination unit 
31, an electronic Watermark extraction unit 51, a superposed 
information elimination unit 53, and a delay unit 52. The 
decryption system C of this embodiment includes an MPEG 
Decoder 14 and an D/A converter 15 for converting the 
decoded digital audio data into analog audio data. 

[0194] The tWo decryption units 5 and 50 are illustrated in 
the decryption system C, but only one unit can constitute 
these tWo units. The decryption system is formed as one 
independent IC chip. 

[0195] Some of master keys are registered (stored) in the 
decryption system as in the second embodiment. The master 
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keys are recorded in a secret area in the chip so as not to 
allow a user to externally obtain them or intentionally read 
out them from the chip of the decryption system. 

[0196] The number of types of keys EMki(Dk) recorded on 
a DVD 1 and generated by encrypting the disk key using 
master keys Mki and the number of types of master keys 
Mki in the decryption system C can be set as in the ?rst 
embodiment. 

[0197] The encryption and decryption keys (both are Bk 
because the common key encryption is used) used in cryp 
tographic communication via the CPU bus B are shared by 
the encryption and decryption systems A and C. 

[0198] Acontroller (not shoWn) controls the overall opera 
tion. For example, the controller can be realiZed by causing 
the CPU of the computer to execute a program. Examples of 
control of this controller are designation associated With a 
data read from the DVD, designation of data transfer des 
tination, designation associated With data output from the 
decryption system, and the like. 

[0199] The controller is triggered by a user through a user 
interface or by a process in a given application program. 

[0200] In this embodiment, a digital source audio data 
sequence, an audio data sequence (compressed data 
sequence), and an audio data in Which any information is 
embedded as an electronic Watermark are represented by 

D-Audio,AD={AD1,AD2, . . . ,ADi, . . . }, and WM(ADi), 

respectively. 

[0201] Depending on audio data sequences AD, copy 
control electronic Watermark information may be embedded 
in addition to the embedded electronic Watermark informa 
tion. Let Bk, Dk, {Mk1, Mk2, . . . , Mki, . . . , Mkn}, and 

{Mk1‘, Mk2‘, . . . , Mkj‘, . . . , Mkm‘} be the encryption key 

(to be referred to as a shared encryption key) shared betWeen 
the encryption and decryption systems A and C, the encryp 
tion key (disk key) for encrypting the audio data sequence, 
the bunch of n encryption keys (master keys) for encrypting 
the disk key, and the bunch of part master keys registered in 
the decryption system C, respectively. 

[0202] In FIG. 8, EDk(Dk) represents a disk key generated 
by encryption using the disk key itself. {EMki(Dk) (i=0, 1, . 
. . , n—1)} represents disk keys generated by encryption using 
the n master keys. WM(ADi) represents audio data ADi 
generated by embedding information necessary for gener 
ating encrypted keys for subsequent audio data using an 
electronic Watermark technique. 

[0203] EDk(WM(ADi)) represents WM(ADi) encrypted 
and generated using the disk key Dk. ADi><WM represents 
the audio data ADi on Which the information WM sent to the 
decryption system by the electronic Watermark in advance is 
superposed. EDk(ADi><WM) represents (ADi><WM) 
encrypted and generated using the disk key Dk. EBk(ED 
k(Dk)) represents EDk(Dk) encrypted and generated using 
the shared encryption key Bk. EBk(EMki(Dk)) represents 
EMki(Dk) encrypted and generated using the shared encryp 
tion key Bk. Note that ‘x’ indicates a superposition operation 
for disturbing data. For example, it indicates an operation in 
Which data are subjected to an appropriate scramble, and 
‘ADi><WM’ indicates that ADi is scrambled by using an 
appropriate WM. 
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[0204] EDk(Dk) generated by encrypting the disk key by 
itself and {EMki(Dk)} generated by encrypting the disk key 
using the bunch of master keys are recorded in a key 
recording area (lead-in area) of the inner peripheral portion 
of the DVD 1. EDk(WM(ADi)) generated by encrypting, 
using the disk key, the audio data in Which information 
superposed oh the subsequent audio data in the audio data 
sequence AD={AD1,AD2, . . . , ADi, . . . } is embedded as 

the electronic Watermark information WM, and EDk(ADi>< 
WM) obtained by encrypting, using the disk key, the audio 
data superposed With the electronic Watermark information 
WM, are recorded in a data recording area (data area). 

[0205] The operation of this embodiment Will be described 
With reference to the flow chart in FIG. 9. 

[0206] Steps S31 to S35 are identical to steps S21 to S25 
of the flow chart shoWn in FIG. 6 and described in the 
second embodiment. 

[0207] In step S36, the decryption unit 50 in the decryp 
tion system C decrypts, using the disk key Dk, the data 
EDk(WM(ADi)) received via the CPU interface B to extract 
WM(ADi). The electronic Watermark extraction unit 51 
extracts the information WM embedded in the data ADi and 
superposed on the subsequent audio data. 

[0208] Upon extracting the information WM, WM(ADi) is 
directly supplied to the MPEG-Decoder 14. In this case, 
various relationships can be set for a method of superposing 
the information WM on the audio data and the information 
WM superposed in recording the audio data on the DVD 1 
as folloWs. Computation used in this superposition is rep 
resented by ‘><’ in the folloWing description. 

[0209] (Relationship 1) The superposed information WM 
is adjusted to have the same data length as that of the audio 
data ADi by some means, and the superposed information 
WM and the audio data ADi are logically ORed. 

[0210] (Relationship 2) The audio data ADi is encrypted 
using the superposed information WM as an encryption key. 

[0211] In step S37, EDk(ADi><WM) Which is generated by 
encrypting the audio data, superposed With the Watermark 
information WM, using the disk key Dk and Which is 
recorded on the DVD 1 is read by a DVD drive unit (not 
shoWn). The read data EDk(ADi><WM) is sent to the decryp 
tion system C via the CPU interface B. 

[0212] The data read from the DVD 1 are demodulated 
and error-corrected by the demodulation/error correction 
unit 7 before they are sent to the CPU interface B. 

[0213] In step S38, the decryption unit 50 in the decryp 
tion system C decrypts, using the audio data key Dk, 
EDk(ADi><WM) received via the CPU bus B. The super 
posed information elimination unit 53 extracts the super 
posed information WM to obtain the compressed audio data 
ADi serving as the plaintext. 

[0214] In step S39, it is determined Whether decryption 
continues. If YES in step S39, operations in steps S37 and 
S38 are repeated. 

[0215] When the resultant audio data ADi is compressed 
by the data compression standard called, e.g., MPEG-Audio, 
it is decoded (expanded) by the MPEG-Decoder 14. The 
decoded data is converted into an analog signal by the D/A 










