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SYSTEM FOR MANAGING INPUT/OUTPUT 
ACCESSES AT A BRIDGE/MEMORY 

CONTROLLER BY REDIRECTING ACCESS TO A 
FIRST I/O ADDRESS TO A SECOND I/O ADDRESS 

FIELD OF THE INVENTION 

[0001] The present invention relates to the ?eld of com 
puter systems. More speci?cally, the present invention 
relates to a method and apparatus for trapping accesses to 
input/output (I/O) addresses. 

BACKGROUND OF THE INVENTION 

[0002] In computer systems, processors typically commu 
nicate with U0 functions using memory-mapped I/O or I/O 
addressing. An I/O function is a speci?c job that an I/O 
device performs. An I/O device may host a plurality of I/O 
functions. The memory-mapped I/O scheme involves 
assigning portions of the memory to I/O functions as address 
spaces. Reads and Writes to those addresses in memory are 
interpreted as commands to the I/O function. The U0 
addressing scheme involves utiliZing dedicated I/O instruc 
tions in the processor. These I/O instructions can specify an 
I/O function, through an I/O address, and a command to the 
I/O function. The processor communicates the I/O address 
via a set of Wires normally included as part of the I/O bus. 
The command to the I/ O function is transmitted over the data 
lines in the I/O bus. 

[0003] The U0 addresses of I/O functions are typically 
Written in the Basic Input/Output System (BIOS) that cor 
responds to the platform of the computer system, an oper 
ating system installed in the computer system, and device 
drivers Written for the I/O functions. Computer systems 
using an I/O addressing scheme rely on the BIOS, the 
operating system, and device drivers to provide the proces 
sor With the correct I/O addresses to the I/O functions in the 
computer system. A problem occurs When a computer sys 
tem is con?gured With a BIOS, operating system, or device 
driver that does not correspond to the platform of the 
computer system or When an I/O function is no longer at an 
I/O address that the BIOS, operating system, or device 
driver indicates. In these situations, an error Would occur 
When the processor attempts to access an I/O function that 
does not eXist at the I/O address indicated by the BIOS. 

SUMMARY 

[0004] An apparatus according to an embodiment of the 
present invention is disclosed. The apparatus includes an 
input/output (I/O) address veri?cation unit that determines 
Whether an I/O address received from a processor is pro 
tected. An interrupt generator is coupled to the I/O address 
veri?cation unit. The interrupt generator generates an inter 
rupt if the I/O address is protected. An interrupt recorder is 
coupled to the address veri?cation unit. The interrupt 
recorder records a cause of the interrupt. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0005] The present invention is illustrated by Way of 
eXample and not by Way of limitation in the ?gures of the 
accompanying draWings, in Which the like references indi 
cate similar elements and in Which: 

[0006] FIG. 1 is a block diagram of a computer system 
implementing an embodiment of the present invention; 
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[0007] FIG. 2 is a block diagram of a bridge memory 
controller according to an embodiment of the present inven 
tion; 
[0008] FIG. 3 is a block diagram of a memory according 
to an embodiment of the present invention; 

[0009] FIG. 4 is a How chart illustrating a method for 
managing input/output address accesses according to an 
embodiment of the present invention; and 

[0010] FIG. 5 is a How chart illustrating a method for 
handling an interrupt according to an embodiment of the 
present invention. 

DETAILED DESCRIPTION 

[0011] FIG. 1 illustrates a computer system 100 upon 
Which an embodiment of the present invention can be 
implemented. The computer system 100 includes a proces 
sor 101 that processes data signals. The processor 101 may 
be a complex instruction set computer (CISC) microproces 
sor, a reduced instruction set computing (RISC) micropro 
cessor, a very long instruction Word (VLIW) microproces 
sor, a processor implementing a combination of instruction 
sets, or other processor device. FIG. 1 illustrates an eXample 
of the present invention implemented on a single processor 
computer system 100. HoWever, it is understood that the 
present invention may be implemented in a computer system 
having multiple processors. The processor 101 is coupled to 
a CPU bus 110 that transmits data signals betWeen processor 
101 and other components in the computer system 100. 

[0012] The computer system 100 additionally includes a 
memory 113. As an eXample, memory 113 may be a dynamic 
random access memory (DRAM) device, a static random 
access memory (SRAM) device, or other memory device. 
The memory 113 may store instructions and code repre 
sented by data signals that may be eXecuted by the processor 
101. Acache memory 102 resides inside processor 101 that 
stores data signals stored in memory 113. The cache 102 
speeds up memory accesses by the processor 101 by taking 
advantage of its locality of access. In an alternate embodi 
ment of the computer system 100, the cache 102 resides 
external to the processor 101. 

[0013] A bridge memory controller 111 is coupled to the 
CPU bus 110 and the memory 113. The bridge memory 
controller 111 directs data signals betWeen the processor 
101, the memory 113, and other components in the computer 
system 100 and bridges the data signals betWeen the CPU 
bus 110, the memory 113, and a ?rst I/O bus 120. 

[0014] The ?rst I/O bus 120 may be a single bus or a 
combination of multiple buses. As an eXample, the ?rst I/O 
bus 120 may comprise a Peripheral Component Interconnect 
(PCI) bus, a Personal Computer Memory Card International 
Association (PCMCIA) bus, a NuBus, or other buses. The 
?rst I/O bus 120 provides communication links betWeen 
components in the computer system 100. A netWork con 
troller 121 links the computer system 100 to a netWork of 
computers (not illustrated in FIG. 1) and supports commu 
nication among the machines. A display device controller 
122 is coupled to the ?rst I/O bus 120. The display device 
controller 122 alloWs coupling of a display device to the 
computer system 100 and acts as an interface betWeen the 
display device and the computer system 100. The display 
device controller may be a monochrome display adapter 
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(MDA) card, a color graphics adapter (CGA) card, an 
enhanced graphics adapter (EGA) card, an extended graph 
ics array (XGA) card or other display device controller. The 
display device may be a television set, a computer monitor, 
a ?at panel display or other display device. The display 
device receives data signals from the processor 101 through 
the display device controller 122 and displays the informa 
tion and data signals to the user of the computer system 100. 

[0015] A second I/O bus 130 may be a single bus or a 
combination of multiple buses. As an example, the second 
I/O bus 130 may comprise a PCI bus, a PCMCIA bus, a 
NuBus, an Industry Standard Architecture (ISA) bus, or 
other buses. The second I/O bus 130 provides communica 
tion links betWeen components in the computer system 100. 
Akeyboard interface 132 is coupled to the second I/O 130. 
The keyboard interface may be a keyboard controller or 
other keyboard interface. The keyboard interface 132 may 
be a dedicated device or can reside in another device such as 
a bus controller or other controller. The keyboard interface 
132 alloWs coupling of a keyboard to the computer system 
100 and transmits data signals from a keyboard to the 
computer system 100. A data storage device 131 is coupled 
to the second I/O bus 130. The data storage device 131 may 
be a hard disk drive, a ?oppy disk drive, a CD-ROM device, 
a ?ash memory device or other mass storage device. An 
audio controller 133 is coupled to the second I/O bus 130. 
The audio controller 133 operates to coordinate the record 
ing and playing of sounds is also coupled to the I/ O bus 130. 

[0016] A bus bridge 123 couples the ?rst I/O bus 120 to 
the second I/O bus 130. The bus bridge 123 operates to 
buffer and bridge data signals betWeen the ?rst I/O bus 120 
and the second I/O bus 130. 

[0017] According to an embodiment of the computer 
system 100, the processor 101 communicates with U0 
functions in the computer system 100 using an I/O address 
ing scheme. Each of the computer system components 
including the bridge memory controller 111, memory 113, 
netWork controller 121, display device controller 122, bus 
bridge 123, data storage 131, keyboard interface 132, and 
the audio controller 133 include at least one I/O function that 
is de?ned as a speci?c job that the component performs. 
Each of the I/O functions has a designated I/O address. 
According to an embodiment of the present invention, the 
processor 101 obtains the I/O addresses of the I/O functions 
in the computer system 100 from a BIOS, an operating 
system, or a device driver in the memory 113. The processor 
101 uses the I/O addresses to direct instructions and com 
mands to the I/O functions. According to an embodiment of 
the present invention, instructions originating from the pro 
cessor 101 that targets I/O addresses are routed to the bridge 
memory controller 111 before they are forWarded to their 
corresponding I/O functions. The bridge memory controller 
111 checks the I/O addresses to determine Whether the I/O 
addresses are protected. If an I/O address is protected, an 
interrupt is generated and the instruction is not forWarded to 
the I/O function at the I/O address. If an I/O address is not 
protected, the instruction is forWarded to the I/O function at 
the I/O address. 

[0018] FIG. 2 is a block diagram of the bridge memory 
controller 111 according to an embodiment of the present 
invention. The bridge memory controller 111 includes a 
bridge memory controller circuit 210. The bridge memory 
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controller circuit 210 directs data signals among the proces 
sor 101 (shoWn in FIG. 1), the memory 113 (shoWn in FIG. 
1), and other components in the computer system 100 
(shoWn in FIG. 1) and bridges the data signals among the 
CPU bus 110 (shoWn in FIG. 1) and the memory 113 and the 
?rst I/ O bus 120 (shoWn in FIG. 1). It should be appreciated 
that the bridge memory controller circuit 210 may include 
other I/O functions. 

[0019] An I/O address veri?cation unit 230 is coupled to 
the bridge memory controller circuit 210. The U0 address 
veri?cation unit 230 receives an I/O address from an instruc 
tion originating from the processor 101. The U0 address 
veri?cation unit 230 veri?es Whether the I/O address is 
protected. According to an embodiment of the present inven 
tion, an I/O address is protected When an I/O function is not 
at the I/O address indicated by the BIOS, operating system, 
or device driver and accessing the function at the incorrect 
I/O address Would result in an error. According to an 
embodiment of the bridge memory controller 111, the I/O 
address veri?cation unit 230 veri?es Whether an I/ O address 
is protected by reading information in an I/ O protection map 
stored in the main memory 113. According to an embodi 
ment of the present invention, the I/O protection map is 
stored in the System Management Mode (SMM) section of 
the main memory 113. It should be appreciated that the I/O 
protection map may reside in an area other than the SMM 
section of the main memory 113. The U0 protection map 
may reside, for eXample, in other areas in the main memory 
113 or in a storage medium other than the main memory 113. 
If the I/O address veri?cation unit 230 determines that an I/O 
address is protected, the I/O address is trapped and the 
instruction is not forWarded to the I/O address. If the I/O 
address veri?cation unit 230 determines that an I/O address 
is not protected, the instruction is forWarded to the I/O 
address. 

[0020] An interrupt generator 240 is coupled to the I/O 
address veri?cation unit 230. The interrupt generator 240 
operates to generate an interrupt signal to the processor 101 
When the I/O address veri?cation unit 230 determines that an 
I/O address in an instruction received from the processor 
101 is protected. According to an embodiment of the present 
invention, the interrupt signal is a System Management 
Interrupt signal. According to an embodiment of the inter 
rupt generator 240, the interrupt generator 240 includes an 
output pin that outputs a signal to the processor 101. 

[0021] An interrupt recorder 250 is coupled to the I/O 
address veri?cation unit 230. When the I/O address veri? 
cation unit 230 determines that an I/O address is protected, 
the I/O address veri?cation unit 230 Writes a message that 
identi?es the cause of the interrupt in the interrupt recorder 
250. According to an embodiment of the present invention, 
the interrupt recorder 250 includes a register and the I/O 
address veri?cation unit 230 Writes the protected I/O address 
in the interrupt recorder 250 to identify the cause of the 
interrupt. 

[0022] According to an embodiment of the bridge memory 
controller 111, an I/O access cache 220 is coupled to the I/O 
address veri?cation unit 230. In this preferred embodiment, 
the I/O address veri?cation unit 230 veri?es Whether an I/O 
address is protected by ?rst reading information in an I/O 
protection map stored in the I/O access cache 250. If the I/O 
protection map in the I/O access cache 220 does not have 
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information regarding the I/O address, the I/O address 
veri?cation unit 230 proceeds to read the I/O protection map 
in the SMM section in the main memory 113. After the 
section in the I/O protection map in the main memory 113 
that contains information about the I/O address is read, that 
section of the I/ O protection map is Written in the I/ O access 
cache 220. The U0 access cache 220 speeds up accesses of 
the I/O protection map by the I/O address veri?cation unit 
230 by taking advantage of its locality of access inside the 
bridge memory controller 111. 

[0023] According to an embodiment of the present inven 
tion, the bridge memory controller circuit 210, the I/O 
access cache 220, the I/O address veri?cation unit 230, the 
interrupt generator 240, and the interrupt recorder 250 all 
reside on a same silicon substrate. It should be appreciated 
that the I/O access cache 220, the I/O address veri?cation 
unit 230, the interrupt generator 240, and the interrupt 
recorder 250 may reside eXternal to the bridge memory 
controller 111. The bridge memory controller circuit 210, the 
interrupt recorder 250, the I/O address veri?cation unit 230, 
the interrupt generator 240, and the I/O access cache 250 
may be implemented by any knoWn circuitry or technique. 

[0024] In response to receiving the interrupt from the 
interrupt generator 240, the processor 101 eXecutes an 
interrupt service routine. According to an embodiment of the 
present invention, the interrupt service routine is a program 
stored in a section of the main memory 113 designated for 
storing SMM code. The interrupt service routine accesses 
the interrupt recorder 250 to determine the cause of the 
interrupt. Upon reading the contents Written in the interrupt 
recorder 250, the interrupt service routine performs a task 
appropriate for servicing the cause of the interrupt. 

[0025] FIG. 3 is a block diagram of the main memory 113 
according to an embodiment of the present invention. The 
main memory 113 includes a plurality of sections allocated 
for storing information. Block 310 represents a ?rst section 
in the main memory 113. The ?rst section 310 may be used 
for storing real mode data. The real mode data may include 
an operating system program used for managing the 
resources of the computer system 100 (shoWn in FIG. 1) by 
scheduling and allocating hardWare resources and softWare 
resources. 

[0026] Block 320 represents a second section of the main 
memory 113. The second section 320 may be used for 
storing SMM code used for performing poWer management 
tasks in the computer system 100. According to an embodi 
ment of the present invention, an I/O protection map 321 and 
an interrupt service routine program 322 are stored in areas 
in the second section 320. According to an embodiment of 
the I/O protection map 321, the I/O protection map 321 is an 
8 K space in the second section 320 in the main memory 113. 
Each bit in the I/O protection map corresponds to a unique 
I/O address. According to an embodiment of the I/O pro 
tection map a Zero in a bit corresponding to an I/O address 
indicates that the I/O address is protected and a one in a bit 
corresponding to an I/O address indicates that the I/O 
address is not protected. The interrupt service routine pro 
gram 322 includes instructions, Which When eXecuted by the 
processor, causes the processor to read the interrupt recorder 
250 (shoWn in FIG. 2) to determine a cause of the interrupt 
and to service the interrupt appropriately according to the 
information read from the interrupt recorder 250. 
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[0027] According to an embodiment of the present inven 
tion, the interrupt service routine program 322 includes 
instructions that redirect instructions targeted to a ?rst I/O 
address to a second I/O address. In this embodiment of the 
present invention, the interrupt routine service routine pro 
gram 322 may include a table of I/O addresses provided by 
the BIOS, the operating system, or device driver that do not 
properly correspond to I/O functions in the computer system 
100. The table of I/O address may include a list of correct 
I/O addresses that correspond to the I/O functions. Redi 
recting instructions targeted to I/O addresses alloWs the 
processor 101 to access a desired I/ O function Whether or not 
the I/O address provided to the processor 101 from the BIOS 
is correct. This alloWs the computer system 100 to run any 
version of a BIOS Without the danger of mismatching an I/O 
address With an I/O function. 

[0028] According to an embodiment of the present inven 
tion, the interrupt service routine program 322 includes 
instructions that alloW an I/O function to be emulated. In a 
situation Where the computer system 100 has been recon 
?gured and I/O functions have been removed or replaced, 
the present invention alloWs the processor 101 to direct 
instructions to an emulated I/O function Which appears to 
reside at the targeted I/O address. 

[0029] According to a ?rst embodiment of the interrupt 
service routine program 322 Where an I/O function is 
emulated, a direct memory access (DMA) controller is 
emulated. The U0 address of the DMA controller is indi 
cated as protected in the I/O protection map 321 so that 
When the processor 101 attempts to access the DMA con 
troller, the interrupt generator 240 (shoWn in FIG. 2) gen 
erates an interrupt and the interrupt recorder 250 (shoWn in 
FIG. 2) records a message that identi?es the cause of the 
interrupt. The interrupt service routine program 322 reads 
the message in the interrupt recorder 250 and from the 
message determines that an interrupt Was generated because 
the processor 101 attempted to access the I/O address of the 
DMA controller. The interrupt service routine program 322 
proceeds to communicate With the processor 101 via its 
operating system as if it Were the DMA controller. The 
interrupt service routine program 322 prompts the processor 
101 for a source address, destination address, and length 
information of data that is to be moved. This information 
Would be Written in main memory 113 instead of to a DMA 
controller. The data Would then be moved by the interrupt 
service routine program 322 instead of the DMA controller. 

[0030] According to a second embodiment of the interrupt 
service routine program 322 Where an I/O function is 
emulated, a ?oppy drive controller for a ?oppy drive is 
emulated. The U0 address of the ?oppy drive controller is 
indicated as protected in the I/O protection map 321 so that 
When the processor 101 attempts to access the ?oppy drive 
controller, the interrupt generator 240 generates an interrupt 
and the interrupt recorder 250 records a message that 
identi?es the cause of the interrupt. The interrupt service 
routine program 322 reads the interrupt recorder 250 and 
from the message determines that an interrupt Was generated 
because the processor 101 attempted to access the I/O 
address of the ?oppy drive controller. The interrupt service 
routine program 322 proceeds to communicate With the 
processor 101 via its operating system as if it Were the ?oppy 
drive controller. The interrupt service routine program 322 
prompts the processor 101 for a source address, destination 
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address, and length information of data that is to be trans 
ferred between the ?oppy drive and another location. This 
information Would be Written in main memory 113 instead 
of the ?oppy drive controller. In the situation Where a ?oppy 
drive is on the computer system 100, the interrupt service 
routine program 322 Would transfer the data betWeen the 
?oppy drive and the other location. In the situation Where a 
?oppy drive does not eXist in the computer system but has 
been replaced With another storage medium such as an 
Integrated Drive Electronic (IDE) drive or a removable 
storage medium connected to an IDE port or a parallel port 
for example, the interrupt service routine program 322 
Would transfer the data betWeen the IDE drive and the other 
location. It should be appreciated that other I/O functions in 
addition to the ?oppy drive controller and DMA controller 
may be emulated. For example, timers, video controllers, 
game ports, serial ports, parallel ports, and audio ports may 
be emulated. 

[0031] In a preferred embodiment of the present invention, 
the interrupt service routine 322 may redirect I/O accesses, 
emulate an I/O function in the computer system 100, or do 
both as required to service the interrupt generated. By 
redirecting I/O accesses and emulating functions in the 
computer system 100, the present invention alloWs the 
processor 101 to communicate with U0 functions Without 
requiring the BIOS, operating system, or device driver to 
reprogram the processor 101 With an updated I/O address 
When an I/O function has been moved, replaced, or removed. 
It should be appreciated that the I/O protection map 321 and 
the interrupt service routine program 322 may be used to 
emulate any number or types of I/O functions. The U0 
protection map 321 and the interrupt service routine pro 
gram 322 may be implemented by any knoWn technique. 

[0032] Block 330 represents a third section of the main 
memory 113. The third section 330 may be used for storing 
options read only memories (ROMs). The options ROMs 
may include instructions that con?gure and run peripherals 
in the computer system 100. The options ROMs may, for 
eXample include instructions that con?gure and run a video 
card or a netWork card. 

[0033] Block 340 represents a fourth section of the main 
memory 113. The fourth section 340 may be used for storing 
BIOS code. The BIOS code may include loW-level instruc 
tions for running hardWare on the computer system. Accord 
ing to an embodiment of the present invention, the BIOS 
code, along With operating system code and device driver 
code, may also include I/O address information of I/O 
functions in the computer system 100 that are provided to 
the processor 101 (shoWn in FIG. 1). 
[0034] Block 350 represents a ?fth section of the main 
memory 113. The ?fth section 350 may be used for storing 
programs that are currently being run by the processor 101. 
It should be appreciated that FIG. 3 illustrates only an 
eXemplary embodiment of the main memory 113 and that 
the described instructions and code and additional instruc 
tions and code may be stored in the main memory 113 in any 
knoWn arrangement. It should be appreciated that the main 
memory may include any number of sections Which may be 
any siZe. 

[0035] FIG. 4 is a ?oW chart illustrating a method for 
managing I/O address accesses according to an embodiment 
of the present invention. At step 401, an I/O access cache is 
read for information regarding the I/O address. 
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[0036] At step 402, a determination is made as to Whether 
the information regarding the I/O address is in the I/ O cache. 
If the information is in the I/O access cache, control pro 
ceeds to step 405. If the information is not in the I/O access 
cache, control proceeds to step 403. 

[0037] At step 403, a section in the I/O protection map 
corresponding to the I/O address in main memory is read to 
retrieve information regarding the I/O address. 

[0038] At step 404, the section of the I/O protection map 
read from the main memory is cached in the I/O access 
cache. 

[0039] At step 405, a determination is made as to Whether 
the I/O address is protected. If the I/O address is protected, 
control proceeds to step 407. If the I/O address is not 
protected, control proceeds to step 406. According to an 
embodiment of the present invention, the determination is 
made by reading the information in the section of the I/O 
protection map corresponding to the I/O address. 

[0040] At step 406 the access to the I/O address is alloWed. 
According to an embodiment of the present invention, an 
instruction or a command from the processor is forWarded to 
the I/O address 

[0041] At step 407, an interrupt is generated to the pro 
cessor. According to an embodiment of the present inven 
tion, a System Management Interrupt is generated to the 
processor. 

[0042] At step 408, a message identifying the cause of the 
interrupt is recorded. According to an embodiment of the 
present invention, the message is the I/O address Which is 
Written in a register in an interrupt recorder. FIG. 4 illus 
trates one eXample of a method for managing I/O address 
accesses according to an embodiment of the present inven 
tion. It should be appreciated that some of the steps shoWn 
in FIG. 4 may be performed in a different order. 

[0043] FIG. 5 is a ?oW chart illustrating a method for 
handling an interrupt according to a ?rst embodiment of the 
present invention. At step 501, a determination is made as to 
the cause of the interrupt. According to an embodiment of 
the present invention, the determination is made by reading 
information recorded in a status register in an interrupt 
recorder to determine the cause of the interrupt. The infor 
mation in the status register may be for eXample a ?rst I/O 
address of an I/O function that Was attempted to be accessed. 

[0044] At step 502, information about the ?rst I/O address 
is retrieved. According to an embodiment of the present 
invention, information about the ?rst I/O address is retrieved 
from a table of I/O addresses in a section of main memory 
reserved for SMM code. The table of I/O addresses may 
include information as to hoW the I/O access directed to the 
?rst I/O address should be serviced. For eXample, the table 
of I/O addresses may indicate that I/O accesses to the ?rst 
I/O address should be redirected because the BIOS, the 
operating system, or device driver incorrectly indicated that 
an I/O function is located at the ?rst I/O address. The table 
of I/O addresses may include a second address Where the I/O 
access should be redirected to. The table of I/O addresses 
may indicate that an I/O function should be emulated 
because the BIOS, the operating system, or the device driver 
incorrectly indicated that the I/O function is located at the 
?rst address. 
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[0045] At step 503, a determination is made as to Whether 
the I/O access should be redirected. If the I/O access should 
be redirect, control proceeds to step 504. If the I/O access 
does not need to be redirected, control proceeds to step 505. 

[0046] At step 504, the I/O access is redirected to the 
second I/O address. 

[0047] At step 505, the I/O function is emulated. Accord 
ing to an embodiment of the present invention, an interrupt 
service routine includes speci?c instructions on hoW the I/O 
function should be emulated. 

[0048] In the foregoing description, the invention is 
described With reference to speci?c exemplary embodiments 
thereof. It Will, hoWever, be evident that various modi?ca 
tions and changes may be made thereto Without departing 
from the broader spirit and scope of the present invention as 
set forth in the appended claims. The speci?cation and 
draWings are, accordingly to be regarded in an illustrative 
rather than a restrictive sense. 

What is claimed is: 
1. An apparatus, comprising: 

an input/output (I/O) address veri?cation unit that deter 
mines Whether an I/O address received from a proces 
sor is protected; 

an interrupt generator, coupled to the I/O address veri? 
cation unit, that generates an interrupt if the I/O address 
is protected; and 

an interrupt recorder, coupled to the address veri?cation 
unit, that records a cause of the interrupt. 

2. The apparatus of claim 1, Wherein the I/O address 
veri?cation unit determines Whether an I/O address is pro 
tected by reading information on an I/O protection map. 

3. The apparatus of claim 1 further comprising an I/O 
access cache that stores a section of an I/O protection map 
previously read by the I/O address veri?cation unit. 

4. The apparatus of claim 1, Wherein the interrupt gen 
erator further comprises an pin that outputs a signal When an 
interrupt is generated. 

5. The apparatus of claim 1, Wherein the interrupt recorder 
comprises a register that records the I/O address received by 
the processor. 

6. A computer system, comprising: 

a bus; 

a processor coupled to the bus; 

a bridge/memory controller, coupled to the bus, that 
includes an input/output (I/O) address veri?cation unit 
that determines Whether an I/O address received from 
a processor is protected, an interrupt generator, coupled 
to the I/O address veri?cation unit, that generates an 
interrupt if the I/O address is protected, and an interrupt 
recorder, coupled to the address veri?cation unit, that 
records a cause of the interrupt. 

7. The computer system of claim 6, Wherein the bridge 
memory controller unit determines Whether an I/O address is 
protected by reading information in an I/O protection map. 

8. The computer system of claim 6, Wherein the I/O 
address veri?cation unit further comprises a cache that 
stores portions of a U0 protection map previously read by 
the I/O address veri?cation unit. 
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9. The computer system of claim 6, Wherein the interrupt 
recorder comprises a register that records the I/O address 
received by the processor. 

10. A method for managing input/output (I/O) address 
accesses, comprising: 

determining Whether an I/O address is protected; 

generating an interrupt if the I/O address is protected; and 

recording a cause of the interrupt. 
11. The method of claim 10, Wherein determining Whether 

the address is protected comprises reading an I/O protection 
map Written in a System Management Memory (SMM). 

12. The method of claim 11, further comprising caching 
a portion of the I/O protection map read. 

13. The method of claim 10, Wherein recording the cause 
of the interrupt comprises Writing the I/O address in a status 
register. 

14. The method of claim 10, further comprising the step 
of executing a program that services the interrupt generated. 

15. A method for handling an interrupt, comprising: 

reading a status register in a bridge/memory controller to 
determine a cause of the interrupt; and 

servicing the interrupt according to the cause recorded in 
the status register by redirecting an input/output (I/O) 
access to a ?rst I/O address recorded in the status 
register to a second I/O address. 

16. A method for handling an interrupt, comprising: 

reading a status register in a bridge/memory controller to 
determine a cause of the interrupt; and 

servicing the interrupt according to the cause recorded in 
the status register by emulating an I/O function having 
an address recorded in the status register. 

17. The method of claim 16, Wherein emulating an I/O 
function comprises emulating a direct memory address 
(DMA) controller. 

18. The method of claim 16, Wherein emulating an I/O 
function comprises emulating a ?oppy drive controller. 

19. Acomputer-readable medium having stored thereon a 
sequence of instructions Which When eXecuted by a proces 
sor causes the processor to perform the steps of: 

determining Whether an input/output (I/O) address is 
protected; 

generating an interrupt if the I/O address is protected; and 

recording a cause of the interrupt. 
20. The computer readable medium of claim 19, Wherein 

the step of determining Whether the address is protected 
comprises reading an I/ O protection map Written in a System 
Management Memory (SMM). 

21. The computer-readable medium of claim 20, further 
comprising instructions that causes the processor to perform 
the step of caching a section of the I/O protection map read. 

22. The computer-readable medium claim 19, Wherein the 
step of recording the cause of the interrupt comprises Writing 
the I/O address in the status register. 

23. The computer-readable medium of claim 19, further 
comprising instructions that causes the processor to perform 
the step of eXecuting a program that services the interrupt 
generated. 
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24. A computer-readable medium having stored thereon 
sequences of instructions Which When executed by a pro 
cessor causes the processor to perform the steps of: 

reading a status register in a bridge/memory controller to 
determine a cause of the interrupt; and 

servicing the interrupt according to the cause recorded in 
the status register by redirecting an input/output (I/O) 
access to a ?rst I/O address recorded in the status 
register to a second I/O address. 

25. A computer-readable medium having stored thereon 
sequences of instructions Which When eXecuted by a pro 
cessor causes the processor to perform the steps of: 
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reading a status register in a bridge/memory controller to 
determine a cause of the interrupt; and 

servicing the interrupt according to the cause recorded in 
the status register by emulating an I/O function having 
an I/O address recorded in the status register. 

26. The computer-readable medium of claim 25, Wherein 
the step of emulating an I/O function comprises emulating a 
direct memory address (DMA) controller. 

27. The computer-readable medium of claim 25, Wherein 
the step of emulating an I/O function comprises emulating a 
?oppy drive controller. 

* * * * * 


