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(57) ABSTRACT 

A novel method for upgrading a ?rst program sequence in a 
computer system such that the computer system remains 
operable even if the upgrade process results in an incorrectly 
stored program sequence. The method uses the steps of 
storing the second program sequence in a second region of 
a memory, determining Whether the second program 
sequence is stored correctly, and enabling the second pro 
gram sequence if it is stored correctly. The ?rst program 
sequence remains enabled if the second program sequence is 
not stored correctly. 
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METHOD AND APPARATUS FOR FAULT 
TOLERANT FLASH UPGRADING 

BACKGROUND OF THE INVENTION 

[0001] 1. Field of the Invention 

[0002] The present invention relates to the ?eld of com 
puter systems; more particularly, the present invention 
relates to a method and apparatus for performing fault 
tolerant Flash electrically erasable programmable read-only 
memory (EEPROM) upgrading. 

[0003] 2. Description of Related Art 

[0004] Embedded microcontrollers are increasingly used 
in computer systems. This is especially true for mobile 
computers. Microcontrollers are used for keyboard control, 
pointing device control, battery management, poWer plane 
control, thermal management, sWitch debouncing and man 
agement, and system management interfacing, for eXample. 

[0005] When one of the devices that interacts With the 
microcontroller is upgraded, the ?rmWare code that handles 
that interaction often needs to be upgraded. In addition, 
upgrades are often required When a bug is discovered in the 
?rmWare code or a Work-around is required to avoid a bug 
in one of the devices of the computer system. Since the 
microcontroller typically interacts With so many elements of 
the computer system, including the operating system, point 
ing devices and battery, upgrades of the ?rmWare code can 
be frequent. 

[0006] Upgrades to the ?rmWare code can be accom 
plished a variety of Ways. For eXample, upgrades can be 
performed by providing socketed parts that are typically 
replaced by a service provider. Alternatively, upgrades can 
be performed using doWnloadable RAM codestores that are 
expensive and have high poWer consumption. 

[0007] HoWever, the most cost-effective and convenient 
method is the use of Flash electrically erasable read-only 
memories (EEPROMs) or other Flash-based devices (e.g., a 
microcontroller With a Flash memory) to store the ?rmWare 
code. 

[0008] The use of Flash-based devices alloW computer 
manufacturers to upgrade their computer systems using 
applications or basic input output system (BIOS) setup 
utilities that doWnload neW ?rmWare code to a Flash 
memory. During the doWnload operation, the old ?rmWare 
code is erased and the neW ?rmWare code is Written. A 
problem With this method is that the ?rmWare code may be 
erased or corrupted if an error should occur during the 
doWnload operation or the doWnload operation is aborted 
prematurely. As a result, the computer may be rendered 
inoperable until it is returned to the computer manufacturer 
for expensive servicing. 

[0009] Many techniques are employed to reduce the prob 
ability of erasure or corruption of the ?rmWare code. Before 
beginning the doWnload operation, the system veri?es that 
there is sufficient poWer. A boot disk supplied by the 
computer manufacturer is used to ensure stable and knoWn 
operating system conditions during the doWnload operation. 
The poWer sWitch, reset button, and other state-changing 
sWitches are disabled to ensure continuous poWer and stable 
system conditions during the doWnload operation. In addi 
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tion, the system management interrupts and other system 
interrupts are disabled to reduce or eliminate interruptions of 
the doWnload operation. 

[0010] HoWever, these techniques reduce the probability 
of erasure or corruption of the ?rmWare code, but do not 
eliminate it. Despite all these precautions, portions of the 
?rmWare code can be corrupted. In addition, a disruption of 
poWer, for eXample, may cause the doWnload operation to be 
prematurely terminated. 

[0011] Therefore, it is desirable to provide a fault-tolerant 
upgrade process to upgrade ?rmWare code such that the 
computer is still operable even if the upgrade results in 
erasure or corruption of the ?rmWare code. 

SUMMARY OF THE INVENTION 

[0012] Afault-tolerant method and apparatus for perform 
ing a program upgrade. A ?rst code sequence is stored in a 
?rst region of a memory and is enabled. An upgrade of the 
?rst code sequence is stored in a second region of the 
memory. A check is performed to determine Whether the 
upgrade of the ?rst code sequence is stored successfully. If 
the upgrade is stored successfully, the upgrade of the ?rst 
code sequence is enabled. If the upgrade is not stored 
successfully, the ?rst code sequence remains enabled, 
thereby maintaining operable code. The device therefore 
remains operable as the ?rst code sequence remains enabled. 
Subsequent attempts at storing the upgrade of the ?rst code 
sequence in the second region can then be performed until 
the upgrade is stored successfully. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0013] FIG. 1 illustrates one embodiment of a memory of 
the present invention. 

[0014] FIG. 2 illustrates one embodiment of a memory 
structure of the present invention. 

[0015] FIG. 3 illustrates one embodiment of a system of 
the present invention. 

[0016] FIG. 4 illustrates one embodiment of a method for 
upgrading ?rmWare code. 

[0017] FIG. 5 illustrates one embodiment of a method for 
selecting the ?rmWare code to use and enabling the ?rmWare 
code. 

DETAILED DESCRIPTION 

[0018] The present invention uses a method for upgrading 
a ?rst code sequence in a computer system such that the 
computer system is operable even if the upgrade process 
results in an incorrectly stored upgrade of the ?rst code 
sequence. During the operation of the computer system, a 
?rst code sequence is stored in a ?rst region of a memory and 
is enabled such that the computer system uses the ?rst code 
sequence to operate. When an upgrade is to be performed, 
the upgrade of the ?rst code sequence (a second code 
sequence) is stored in an unused region of the memory (the 
second region). During a reset, it is then determined Whether 
the ?rst and second regions contain successfully stored code 
sequences. If both the ?rst and second code sequences are 
stored successfully, the code sequence With the more recent 
revision identi?er (the second code sequence) is enabled. If 
the second code sequence is not stored correctly, the ?rst 
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code sequence is undisturbed and is enabled so that the 
computer system remains operable using the ?rst code 
sequence. Subsequent attempts to upgrade the ?rst code 
sequence may be made until the second code sequence is 
stored correctly and enabled. 

[0019] An upgrade of the second code sequence (a third 
code sequence) is stored in an the ?rst region since the 
currently used region is the second region. During a reset, it 
is then determined Whether the ?rst and second regions 
contain successfully stored code sequences. If both the 
second and third code sequences are stored successfully, the 
code sequence With the more recent revision identi?er (the 
third code sequence) is enabled. If the third code sequence 
is not stored correctly, the second code sequence is undis 
turbed and is enabled so that the computer system remains 
operable using the second code sequence. Subsequent 
attempts to upgrade the second code sequence may be made 
until the third code sequence is stored correctly and enabled. 

[0020] FIG. 1 illustrates a memory 100 of the present 
invention. The memory 100 has a region 101 Which contains 
an interrupt vector table, an interrupt redirection table, and 
a cold reset handler. The memory 100 also has a ?rst region 
102 in Which a ?rst code sequence is stored and a second 
region 103 in Which a second code sequence is stored. The 
?rst code sequence and the second code sequence are 
different revisions of the same code. 

[0021] The cold reset handler is a code sequence used to 
implement the method of identifying Which of the ?rst and 
second code sequence is to be used and enabling that code 
sequence as described beloW. 

[0022] In one embodiment, the memory 100 is a Flash 
memory and the region 101, the ?rst region 102, and the 
second region 103 correspond to independently Write-pro 
tectable regions Within the Flash memory. For example, the 
Flash memory may be con?gured to alloW a block-erase 
operation and Write operations Within the ?rst region 102 
While preventing these operations to the second region 103 
and vice-versa. In another embodiment, the region 101 is 
contained in a read-only memory (ROM) and the ?rst region 
102 and the second region 103 are contained in indepen 
dently Write-protectable regions With the Flash memory. It 
Will be apparent to one skilled in the art that other nonvola 
tile memory technologies can be used. In one embodiment, 
the ?rst region 102 and the second region 103 are not 
Write-protectable. In another embodiment, the Write-protec 
tion of the ?rst region 102 and the second region 103 cannot 
be independently set. In other Words, both regions are either 
Write-protected or both regions are not Write-protected. In 
still another embodiment, the ?rst region 102 and the second 
region 103 each consist of non-contiguous blocks of 
memory. 

[0023] FIG. 2 illustrates the interrelation of an interrupt 
vector table 201, an interrupt redirection table 202, a random 
access memory (RAM) vector address table 203, and the 
?rst and second code sequences. The contents of the RAM 
vector address table 203 can be stored in RAM rather than 
nonvolatile memory because the contents are computed after 
the cold reset handler determines Which of the ?rst and 
second code sequences is to be enabled using the method 
described beloW. Therefore, the contents of the RAM vector 
address table 203 does not need to be maintained during 
poWer doWn. Each time the system is reset after poWer up, 
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a determination of Which region is to be enabled is made and 
the contents of the RAM vector address table 203 are 
computed accordingly. 

[0024] The interrupt vector table 201 contains vectors 
corresponding to various interrupt types. Each of the vectors 
points to a corresponding indirect jump instruction in the 
interrupt redirection table 202. Each indirect jump refer 
ences a corresponding address indicated in a RAM vector 
address table 203. Each of the addresses in the RAM vector 
address table correspond to an address in the corresponding 
interrupt handler Within either the ?rst region 102 or the 
second region 103, depending on Whether the ?rst or second 
code sequence is enabled. 

[0025] For example, if an interrupt accesses the vector 
corresponding to IRQO in the interrupt vector table 201, the 
interrupt begins processing code at the IRQO address in the 
interrupt redirection table 202. The indirect jump at the 
IRQO address jumps to an address indicated in a correspond 
ing location in the RAM vector address table 203. In one 
embodiment, the base address of the ?rst region is 0100h 
(Where h indicates the value is in hexadecimal), the base 
address of the second region is 1000b, and the offset of the 
IRQO handler is 0208b. When the address in the RAM vector 
address table 203 contains 0308h, the interrupt uses the 
interrupt handler in the ?rst region (0100h+0208h). When 
the address in the RAM vector address table 203 contains 
1208h, the interrupt uses the interrupt handle, in the second 
region (1000h+0208h). 
[0026] FIG. 3 illustrates a system of the present invention. 
The system comprises the memory 100 and a RAM 300 
coupled to a controller 310 through a bus 330 and an input 
device 320 coupled to the controller through a bus 340. The 
memory is con?gured as described above. The RAM 300 is 
used to store the RAM vector address table as described 
above. The controller 310 Writes and reads to the memory 
100 and the RAM 300 through the bus 330 to implement the 
methods of the present invention. The controller accesses the 
input device 320 through the bus 340 to receive the code 
sequences to be stored in the memory 100. 

[0027] It Will be apparent to one skilled in the art that the 
controller 310 may be any device capable of controlling the 
upgrade of the memory 100 according to the methods of the 
present invention. For example, the controller 310 may be a 
microcontroller Which is programmed to perform the meth 
ods of the present invention. Alternatively, the controller 310 
may be a microprocessor capable of executing a program 
contained in the RAM 300, for example, to perform the 
methods of the present invention. 

[0028] It Will be apparent to one skilled in the art that the 
input device 320 may be any device that is capable of 
receiving the upgrade code sequence and providing it to the 
controller 310. For example, the input device may be a 
?oppy disk subsystem for reading a ?oppy disk containing 
the upgrade code sequence. Alternatively, the input device 
may be a tape drive system for reading a tape containing the 
upgrade code sequence. 

[0029] The use of an interrupt redirection table increases 
the latency of interrupts by the amount of time required to 
execute the indirect jump. For example, the increased 
latency Would be 0.6 microseconds for a microcontroller 
running at 10 MhZ and using an indirect jump instruction 
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requiring 6 clock cycles. Other methods of performing an 
indirect jump may be used. In one embodiment, each 
element in the interrupt redirection table contains a code 
sequence that loads a corresponding address from the RAM 
vector address table into a register, pushes that address onto 
a stack, and transfers program control to the address on the 
stack. For example, the increased latency of performing an 
indirect jump using the address on the stack Would be 3.2 
microseconds on a microcontroller running at 10 MhZ and 
using an indirect jump sequence requiring 32 clock cycles. 
The increased interrupt latency is insigni?cant for most 
applications. It Will be apparent to one skilled in the art that 
the interrupt latency Will depend on speci?c factors such as 
the indirect jump sequence used, the operating frequency of 
the controller that executes that indirect jump sequence, and 
the latency of the memory. 

[0030] FIG. 4 illustrates a method for storing an upgrade 
to a code sequence in the memory 100. In one embodiment, 
the program Which implements the upgrade method 
(upgrade program) is contained on the storage media con 
taining the upgrade version of the code sequence. It Will be 
apparent to one skilled in the art that the upgrade program 
may be stored in other nonvolatile memory for access during 
the upgrade process. 

[0031] At step 400, the upgrade program determines 
Whether the code sequence stored in the ?rst region 102 (the 
?rst code sequence) or the code sequence stored in the 
second region 103 (the second code sequence) is currently in 
use to operate the computer. In one embodiment, the region 
in use is identi?ed by accessing a memory containing a 
region-in-use identi?er. In another embodiment, the region 
in use is identi?ed by accessing addresses (or portions of 
addresses indicating the base address value) Within the RAM 
vector address table and determining Which region is pointed 
to by these addresses. In still another embodiment, the 
technique used to select the region in use during a cold reset 
(described beloW) are used to determine Which region is 
currently in use. 

[0032] At step 420, the upgrade program selects the region 
that contains the code sequence that is not currently in use. 
Should the upgrade fail, the currently used version is undis 
turbed in the unselected region and available for use. 

[0033] In steps 410 and 420, the upgrade program deter 
mines Which region is in use and then selects another region 
Which is therefore not in use. In an alternative embodiment, 
the upgrade program selects regions arbitrarily or through 
some selection algorithm, for example, until it identi?es a 
selected region that is not in use. 

[0034] A. At step 430, the upgrade program Writes to the 
selected region With the neW version of the code sequence. 

[0035] Each time the computer system is reset during a 
poWer up (cold reset), the code sequences in the ?rst region 
102 and the second region 103 are evaluated to determine 
Which is the latest correctly stored version and the latest 
correctly stored version is enabled. 

[0036] FIG. 5 illustrates the method of enabling the latest 
version of the code sequence. In one embodiment, these 
steps are controlled by the cold reset handler. HoWever, it 
Will be apparent to one skilled in the art that the softWare 
sequence may be performed using a Warm reset should the 
upgrade process be performed Without poWering doWn the 
computer system. 
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[0037] At step 500, the cold reset handler determines 
Whether the code sequence in the ?rst region 102 (the ?rst 
code sequence) is stored correctly. In one embodiment, this 
is accomplished by computing a checksum of the code 
sequence according to Well-knoWn methods. In another 
embodiment, this may be accomplished by checking the 
parity of each element of the code sequence according to 
Well-knoWn methods. It Will be apparent to one skilled in the 
art that other methods may be employed to check the 
integrity of the ?rst code sequence and that multiple meth 
ods may be employed. 

[0038] At step 510, the cold reset handler determines 
Whether the code sequence in the second region 103 (the 
second code sequence) is stored correctly using the methods 
described above. 

[0039] At step 520, the cold reset handler selects the code 
sequence that has a more recent revision identi?er, if both 
the ?rst and second code sequence are stored correctly. TWo 
correctly stored code sequences are typically found When the 
previous version has been successfully upgraded. 

[0040] At step 530, the cold reset handler selects the code 
sequence that is stored correctly, if only one of the ?rst and 
second code sequence is stored correctly. One correctly 
stored code sequence is typically found When the upgrade 
process failed to complete successfully or When the com 
puter system has never been upgraded. By selecting the 
correctly stored previous version rather than the incorrectly 
stored upgrade version, the system remains operable. 

[0041] At step 540, the cold reset handler enables the 
selected code sequence. In one embodiment, the selected 
code sequence is enabled by storing the interrupt vectors 
corresponding to the selected code sequence in the RAM 
vector address table. These interrupt vectors are computed 
by adding the base address of the region containing the 
selected code sequence to the corresponding offsets associ 
ated With each interrupt. In one embodiment, these offsets 
are ?xed values Which are independent of the version of the 
code sequence. In another embodiment, these offsets may be 
determined by other means, such as retrieving these values 
from a portion of the selected code sequence. It Will be 
apparent to one skilled in the art that any method that 
selectively directs execution to the selected code sequence 
as opposed to the other code sequences may be used to 
enable the selected code sequence. 

[0042] The present invention increases the delay for a 
reset. This delay is largely due to the time required to 
determine Whether each of the tWo regions contains cor 
rectly stored code. For example, the increased delay for a 
reset is approximately 26 milliseconds When each loop of a 
code sequence that sums the Word elements of the tWo 16K 
byte regions takes 16 clock cycles on a microcontroller that 
operates at 10 MhZ. Alternatively, the increased delay for a 
reset is approximately 46 milliseconds When each loop of a 
code sequence that sums the byte elements of the tWo 16K 
byte regions takes 14 clock cycles on a microcontroller that 
operates at 10 MhZ. This is not an appreciable increased 
delay for a reset for most applications. It Will be apparent to 
one skilled in the art that the increased reset delay Will 
depend on speci?c factors such as the checksum code 
sequence used, the operating frequency of the controller that 
executes that checksum code sequence, and the latency of 
the memory. 
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[0043] Other embodiments of the present invention may 
be implemented. Whereas many alterations and modi?ca 
tions of the present invention Will no doubt become apparent 
to a person of ordinary skill in the art after having read the 
foregoing description, it is to be understood that the par 
ticular embodiments shoWn and described by Way of illus 
tration are in no Way intended to be considered limiting. 
Therefore, references to details of the preferred embodiment 
are not intended to limit the scope of the claims Which in 
themselves recite only those features regarded as essential to 
the invention. 

[0044] For example, a memory containing tWo regions 
Which are capable of storing code sequences is described 
above. It Will be apparent to one skilled in the art that the 
present invention may be practiced using more than tWo 
regions capable of storing code sequences. In addition, an 
indirect jump is used to selectively enable a code sequence 
in the description above. It Will be apparent to one skilled in 
the art that other methods of selectively enabling the code 
sequences may be used. For example, the interrupt vector 
table itself may be modi?ed to directly access the enabled 
code sequence. Alternatively, a direct jump instruction 
address may be modi?ed to address the enabled code 
sequence. 

[0045] Furthermore, revision identi?ers are referenced to 
determine Which of the successfully stored code sequences 
is the latest revision. In one embodiment, the upgrade code 
sequence modi?es a portion of the enabled version of the 
code sequence such that the enabled version is no longer 
stored correctly after it determines that the upgrade version 
of the code sequence is stored successfully. The cold reset 
handler identi?es the only successfully stored code sequence 
rather than compare revision identi?ers to determine Which 
code sequence to enable. 

[0046] The enabled version may be modi?ed such that it 
is no longer stored successfully but still able to operate 
correctly by modifying the checksum stored With the pro 
gram, for eXample. During subsequent resets, the cold reset 
handler Will determine that the previously enabled version of 
the code sequence is not stored correctly because the check 
sum no longer corresponds to the sum of the data elements 
of the enabled version of the code sequence. Since the rest 
of the code sequence (besides the checksum) is still correct, 
the previously enabled version of the code sequence con 
tinues to operate correctly after the upgrade program modi 
?es the checksum. During subsequent resets, the cold reset 
handler Will only ?nd one correctly stored version of the 
code sequence, the upgrade version of the code sequence, 
and the upgrade version is enabled. 

What is claimed is: 
1. A method for upgrading a code sequence in a memory 

comprising the steps of: 

identifying a non-enabled region of said memory; and 

storing an upgrade version of said code sequence in said 
non-enabled region of said memory, said upgrade ver 
sion of said code sequence being an upgrade of an 
enabled version of said code sequence in an enabled 
region of said memory. 

2. The method of claim 1 Wherein the step of identifying 
said non-enabled region of said memory comprises the step 
of reading a region-in-use identi?er. 
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3. The method of claim 1 Wherein the step of identifying 
said non-enabled region of said memory comprises the step 
of reading a portion of an interrupt redirection table. 

4. The method of claim 1 Wherein the step of identifying 
said non-enabled region of said memory comprises the steps 
of: 

determining Whether a ?rst version of said code sequence 
having a ?rst revision identi?er is stored successfully in 
a ?rst region; 

determining Whether a second version of said code 
sequence having a second revision identi?er is stored 
successfully in a second region; and 

if said ?rst version of said code sequence and said second 
version of said code sequence are stored successfully: 

comparing said ?rst revision identi?er to said second 
revision identi?er to determine Whether said ?rst 
version of said code sequence is more recent than 
said second version of said code sequence; and 

identifying said ?rst region as said non-enabled region, 
if said second version of said code sequence is more 
recent than said ?rst version of said code sequence; 
and 

identifying said second region as said non-enabled 
region, if said ?rst version of said code sequence is 
more recent than said second version of said code 
sequence; and 

identifying said ?rst region as said non-enabled region, if 
said ?rst version of said code sequence is not stored 
successfully; and 

identifying said second region as said non-enabled region, 
if said second version of said code sequence is not 
stored successfully. 

5. The method of claim 1 comprising the steps of: 

determining Whether said upgrade version of said code 
sequence is stored successfully; 

Writing to a portion of said enabled version of said code 
sequence in said enabled region of said memory such 
that the enabled version of said code sequence is not 
stored successfully. 

6. The method of claim 1 further comprising the steps of: 

determining that said upgrade version of said code 
sequence is not stored successfully; 

storing said upgrade version of said code sequence in said 
non-enabled region of said memory. 

7. The method of claim 1 further comprising the steps of: 

determining that said upgrade version of said code 
sequence is not stored successfully; 

storing said upgrade version of said code sequence in a 
second non-enabled region of said memory. 

8. A method for enabling a code sequence in a memory, 
said method comprising the steps of: 

determining Whether a ?rst version of said code sequence 
is stored successfully in a ?rst region of said memory; 

determining Whether a second version of said code 
sequence is stored successfully in a second region of 
said memory; 
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enabling said ?rst version of said code sequence, if said 
second version of said code sequence is not stored 
successfully; and 

enabling said second version of said code sequence, if 
said ?rst version of said code sequence is not stored 
successfully. 

9. The method of claim 8 Wherein said ?rst version of said 
code sequence has a ?rst revision identi?er and said second 
version of said code sequence has a second revision iden 
ti?er further comprising the steps of: 

if said ?rst version of said code sequence and said second 
version of said code sequence are stored successfully: 

comparing said ?rst revision identi?er to said second 
revision identi?er to determine Whether said ?rst 
version of said code sequence is more recent than 
said second version of said code sequence; 

enabling said ?rst version of said code sequence, if said 
?rst version of said code sequence is more recent 
than said second version of said code sequence; and 

enabling said second version of said code sequence, if 
said second version of said code sequence is more 
recent than said ?rst version of said code sequence. 

10. The method of claim 8 Wherein the step of determin 
ing Whether said ?rst version of said code sequence is stored 
successfully comprises the steps of: 

computing a checksum for said ?rst version of said code 
sequence; and 

determining Whether said checksum is correct. 
11. The method of claim 8 Wherein the step of determining 

Whether said second version of said code sequence is stored 
successfully comprises the steps of: 

computing a checksum for said second version of said 
code sequence; and 

determining Whether said checksum is correct. 
12. The method of claim 8 Wherein each of said step of 

enabling said ?rst version of said code sequence comprises 
the step of directing interrupts to said ?rst region. 

13. The method of claim 12 Wherein said memory com 
prises a third region comprising a ?rst table and a second 
table, Wherein said ?rst table comprises interrupt vectors 
pointing to a corresponding code sequence in said second 
table, each of said corresponding code sequences compris 
ing an indirect jump instruction capable of accessing said 
?rst and second regions depending on a corresponding value 
in a third table in a second memory, said step of directing 
interrupts to said ?rst region comprising the step of updating 
said third table. 

13. The method of claim 8 Wherein each of said steps of 
enabling said second version of said code sequence com 
prise the step of directing interrupts to said second region. 

14. The method of claim 13 Wherein said memory com 
prises a third region comprising a ?rst table and a second 
table, Wherein said ?rst table comprises interrupt vectors 
pointing to a corresponding code sequence in said second 
table, each of said corresponding code sequences compris 
ing an indirect jump instruction capable of accessing said 
?rst and second regions depending on a corresponding value 
in a third table in a second memory, said step of directing 
interrupts to said second region comprising the step of 
updating said third table. 
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15. A memory comprising: 

a ?rst region having a ?rst code sequence having a ?rst 
revision identi?er; 

a second region having a second code sequence having a 
second revision identi?er, said second code sequence 
being an upgrade of said ?rst code sequence; and 

a third region comprising a ?rst table and a second table, 
Wherein said ?rst table comprises interrupt vectors 
pointing to a corresponding code sequence in said 
second table, each of said corresponding code 
sequences pointing to a corresponding vector of said 
second region. 

16. The memory of claim 15 Wherein said ?rst region and 
said second region is independently Write-protectable. 

17. The memory of claim 15 Wherein said third region is 
independently Write-protectable. 

18. The memory of claim 15 Wherein said ?rst region and 
said second region is a FLASH memory. 

19. The memory of claim 15 Wherein said third region is 
a FLASH memory. 

20. The memory of claim 15 Wherein said third region is 
a Read-Only Memory (ROM). 

21. A controller for upgrading a code sequence in a 
memory, said controller comprising: 

logic for identifying a non-enabled region of said 
memory; 

logic for storing an upgrade version of said code sequence 
in a non-enabled region of said memory, said upgrade 
version of said code sequence being an upgrade of an 
enabled version of said code sequence in an enabled 
region of said memory. 

22. A controller for enabling a code sequence in a 
memory, said controller comprising: 

logic for determining Whether a ?rst code sequence hav 
ing a ?rst revision identi?er is stored successfully in a 
?rst region of said memory; 

logic for determining Whether a second code sequence 
having a second revision identi?er is stored success 
fully in a second region of said memory; 

logic for enabling said ?rst code sequence, if said second 
code sequence is not stored successfully; and 

logic for enabling said second code sequence, if said ?rst 
code sequence is not stored successfully. 

23. The controller of claim 22 further comprising: 

logic for determining Whether said ?rst code sequence is 
more recent than said second code sequence; 

logic for enabling said ?rst code sequence, if said ?rst 
code sequence is more recent than said second code 
sequence; and 

logic for enabling said second code sequence, if said 
second code sequence is more recent than said ?rst 
code sequence. 


