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MEDICAL DIAGNOSTIC ULTRASOUND 
INSTRUMENT WITH AUTHORIZATION 

MECHANISM 

CROSS-REFERENCES TO RELATED 
APPLICATIONS 

[0001] This application claims priority from the US. 
Provisional Application No. 60/190,224 ?led Mar. 17, 2000 
and is related to copending US. application Ser. No. 09/564, 
601 ?led May 3, 2000, Which are incorporated herein by 
reference for all purposes. 

BACKGROUND OF THE INVENTION 

[0002] This invention relates to medical ultrasonic diag 
nostic systems and, in particular, to ultrasonic diagnostic 
instruments Which employ substantial softWare or program 
mable data in their operation. 

[0003] As is Well knoWn, modem ultrasonic diagnostic 
systems are complex systems, many of Which employ com 
puter control circuits. These computer circuits, in turn, are 
controlled by softWare and data Which is typically stored in 
some form of addressable memory associated With the 
instrument. This memory may be, for eXample, semicon 
ductor memory or a rotating magnetic disk. As ultrasound 
systems have become more sophisticated, they have 
employed a greater quantity of softWare and data in the 
control of the instrument. 

[0004] An advantage of extensive use of software pro 
grammable instruments that may rely on other stored data 
for operation is that neW capabilities can be added or enabled 
by modifying this softWare or data. Also, design or imple 
mentation defects in softWare or data can be corrected by 
modifying the softWare or data. Modi?cation of the softWare 
or data may be accomplished by introducing neW softWare 
or data via a portable representation, such as a removable 
magnetic disk, optical memory, or semiconductor memory, 
or via an electronic communications mechanism such as a 
Wired or Wireless communications netWork. The same 
mechanisms may be applied to alter eXisting softWare or 
data as opposed to introducing neW softWare or data. 

[0005] A signi?cant limitation of current mechanisms for 
update or modi?cation of data or softWare associated With 
diagnostic ultrasound systems is that of control of the update 
or modi?cation process. Regulatory requirements typically 
stipulate that manufacturers must keep accurate records of 
any modi?cation to diagnostic systems, including softWare 
or data updates. Thus the modi?cation process must be 
restricted in some Way so that appropriate data can be 
maintained. In addition, it is desirable to limit access to 
certain functions of an instrument in order to provide loWer 
cost, limited functionality systems that may later be 
upgraded With more eXtensive functionality. Typical mecha 
nisms employed currently to implement such control over 
the modi?cation process are either cumbersome or ineffec 
tive. Service personnel may be sent to a customer site to 
perform the process, or instruments may be returned to a 
central facility for update. Either mechanism incurs signi? 
cant eXpense in both money and time. Other mechanisms 
may be employed to alloW users of the instrument to perform 
the update process, but this limits the control that the 
manufacturer has over the process. 
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BRIEF SUMMARY OF THE INVENTION 

[0006] In accordance With the principles of the present 
invention, a diagnostic ultrasound instrument is provided 
With a softWare security mechanism that effectively restricts 
modi?cation or replacement of softWare or data associated 
With the instrument. Updates to softWare or data for a 
particular type of instrument can be developed and easily 
distributed, but control over the actual update or modi?ca 
tion of any speci?c instrument is retained. 

[0007] In the preferred embodiment, a “keycode” is gen 
erated via an algorithm that takes a unique system identi?er 
and information regarding the modi?cation or update to be 
performed as inputs. SoftWare in the instrument to be 
updated prevents any update or modi?cation of the instru 
ment’s softWare or data unless the correct keycode is pro 
vided by the person or agency performing the update pro 
cess. Requiring the person or agency performing the update 
to obtain the keycode from one or more authoriZed agencies 
alloWs the manufacturer to control such upgrade processes 
to satisfy both regulatory and feature-control requirements. 
This mechanism does not require service personnel to per 
form the update process, nor is any movement of the 
instrument to an update facility required. Update softWare, 
data, and keycodes may be provided via a variety of mecha 
nisms including portable memories, communication net 
Works, facsimile, or voice and manual input via the instru 
ment’s user interface. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0008] FIG. 1 illustrates in block diagram for the archi 
tecture of a typical ultrasound system including control 
paths from a computer controller. 

[0009] FIG. 2 illustrates the basic mechanism involved in 
generating authoriZation keycodes. 

[0010] FIG. 3 illustrates the basic mechanism involved in 
verifying authoriZation keycodes by the ultrasound instru 
ment. 

[0011] FIG. 4 illustrates a process for updating softWare 
or data in an ultrasound instrument utiliZing keycodes. 

[0012] FIG. 5 illustrates a process for enabling capabili 
ties in an ultrasound instrument utiliZing keycodes. 

DETAILED DESCRIPTION OF ILLUSTRATIVE 
EMBODIMENTS 

[0013] Referring ?rst to FIG. 1; the architecture of a 
typical ultrasound system to Which the present invention 
may be applied is shoWn. A transducer array 10 is opera 
tively coupled to transmit subsystem 20 and receive sub 
system 30. The transmit subsystem causes electrical signals 
of appropriate timing, magnitude, and duration to be applied 
to elements of the transducer array, Which causes acoustic 
Waves to emanate from the transducer. Returning echoes are 
routed to the receive subsystem Where they may be ampli 
?ed and/or ?ltered. 

[0014] Ampli?ed and/or ?ltered signals from the receive 
subsystem are routed to the beamformer 40 Which combines 
signals into a composite representation via appropriate 
delay, summation, ?ltering, and/or other operations. The 
composite representation is routed to the signal processing 
subsystem 50, Which provides ?ltering for B-mode signals, 
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and may also provide advanced features such as synthetic 
aperture mormation, frequency compounding, Doppler pro 
cessing, speckle reduction, and three-dimensional image 
formation. 

[0015] The B-mode and Doppler information is then 
coupled to the video processor 60 for scan conversion and 
the production of video output signals. The video output 
signals may be in digital or analog forms, and are coupled 
to the display 70. The display may be incorporate a cathode 
ray tube or a ?at panel display such as a liquid-crystal 
display. 
[0016] The computer controller 80 is coupled to control 
lable subsystems 20, 30, 40, 50 and 60 via control paths 120. 
In the preferred embodiment, these control paths are com 
bined into one or more buses rather than being implemented 
separately. The computer controller itself may be a single 
processor, or may be implemented as a distributed processor 
incorporating several separate processors. The computer 
controller is coupled to memory 90 Which may consist of a 
combination of semiconductor memory and other memory 
mechanisms such as magnetic disks and removable media. 
SoftWare and data used in control of the ultrasound system 
is contained in this memory. The computer controller is also 
coupled to the user-interface subsystem 100 Which provides 
operator control and feedback mechanisms, and to the 
communication interface 110 Which may be coupled to 
external computers or other communications equipment or 
infrastructure such as telephone or data communication 
netWorks. 

[0017] FIG. 2 illustrates the basic mechanism involved in 
generating authoriZation keycodes. A system identi?er 200, 
Which in the preferred embodiment is the serial number of 
the ultrasound system or a major component thereof, is 
supplied as an input to the encoding algorithm 220. An 
update code 210 representing the update or modi?cation to 
be performed, Which in the preferred embodiment is an 
alphanumeric code uniquely identifying the operation, is 
also supplied as an input to the encoding algorithm. Asecret 
code 240, Which in the preferred implementation is an 
alphanumeric code, is also supplied as input to the encoding 
algorithm. 
[0018] The encoding algorithm produces an authoriZation 
code 230 using these inputs via a mechanism that is dif?cult 
to duplicate Without access to the detailed implementation of 
the algorithm and all of its inputs. In the preferred embodi 
ment, this algorithm is implemented as a “one-Way func 
tion,” the concept of Which is Well knoWn in the softWare 
and cryptography communities. 

[0019] FIG. 3 illustrates the basic mechanism involved in 
verifying authoriZation keycodes by the ultrasound instru 
ment. A system identi?er 300, Which in the preferred 
embodiment is the serial number of the ultrasound system or 
a major component thereof, is supplied as an input to the 
encoding algorithm 320. An update code 310 representing 
the update or modi?cation to be performed, Which in the 
preferred embodiment is an alphanumeric code uniquely 
identifying the operation, is also supplied as an input to the 
encoding algorithm. A secret code 360, Which in the pre 
ferred implementation is an alphanumeric code, is also 
supplied as input to the encoding algorithm. 

[0020] The encoding algorithm produces an comparison 
code 340 using these inputs via a mechanism identical to that 
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used to generate keycodes as discussed above. Thus if the 
same inputs are provided to this encoding algorithm, a 
comparison code identical to a keycode generated as 
described above is produced. This comparison code and an 
authoriZation keycode 330 supplied by the person or agency 
attempting to perform and update process are supplied as 
inputs to the comparator 350. 

[0021] If the comparison code and the authoriZation key 
code are identical, the comparator provides an authoriZation 
output 370 Which indicates that the correct authoriZation 
keycode has been supplied. This output may then be used by 
other system softWare or hardWare to enable the update 
process to proceed. If the comparison code and the supplied 
authoriZation keycode are not identical, the update process 
is not alloWed to proceed. 

[0022] In the preferred embodiment, the system identi?er 
and secret code provided as inputs to the encoding algorithm 
in the veri?cation process illustrated in FIG. 3 are embedded 
in the ultrasound system and are not changeable by the user. 
The secret code used in the encoding process should, in the 
preferred embodiment, not be available for examination by 
users. The system identi?er and secret code used in the 
veri?cation process should be identical to those used in the 
keycode generation process for a speci?c instrument as 
illustrated in FIG. 2. 

[0023] In FIG. 4 We illustrate a typical process for update 
or replacement of softWare or data associated With an 
ultrasonic instruments in accordance With this invention. A 
data package is provided to the customer by the manufac 
turer Which contains, ideally in machine-readable form, the 
softWare or data to be updated in the instrument and an 
associated update code identifying the update or modi?ca 
tion to be performed. This data package may be provided in 
a portable data representation or via a communication 
mechanism as discussed previously. The customer then 
contacts the manufacturer and supplies the system identi?er 
(300 in FIG. 3) in order to obtain an authoriZation keycode. 
At the time of this transaction, the manufacturer may gather 
any information required by regulatory or other agencies. 
Note that this entire transaction or parts thereof can be 
automated via a Web-site or similar means. 

[0024] In FIG. 5 We illustrate a typical process for 
enabling optional features on an ultrasonic instrument in 
accordance With this invention. A customer or other agent 
Who Wishes to enable a feature on an instrument. For 
illustrative purposes, We assume that the instrument Was 
originally provided With Doppler imaging capability, but 
that this capability Was disabled at the factory. The customer 
contacts the manufacturer or authoriZed agent to obtain an 
authoriZation keycode for the feature. At the time of this 
transaction, the manufacturer may gather any information 
required by regulatory or other agencies, in addition to any 
payment that may be required. The manufacturer or autho 
riZed agent then generates an authoriZation keycode for the 
feature (as in FIG. 2) Which is provided to the customer. The 
customer enters this keycode into the ultrasound instrument, 
Where it is validated (as in FIG. 3). Once validated, the 
instrument alloWs the neW feature (e.g. Doppler imaging) to 
become active and usable by the customer. Again, note that 
this entire transaction or parts thereof can be automated via 
a Web-site or similar means. 
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What is claimed is: 
1. In a programmable diagnostic ultrasound instrument 

having stored software and data for operation control, a 
softWare security mechanism Which restricts modi?cation of 
softWare or data including an algorithm Which generates a 
keycode based on a unique system identi?er Which alloWs a 
person or agency to perform a system or data update. 

2. The programmable diagnostic ultrasound instrument of 
claim 1, Wherein the system or data update is performed 
through a detachable scan head. 
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3. The programmable diagnostic ultrasound instrument of 
claim 1, Wherein the softWare security mechanism is a 
signature generator. 

4. An ultrasound instrument having a softWare library and 
data for operational control stored on a persistent memory 
device, and having a means for securely enabling and 
disabling applications Within the softWare library. 


