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METHOD AND SYSTEM FOR IDENTIFYING AN 
ILLEGAL TERMINAL IN A CELLULAR RADIO 

SYSTEM 

TECHNOLOGICAL FIELD 

[0001] The object of the invention relates to hoW a cellular 
radio system is able to identify a terminal using a false 
identity. 

BACKGROUND OF THE INVENTION 

[0002] In cellular radio systems there are known different 
identi?ers With Which the system is able to identify a speci?c 
user or a speci?c terminal. This patent application treats as 
eXamples particularly the IMEI code (International Mobile 
Equipment Identi?er) used to identify the equipment part of 
the terminal, the IMSI code (International Mobile Sub 
scriber Identi?er) and the GSM cellular radio system (Glo 
bal System for Mobile telecommunications). A terminal in 
the GSM system is for short called MS (Mobile Station) and 
it comprises a SIM card (Subscriber Identity Module) 
intended to identify the user and the actual equipment, Which 
is abbreviated ME (Mobile Equipment). Each ME has its 
oWn IMEI code Which is permanently stored in the equip 
ment and Which is intended to act as an unambiguous 
identi?er of the equipment. The length of the IMEI code is 
15 characters, and it comprises a Type Approval Code (TAC) 
of siX characters, a Final Assembly Code (FAC) of tWo 
characters, the equipment serial number of siX characters, 
and one spare character. 

[0003] The GSM system speci?cations GSM 02.16 and 
GSM 03.03 de?ne hoW the IMEI code is used to identify the 
equipment part of the terminals. The purpose is that both 
single cellular systems and certain registers common to 
different systems contain knoWledge of Which IMEI codes 
correspond to legally used equipment and Which equipment 
must be denied service, either due to a illegal origin of the 
equipment or due to a fault typical to a speci?c equipment 
type. The register containing operational information about 
the equipment is generally called EIR (Equipment Identity 
Register) and such registers can be located in a mutual 
hierarchy, so that an EIR register of a single cellular radio 
system is located on the loWest hierarchy level, and on a 
higher level there is an EIR register Which the systems use 
in common. The co-operation body GSM MoU (GSM 
Memorandum of Understanding) founded by GSM opera 
tors has developed a central register knoWn as CEIR (Cen 
tral EIR). In order to group equipment into legal and illegal 
equipment a register of the EIR type contains three lists, 
Which are the White list, the black list and the grey list. The 
White list contains information about Which IMEI codes 
correspond to equipment used legally, and the black list tells 
Which IMEI codes correspond to “forbidden” equipment. 
The grey list can be used as a transitional stage betWeen the 
White list and the black list, if for instance a speci?c 
equipment type causes some interference in the netWork 
operation, but not so much that equipment of this type 
should be put directly on the black list. 

[0004] HoWever, the cloning of IMEI codes has become a 
problem. Even if the aim has been to make IMEI code 
falsi?cation dif?cult, it has turned out that dishonest quarters 
can copy an IMEI code from one device to another. In a 
typical case the IMEI code of a legal device is copied or 
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“cloned” into a device Which is stolen or can otherWise be 
considered illegal, Whereby the illegal device can be used so 
that its use can not be prevented by the system. A GSM 
mobile phone can also call certain emergency numbers 
Without a SIM card, Whereby a dishonest user by changing 
the IMEI code can ensure that it is not possible to prevent or 
trace malicious emergency calls Which he makes. 

[0005] The cellular radio system can check the IMEI code 
of terminals in radio connection With the base stations 
according to a certain routine de?ned in the system speci 
?cations. In the GSM system there is de?ned a so called 
RIL3-MM IDENTITY REQUEST message (RIL3=Radio 
Interface Layer 3; MM=Mobility Management), and by 
sending this message the system can request the terminal to 
present its IMEI code or another corresponding identi?er. 
The terminal responds by sending a so called RIL3-MM 
IDENTITY RESPONSE message, Which contains the iden 
ti?er requested by the system. In principle the system can 
transmit said message regularly, alWays at the beginning of 
an active operating period or RR session, but in practice this 
is made less frequently in order to reduce signalling require 
ments. The IMEI code is generally not used to establish calls 
or to monitor user movements, because regarding the net 
Work operation and call charging it is more important to 
identify the user (or the subscription used by the user). For 
user identi?cation it is possible to use the IMSI code given 
to the user, but in order to protect the user’s privacy it is 
preferred to use the TMSI code (Temporary Mobile Sub 
scriber Identi?er), Which is provided by a speci?c register in 
that part of the cellular radio system Where the user is 
operating. 

[0006] A disadvantage of prior art methods is that they 
assume that at least one operator knoWs the IMEI code of an 
illegal user operating Within the system. Due to the cloning 
method an illegal device can during operation use the IMEI 
code of a legal device. According to prior art it is impossible 
to identify the illegal terminals on the basis of the IMEI 
codes if the operator responsible for the system operation 
does not knoW Which IMEI codes have been cloned from 
legal devices into illegal devices. 

SUMMARY OF THE INVENTION 

[0007] The object of the present invention is to present a 
method Which is able to identify devices using a cloned 
IMEI code or a corresponding identi?er. An object of the 
invention is also to present a cellular radio system realising 
the method according to the invention. 

[0008] The objects of the invention are attained by moni 
toring at hoW long intervals a terminal reports its IMEI code 
or corresponding identi?er to a central of the cellular radio 
system. An exceptionally short report interval Will reveal a 
cloned code. 

[0009] The method according to the invention is charac 
terised in that in this method a regularly transmitted message 
received from the terminal is attached to the code describing 
the terminal, and that the terminal is considered to be 
identi?ed When the period betWeen tWo successive messages 
of said kind attached to the describing code is shorter than 
a predetermined time-out. 

[0010] An object of the invention is also a cellular radio 
system and a mobile telephone eXchange Which are charac 
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terised in that they are arranged to attach a regularly trans 
mitted message, Which is received from a terminal, to a code 
representing the terminal, and that they indicate such a 
terminal as an identi?ed terminal, for Which the period 
betWeen tWo successive messages of said kind attached to 
the describing code is shorter than a predetermined time-out. 

[0011] In cellular systems there is known a method Where 
the terminals regularly report to the system their location in 
a certain location area. According to the invention the 
system is able to monitor hoW long time has passed since a 
speci?c terminal last time reported its location. If the loca 
tion reports should arrive at regular intervals, and if a 
location report relating to an IMEI code or any other 
unambiguous identi?er arrives earlier that expected, then 
said identi?er is used by at least tWo devices. In systems 
Where the desired identi?cation report is not automatically 
related to regular location reports, it is possible to add a 
feature according to Which the system requests the terminal 
to present said identi?er at least in connection With certain 
location reports. 

[0012] The system can respond in many different Ways 
When it has identi?ed a speci?c terminal on the basis of a 
suspicious IMEI code or a corresponding identi?er used by 
this terminal. One possibility is to immediately bar said 
terminal from the service provided by the system, Whereby 
a fraudulent user can get only a minimal pro?t With the 
illegal device. If the illegal terminal is able to receive text 
messages (SMS, Short Message Services), it is possible to 
send it a message, Which tells the user Why this device can 
not anymore be connected to the system. Another alternative 
is to transmit information about a detected suspicious iden 
ti?er to the terminal, and in this connection to request the 
device to be brought to an authorised service shop for 
control. This message can include a time limit before Which 
the control should be made so that the device Would not be 
barred from services provided by the system. A person 
skilled in the art can easily present more alternative actions. 
The invention does not limit the manner in Which the system 
should respond to the detection of a suspicious identi?er. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0013] BeloW the invention is described in more detail 
With reference to preferred embodiments presented as 
examples and to the enclosed ?gures, in Which 

[0014] FIG. 1 shoWs the regional division of a knoWn 
cellular radio system; 

[0015] FIG. 2 shoWs the knoWn databases of a cellular 
radio system; 

[0016] FIG. 3 shoWs a message exchange related to the 
invention; 
[0017] FIG. 4 shoWs another message exchange related to 
the invention; 

[0018] FIG. 5 shoWs a method according to the invention; 
and 

[0019] FIG. 6 shoWs some parts of a mobile telephone 
exchange according to the invention. 

DETAILED DESCRIPTION OF THE 
INVENTION 

[0020] In order to facilitate the understanding of the 
invention We ?rst describe the location update method 
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knoWn per se used in the GSM system, Whereby the mes 
sages betWeen a base station and the terminals related to the 
method are described in more detail in the speci?cation 
GSM 04.08. FIG. 1 shoWs schematically the Whole cover 
age area 100 of a speci?c public cellular radio system 
(PLMN, Public Land Mobile NetWork), Which usually con 
tains several Mobile services SWitching Centres (MSC) 101, 
102 communicating With each other and Location Areas 
(LA) 103, 104, 105 and 106 arranged to belong to each 
MSC. Each location area comprises one or more cells, Where 
a cell means that geographical area in Which a terminal can 
be in radio communication With a certain base station. For 
the sake of simplicity the cells and the base stations are not 
shoWn in FIG. 1. 

[0021] A cellular radio system must knoW the location of 
a terminal at least in terms of location areas, so that it can 
direct the transmission of a paging message, corresponding 
to an incoming call, so that the terminal can receive it. In 
connection With each mobile telephone exchange 101, or 
available to the exchange, there are tWo databases, the Home 
Location Register (HLR) 201 and the Visitors Location 
Register (VLR) 202. Of these the HLR contains information 
about the subscriptions and information about in Which 
region of the mobile telephone exchange each user stored in 
the HLR currently is operating or Was last operating. In the 
HLR the users are identi?ed by a subscriber identi?er or 
IMSI, Which on the terminal side is physically stored in the 
SIM card used by the user, and Which thus is not related to 
the equipment part used by the user. With the aid of the VLR 
each mobile telephone exchange keeps a log on the location 
area of each user operating under the control of said mobile 
telephone exchange. In the location areas belonging to a 
VLR the user is identi?ed by the TMSI or a temporary 
identi?er, Which comprises a Location Area Identi?er (LAI) 
and a TIC code (TMSI code), Which is unambiguous Within 
the location area. The TMSI given as a temporary identi?er 
to a certain user is changed alWays When the user changes 
location area. 

[0022] A message transmitted by the terminal, Which 
means that the user begins to operate in a certain location 
area, is called registration. A message, Which is transmitted 
by a registered terminal and Which indicates in Which 
location area this terminal is located, is called Location 
Update. The registration and the location update utilise a 
similar message exchange betWeen the terminal and the base 
station. A location update occurs also if the system 
announces that, due any reason, a certain terminal is not 
knoWn Within that VLR under Which it currently operates. 
FIG. 2 shoWs also the EIR 203, Which the cellular radio 
system contains, and Which, hoWever, is not related to the 
mobility control of the terminal, but Which relates to the 
monitoring of the equipment utilisation made on the basis on 
the IMEI codes as described above. 

[0023] Due to an equipment failure or a corresponding 
emergency situation the information in the HLR or VLR can 
be destroyed completely or partially. On the other hand, the 
user can sWitch off his terminal or move outside the system’s 
coverage area, Whereby old location data Will be useless and 
only occupy space in the database. For these cases it is 
advisable to check from time to time Whether the location 
data stored in the databases are correct. In the GSM system 
the check is performed in the form of a periodic location 
update in a manner de?ned in the system’s technical speci 
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?cations GSM 03.12, GSM 03.22, GSM 04.08 and GSM 
05.08. A terminal Which is switched on Will periodically 
transmit a message, in Which it reports its location and Which 
causes a location update at least in the VLR (in the HLR only 
if the terminal has moved into an area of a neW mobile 
telephone exchange). The time-out for a periodic location 
update, or the period betWeen tWo messages relating to the 
location update, is selectable by the operator Within the 
limits of the speci?cations (minimum 6 minutes, maXimum 
24 hours). In addition to the periodic location update the 
location data in the VLR (and also in the HLR) is updated 
in connection With a location report relating to a cell change 
causing a change of the location area (“cell reselection”), as 
Well as alWays When the terminal transmits a so called IMSI 
ATTACH message. The last mentioned message is transmit 
ted for instance When the terminal registers into a certain cell 
When the terminal has been sWitched on. 

[0024] In order to schedule the periodic location update 
each GSM terminal, according to the speci?cation GSM 
04.08, paragraph 4.4.2, contains a timer called T3212, 
having a maXimum value or a timing cycle (the period from 
reset to reaching the time-out value set in the timer), the 
length of Which is determined by a message from the cellular 
system; the system instructs the scheduled period Which 
must be used in the periodic location update. The terminal 
initiates the periodic location update if and When the timer 
reaches its maXimum value, i.e. When it reports to the 
terminal’s control unit that the time has expired. The timer 
activity is initiated alWays When the terminal is set in the so 
called idle state, Whereby its location can be updated (“idle, 
updated”) or not updated (“idle, not updated”). The timer is 
reset if any of the folloWing conditions are met: 

[0025] a) the terminal initiates any generically 
de?ned location update procedure or transmits an 
IMSI ATTACH message; 

[0026] b) the terminal receives a ?rst MM message 
relating to a speci?c MM procedure (Mobility Man 
agement), or the ciphering mode setting is completed 
during MM connection establishment; 

[0027] c) the terminal has responded to a paging 
message and thereafter correctly received a message 
belonging to the protocol level 3, the message not 
being a RR message (Radio Resource management); 

[0028] d) the timer reaches its maXimum value; or 

[0029] e) the terminal is sWitched off, or its SIM card 
is removed. 

[0030] The MM procedures mentioned in b) above are 
de?ned in speci?cation GSM 04.08 paragraphs 4.3 (general 
MM procedures), 4.4 (speci?c MM procedures) and 4.5 
(establishing and releasing an MM connection). 

[0031] The invention relates to a perception, according to 
Which also the cellular radio systems knoWs When each 
terminal has initiated its timer relating to the periodic 
location update or When it has reset its timer. The idle state 
is alWays entered When an active transmission is terminated, 
or When the terminal is sWitched on and it has eXchanged 
With a base station those messages Which are required for 
registration. The cellular radio system functions connected 
With the alternatives Which represent timer reset and Which 
Were presented above are the folloWing: 
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[0032] a) the base station receives from the terminal 
a message Which represents the initiating of any 
generically de?ned location update function, or an 
IMSI ATTACH message; 

[0033] b) the base station transmits to the terminal a 
?rst MM message relating to a speci?c MM proce 
dure, or the ciphering mode setting is completed 
during establishment of the MM connection; 

[0034] c) the base station has received from the 
terminal a response to a paging message and there 
after transmitted a message belonging to the protocol 
level 3, the message not being a RR message; 

[0035] d) the base station receives a periodic location 
update transmitted by the terminal, Whereby the 
update is triggered by the timer reaching its maXi 
mum value in the terminal (corresponds to a) above); 

[0036] 
[0037] Thus the system knoWs at Which moment the timer 
relating to the periodic location update of each terminal Was 
last reset and at Which moment it should reach its maXimum 
value. The latter information is based on the fact that the 
system itself has instructed all terminals to use a certain 
timer maXimum value. When a message concerning the 
periodic location update is received from a terminal the 
system can compare the moment of its arrival With the 
information about When the message from said terminal 
should have had arrived. If the message concerning the 
periodic location update arrives substantially earlier than it 
should, it is transmitted by another terminal using the same 
identi?er code as the terminal Which transmitted the previ 
ous message concerning the periodic location update. The 
location update in itself Will not alWays directly refer to the 
terminal’s IMEI code, but beloW is description about hoW an 
IMEI code check can be combined With location updates. 

[0038] FIG. 3 shoWs the timing of functions in a terminal 
300 (here a GSM mobile phone) concerning the periodic 
location update. In the ?gure the time proceeds from top to 
bottom, and the horiZontal arroWs represent radio messages 
betWeen the terminal and the base stations as Well as 
messages betWeen the base stations and a certain register 
containing equipment data. Regarding the most messages 
shoWn in the ?gure the base station is only a message 
intermediary betWeen the radio interface and the other 
stationary parts of the system, and it does not actively 
participate in the message processing, so the ?gure has to be 
construed so that the base stations generally represent the 
stationary parts of a cellular radio system. The register called 
EIR in the ?gure could also be any other information 
processing and storing device. 

[0039] In step 301 the mobile phone is sWitched on, 
Whereby it registers in the location area represented by the 
base station 302 and enters then the idle state. Because the 
registration is accompanied by an IMSI ATTACH message 
causing the location update, the timer 303 in the mobile 
phone is reset and it starts to count the time to the transmit 
moment of the neXt message representing the periodic 
location update. In the left part of the ?gure the circles 
represent periods When the timer 303 is active, and the black 
lines perpendicular to the line of circles represent moments 
When the timer 303 is reset. The ?gure is based on the 
assumption that the maXimum value of the timer 303 cor 

e) the connection to the terminal is lost. 
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responds to ten circles. In state 304 the user makes a call 
Which causes a transition from the idle state into the active 
state, Whereby the activity of the timer 303 is temporarily 
interrupted, but it is not reset. The invention is as Well 
applicable to such systems in Which a call made by the user 
causes the timer to be reset. The establishment and release 
of a call can include a plurality of messages, but for the sake 
of clarity the ?gure presents only the so called CC SETUP 
message transmitted by the mobile phone in relation to the 
call establishment and the so called CC RELEASE COM 
PLETE message originating in the mobile telephone 
eXchange and transmitted via the base station in relation to 
the release of the call. Other signalling concerning the call 
is not relevant to the invention, and therefore it is not shoWn 
in FIG. 3. In state 305 the call is terminated, the mobile 
phone 300 enters again the idle state and the activity of the 
timer 303 is continued from Where it Was interrupted in state 
304. 

[0040] In state 306 the timer 303 reaches its maXimum 
value, Whereby the mobile phone 300 transmits a RIL3-MM 
LOCATION UPDATE REQUEST message concerning the 
periodic location update and the timer 303 is reset. Before 
the timer 303 the neXt time can reach its maXimum value 
there is in state 307 a cell reselection to the cell of the base 
station 308. A cell reselection includes a plurality of mes 
sages, but for simplicity this is indicated only by one arroW 
in the ?gure. The cell reselection includes a location infor 
mation update, at least When the location area is simulta 
neously changed, Whereby the timer 303 is reset. In state 309 
the mobile phone 300 ansWers a paging message represent 
ing an incoming call, and immediately thereafter it receives 
a ?rst message of level 3, Which is not an RR message, so 
the timer is again reset before it can reach its maXimum 
value. During a call initiated by the ansWer to a paging 
message the mobile phone is in the active state, i.e. the timer 
303 is stopped. When the call is terminated in state 310 the 
timer again resumes its activity and in state 311 it reaches its 
maXimum value, Whereby the mobile phone 300 again 
transmits the RIL3-MM LOCATION UPDATE REQUEST 
message concerning the periodic location update. The same 
procedure is repeated in state 312 because betWeen the states 
311-312 there is no location update nor events requiring the 
timer 303 to be reset. 

[0041] According to the invention it can be arranged so 
that the cellular radio system’s EIR register 313 or a 
corresponding register in the cellular radio system stores 
information about the reception moment of the RIL3-MM 
LOCATION UPDATE REQUEST relating to each periodic 
location update transmitted by the mobile phone 300, and 
also information about Whether other events have occurred 
since the previous RIL3-MM LOCATION UPDATE 
REQUEST message Which Would have caused the timer 303 
to be reset. As long as the reception moments of the 
successive messages relating to the periodic location update 
differ by that amount of time Which is instructed to be used 
in the system as the maXimum value for the timer, Which 
controls the periodic location update, then the timing is 
normal for the concerned terminal. 

[0042] The right hand side of FIG. 3 shoWs messages 
Which the base stations transmit to the EIR 313 or to the 
corresponding register in order to generate information 
about When a message relating to the neXt periodic location 
update can be eXpected from the terminal. The messages 
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marked by the identi?er “=0” indicate that the terminal 300 
has performed an action Which caused the timer 303 to be 
reset. If the identi?er is “=0(T)”, then the message means 
that the timer 303 reset Was caused as the timer reached its 
maXimum value and triggered the periodic location update. 
The identi?er “=STOP” means that the terminal 300 has 
made something that caused the timer 303 to be stopped, and 
the identi?er “#STOP” means that the timer 303 Was 
restarted. 

[0043] FIG. 3 shoWs that the periodic location update 
caused by the timer 303 reaching its maXimum value Will not 
occur regularly, because the timer can be stopped for a 
indeterminate time, or it can be reset before it reaches its 
maXimum value. HoWever, the cellular radio system is able 
to calculate When the neXt periodic location update occurs 
Which is caused by the timer reaching its maXimum value, 
because the stopping of the timer and its restart, as Well as 
a timer reset, are related (except for sWitching off the 
terminal) to events When the terminal communicates in a 
certain manner With a base station. 

[0044] For instance, in state 306‘ the EIR 313 shoWn in the 
?gure can check hoW long time has elapsed since it received 
the last “=0” message (state 301‘) relating to the terminal 
300, and hoW large part of the elapsed time belongs to the 
period betWeen the messages “=STOP” and “#STOP” 
(states 304‘ and 305‘) representing a stopped timer. In order 
to facilitate the comparison the ?gure shoWs circles also on 
the side of the vertical line representing the EIR, even 
though the EIR does not have a separate timer for each 
terminal, but the EIR only stores the arrival moments of the 
different messages and uses them to calculate the lengths of 
the periods. From these data the EIR 313 can calculate 
Whether the timer 303 has triggered the periodic location 
update at the correct moment. Another possibility is that the 
EIR 313 processes only such situations Where no other 
messages relating to the terminal 300 have arrived betWeen 
tWo successive “=0(T)” messages. In FIG. 3 this means that 
the EIR 313 performs no checks in states 306‘ and 311‘, 
because in states 304‘, 305‘, 307‘, 309‘ and 310‘ it received 
messages, according to Which the terminal’s 300 timer 303 
Was stopped or reset due to other reasons, but in state 312‘ 
it checks Whether the time elapsed betWeen states 311‘ and 
312‘ equals the time-out, Which in the system Was de?ned as 
the period betWeen tWo successive periodic location 
updates. 

[0045] The FIG. 3 does not shoW a situation Where the 
period betWeen tWo successive messages representing peri 
odic location updates Would be longer than the time-out used 
in the system. HoWever, such a situation could be the result 
When the terminal occasionally moves into a shadoW region 
and its timer tries to trigger a periodic location update When 
there is no connection to a base station. 

[0046] FIG. 4 shoWs a situation Where tWo terminals 401 
and 402 having the same IMEI code operate in the area of 
the same cellular radio system. The terminals can operate 
anyWhere Within the region of the cellular radio system. The 
periodic location update in the terminal 401 is controlled by 
the timer 403 and in the terminal 402 by the timer 404. The 
terminal 401 is sWitched on in state 405, Whereby it registers 
in the location area represented by the base station 420, and 
the timer 403 is started. BetWeen the states 406 and 407 the 
terminal 401 is engaged in a call, during Which the timer 403 
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is stopped. In the states 408, 409, 410 and 411 the timer 403 
reaches its maximum value, Whereby it is reset and the 
terminal 401 transmits the RIL3-MM LOCATION UPDATE 
REQUEST message representing a periodic location update. 

[0047] The terminal 402 is sWitched on in state 412, 
Whereby it registers in the location area represented by the 
base station 421, and the timer 404 is started. In states 413, 
414, 417 and 418 the timer 404 reaches its maXimum value, 
Whereby it is reset and the terminal 402 transmits the 
RIL3-MM LOCATION UPDATE REQUEST representing a 
periodic location update. BetWeen the states 415 and 416 the 
terminal 402 is engaged in a call, during Which the timer 404 
is stopped. 

[0048] Let’s ?rst assume that the EIR 422 checks the 
timing relating to the periodic location update alWays When 
it receives a message of the “=0(T)” type, in other Words 
alWays When the location update relates to the timer reach 
ing its maXimum value and triggering the periodic location 
update. The ?rst state in FIG. 4 Where the EIR 422 can 
check the timing is state 408‘, Where it receives information 
about the RIL3-MM LOCATION UPDATE REQUEST 
message transmitted by the terminal 401. The EIR 422 does 
not yet knoW that there are tWo terminals With the same 
IMEI code operating in the cellular radio system, so it acts 
as if all messages shoWn in the ?gure Would relate to the 
same terminal and thus to the same timer. The previous time 
it received information about the timer reset in state 412‘, 
and it knoWs that the timer is then stopped during a period 
corresponding to the interval betWeen the states 406‘ and 
407‘. The total time Which is obtained by summing the 
period betWeen the states 412‘ and 406‘ and the period 
betWeen the states 407‘ and 408‘ is substantially shorter than 
the time-out set as the maXimum value for the timer. The 
same observations can be made at all states Where the EIR 

422 checks the timing (states 413‘, 409‘, 414‘, 410‘, 417‘, 411‘ 
and 418‘). The time from the previous reset, reduced With 
any periods corresponding to the terminal’s timer being 
stopped, is alWays shorter than the maXimum time set in the 
timer. 

[0049] In an alternative embodiment the EIR 422 checks 
the timing only When it has received tWo successive mes 
sages of the “=0(T)” type betWeen Which there is no moment 
or period When the terminal’s timer Would have been reset 
due to another reason or When it Would have been stopped. 
Such check points are the states 413‘, 414‘, 417‘, 411‘ and 
418‘ in FIG. 4. At all these states We can see that the time 
Which elapsed from the moment When the terminal’s timer 
reached its maXimum value to the moment When it triggered 
the periodic location update is shorter than the maXimum 
time set for the timers of the terminals. 

[0050] In FIG. 4 it is assumed that the events relating to 
the terminals 401 and 402 and the starting, stopping an 
resetting of the timers occur in such a mutual order that, 
eXcept for a too short timing cycle, they can occur in a single 
terminal. Thus the mutual order of the messages relating to 
the events is logical; for instance a message representing 
stopping of the timer is alWays folloWed by a message 
representing the starting of the timer, and so on. 

[0051] Particularly in situations Where one legal identi?er 
is copied into several illegal terminals it may happen that the 
activities of the terminals are interleaved in such a Way that 
the messages relating to starting, stopping and resetting the 
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timer Will not arrive in a logical order at the EIR. For 
instance, the EIR may receive several successive messages 
representing a timer stopping Without any messages betWeen 
them representing a timer starting. In addition to the reaction 
to a too short timer cycle presented above, or instead of it, 
the EIR can also react to messages not being in a mutual 
logical order, and generate an announcement, in Which an 
identi?er causing this reaction Will be indicated as a suspi 
cious identi?er. 

[0052] Above We have discussed only a timer related to 
the periodic location update and the messages betWeen the 
terminal and the system relating to the timer’s operation. A 
cellular radio system does not necessarily require that the 
messages relating to the location update should refer to a 
speci?c IMEI code or more generally to that identi?er Which 
presently is the object of interest. For instance, in the GSM 
system the location update de?ned in the speci?cations 
occurs only on the basis of the TMSI and IMSI codes 
describing the user (or in fact, the subscription available to 
the user). The system operation requires some changes in 
order to be able to utiliZe the periodic location update in a 
manner according to the invention in order to detect cloned 
IMEI codes. 

[0053] FIG. 5 shoWs schematically one alternative to 
arrange in a manner according to the invention the operation 
of the cellular radio system and the EIR or a corresponding 
register connected to the system. In the ?gure it is assumed 
that the system reserves tWo memory locations for each 
monitored terminal, Which can store time data, and Which 
are called memory locations 0 and 1. Further it is assumed 
in the ?gure that the system Will check the timing relating to 
a periodic location update only When tWo messages have 
arrived from the terminal relating to the periodic location 
update Without any events betWeen these messages that 
Would have caused the timer to be stopped or premature 
reset of the timer. 

[0054] In state 501 a certain terminal is registered in the 
system, either because it is sWitched on or because it moves 
in from another part of the system or from a completely 
different system. Above it Was noted that the timer control 
ling the periodic location update in the terminal is reset in 
connection With the registration, so as a response to the 
registration the system stores in its memory the registration 
time. Here the time indication is stored in the memory 
location 0. The variable M indicating the neXt memory 
location is given the value 1, so that neXt time the data Will 
be stored in the memory location 1. 

[0055] In state 502 the system requests the terminal to 
disclose its equipment identi?er; in the GSM system this is 
made by transmitting the RIL3-MM IDENTITY REQUEST 
message, in Which a value representing the IMEI code is put 
into the Identity Type ?eld representing the requested iden 
ti?er. When the terminal has disclosed the required equip 
ment identi?er the system stores it in state 503, so that it later 
can check When a terminal using a certain equipment 
identi?er has registered. The variable T is given the value 
“true”, Which means that it is possible to carry out a check 
based on the stored time indications. Then the system 
proceeds to the idle state 504 regarding the monitoring of the 
equipment identi?er and the location updates. 

[0056] If the system according to the state 505 detects a 
call or an MM procedure concerning said terminal Which is 
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not a location update, then the system Will give the value 
“false” to the variable T in state 506, because the detected 
call or MM procedure means that the terminal’s timer has 
been stopped and/or reset. The state 506 is followed by a 
return to the idle state 504. When the system is in the idle 
state and detects according to state 507 that the terminal has 
transmitted a RIL3-MM LOCATION UPDATE REQUEST 
message, then it ?rst Will check, in state 508, Whether this is 
a message representing a periodic location update. In the 
GSM system this is shoWn by the Location Updating Type 
?eld included in the message; the value “01” formed by the 
bits 2 and 1 of the ?eld’s ?rst octet represents a periodic 
location update. If the message concerns something else 
then the value of the variable T is set to “false” in state 506, 
because the terminal’s timer is reset, and then there is a 
return to state 504. If the message concerns a periodic 
location update, then the system in state 509 transmits to the 
terminal a neW request to disclose its equipment identi?er 
and checks that the equipment identi?er is the same as the 
system has stored earlier. If the equipment identi?er is not 
the same, then there has occurred an error someWhere. State 
510 represents an action knoWn per se in an error situation. 

[0057] It is most probable that the equipment identi?er 
checked in the state 509 is the same, Whereby in state 511 the 
system stores the time indication corresponding to the 
periodic location update in that memory location Which is 
indicated by the value of the variable M. The calculation 
formula also presented in the state 511 means only that if the 
value of the variable M until noW has been 0, then it gets the 
value 1, and if it until noW has been 1, then it gets the value 
0. In state 512 the value of the variable T is checked. If its 
value is “true”, then there has been no stop or premature 
reset of the terminal’s timer since the previous storing 
operation. Then the system in state 513 checks Whether the 
difference betWeen the time indications stored in the 
memory locations 0 and 1 is possibly smaller than the 
time-out set for the periodic location update, and if so, then 
according to state 514 the concerned equipment identi?er 
can be marked as suspicious. If the difference betWeen the 
time indications Was acceptably close to the set time-out, 
then the process returns to the state 504. A difference 
betWeen the time indications Which is as long as the set 
time-out can be considered acceptable considering the pos 
sibility of such timing errors betWeen different devices, 
Which are de?ned in the speci?cation regarding acceptable 
timing errors in the system. 

[0058] It the value of the variable T in state 512 Was found 
to be “false”, then there is no need to perform the check 
according to state 513, because it is not knoWn hoW long the 
terminal’s timer has been stopped or When it Was prema 
turely reset. HoWever, because the time indication stored in 
state 511 corresponds to the periodic location update the 
value of the variable T is then set to “true” in state 515, and 
the process returns to the state 504 to Wait for the next 
message from the terminal concerning the periodic location 
update. The execution of the method according to FIG. 5 
can be terminated in any state if the terminal moves outside 
the region of the system Where the method is applied, or if 
the terminal is sWitched off: a loss of the communication link 
causes actions knoWn per se, With Which the system controls 
that its resources are not unnecessarily reserved for termi 
nals Which have moved aWay. 
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[0059] The method presented in FIG. 5 is of course only 
one example of hoW the inventive idea can be realised. An 
easy change of the method presented in FIG. 5 is to replace 
the check in state 513 With a more general check, Where it 
is studied Whether the time difference of the time indications 
on the Whole is different from the given time-out. The 
method can be programmed as a program run in a computer, 
Whereby it is most preferably run in the same equipment, 
Which according to the prior art speci?cations generates and 
transmits the equipment identi?er requests to the terminals 
and processes the equipment identi?ers transmitted as 
responses from the terminals as Well as the messages With 
Which a terminal updates its location. In the GSM system 
this equipment is the mobile telephone exchange, Where the 
VLR operates as the memory location for the location 
information. 

[0060] FIG. 6 shoWs schematically those parts of a mobile 
telephone exchange Which are essential When the invention 
is applied in a typical digital cellular radio system. The 
mobile telephone exchange 600 contains a transmission 
system interface unit 601, Which transmits telecommunica 
tion betWeen the mobile telephone exchange 600 and the 
transmission system (the transmission system connects the 
mobile telephone exchange to the base stations via the base 
station controllers Which control the base stations). Further 
the mobile telephone exchange 600 comprises a central 
processing unit 602, Which generates the contents of the 
transmitted messages and Which decomposes the received 
messages. The memory 603 contains the required memory 
locations, Which store the equipment identi?ers of registered 
terminals and the time indications relating to the registra 
tions and periodic location updates. The instructions repre 
senting the execution of the method according to the inven 
tion are also stored in the memory 603. The central 
processing unit 602 performs the required calculations and 
comparisons on the basis of the stored time indications, and 
When required it supplies messages about an equipment 
suspicious identi?ers via the line 604, either to the EIR or 
some other device, through Which an operator responsible 
for the system operation monitors the utiliZation of terminals 
in the system. 

[0061] The invention can also be applied so that it detects 
terminals Which operate in different systems and Which use 
the same IMEI code or a corresponding identi?er. Then the 
mobile telephone exchanges according to FIG. 6, or any 
other system equipment operating in the same manner, 
transmit as such to a central register the equipment identi 
?ers, Which they have stored, and the time indications 
relating to the messages representing the periodic location 
updates and Which have arrived at correct intervals, Whereby 
the central register accumulates data from several systems. 
Then the central register has a record for each stored IMEI 
code, Whereby the time indications transmitted by the dif 
ferent systems are stored in these records. The central 
register can check Whether a certain IMEI code has been 
used in tWo different systems simultaneously. Already this 
Will indicate a cloned IMEI code. If the systems are located 
geographically so that they are Wholly or partly overlapping, 
then a legal user could have moved from one system to 
another. HoWever, if the central register has information also 
about Which time-out each system uses for the periodic 
location update, then it can calculate on the basis of each 
record and said time-outs Whether the entries have been 
caused by one or more terminals. 
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[0062] With the invention it is possible to detect cloned 
IMEI codes or corresponding equipment identi?ers by 
mainly using means already available in knoWn cellular 
radio systems. No changes have to be made in the knoWn 
structure or operation of terminals, because they are already 
arranged to transmit messages related to a periodic location 
update, controlled by an internal timer, and to respond to a 
correctly formed request transmitted by the system by 
reporting their equipment identi?er. The reprogramming of 
the functions of a mobile telephone eXchange or correspond 
ing equipment of a cellular radio system is a method knoWn 
per se, so it can be reprogrammed also to realiZe the 
inventive idea presented in this application. 

[0063] The memory space required by the invention is 
rather small, because in the most preferred case only the 
equipment identi?er, tWo time indications, and the value of 
tWo variables must be stored for each monitored terminal. 
Further, the required processing time is minimal. For 
instance, the immense amount of source material requires 
substantial computer runs in an alternative method Which 
stores the IMEI and IMSI codes appearing in pairs and 
Which compares all stored pairs With each other in order to 
?nd such IMEI codes Which are related to the occurrence of 
several IMSI codes. Further this alternative embodiment 
generates false indications, because it is quite legal, and 
indeed quite common, that several users use the same 
equipment part but each user has his oWn SIM card. In 
practice the inventive idea presented in this patent applica 
tion can be realiZed by using different embodiments Without 
departing from the scope de?ned be the claims presented 
beloW. 

[0064] In the preceding teXt, the IMEI code Was preferred 
as the code that is used to detect fraudulent users. In a 
variation of the invention the occurrence of IMSI codes in 
speci?c messages Which the terminals should send With 
predetemined intervals could be used to detect forged sub 
scriber identities. 

1. A method for identifying a terminal in a cellular radio 
system comprising terminals arranged to transmit a speci?c 
message of a predetermined form at least tWo times, so that 
there is a predetermined time-out betWeen the tWo succes 
sive messages of said form, the method comprising the steps 
of 

associating a ?rst message of predetermined form, Which 
is received from a terminal, With a code representing 
said terminal, 

associating a second message of predetermined form, 
Which is received from a terminal, With said code, 

examining the time difference betWeen the reception of 
said ?rst and second messages and 

regarding such a terminal as an identi?ed terminal for 
Which said time difference is shorter than said time-out. 

2. A method according to claim 1, Wherein the code 
representing said terminal is an IMEI code intended to 
identify the equipment part of a terminal. 

3. A method according to claim 1, Wherein said message 
of a predetermined form is a message representing a periodic 
location update. 

4. A method for identifying a terminal in a cellular radio 
system comprising terminals, Wherein each terminal con 
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tains a timer With a certain time-out Which controls the 
periodic location update of the terminal, the method com 
prising the steps of 

a) storing, in association With a code representing a 
terminal, a ?rst time indication Which represents a 
knoWn reset moment of such a timer in said terminal 
Which controls the periodic location update; 

b) storing, in association With said code, a second time 
indication Which corresponds to the reception of a 
message representing a periodic location update trans 
mitted by the terminal; 

c) calculating a ?rst time difference betWeen the stored 
?rst and second time indications; 

d) comparing said ?rst time difference is compared With 
said time-out; and 

e) regarding the terminal represented by said code as an 
identi?ed terminal if said ?rst time difference is shorter 
than said time-out. 

5. A method according to claim 4, further comprising 

betWeen steps a) and b) the steps of storing a third time 
indication, Which represents the stopping of said timer 
in the terminal, and storing a fourth time indication, 
Which represents the restarting of said timer in the 
terminal after the timer has been stopped, and 

betWeen steps c) and d) the step of subtracting the second 
time difference betWeen said fourth and third time 
indications from said ?rst time difference. 

6. Amethod according to claim 4, Wherein the steps b), c) 
and d) are eXecuted only, if after said ?rst stored time 
indication no facts have been observed Which Would cause 
the stopping of said timer or the resetting of said timer 
caused by other reasons than periodic location update. 

7. Amethod for identifying a subscriber of a cellular radio 
system comprising terminals arranged to transmit a speci?c 
message of a predetermined form at least tWo times, so that 
there is a predetermined time-out betWeen the tWo succes 
sive messages of said form, the method comprising the steps 
of 

associating a ?rst message of predetermined form, Which 
is received from a terminal, With a code representing a 
subscriber, 

associating a second message of predetermined form, 
Which is received from a terminal, With said code, 

examining the time difference betWeen the reception of 
said ?rst and second messages and 

regarding such a subscriber as an identi?ed subscriber for 
Which said time difference is shorter than said time-out. 

8. A method according to claim 7, Wherein the code 
representing said subscriber is an IMSI code intended to 
identify the subscriber-speci?c part of a terminal. 

9. Acellular radio system for offering telecommunications 
services to terminals arranged to transmit a speci?c message 
of a predetermined form at least tWo times so that there is a 
predetermined time-out betWeen the tWo successive mes 
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sages of said predetermined form, the cellular radio system 
comprising means for 

associating successive messages of said predetermined 
form received from a terminal to a code representing 

the terminal, 

examining the time difference betWeen the reception of 
tWo successive messages of said predetermined form 
associated to the code representing the terminal and 

indicating such a terminal as an identi?ed terminal for 
Which the time difference betWeen the reception of the 
tWo successive messages of said predetermined form 
attached to the code representing the terminal is shorter 
than said time-out. 
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10. A mobile telephone exchange, Which is arranged to 
receive from the terminals of a cellular radio system via base 
stations of the cellular radio system a speci?c message of a 
predetermined form at least tWo times, so that there is a 
predetermined time-out betWeen tWo successive messages 
of said form, Wherein the improvement lies in that it is 
arranged to attach a message of said form to a code repre 
senting the terminal, and that it is arranged to indicate such 
a terminal as identi?ed for Which the time betWeen the 
reception of tWo successive messages of said form attached 
to the code representing the terminal is shorter than said 
time-out. 


