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METHOD AND APPARATUS FOR MONITORING A 
NETWORK ENVIRONMENT 

FIELD OF THE INVENTION 

[0001] The present invention relates to network monitor 
ing systems. More speci?cally, the invention provides a 
system that detects problems or potential problems in a 
netWork environment. 

BACKGROUND 

[0002] NetWorks are used to interconnect multiple 
devices, such as computing devices, and alloW the commu 
nication of information betWeen the various interconnected 
devices. Many organizations rely on netWorks to commu 
nicate information betWeen different individuals, depart 
ments, Work groups, and geographic locations. In many 
organiZations, a netWork is an important resource that must 
operate ef?ciently. For example, netWorks are used to com 
municate electronic mail (e-mail), share information 
betWeen individuals, and provide access to shared resources, 
such as printers, servers, and databases. AnetWork failure or 
inef?cient operation may signi?cantly affect the ability of 
certain individuals or groups to perform their required 
functions. 

[0003] A typical netWork contains multiple interconnected 
devices, including computers, servers, printers, and various 
other netWork communication devices such as routers, 
bridges, sWitches, and hubs. The multiple devices in a 
netWork are interconnected With multiple communication 
links that alloW the various netWork devices to communicate 
With one another. If a particular netWork device or netWork 
communication link fails, multiple devices, or the entire 
netWork, may be affected. 

[0004] NetWork management is the process of managing 
the various netWork devices and netWork communication 
links to provide the necessary netWork services to the users 
of the netWork. Typical netWork management systems col 
lect information regarding the operation and performance of 
the netWork and analyZe the collected information to detect 
problems in the netWork. For example, a high netWork 
utiliZation or a high netWork response time may indicate that 
the netWork (or a particular device or link in the netWork) is 
approaching an overloaded condition. In an overloaded 
condition, netWork devices may be unable to communicate 
at a reasonable speed, thereby reducing the usefulness of the 
netWork. In this situation, it is important to identify the 
netWork problem and the source of the problem such that the 
proper netWork operation can be restored. 

[0005] Typically, existing netWork management systems 
compare the current netWork performance parameters to one 
or more threshold values associated With the parameters. For 
example, an upper threshold of 90 percent may be associated 
With a netWork utiliZation parameter, such that an alarm is 
generated if the netWork utiliZation exceeds 90 percent. A 
netWork utiliZation in excess of 90 percent may indicate an 
approaching overload condition. Similar thresholds may be 
provided for other netWork parameters such as response time 
or number of errors. Generally, only an upper threshold is 
provided (e.g., netWork utiliZation above a particular thresh 
old). 
[0006] Typically, thresholds used by existing systems are 
absolute such that an alarm is generated each time a thresh 
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old is crossed. For example, if a netWork utiliZation param 
eter has an associated upper threshold of 90 percent, an 
alarm is generated if the netWork utiliZation is 91 percent for 
a speci?ed period of time. HoWever, an alarm is not gener 
ated if the netWork utiliZation is 90 percent for a long period 
of time. Also, if netWork utiliZation drops to ?ve percent 
because a periodic backup process Was not activated, an 
alarm is not generated since the threshold associated With 
netWork utiliZation Was not exceeded. 

[0007] These existing systems that use thresholds to iden 
tify netWork problems determine the threshold values (e.g., 
upper limits) based on hoW the netWork administrator 
believes the netWork should operate. Since these thresholds 
are typically static, they do not change automatically With 
changes in the netWork operation or netWork con?guration. 
Instead, the netWork administrator must recalculate (or re 
estimate) threshold values manually When a netWork change 
occurs. Typically, a single set of threshold values are used 
for all time periods. Thus, the same thresholds may be used 
during periods of heavy netWork utiliZation (e.g., 2:00 pm. 
on a business day) and during periods of minimal netWork 
utiliZation (e.g., 10:00 pm. on a holiday). Thus, the same 
threshold values are applied at all times, regardless of the 
expected or historical netWork utiliZation. 

[0008] For example, if a signi?cant increase in netWork 
utiliZation occurs every Monday at 9:00 am. (i.e., the upper 
threshold is crossed), an alarm may be generated every 
Monday even though this is a common event that does not 
necessarily indicate a netWork problem. Similarly, if a 
signi?cant increase in netWork utiliZation occurs (Without 
crossing the upper threshold) at a time When the netWork 
utiliZation is typically minimal, an alarm is not generated 
even though a netWork problem may exist. Thus, existing 
systems do not consider typical or historical netWork opera 
tion When determining Whether a netWork problem exists. 

[0009] It is therefore desirable to provide a netWork 
related monitoring system that detects problems or potential 
problems in a netWork environment by comparing recent 
netWork operation With historical netWork operation. 

SUMMARY OF THE INVENTION 

[0010] Embodiments of the present invention provide a 
netWork-related monitoring system that detects problems or 
potential problems in a netWork environment by comparing 
current netWork operation and performance data to historical 
netWork operation and performance data. The present inven 
tion is capable of monitoring the operation and performance 
of a netWork environment, including various netWork 
devices. In addition to monitoring an overall netWork envi 
ronment, embodiments of the present invention monitor the 
operation and performance of speci?c devices (such as 
netWork devices), including various components or sub 
systems Within a device. Embodiments of the invention also 
monitor applications running on one or more devices or 
systems in a netWork environment. 

[0011] An embodiment of the invention provides a system 
that monitors a netWork environment by collecting recent 
data associated With operation of the netWork environment. 
The netWork environment is analyZed by comparing the 
collected data With historical data associated With the opera 
tion of the netWork environment. Problems are identi?ed 
based on the analysis of the netWork environment. 
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[0012] In a particular embodiment of the invention, the 
historical data is represented in multiple cognitive signa 
tures. 

[0013] Another embodiment of the invention updates the 
historical data to include the collected data. 

[0014] Embodiments of the invention generate an alarm if 
a problem is identi?ed. 

[0015] An embodiment of the invention monitors a net 
Work device by collecting recent data associated With opera 
tion of the netWork device. The netWork device is analyZed 
by comparing the collected data With historical data asso 
ciated With the operation of the netWork device. Problems 
are identi?ed based on the analysis of the netWork device. 

[0016] Other embodiments of the invention collect data 
associated With the performance of a component or sub 
system Within a netWork device. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0017] The present invention is illustrated by Way of 
example in the folloWing draWings in Which like references 
indicate similar elements. The folloWing draWings disclose 
various embodiments of the present invention for purposes 
of illustration only and are not intended to limit the scope of 
the invention. 

[0018] FIG. 1 illustrates an embodiment of a netWork 
environment in Which the present invention can be imple 
mented. 

[0019] FIG. 2 illustrates an embodiment of a netWork 
monitor capable of detecting problems or potential problems 
in a netWork environment. 

[0020] FIG. 3 is a How diagram illustrating an embodi 
ment of a procedure for detecting problems or potential 
problems in a netWork environment. 

[0021] FIG. 4 is a How diagram illustrating an embodi 
ment of a procedure for reducing data collected from a 
netWork. 

[0022] FIG. 5 illustrates an embodiment of a cognitive 
signature module. 

[0023] FIG. 6A illustrates an exemplary cognitive signa 
ture in a graphical manner. 

[0024] FIG. 6B is a How diagram illustrating an embodi 
ment of a procedure for generating and modifying cognitive 
signatures. 

[0025] FIG. 7 illustrates an embodiment of an analysis 
module. 

[0026] FIG. 8 is a How diagram illustrating an embodi 
ment of a procedure for analyZing performance or operation 
of a netWork environment. 

[0027] FIG. 9 illustrates an embodiment of an alarm 
generator. 

[0028] FIG. 10 is a How diagram illustrating an embodi 
ment of a procedure for generating an alarm based on 
analysis of netWork performance. 

[0029] FIG. 11 illustrates an embodiment of a computer 
system that can be used With the present invention. 
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DETAILED DESCRIPTION 

[0030] The folloWing detailed description sets forth 
numerous speci?c details to provide a thorough understand 
ing of the invention. HoWever, those of ordinary skill in the 
art Will appreciate that the invention may be practiced 
Without these speci?c details. In other instances, Well-knoWn 
methods, procedures, protocols, components, and circuits 
have not been described in detail so as not to obscure the 
invention. 

[0031] The present invention is related to a netWork 
related monitoring system that detects problems or potential 
problems in a netWork environment by comparing current 
netWork operation and performance data to historical net 
Work operation and performance data. The monitoring sys 
tem can be used to monitor the operation and performance 
of a netWork environment, including various netWork 
devices. As discussed herein, netWork environment shall 
include all systems, components, sub-systems, netWork 
devices, communication links, applications, and any other 
systems or components (including both softWare and hard 
Ware) coupled to or used in conjunction With a netWork. 

[0032] In addition to monitoring an overall netWork envi 
ronment, the monitoring system is able to monitor the 
operation and performance of speci?c devices (such as 
netWork devices), including various components or sub 
systems Within a device. For example, embodiments of the 
invention are capable of monitoring the performance of a 
central processing unit (CPU), available memory, and other 
device conditions. The invention can also monitor applica 
tions running on one or more devices or systems (e.g., 
monitoring application response time). 

[0033] The historical operation and performance data is 
updated regularly to re?ect recent data collected regarding 
recent performance of the netWork and/or devices being 
monitored. Additionally, embodiments of the present inven 
tion consider threshold values (both upper threshold limits 
and loWer threshold limits) When determining Whether a 
problem (or potential problem) exists in a particular netWork 
environment. Thus, the monitoring system uses both thresh 
olds and dynamic historical data to detect problems or 
potential problems in a netWork environment. 

[0034] FIG. 1 illustrates an embodiment of a netWork 
environment in Which the present invention can be imple 
mented. The netWork environment of FIG. 1 contains mul 
tiple netWork devices coupled to one another using a pair of 
netWorks 10 and 12. In particular, a pair of Workstations 14 
and a pair of servers 16 are coupled to netWork 10. Addi 
tionally, a printer 18 and a netWork monitor 22 are coupled 
to netWork 10. AnetWork device 20 (such as a router, bridge, 
sWitch or gateWay) is coupled to both netWork 10 and 
netWork 12. NetWork device 20 alloWs netWork data to be 
exchanged betWeen netWork 10 and netWork 12, thereby 
alloWing netWork devices coupled to netWork 10 to com 
municate With other netWork devices coupled to netWork 12. 
Another pair of Workstations 14 and a server 16 are also 
coupled to netWork 12. Although FIG. 1 shoWs four Work 
stations and three servers, a particular netWork environment 
may contain any number of Workstations, servers, printers, 
or other netWork devices interconnected With one another in 
any con?guration. NetWorks 10 and 12 may use any com 
munication protocol and may utiliZe any netWork topology. 
Additionally, netWork 10 and netWork 12 may use different 



US 2001/0052087 A1 

protocols and different network topologies. If different pro 
tocols or different topologies are used, then network device 
20 is required to translate or otherwise convert data between 
the two different protocols or two different topologies. 

[0035] Network monitor 22 is coupled to network 10, but 
is capable of monitoring network devices, interfaces, and 
communication links associated with network 10 as well as 
network 12. Network monitor 22 is also able to monitor the 
operation and performance of various sub-systems, compo 
nents, or applications contained within a network device. 
For example, network monitor 22 can monitor the CPU 
performance, memory utiliZation, and application response 
time of workstations and servers contained in the network 
environment. Although a single network monitor 22 is 
shown in FIG. 1, in an alternate embodiment of the inven 
tion, a separate network monitor is coupled to network 12. 
In this embodiment, network monitor 22 monitors network 
devices, interfaces, and communication links associated 
with network 10, while the network monitor coupled to 
network 12 monitors network devices, interfaces, and com 
munication links associated with network 12. In other 
embodiments of the invention, a single network monitor 22 
is capable of monitoring network devices, interfaces, and 
communication links associated with three or more different 
networks. 

[0036] FIG. 1 illustrates an exemplary network environ 
ment. Those of ordinary skill in the art will appreciate that 
the teachings of the present invention can be used with any 
number of network environments and network con?gura 
tions. Furthermore, the teachings of the present invention 
can be used to monitor any network device, system, com 
ponent, or application for which information can be gath 
ered, either directly or indirectly. Additionally, the present 
invention is capable of monitoring any communication link 
or interface within a network or between a network and a 

network device. Although FIG. 1 illustrates network moni 
tor 22 as a separate network device, network monitor 22 may 
be incorporated into another network device, such as server 
16. 

[0037] FIG. 2 illustrates an embodiment of a network 
monitor 22 capable of detecting problems or potential prob 
lems in a network environment. Network monitor 22 
includes a data collection module 30 that collects informa 
tion from various devices or applications, such as informa 
tion regarding network utiliZation (or device utiliZation), lost 
packets, response time, or number of errors. Data collection 
module 30 collects information regarding the operation or 
performance of the network environment on one or more 
communication links 31. Data collection module 30 can 
collect data from any number of networks and any number 
of network devices or applications. Data collection module 
30 is coupled to a data reduction module 32, which reduces 
the collected data by reducing the granularity of the data 
over time and performing statistical reduction of the data, as 
discussed below. 

[0038] Data reduction module 32 is coupled to a cognitive 
signature module 34 and a storage device 36. Cognitive 
signature module 34 generates and maintains multiple 
dynamic cognitive signatures based on the data collected 
from the network. A cognitive signature represents the 
normal operating mode for a particular network device, 
network interface, system, application, or communication 
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link with which the cognitive signature is associated. The 
cognitive signature is based on actual historical data col 
lected regarding the operation and performance of the net 
work environment. The cognitive signature is dynamic, such 
that it is continually updated to include the most recent data 
collected by the data collection module. 

[0039] In a particular embodiment of the invention, a 
separate cognitive signature is provided for each day of the 
week. A cognitive signature for a particular day of the week 
may include data separated into multiple time periods (e.g., 
each hour of the day). For eXample, a cognitive signature for 
Tuesday may include a particular time period that represents 
the normal operating mode (based on collected historical 
data) for a particular network device from 9:00 am. to 10:00 
am. on Tuesday. A cognitive signature for Saturday may 
include a time period that represents the normal operating 
mode for a particular network interface from 2:00 pm. to 
3:00 pm. on Saturday. Additional details regarding cogni 
tive signatures are discussed below. 

[0040] In the embodiment of FIG. 2, cognitive signature 
module 34 receives data from data reduction module 32. In 
this embodiment, the granularity of the collected data has 
already been reduced when received by cognitive signature 
module 34. In an alternate embodiment of the invention, 
cognitive signature module 34 may receive data directly 
from data collection module 30. In this alternate embodi 
ment, cognitive signature module 34 receives the actual data 
collected, rather than a reduced set of data. Thus, the 
cognitive signatures can be generated using the actual data 
without any loss of detail due to averaging or other data 
reduction procedures. 

[0041] Storage device 36 may be any type of mechanism 
capable of storing data, such as a random access memory 
(RAM), disk drive, or tape drive. Storage device 36 is 
capable of receiving data from data reduction module 32, 
cognitive signature module 34, and an analysis module 38. 
Analysis module 38 receives collected data from data col 
lection module 30, and receives one or more cognitive 
signatures from cognitive signature module 34. Analysis 
module 38 analyZes current performance or operation of the 
network environment by comparing the data collected via 
the network with the cognitive signatures, which represent 
past performance or operation of the network environment at 
similar times for similar devices, systems, or applications. 
Analysis module 38 may also compare the current data 
collected with one or more threshold values. Analysis mod 
ule 38 is coupled to an alarm generator 40. Based on the 
results of the analysis performed by analysis module 38, an 
alarm signal may be communicated to alarm generator 40. In 
response to the alarm signal, alarm generator 40 may gen 
erate an e-mail message to a network administrator or other 

personnel, initiate a page to a network administrator’s pager, 
or communicate the alarm information to another system or 
application. Additionally, alarm generator 40 may initiate a 
pre-programmed procedure that is eXecuted in response to a 
particular type of alarm. 

[0042] FIG. 3 is a ?ow diagram illustrating an embodi 
ment of a procedure for detecting problems or potential 
problems in a network environment. At step 42, data is 
collected from the network. As discussed above, the col 
lected data may include various network performance and 
operation data such as network utiliZation and application 
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response times. The data is collected, for example, using 
data collection module 30 shoWn in FIG. 2. A request for 
information (such as a status request) is sent to one or more 
netWork devices or applications at various time intervals. 
The request for information requests details regarding par 
ticular operation or performance parameters that are avail 
able from the netWork device or application. For example, 
the request for information may request the current utiliZa 
tion of each interface or netWork port on a particular netWork 
device or may determine the current response time for a 
particular application. Additionally, the request for informa 
tion may request details regarding the number of errors or 
discarded packets associated With each interface or port on 
a netWork device. Information can be collected from the 
various netWork devices and applications at regular time 
intervals, such as every ?ve minutes. 

[0043] The data collection module maintains a table or 
other collection of information to identify the various net 
Work devices and applications from Which data is collected. 
For each netWork device, the table identi?es the parameters 
or performance data to be requested and the time interval 
betWeen requests. Thus, the data collected from the netWork 
can be selective With respect to the netWork devices, appli 
cations, interfaces or communication ports Within a particu 
lar device, and With respect to polling time intervals. 

[0044] At step 44, the procedure reduces the data collected 
from the netWork in step 42. Additional details regarding the 
reduction of the collected data is provided beloW With 
respect to FIG. 4. Step 46 analyZes operation and perfor 
mance by comparing the current data collected from the 
netWork (i.e., the data representing the current performance 
or operation of the netWork environment) With the cognitive 
signatures ( i.e., the historical data regarding performance or 
operation of the netWork environment). Additional details 
regarding this analysis are provided beloW. 

[0045] At step 48, the procedure determines Whether a 
problem or a potential problem has been detected based on 
the analysis performed in step 46. If a problem or a potential 
problem is not detected, then the procedure branches to step 
50 to generate and/or modify the cognitive signatures based 
on data collected from the netWork and previous problem 
history. The cognitive signatures are generated (e.g., during 
an initialiZation period) or modi?ed to include the recent 
data collected. This regular update of the cognitive signa 
tures alloWs the cognitive signatures to be adjusted in 
response to changes in the operation and performance of the 
netWork environment. 

[0046] If a problem or a potential problem is detected in 
step 48, the procedure continues to step 52, Where an alarm 
is generated indicating the problem or the potential problem 
detected. Step 52 also generates a problem history. Aprob 
lem history is maintained for each problem identi?ed. The 
problem history identi?es information about the source and 
cause of the problem (if knoWn) as Well as the duration of 
the problem. The problem history may also include the 
number of occurrences of the problem and may identify 
other problems that occurred at similar times, thereby alloW 
ing the correlation of multiple problems. 

[0047] Although an alarm is generated in 52, the alarm 
may not be communicated to the netWork administrator, 
depending on the severity of the alarm. Further, if a potential 
problem is detected, the alarm may not be communicated to 
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the netWork administrator depending on Whether the poten 
tial problem is validated as an actual problem. An alarm 
generator (e.g., alarm generator 40 in FIG. 2) may deter 
mine Whether to notify the netWork administrator and deter 
mine the manner in Which the administrator is noti?ed (e.g., 
by e-mail, pager, or other mechanism). 

[0048] Step 54 of FIG. 3 generates or modi?es the cog 
nitive signatures based on data collected from the netWork. 
As mentioned above, the cognitive signatures are dynamic 
and continually updated as neW data is collected from the 
netWork. HoWever, in certain situations, the cognitive sig 
natures may not be updated. For example, if the collected 
data is signi?cantly different than the associated cognitive 
signature (e.g., indicating a signi?cant problem), then the 
cognitive signature may not be updated. Updating the cog 
nitive signature in this atypical situation may skeW the 
cognitive signature. In another example, if the collected data 
is slightly different than the associated cognitive signature 
(e.g., indicating a potential minor problem), then the cog 
nitive signature may be update but the Weighting provided to 
the current data is reduced, thereby reducing the current 
data’s affect on the cognitive signature. 

[0049] FIG. 4 is a How diagram illustrating an embodi 
ment of a procedure for reducing data collected from a 
netWork. At step 60, data is collected from one or more 
netWork devices or applications in a netWork. At step 62, the 
procedure determines an average value, a peak value, and a 
minimum value for each of type of current data collected 
from the netWork. 

[0050] At step 64, the procedure stores the data collected 
from the netWork during the past period in ?ve minute 
samples. At step 66, the procedure identi?es data collected 
from the netWork during the past four Weeks (but not the past 
24 hours) and reduces the granularity of the data to one hour 
samples. Thus, rather than storing tWelve values each hour 
(?ve minute samples), the tWelve values are consolidated 
into a single value representing the entire hour. This reduc 
tion in data granularity signi?cantly reduces the storage 
space required for this older data. Thus, the tWelve average 
values for each parameter are consolidated into a single 
average value. Similarly, the tWelve peak values and the 
tWelve minimum values are consolidated into a single peak 
value and a single minimum value, respectively. 

[0051] Step 68 identi?es data collected from the netWork 
during the past three months (but not the past four Weeks) 
and reduces the granularity of the data to four hour samples. 
This further reduction in data granularity further reduces the 
storage space required to maintain the historical data. Step 
70 identi?es data collected from the netWork more than three 
months ago and reduces the granularity of the data to one 
day samples. Thus, the data granularity is reduced as the age 
of the data increases. The manner in Which data is reduced 
may vary from one device to another or from one interface 
to another. FIG. 4 illustrates one data reduction procedure 
that can be used With the present invention. Those of 
ordinary skill in the art Will appreciate that numerous other 
data reduction procedures may be utiliZed With the present 
invention. Furthermore, in alternate embodiments of the 
invention, data reduction procedures are not used. Although 
these alternate embodiments require additional storage 
space for the collected data, they provide increased data 
granularity (i.e., increased detail). 
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[0052] FIG. 5 illustrates an embodiment of a cognitive 
signature module (e.g., module 34 shoWn in FIG. 2). Cog 
nitive signature module 34 includes a cognitive signature 
generator 80 that creates and modi?es multiple cognitive 
signatures. As discussed above, a separate cognitive signa 
ture is typically used for each device, application or interface 
in a netWork environment. Additionally, separate cognitive 
signature values can be maintained for different time periods 
on different days of the Week. Cognitive signature generator 
80 receives various information regarding netWork opera 
tion, including cognitive signatures 82 and exception infor 
mation 86. This information is received by cognitive signa 
ture generator 80 on data path 84. Cognitive signatures 82 
represent the operation and performance of the netWork 
environment based on data collected during previous Weeks. 
Cognitive signatures 82 are received from, for example, data 
collection module 30 or data reduction module 32 (FIG. 2). 

[0053] Cognitive signatures 82 are adjusted, as necessary, 
to ignore data during time periods When the netWork is doWn 
or When signi?cant components of the netWork (e. g., a router 
or a server) are doWn or offline. For example, if several 
netWork servers are doWn for maintenance from 4:00 pm. to 
5:00 pm. on a particular Friday, the portion of the cognitive 
signature associated With that time period on Friday is not 
adjusted. When several netWork servers are doWn, data 
collected from the netWork is likely to be signi?cantly 
different from the data that Would be collected if the servers 
Were operating. For example, response time may increase 
signi?cantly When a netWork device is doWn or malfunc 
tioning. Updating the cognitive signature in this situation 
Would incorrectly skeW the cognitive signatures. Thus, 
rather than incorporating this atypical information into the 
cognitive signatures, one or more netWork parameters are 
ignored during the time period during Which the netWork 
servers are doWn. Therefore, the cognitive signatures asso 
ciated With these netWork parameters is not changed. 

[0054] Exception information 86 contains netWork opera 
tion and performance data regarding infrequent events and 
events that do not folloW a regular pattern. For example, if 
an increase in netWork utiliZation occurs every Monday 
from 9:00 a.m.-10:00 a.m., the information is included in a 
cognitive signature because the event occurs on a regular 
basis. HoWever, other events may occur on an irregular 
basis. For example, a signi?cant increase in netWork utili 
Zation may occur on the last business day of each month. 
Similarly, a signi?cant decrease in netWork utiliZation may 
occur on holidays. These irregular but schedulable events 
are not incorporated into the cognitive signatures 82 and, 
instead, are stored as separate exception information 86. 
Cognitive signature generator 80 creates and maintains 
separate cognitive signatures for each event that occurs on 
an irregular but schedulable basis. Thus, When selecting an 
appropriate cognitive signature for use in analyZing current 
netWork operation and performance, cognitive signature 
generator 80 considers both cognitive signatures 82 and 
exception information 86. 

[0055] Cognitive signature generator 80 also produces 
signature correlation factors 88, Which indicate the degree of 
correlation associated With each cognitive signature. The 
signature correlation factors indicate, based on historical 
data, the likelihood that a particular netWork parameter Will 
fall Within the range of values de?ned by the cognitive 
signature. Certain performance data may be relatively con 
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stant from one Week to the next during a particular time 
period. For example, netWork utiliZation betWeen 3:00 am. 
and 4:00 am. on Saturday may be betWeen ?ve percent and 
ten percent With very infrequent deviations. In this example, 
the signature correlation factor may be 0.9, indicating that 
there is a 90 percent likelihood that the collected data 
associated With the cognitive signature Will be Within the 
range of values speci?ed by the cognitive signature. 

[0056] In another situation, a particular cognitive signa 
ture may not be highly correlated, indicating that the col 
lected data varies signi?cantly. For example, netWork utili 
Zation betWeen 9:00 am. and 10:00 am. on Monday may 
vary betWeen 20 percent and 80 percent. In this situation, the 
correlation factor may be 0.2. 

[0057] Signature correlation factors are used When ana 
lyZing collected data and determining Whether to activate an 
alarm. Additionally, the signature correlation factors are 
used to determine the severity of an alarm. For example, if 
the current data collected is outside the cognitive signature 
by ten percent and the cognitive signature is highly corre 
lated, then the situation is considered an unusual event, and 
may cause the generation of an alarm. If the current data 
collected is outside the cognitive signature by 50 percent, 
then the situation is considered a serious event. HoWever, if 
the cognitive signature is not highly correlated, then data 
that is ten percent outside the cognitive signature is not 
considered to be an important event and does not trigger an 
alarm. When the cognitive signature is not highly correlated, 
the current data may need to be outside the cognitive 
signature by 75 percent or more before an alarm is gener 
ated. Additional details regarding the analysis of collected 
data, including the use of signature correlation factors, are 
discussed beloW. 

[0058] Various cognitive signature tools 90 are available 
for use by cognitive signature generator 80. Cognitive 
signature tools 90 can be used to update exception informa 
tion, such as identifying upcoming holidays or scheduled 
doWn times for servers or other devices in the netWork 
environment. Cognitive signature tools 90 can also modify 
cognitive signatures to “undo” the effects of data collected 
during a particular time period. For example, if a netWork 
failure occurred during a particular time period and perfor 
mance data for that time period Was integrated into the 
cognitive signatures, a tool can be activated to remove the 
effects of this data from the cognitive signature. This tool 
thereby eliminates any skeWing of the cognitive signature 
due to the netWork failure. 

[0059] FIG. 6A illustrates an exemplary cognitive signa 
ture 91 in a graphical manner. Embodiments of the invention 
store the cognitive signature values in a table or other data 
structure that is easily accessed by a processing device. 
Cognitive signatures are not necessarily stored in a graphical 
manner. FIG. 6A illustrates cognitive signature 91 graphi 
cally for purposes of explanation. Cognitive signature 91 
includes three components: an average line 91a, a peak line 
91b, and a minimum line 91c. The peak and minimum lines 
91b and 91c de?ne a band or range of values that generally 
de?ne “typical” values for the parameter associated With 
cognitive signature 91. Cognitive signature 91 is associated 
With a particular day of the Week (e.g., Tuesday) and a 
particular netWork parameter (e.g., netWork utiliZation). 
[0060] Referring to FIG. 6A, the horiZontal axis repre 
sents time-of-day and the vertical axis represents the utili 
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Zation of the network (measured from Zero percent to 100 
percent). Cognitive signature 91 shows that network utili 
Zation is generally highest around 4:00 am. and 11:00 am. 
Thus, a high network utilization at 11:15 am. on a Tuesday 
might not represent a problem since the utiliZation parameter 
is within cognitive signature 91 (i.e., between the peak line 
91b and the minimum line 91c). However, a high network 
utiliZation at 4:30 pm. on Tuesday represents a problem (or 
a potential problem) because cognitive signature 91 indi 
cates that, historically, network utiliZation has not been high 
at that time. Similarly, a low network utiliZation at 4:00 am. 
on Tuesday may indicate a problem because cognitive 
signature 91 indicates that the network utiliZation has his 
torically been high at that time. Therefore, cognitive signa 
ture 91 is used to identify problems when the associated 
parameter exceeds peak line 91b or falls below minimum 
line 91c. 

[0061] As discussed above, data is collected from the 
network at various intervals (e.g., every ?ve minutes). 
Cognitive signature 91 may contain all of the data collected 
from the network (e.g., ?ve minute samples) or may be 
reduced to less frequent intervals (e. g., one hour samples). If 
using one hour samples, cognitive signature 91 will include 
three values (average, peak, and minimum) for each interval. 
Thus, all data collected during the one hour period is 
represented by three values. It will be appreciated that time 
intervals of any siZe can be used to generate a cognitive 
signature. As discussed above, in a particular embodiment of 
the invention, a separate cognitive signature is maintained 
for each day of the week in combination with each moni 
tored parameter. Thus, separate cognitive signatures are 
provided for network utiliZation on Tuesday, network utili 
Zation on Wednesday, application response time on Tuesday, 
application response time on Wednesday, and so forth. A 
network monitoring system can maintain hundreds or thou 
sands of cognitive signatures, depending on the number of 
network environment parameters being monitored. 

[0062] FIG. 6B is a How diagram illustrating an embodi 
ment of a procedure for generating and modifying cognitive 
signatures. When a network monitor ?rst begins monitoring 
a network environment, or begins monitoring a new network 
device, no cognitive signature exists with which the current 
collected data can be compared. Thus, in step 92 of FIG. 6B, 
an initialiZation process is performed to initialiZe the cog 
nitive signatures and the cognitive signature correlation 
factors. Step 92 also collects information regarding the 
network environment, including information regarding vari 
ous network devices, systems, and applications. During the 
initialiZation period, cognitive signatures are generated 
using the collected data. Since no historical data is available 
for the same period in previous weeks, the current data may 
be compared to the cognitive signature data associated with 
the previous hour or the previous day. After the initialiZation 
process has collected data for seven days, cognitive signa 
tures will be available for all time periods on each day of the 
week. At this point, current data collected from the network 
is compared to the appropriate cognitive signatures. 

[0063] At step 94, the procedure collects data (e.g., per 
formance data) from the network. This collected data is 
referred to as the current data. At step 96, the procedure 
identi?es exception information and determines whether the 
current data is within an exception period. Exception periods 
include holidays, maintenance periods, scheduled down 
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times for one or more network devices, and similar irregular 
events. The exception information can be stored in a table or 
other data structure and includes the start time and end time 
of the exception period. The exception information also 
includes the action to be taken during the exception infor 
mation. For example, the action may be to ignore all data 
collected during the exception period (i.e., do not generate 
alarms or update cognitive signatures) or apply a different 
weighting to the collected data when updating the cognitive 
signatures. Different action may be taken depending on the 
parameter being monitored or the network device or appli 
cation providing the data. For example, a scheduled down 
time for a particular device may cause data associated with 
that device to be ignored, while data associated with other 
devices is handled in the normal manner. 

[0064] If the current data is within an exception period, 
then the procedure branches from step 98 to step 100 to take 
the appropriate action associated with the exception period. 
If the current data is not within an exception period, then the 
procedure continues from step 98 to step 102 to update the 
cognitive signature based on the existing cognitive signature 
and the current data. In a particular embodiment of the 
invention, the cognitive signature value(s) for the period 
associated with the current data is updated according to the 
following formula. 

New Cog.Sig.=(Old Cog.Sig.*weight1)+(Current 
Data*weight2) 

[0065] In this embodiment, two different weighting values 
are used (weight1 and weight2). These weighting values 
represent percentages and, when added together, total 100 
percent. In a particular embodiment of the invention, empha 
sis is placed on the historical data (i.e., the Old Cognitive 
Signature values). In this embodiment, weight1 is 0.80 and 
weight2 is 0.20, thereby placing a signi?cant emphasis on 
the historical data. It will be appreciated that various other 
weighting values may be used depending on the emphasis 
desired for historical data. The weighting values may vary 
between different devices, systems, or applications. As dis 
cussed above, in certain situations (e.g., when a serious 
alarm is generated) the existing cognitive signature is not 
updated (to avoid improperly skewing the cognitive signa 
ture values). 

[0066] After updating the cognitive signature, the proce 
dure of FIG. 6B continues to step 104 to update the 
cognitive signature correlation factors. The cognitive signa 
ture correlation factors are updated by comparing the current 
data to the associated cognitive signature. For example, if 
the current data is within the cognitive signature, then the 
correlation factor is updated to indicate an increased corre 
lation. Similarly, if the current data is not within the cogni 
tive signature, then the correlation factor is updated to 
indicate a decreased correlation. 

[0067] FIG. 7 illustrates an embodiment of an analysis 
module 38. Analysis module 38 includes a network opera 
tion and performance analyZer 110 that monitors a network 
environment and identi?es problems or potential problems 
in the network environment. AnalyZer 110 receives current 
data 112, one or more cognitive signatures 114, one or more 
analysis rules 116, exception information 118, and signature 
correlation factors 120. Current data 112 is received, for 
example, from data collection module 30 (shown in FIG. 2). 
Current data may be communicated to analysis module 38 



US 2001/0052087 A1 

via a data link between data collection module 30 or storage 
device 36, and current data 112. Cognitive signatures 114, 
exception information 118, and signature correlation factors 
120 are received, for example, from cognitive signature 
module 34. Analysis rules 116 include one or more rules that 
compare the current data to one or more cognitive signatures 
or threshold values. Several exemplary rules are provided 
beloW. 

If (NetWorkUtiliZation)>(PeakHistoricalUtiliZation) 
then Alarml 

If 
(NetWorkUtiliZation) >(PeakHistoricalUtiliZation * 1.25) 
then Alarm2 

If (ApplicationResponseTime)>(I‘hreshold1) then 
Alarm8 

[0068] The ?rst rule generates an alarm (Alarm1) if the 
current netWork utiliZation exceeds the peak historical uti 
liZation, as de?ned by the cognitive signature, for the current 
time period. Alarm1 indicates the event that caused the 
alarm (network utiliZation exceeding peak historical utiliZa 
tion) as Well as the netWork device(s) associated With the 
parameter (netWork utiliZation) associated With the alarm. 
The second rule generates a different alarm (Alarm2) if the 
current netWork utiliZation exceeds the peak historical uti 
liZation by 25 percent. Alarm2 is associated With a more 
serious event because the current data signi?cantly exceeds 
the cognitive signature. Thus, if both Alarm1 and Alarm2 are 
identi?ed by the analysis rules, Alarm1 may be ignored 
because Alarm2 is a more serious event. The third rule 
generates an alarm (Alarm8) if a particular application 
response time exceeds a threshold value (Threshold1). 
Threshold1 may be a static value that causes an alarm to be 
generated When the threshold is exceeded, regardless of any 
cognitive signature associated the application’s response 
time. Thus, analysis rules are used to apply both dynamic 
cognitive signatures and static threshold values. Aparticular 
analysis rule may apply both cognitive signatures and 
threshold values to one or more netWork environment 

parameters. 

[0069] Other analysis rules consider signature correlation 
factors as Well as cognitive signatures or threshold values. 
For example: 

If ((NetWorkUtiliZation)>(Pea_kHistoricalUtiliZation)) 
and ((SignatureCorrelationFactor)>O.8) then Alarm15 

[0070] In the above example, the analysis rule generates 
an alarm (Alarm15) if the current netWork utiliZation 
exceeds the peak historical utiliZation and the cognitive 
signature associated With netWork utiliZation has a high 
correlation factor (i.e., above 80 percent). Alarm15 indicates 
a serious event because netWork utiliZation is typically 
highly correlated, but the current data has exceeded the 
cognitive signature values for the current time period. An 
analysis rule may use any combination of current data, 
cognitive signatures, correlation factors, and exception 
information. 

[0071] NetWork operation and performance analyZer 110 
shoWn in FIG. 7 compares the current data With one or more 
cognitive signatures or thresholds to determine Whether a 
problem or a potential problem exists in the netWork envi 
ronment. This comparison is performed by applying one or 
more analysis rules, as discussed above. If a problem or a 
potential problem is identi?ed, analyZer 110 communicates 
information regarding the alarm to an alarm generator or 
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other device responsible for providing noti?cation of the 
problem or potential problem. The information regarding the 
alarm is communicated across a link 124. In one embodi 
ment of the invention, the alarm generator takes an appro 
priate action based on the alarm information received and 
information contained in a table or other mechanism that 
associates particular alarm information With a particular 
action. In another embodiment of the invention, alarm 
generator may consider other information in addition to the 
received alarm information When determining the appropri 
ate action. In this embodiment, the alarm generator may 
contain additional logic or analysis procedures that deter 
mine the appropriate action to perform, if any. Additional 
details regarding the alarm generator is provided beloW With 
respect to FIGS. 9 and 10. 

[0072] NetWork operation and performance analyZer 110 
is also coupled to netWork analyZer tools 122. Tools 122 are 
used to obtain additional information regarding a problem or 
a potential problem. For example, tools are available to 
adjust the polling rate of a particular device, system, or 
application. The polling rate may be adjusted based on 
netWork utiliZation (as netWork utiliZation increases, polling 
may decrease to avoid further congestion of the netWork 
communication links). Additionally, the polling rate may be 
adjusted based on detection of a problem With a particular 
netWork device (polling may be increased to closely monitor 
the operation of the particular netWork device). Other tools 
are available to trace a path betWeen tWo devices or systems 
in a netWork environment. For example, if a particular 
device is not responding, the tool may test all devices, 
interfaces, and communication links betWeen the netWork 
monitor and the particular device. If all other devices, 
interfaces, and communication links betWeen the netWork 
monitor and the non-responsive device are functioning prop 
erly, then the problem is With the non-responsive device 
itself. NetWork analyZer tools 122 may also include tools for 
setting threshold values, and creating or modifying analysis 
rules. 

[0073] FIG. 8 is a How diagram illustrating an embodi 
ment of a procedure for analyZing performance or operation 
of a netWork environment. At step 126, one or more analysis 
rules are applied to the current data collected from the 
netWork. As discussed above, the analysis rules perform 
various analysis of the current data in relation to cognitive 
signatures or thresholds. Step 128 determines Whether the 
current data collected from the netWork is Within the asso 
ciated cognitive signatures. If the current data is Within the 
associated cognitive signatures, the procedure returns to step 
126 to aWait the collection of the next set of data from the 
netWork. 

[0074] If the current data is not Within the associated 
cognitive signatures, the procedure continues from step 128 
to step 130 to determine the deviation of the current data 
from the associated cognitive signatures and the duration of 
the deviation. If the current data deviates only slightly from 
the cognitive signature, it may be ignored or treated as a 
minor event. HoWever, if the deviation is signi?cant, the 
deviation may be treated as an important or serious event. If 
the duration of the deviation is small (e.g., only a feW 
minutes), the deviation may be ignored or treated as a minor 
event. But, if the duration of the deviation is signi?cant (e. g., 
several hours), the deviation may be treated as an important 
or serious event. Step 132 compares the deviation of the 










