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(57) ABSTRACT 
Method and apparatus for fault management of computer 
networks Which utilizes a proxy or recruit netWork device to 
test the responsiveness of a netWork device. When a ?rst 
netWork device loses contact With a second netWork device, 
the ?rst netWork device uses a proxy netWork device to 
determine if the second netWork device can be reached and 
reports back to the ?rst netWork device Whether the contact 

(21) Appl, No; 09/800,102 attempt Was successful. The proxy netWork device may 
contact the second netWork device through a different path 

(22) Filed: Mar. 5, 2001 and/or protocol than used by the ?rst netWork device. 
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METHOD AND APPARATUS FOR TESTING THE 
RESPONSIVENESS OF A NETWORK DEVICE 

FIELD OF THE INVENTION 

[0001] This invention relates to fault management of com 
puter networks and, more particularly, to a method and 
apparatus Wherein a ?rst netWork device employs a proxy or 
recruit netWork device to test the responsiveness of another 
netWork device. 

BACKGROUND OF THE INVENTION 

[0002] Networks provide increased computing poWer, 
sharing of resources and communications betWeen users. A 
netWork may include a number of computer devices Within 
a room, building, or site that are interconnected by a high 
speed local data link to form a local area netWork (LAN), 
such as a token ring netWork, ethernet netWork, or the like. 
LANs in the same or different locations may be intercon 
nected by different media and protocols such as packet 
sWitching, microWave links and satellite links to form a Wide 
area netWork. There may be several hundred or more inter 
connected devices in a netWork. 

[0003] As a netWork becomes larger and more complex, 
issues arise as to the amount of traf?c on the netWork, 
utiliZation of resources, security and the isolation of netWork 
faults. In US. Pat. No. 5,436,909, Which issued to Roger 
Dev et al. on Jul. 25, 1995, and Which is herein incorporated 
by reference in its entirety, a system for isolating netWork 
faults is disclosed. In the ’909 patent, a netWork manage 
ment system models netWork devices and relations betWeen 
netWork devices. Acontact status of each device is contained 
in a corresponding model. Each model receives status 
updates from and/or regularly polls the corresponding net 
Work device. 

[0004] The ’909 patent uses a technique knoWn as “status 
suppression” in order to isolate netWork faults. When a ?rst 
netWork device has lost contact With its corresponding 
model, the models Which correspond to netWork devices 
adjacent to the ?rst netWork device are polled to see if they 
have also lost contact With their corresponding netWork 
devices. If the adjacent models cannot contact their corre 
sponding netWork devices, then presumably the ?rst net 
Work device is not the cause of the fault and a fault status in 
the ?rst model is suppressed or overridden. If it is deter 
mined that all adjacent netWork devices are not communi 
cating, then the netWork fault can be more easily determined 
as something common to all of these devices. 

[0005] It may be advantageous to focus the failure analysis 
on the ?rst netWork device Without polling all of the adjacent 
netWork devices. In some large netWorks, such polling could 
involve hundreds, possibly thousands, of netWork devices 
thereby increasing the amount of traffic on the netWork and 
degrading netWork performance. In addition, there may be 
netWork devices that, although they have lost contact With 
the netWork management system, are still in contact With 
some other netWork device. 

[0006] It is an object of the present invention to provide a 
method to facilitate fault management in a netWork Which 
can be used alone or together With other fault management 
services to deduce the location and/or cause of a netWork 
failure. 
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SUMMARY OF THE INVENTION 

[0007] The present invention relates to a method and 
apparatus for determining the responsiveness of a netWork 
device through the use of proxy or recruit netWork devices. 
More speci?cally, When a ?rst netWork device has lost 
contact With a second netWork device, a proxy device is 
recruited to attempt to contact the second netWork device. 
Typically, this recruit utiliZes a different physical path to the 
second netWork device and/or a different communication 
protocol for contacting the second device. The recruit then 
reports on Whether the contact Was successful. If it Was 
successful, then the ?rst netWork device can infer that the 
cause of its contact loss may lie With its path to the second 
netWork device or With the protocol the ?rst device uses to 
contact the second device. 

[0008] In one embodiment, a list of potential recruits is 
maintained at one or more locations in the netWork. Then, 
When a ?rst netWork device loses contact With a second 
netWork device, one or more recruits from the list can be 
selected to attempt to contact the second netWork device. 
Where a plurality of recruits are selected, the recruits may 
attempt to contact the second device either in series or in 
parallel. The recruits then report back the results of their 
attempts, from Which a better understanding of the location 
and/or cause of the netWork failure may be determined. This 
method may be used alone or in combination With other fault 
management services. It may advantageously be used in 
conjunction With a netWork management platform, such as 
the SPECTRUM® management system, available from 
Cabletron Systems, Inc., Rochester, NH, Which models the 
various devices (i.e., physical devices and applications) on 
the netWork, and maintains a contact status for each such 
device. 

[0009] These and other advantages of the present inven 
tion Will be understood from the folloWing draWings and 
detailed description of an exemplary embodiment. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0010] FIG. 1 is a block diagram of a netWork manage 
ment system overseeing a netWork, Which management 
system may incorporate the present invention; 

[0011] FIG. 2 is a How chart illustrating an example of the 
operation of a netWork management system Which utiliZes 
the fault services of the present invention in accordance With 
one embodiment; 

[0012] FIG. 3 is a How chart of the fault management 
service according to another embodiment. 

[0013] FIG. 4 is a schematic representation of a netWork 
illustrating the use of a recruit or proxy netWork device to 
contact a second netWork device Which has lost contact With 
a ?rst netWork device (the netWork management system); 

[0014] FIG. 5 is a schematic representation of a netWork 
for illustrating an exemplary use of the present invention; 
and 

[0015] FIG. 6 shoWs a general purpose computer as one 
example of implementing the present invention. 

DETAILED DESCRIPTION 

[0016] Ablock diagram of an overall system according to 
the present invention is shoWn in FIG. 1. A netWork 106 
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includes a plurality of interconnected network devices (not 
shown). A network management system 100 communicates 
With the netWork 106 to maintain the netWork in operating 
condition and to monitor the operations of the netWork. The 
netWork management system 100 is coupled to a database 
manager 104 Which manages the storage and retrieval of 
disk-based data relative to the netWork 106 and the netWork 
management system 100. Auser interface 102 is coupled to 
the netWork management system 100 Which alloWs a user, 
usually a netWork manager, to interface With the netWork 
management system 100. The user interface 102 includes a 
keyboard and display 107 and other appropriate input/output 
devices, e.g., a mouse or joystick 108. 

[0017] The hardWare for supporting a netWork manage 
ment system as shoWn in FIG. 1 is typically a Workstation, 
such as a Sun Model 3 or 4, or a PC compatible computer 
running Unix. Suf?cient memory is required in order to run 
this system and may include 16 megabytes or more of 
memory along With a display device Which supports the 
required color and resolution. The basic operating softWare 
Which runs on the computer may support sockets, X-Win 
doWs and/or the Open SoftWare Foundation (OSF) Motif 
1.0. The netWork management system in this embodiment is 
implemented using the C++ programming language; it could 
be implemented in another object-oriented language such as 
Smalltalk or ADA, or in another (non-object oriented) 
language such as C, Pascal, or Cobalt. The netWork man 
agement system 100 may comprise more than one computer, 
Where each computer is dedicated to a particular function 
involved in monitoring and/or controlling the netWork 106. 

[0018] The present embodiment Was developed for the 
Cabletron Spectrum® platform, although the solution may 
be applied to a variety of netWork management platforms. 

[0019] The present invention determines the responsive 
ness of a second netWork device (i.e., a physical device or 
softWare application) by using one or more other devices 
and applications Which attempt to contact the second device. 
A “proxy” or recruit netWork device is de?ned as a netWork 
device that can be used to assist in determining or analyZing 
another netWork device’s communication capability. When a 
second netWork device is determined to have become 
incommunicado because of a loss of contact With a ?rst 
netWork device, a recruit netWork device can be used to 
determine if the second netWork device can be communi 
cated With albeit along some different route and/or using a 
different protocol from that of the ?rst device. 

[0020] In this embodiment, recruit netWork devices “reg 
ister” With a global recruiter. The global recruiter maintains 
a list of all recruit netWork devices, each recruit having a 
netWork unique identi?er. The global recruiter may reside at 
one central location or be distributed across the netWork. 
The list is modi?ed as devices enter and leave the netWork. 
Each time a neW netWork device or application that can 
function as a recruit comes into the netWork, it registers 
itself With the global recruiter. The global recruiter does not 
need to knoW the speci?c protocol or means of communi 
cation of that recruit, it only needs to recogniZe the recruit 
netWork device’s existence and have some Way of commu 
nicating With the recruit. 

[0021] When a fault management service Within the net 
Work management system 100 recogniZes that a particular 
netWork device has gone doWn, i.e., cannot be communi 
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cated With, a request is sent to the global recruiter for a list 
of possible recruit netWork devices. The recruits actually 
used in a speci?c case may be all or only a subset of all 
possible recruits, depending upon the application of certain 
parameters for selecting from the list. Once the desired 
recruits are determined, a request can be sent to each recruit 
asking it to determine and/or verify the responsiveness With 
the particular doWn device. When called upon, a recruit can 
use its oWn speci?c means of verifying this responsiveness. 
The veri?cation process used can be proprietary if necessary. 
Only the recruit netWork device needs to knoW hoW the 
process Works. Neither the fault management service of the 
netWork management system nor the global recruiter needs 
to knoW the actual protocol and process being used. This 
alloWs a general purpose algorithm the ability to have device 
and application models i.e., recruits, implement very speci?c 
means of verifying communication. 

[0022] The recruit netWork device may be considered a 
proxy agent for the fault management service since the 
recruit netWork device is asked by the fault management 
service to perform some function on its behalf, i.e., to 
contact the non-responsive or doWn device. At this point, it 
becomes the recruit’s responsibility to test for responsive 
ness. Once tested, the recruit reports back to the fault 
management service the status and/or success of its attempt 
to communicate With the doWn device. The fault manage 
ment service of the netWork management system then deter 
mines Whether further analysis or action is required. 

[0023] One advantage of this system is that the recruit may 
use a different communication method than that of the fault 
management service and/or netWork management system. A 
recruit netWork device may have an alternate path to the 
doWn device. It may also support a protocol different from 
that of the netWork management system and it may have 
some proprietary knoWledge that the fault management 
service lacks knoWledge of. 

[0024] For example, one protocol Which alloWs a device to 
make SNMP (Simple NetWork Management Protocol) 
requests of another device is the Distributed LAN Manager, 
DLM. DLM is available from Cabletron Systems, Inc., 
Rochester, NH. A DLM management information base 
(MIB) enables a user to specify the queries and querying 
options desired. Any device that has a DLM application 
built-in can enlist With the global recruiter. The fault man 
agement service can then keep track of these applications 
and call upon them When needed. The DLM application can 
utiliZe an entry in a DLM MIB table to attempt to reach the 
doWn device. 

[0025] If a particular netWork device appears to be respon 
sive to a certain recruit netWork device then it may be 
valuable to keep track of that recruit netWork device for 
future use. Generally, the netWork management system does 
not lose responsiveness With only a single device. It is more 
common to lose contact With an entire group of devices 

and/or a subnet (i.e., a logical subset of the netWork). When 
this occurs, and a recruit netWork device is found to make 
contact With one of the doWn devices, it is often the case that 
the same recruit Will be able to contact other devices that are 
affected by that fault. Keeping track of and reusing these 
previously successful recruit netWork device saves time and 
netWork traf?c. 

[0026] When a developer is creating a device model based 
on an actual netWork device’s capabilities, the developer 
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may recognize that the actual network device has certain 
capabilities Which enable it to be a proxy or recruit device, 
e.g., the ability to send management protocol commands or 
requests. As a result, the developer may create a model 
associated With this type of netWork device so that each time 
a device of this type is added to a netWork and, therefore, a 
model is added to the Cabletron Spectrum® System, it 
Would be knoWn that this device can function as a proXy or 
recruit. When this model is added to the netWork, it Would 
knoW to register With the global recruiter and have itself put 
on a list of possible recruits. 

[0027] FIG. 5 illustrates a Spectrum® user display 520 of 
the netWork management system 100 and the netWork 106. 
As shoWn in FIG. 5, netWork models 500-514 are shoWn as 
interconnected. Each model is an object (as in object 
oriented programming), meaning that it contains data and 
operations relating to the device being modeled. Each model 
500-514 corresponds to an actual netWork device With Which 
the model is in contact. For eXample, model 504 represents 
a corresponding netWork device having the proXy or recruit 
capability de?ned in the model. As a result, the netWork 
management system 100 Would be able to identify model 
504, and its corresponding device, as a recruit netWork 
device. If, as an eXample, the model 506 Were to lose contact 
With its corresponding netWork device, i.e., the netWork 
management system has lost contact With device 506, the 
system Would represent the model 506 (in display 520) With 
the color red. It might also be the case that each of models 
508-514 have also lost contact With their corresponding 
netWork devices due to the netWork topology in this 
eXample. These model representations Would be displayed 
in grey. The model 506 is represented in red to indicate that, 
in the topology, this is the ?rst device that is identi?ed as no 
longer in communication. In other Words, since the model 
502 can contact its corresponding netWork device and the 
model 506, Which is adjacent to model 502, cannot, the 
model 506 becomes a “border model.” The non-border 
models 508-514 are grey to indicate the management system 
has also lost contact With them. The netWork management 
system Would then request that recruit netWork device, 
represented by model 504, attempt to contact the netWork 
device represented by model 506. Model 504 may be able to 
contact the device represented by model 506 through device 
502. This information Would be returned back to the netWork 
management system 100 for analysis. As a result, the 
Spectrum® System may change the color of model 506 from 
red to orange, indicating that alternate means of communi 
cation are still available. Further, each of the remaining 
devices Which had been indicated in grey, i.e.. models 
508-514, Would be accessed by the recruit device model 504 
to see if contact could be established. This information 
Would also be reported back to the netWork management 
system 100. As each device is contacted, its color may be 
changed from grey to orange to indicate that alternate 
communication is still available. 

[0028] One concern that may arise is the amount of traf?c 
generated from recruit netWork devices. If it is necessary to 
limit this traffic, parameters can be implemented to limit the 
number of recruit netWork devices that are utiliZed. For 
eXample, these parameters may result in choosing a limited 
number of different recruit netWork devices, each of Which 
attempts a different protocol and/or path to determine the 
communication ability of the doWn device. These param 
eters may include, but are not limited to imposing a limit as 
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to the number of recruits used, e.g., only using X number of 
recruit netWork devices; using only those recruit netWork 
devices that employ a different communication path from 
that of the netWork management system; using only those 
recruit netWork devices that employ a different communi 
cation protocol than that of the netWork management sys 
tem; using only those recruit netWork devices Within the 
same subnet as the doWn device; preferentially selecting 
recruits that have previously successfully contacted the same 
device, or a device in the same logical Workgroup or 
topological group; or using only those recruit netWork 
devices that are considered immediate neighbors of the 
doWn device. In this aspect, neighbor refers to devices that 
are physically connected to each other. In addition, a random 
subset of the list of recruit netWork devices may also be 
used. 

[0029] When the list of recruit netWork devices is deter 
mined for a doWn device, the recruit netWork devices may 
attempt to contact the doWn netWork device either serially or 
in parallel. In either case, each recruit netWork device Would 
return the results of its attempted communication With the 
doWn netWork device, i.e., Whether or not communication 
Was successfully established. 

[0030] A ?oWchart of one method embodiment is pre 
sented in FIG. 2, Where the recruits attempt to contact the 
doWn device in series. In step 200, contact With device D is 
lost. In step 202, the parameters for the recruits are estab 
lished Which may include, e. g., X number of recruits or only 
those recruits that use a different communication protocol, 
etc. In step 204, the list of recruits is retrieved. A ?rst recruit 
is selected in step 206 and in step 208 this recruit is asked 
to contact device D and report back. In step 210, the report 
is received from the recruit regarding Whether or not contact 
Was successful. In step 211, it is determined Whether the 
recruit Was able to contact the doWn device D. If contact Was 
successful, control passes to step 212 Where the information 
from the recruit device is stored. At step 218, the information 
is processed by the fault analysis process. Since contact Was 
established by a recruit, it may not be necessary to determine 
if there are any other recruits Which can contact the device. 
Of course, the process can be modi?ed to aWait a report from 
all recruits if such additional information is of value. At step 
211, if the recruit Was unsuccessful, control passes to step 
214. In step 214, a determination is made if there are any 
more recruits in the list. If there are more recruits in the list, 
step 216 is eXecuted Where the neXt recruit is requested to 
contact doWn device D in step 208. If there are no more 
recruits in the list in step 214, operation proceeds to the end. 
As shoWn in FIG. 2, the recruits serially, one after the other, 
attempt communication With doWn device D. 

[0031] A ?oWchart of another method embodiment is 
shoWn in FIG. 3, Where the recruits contact the doWn device 
D in parallel, i.e., at the same time. Steps 300-304 corre 
spond to steps 200-204 in FIG. 2. In step 306, all recruits are 
requested to contact device D and report back. In step 308, 
the reports from the recruits are received. In step 310, the 
information received from a recruit is processed and if 
contact Was successful, in step 314 the received information 
is processed. If not successful at step 310, control passes to 
step 312 and if there are more recruits to be heard from, 
control passes back to step 308 to aWait those reports. 

[0032] The information retrieved from the processes as 
shoWn in FIGS. 2 and 3 can be used to analyZe the nature 
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and effect of the fault. The processing from this point on, 
steps 218 and 314, is dependent on both the network 
management platform and the fault management service. 

[0033] Asimple example of the present method is set forth 
in FIG. 4. As shoWn in FIG. 4, both router-2 (122) and 
device-1 (128) have enlisted With the global recruiter (part 
of 100) as recruit netWork devices. The netWork manage 
ment system 100 talks to router-1 (120), router-2 and 
device-2 (126) through path-A (130). In addition, the net 
Work management system 100 talks to router-1, router-3 
(124) and device-1 through path-B (132). In the example, 
the link betWeen router-2 and device-2 is broken and the 
netWork management system 100 can no longer communi 
cate With device-2. The netWork management system 100 
makes a request of the fault management service to identify 
Whether or not device-2 is actually functioning. The fault 
management service retrieves the list of recruits that it 
should use for communication With device-2. In this simple 
example, there is no need to limit the list, so router-2 and 
device-1 are the recruit netWork devices in the list. The fault 
management service Will ask the ?rst recruit, router-2, to 
attempt contact With the device. As per the example, router-2 
Will report that it cannot communicate With device-2. Next, 
device-1 is requested to attempt communication With 
device-2. If the recruit device-1 uses path-C (134) to com 
municate With device-2, it Will report back that it can 
communicate With device-2. This Will identify to the net 
Work management system 100 that the failure does not lie 
With device-2, since device-1 has reported that it can com 
municate With device-2. This information can then be used 
to temporarily reroute data destined to and from device-2 
and/or implement repair functions. 

[0034] The fault management system of the present inven 
tion may be implemented as softWare on a ?oppy disk or 
hard drive Which controls a computer, for example a general 
purpose computer such as a Workstation, mainframe, or 
personal computer to perform the steps of the processes 
disclosed in FIGS. 2 and 3. Such a General purpose 
computer 70, as shoWn in FIG. 6, typically includes a 
central processing unit 72 (CPU) coupled to random access 
memory 74 (RAM) and program memory 76 via a databus 
78. The general purpose computer 70 may be connected to 
the netWork in order to receive reports and provide com 
mands to devices on the netWork. 

[0035] Alternately, the invention may be implemented as 
a special purpose electronic hardWare. Additionally, in either 
a hardWare or softWare embodiment, the functions per 
formed by the different elements may be combined in 
various arrangements of hardWare and softWare. 

[0036] While the present embodiment Was developed on a 
Cabletron Spectrum® system Which uses models of netWork 
entities and models of relations Which de?ne relations 
betWeen netWork entities, one of ordinary skill in the art can 
see that this method does not have to be run on such a 
system. While there have been shoWn and described certain 
embodiments of the present invention, it Would be obvious 
to those skilled in the art that various changes and modi? 
cations may be made therein Without departing from the 
scope of the invention as de?ned by the appended claims. 

What is claimed is: 
1. A method of determining responsiveness of a netWork 

device in a netWork including a plurality of interconnected 
netWork devices, the method comprising the steps of: 
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When a ?rst netWork device loses contact With a second 
netWork device, the ?rst netWork device requesting that 
a proxy netWork device contact the second netWork 
device and report back to the ?rst netWork device 
Whether the requested contact is successful. 

2. The method as recited in claim 1, Wherein the proxy 
netWork device contacts the second netWork device along a 
second path, different from a ?rst path used by the ?rst 
netWork device to the second netWork device. 

3. The method as recited in claim 1, Wherein the proxy 
netWork device uses a second communications protocol to 
contact the second netWork device, different from a ?rst 
communications protocol used by the ?rst netWork device. 

4. The method as recited in claim 1, Wherein the proxy 
netWork device is on a same logical subset of the netWork as 
the second netWork device. 

5. The method as recited in claim 1, Wherein the request 
ing step includes selecting from a list of potential proxy 
netWork devices at least one selected proxy netWork device 
to contact the second netWork device. 

6. The method as recited in claim 1, Wherein the ?rst 
netWork device requests that a plurality of proxy netWork 
devices contact the second netWork device. 

7. The method as recited in claim 6, Wherein the plurality 
of proxy netWork devices attempt, in series, to contact the 
second netWork device. 

8. The method as recited in claim 6, Wherein the plurality 
of proxy netWork devices attempt, in parallel, to contact the 
second netWork device. 

9. The method as recited in claim 1, Wherein the proxy 
netWork device is a neighbor of the second netWork device. 

10. The method as recited in claim 1, further comprising 
the step of: 

analyZing the report from the proxy netWork device to 
determine a type of fault associated With the second 
netWork device. 

11. The method as recited in claim 1, further comprising 
the step of: 

determining an operative status of the second netWork 
device from a loss of contact With the second netWork 
device. 

12. The method recited in claim 1, Wherein the ?rst 
netWork device is a netWork management system. 

13. The method recited in claim 5, Wherein the selecting 
step comprises selecting a proxy netWork device Which has 
previously successfully contacted the second netWork 
device. 

14. The method recited in claim 5, Wherein the selecting 
step comprises selecting a proxy netWork device Which has 
previously successfully contacted a neighbor of the second 
netWork device. 

15. The method recited in claim 5, Wherein the selecting 
step comprises selecting a proxy netWork device Which has 
previously successfully contacted another netWork device. 

16. The method as recited in claim 5, Wherein the select 
ing step is based on at least one of the folloWing parameters: 

a) a communication path from the proxy netWork device 
to the second netWork device is different from a com 
munication path from the ?rst netWork device to the 
second netWork device; 
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b) a communication protocol of the proxy network device 
is different from a communication protocol of the ?rst 
netWork device; 

c) the proxy netWork device is in a same logical subset of 
the netWork as the second netWork device; and 

d) a total number of proxy netWork devices in the list is 
not greater than a predetermined number. 

17. A method for registering a proxy netWork device in a 
computer netWork including a plurality of interconnected 
netWork devices, the method comprising the steps of: 

determining Whether each netWork device can function as 
a proxy netWork device; and 

maintaining a list of proxy netWork devices. 
18. Apparatus for determining the responsiveness of a 

netWork device in a netWork of interconnected netWork 
devices, the apparatus comprising: 
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means for maintaining a list of proxy netWork devices; 
and 

means for selecting at least one proxy netWork device 
from the list of netWork devices When a ?rst netWork 
device cannot establish contact With a second netWork 
device. 

19. The apparatus of claim 18, further comprising: 

means for requesting that the at least one selected proxy 
netWork device contact the second netWork device and 
report back to the ?rst netWork Whether the requested 
contact is successful. 

20. The apparatus of claim 19, further comprising: 

means for analyZing the report from the at least one proxy 
netWork device to determine a type of fault associated 
With the second netWork device. 

* * * * * 


