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(57) ABSTRACT 

A storage controller conditions host access to stored data 
objects upon host provision of a proposed key With matching 
or other prescribed relation to a security key stored in 
host-inaccessible metadata that is associated With the stored 
data object. The security key may be established upon 
Writing the data or allocating storage space, for example. 
This enables the storage controller or device to be attached 
directly to a netWork Without compromising security or 
having to add an intermediate server to perform security 
functions. Another implementation concerns sound record 
ing playback devices that only play sound tracks for Which 
the user has purchased an appropriate security key. 
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STORAGE CONTROLLER CONDITIONING HOST 
ACCESS TO STORED DATA ACCORDING TO 

SECURITY KEY STORED IN 
HOST-INACCESSIBLE METADATA 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

[0001] This application is a continuation-in-part of co 
pending US. application Ser. No. 09/096,962, entitled 
“STORAGE SYSTEM WITH DATA-DEPENDENT 
SECURITY,” ?led on Jun. 12, 1998 in the names of the 
present inventors. 

BACKGROUND OF THE INVENTION 

[0002] 1. Field of the Invention 

[0003] The present invention concerns access security for 
digital data. More particularly, the invention is implemented 
in a storage or device controller to regulate data security 
using a key and other parameters stored in metadata. Among 
other bene?ts, this enables the storage controller or device to 
be attached directly to a netWork Without compromising 
security or having to add an intermediate server to perform 
security functions. 

[0004] 2. Description of the Related Art 

[0005] To get the most out of their storage systems, system 
administrators often provide common storage for access by 
multiple different users. The common storage is often 
coupled to individual user computers via intermediate hard 
Ware such as storage servers and netWorks. The common 

storage may be a single device, but more often comprises 
many different physical storage devices. Some eXamples of 
multi-user storage systems are: (1) corporate Intranet sys 
tems accessed by employee users, (2) telephone records 
accessible by telephone operator-users located around the 
state, nation, or World, (3) banking records accessed by 
remote customer-users operating automatic teller machines, 
and (4) engineering design speci?cations or models accessed 
by engineer-users Working together on a technical project. A 
variety of other arrangements are also knoWn. 

[0006] In these systems, security of common storage is 
one difficult challenge facing storage system engineers. 
Since the common storage is effectively coupled to all users 
(via intermediate server machines), it is often necessary to 
consider the user’s identity in deciding Whether to provide 
(or deny) access to stored data. Some data may be suitable 
for all users to access, Whereas other data may be only 
suitable for access by selected users. As an eXample, it may 
be desirable to provide all employees of the company access 
to the company’s telephone directory stored on a common 
storage facility, While making personnel ?les available only 
to those in the human resources department. 

[0007] Many knoWn data security mechanisms address 
this problem by operating a central host or server as an 
access gate. This is feasible When the server alone is attached 
to the common storage, and therefore constitutes a natural 
gate. In this arrangement, all access requests are routed 
through this server, Which accepts or rejects each request 
according to the identity of the requesting user and the 
content of the request. The server implements its security 
features by running a security softWare program. As one 
variation of this arrangement, there may be multiple servers 
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coupled to the common storage, With each server running the 
same security program under the same operating system. 
These multiple servers can provide more users With concur 
rent access to the common storage. One eXample of a server 
comprises an IBM model S/390 product using the MVS 
operating system, Where each server is coupled to a 
RAMAC storage subsystem. 

[0008] Although conventional server-based storage con 
?gurations have proven satisfactory in many cases, many 
organiZations are moving toWard “netWork attached stor 
age,” Which aims to save costs by placing storage systems 
directly on the netWork and thereby avoiding intermediate 
server machines. For especially convenient Widespread and 
accessible use, storage systems are even coupled directly to 
the Internet in many cases. This avoids the need to purchase 
a dedicated server machine to serve as an intermediate 

security gate. This arrangement is especially bene?cial for 
data that is being distributed, posted, or otherWise made 
available to users on a “read-only” basis because knoWn 
mechanisms at the device or storage controller level may be 
invoked to universally prevent changes to the data. 

[0009] Although this arrangement is bene?cial insofar as 
it saves costs and conveniently makes data Widely available, 
there are still some limitations. Chie?y, conventional net 
Work attached storage is not adequate for those users seeking 
to make data Widely accessible yet selectively permit some 
users to modify and delete data. To implement more 
advanced security schemes, netWork designers must add-in 
intermediate security gates such as storage severs. In addi 
tion to the added cost, compatibility problems can arise, 
especially With data that is being shared on such a Wide 
spread basis as the Internet. Namely, it may be difficult or 
prohibitively expensive to program the server With a security 
scheme that is compatible With a diverse array of expected 
machines, such as WINDOWS machines, UNIX machines, 
MVS computers, SUN Workstations, etc. 

[0010] Consequently, knoWn storage and security arrange 
ments are not completely adequate due to these and other 
unsolved problems. 

SUMMARY OF THE INVENTION 

[0011] Broadly, the invention provides access security for 
stored digital data by using a storage or device controller to 
regulate data security according to a security key and other 
parameters stored in metadata. This enables the storage 
controller or device to be attached directly to a netWork 
Without compromising security or having to add an inter 
mediate server to perform security functions. 

[0012] The storage system of this invention includes a 
storage controller coupled to a digital data storage. The 
controller is also coupled to, or at least accessible by, one or 
more hosts. The digital data storage contains host-accessible 
user data accessed by the storage controller on behalf of 
hosts, as Well as host-inaccessible metadata used by the 
storage controller to manage the user data. Initially, the 
storage controller receives a Write request from one of the 
hosts. Such a request includes a proposed key and target data 
to be Written to storage. The storage controller stores the 
target data as host-accessible user data, and also stores the 
key as host-inaccessible metadata associated With the target 
data. Thereafter, the storage controller requires hosts to 
provide a key matching or having another prescribed rela 
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tion to the stored key as a condition to granting future host 
requests to access the stored target data. 

[0013] In one embodiment, the invention may be imple 
mented to provide a method of conditioning host access to 
stored data according to keys stored in host-inaccessible 
metadata. In another embodiment, the invention may be 
implemented to provide an apparatus, such as a data storage 
system, utiliZing storage controllers con?gured to condition 
host access to stored data according to keys stored in 
host-inaccessible metadata. In still another embodiment, the 
invention may be implemented to provide a signal-bearing 
medium or tangibly embodying a program of machine 
readable instructions executable by a machine such as a 
storage controller to manage storage as discussed herein. 
Similarly, the invention may also be embodied by logic 
circuitry con?gured to manage storage as discussed herein. 

[0014] The invention affords its users With certain distinct 
advantages. For instance, by using a storage controller rather 
than a server or host machine as a security gate, the 
invention provides storage security for a variety of different 
host computers that utiliZe comparatively incompatible 
operating systems. As another bene?t, the invention is 
inexpensive because it may be implemented to provide data 
security using a netWork attached storage controller Without 
using an expensive server machine. Similarly, the invention 
does not burden the processing and input/output resources of 
existing host machines With security functions, since secu 
rity is implemented on the storage controller level. The 
invention is also bene?cial because it provides a ?exibility 
in implementation and may be applied in a variety of 
different environments. For instance, the invention may be 
applied to sound recordings to limit playback to users that 
have purchased an appropriate key. The invention also 
provides a number of other advantages and bene?ts, Which 
should be apparent from the folloWing description of the 
invention. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0015] FIG. 1A is a block diagram of the hardWare 
components and interconnections of a data storage system 
according to the invention. 

[0016] FIGS. 1B-1E are block diagrams shoWing different 
system con?gurations according to the invention. 

[0017] FIG. 1F is a block diagram shoWing several exem 
plary storage tracks and their constituent data objects and 
metadata according to the invention. 

[0018] FIG. 2 is a block diagram of a digital data pro 
cessing machine according to With the invention. 

[0019] FIG. 3 shoWs an exemplary signal-bearing 
medium according to the invention. 

[0020] FIG. 4A is a ?oWchart shoWing operations per 
formed to allocate data storage according to the invention. 

[0021] FIG. 4B is a ?oWchart shoWing operations per 
formed to Write data to storage according to the invention. 

[0022] FIG. 5 is a ?oWchart shoWing controller operations 
performed to process a Read request according to the 
invention. 

[0023] FIG. 6 is a ?oWchart shoWing operations per 
formed by a neW host to join the data storage system of the 
invention. 
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DETAILED DESCRIPTION 

[0024] The nature, objectives, and advantages of the 
invention Will become more apparent to those skilled in the 
art after considering the folloWing detailed description in 
connection With the accompanying draWings. 

HardWare Components & Interconnections 

[0025] Storage System 
[0026] One aspect of the invention concerns a data storage 
system, Which may be embodied by various hardWare com 
ponents and interconnections as shoWn by the system 100 of 
FIG. 1A. The system 100 includes multiple host machines 
102-104, a netWork 130, a storage controller 106, and digital 
data storage 108 (“storage”). The host machines 102-104 are 
coupled to the netWork 130. Optionally, some or all of the 
hosts may be interconnected by various links (not shoWn). 
The hosts include respective host application programs 
110-112. As used herein, “host” comprises any machine, 
user, application program, process, or other entity, that 
submits storage access requests to the storage controller 106. 
Furthermore, storage access requests of the illustrated hosts 
may arise from other sources (not shoWn), such as Wireless 
telephones, sensors, satellites, or other sources. 

[0027] Hosts 

[0028] As illustrated, the host machines 102-104 comprise 
various hardWare devices suitable to generate storage access 
requests, such as personal computers, mainframe computers, 
computer Workstations, supercomputers, or other suitable 
machines. The illustrated host machines 102-104 may be 
running respective application programs 110-112, from 
Which the need for nonvolatile storage access arises. Accord 
ing to one advantage of the invention, the host machines 
102-104 may be running a variety of different operating 
systems (not shoWn), Which may even be incompatible With 
each other. 

[0029] Some exemplary operating systems include MVS, 
UNIX, WINDOWS NT, etc. Some or all of the host 
machines 102-104 may be interconnected by communica 
tions links (not shoWn) such as Wires, cables, ?ber optic 
lines, Wireless links, satellite, telephone lines, etc. Alterna 
tively, some or all of the host machines 102-104 may be 
completely unrelated, such as different host machines 
coupled to the Internet (i.e., the netWork 130) at different 
sites around the World. The host machines 102-104 may 
include respective interfaces (not shoWn), such as ESCON 
links, small computer system interfaces (SCSIs), telephone/ 
DSUcable modems, intelligent channels, and the like to 
interface With each other, the netWork 130, etc. 

[0030] As mentioned above, each host machine 102-104 
may be running one or more application programs, exem 
pli?ed by the programs 110-112. Among other functions, the 
application programs 110-112 generate “storage access 
requests” seeking access to the storage 108. In the presently 
illustrated example, each storage access requests includes 
one or more of the folloWing components: 

[0031] 1) A requested access type, such as Read, 
Write, Update, Allocate, Allocate and Write, etc. 

[0032] 2) If the requested access type is “Write”, one 
or more data objects to be Written to storage 108. 
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[0033] 3) Akey (optional) to be used by the controller 
106 in determining access rights to the data objects 
involved in the subject access request. 

[0034] 4) In the case of an allocation request, speci 
?cation of a storage siZe to allocate or identi?cation 
of a particular storage region to allocate. 

[0035] The contents, processing, and use of storage access 
requests are discussed in greater detail beloW. 

[0036] Network 

[0037] Optionally, the system 100 may also include one or 
more netWorks, such as the illustrative netWork 130. The 
netWork 130 is helpful to illustrate the embodiment (as 
shoWn in FIG. 1A) Where the storage controller 106 pro 
vides netWork-attached storage. 

[0038] The netWork 130 comprises any desired commu 
nication path(s) interconnecting host machines such as 102 
104. One example is the public Internet or a corporate 
Intranet. Other examples include bus, star, or token ring 
con?gurations. The netWork 130 may utiliZe one or more 
local, metropolitan, and/or Wide area netWorks. The netWork 
130 may utiliZe TCP/IP, Systems Network Architecture, 
Ethernet, or any other desired protocol. Ordinarily skilled 
artisans (having the bene?t of this disclosure) Will also 
recogniZe other netWork con?gurations and protocols to 
implement the netWork 130. 

[0039] With the foregoing connection of the netWork 130 
to the storage controller 106, the storage controller 106 acts 
as netWork-attached storage, bene?tting from the cost-sav 
ings of omitting a server or other intermediate gate. None 
theless, a server, secondary host, or other machine may be 
interposed betWeen the storage controller 106 and host 
machines 104 if desired. Furthermore, the netWork 130 may 
be omitted from the system entirely, in Which case the 
storage controller 106 is coupled to a host machine 102-104 
individually, coupled to a server or other intermediate 
machine that is itself coupled to the host machine, or 
coupled to a user interface for direct access by users. 

[0040] Storage Controller—Introduction 

[0041] Broadly, the storage controller 106 comprises a 
special purpose digital data 15=processing machine dedi 
cated to managing storage of data upon the storage 108. In 
contrast to servers and other machines, the storage controller 
106 Works With formatting, layout, encoding, parity check 
ing, error correction, and other aspects of physically storing 
data on the media encompassed by the storage 108. Accord 
ingly, the storage controller 106 generates, reads, formats, 
and utiliZes host-invisible metadata that is stored With host 
accessible “user data” in the storage 108. In contrast, the 
host machines 102-104 and application programs 110-112 
deal With the user data itself, but cannot access the metadata. 
The hosts may reference user data according to logical 
addresses, in Which case the storage controller 106 translates 
betWeen logical addresses (as used by the hosts) and physi 
cal addresses (relating to the storage media itself). 

[0042] The storage controller 106 may be implemented in 
a number of different Ways. For instance, the storage con 
troller 106 may be implemented by a device controller. 
Some examples include a hard drive controller, optical disk 
controller, CD-ROM controller, tape drive, ?oppy diskette 
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drive, or other mechanism that is associated With a particular 
removable or nonremovable media type. In another embodi 
ment, the storage controller 106 may comprise one or more 
supervisory processing machines managing a number of 
subservient device controllers. Some examples include the 
IBM xSeries 150 NetWork Attached Storage, IBM Enter 
prise Storage Server Models F10 and F20, IBM RAMAC 
product line, etc. FIGS. 1B-1D illustrate several exemplary 
con?gurations of storage controllers and devices, as dis 
cussed beloW. 

[0043] The storage controller 106 includes an interface 
120 to communicate With the netWork 130 (as illustrated), 
server, host, etc. The interface 120 may comprise an intel 
ligent digital input/output communication channel, modem, 
interface card, bus, backplane, port, connector, or any other 
interface suitable to the particular application. 

[0044] Digital Data Storage 

[0045] As explained above, the storage 108 serves to store 
data as directed by the storage controller 106. The storage 
108 may include storage media along With one or more 
device controllers that are managed by the storage controller 
106, as in the examples of FIGS. 1B-1C. In a different 
example, the storage 108 may include the media only, Where 
the media’s device driver embodies the storage controller 
106, as in the example of FIG. 1D. 

[0046] In any case, the storage 108 may be implemented 
by media of various types, such as magnetic disk drive, 
magnetic tape, optical disk, optical tape, semiconductor 
memory, a combination of the foregoing, or any other 
suitable digital data storage media. The storage 108 may be 
con?gured as a single “logical” device, Where data is actu 
ally stored on separate physical devices. As a speci?c 
example, the storage 108 may be implemented by the 
magnetic disk drive media units of an IBM RAMAC disk 
drive system. 

[0047] Non-netWork Implementation 

[0048] As still another example of the implementation of 
this invention, any of the embodiments of FIGS. 1B-1D may 
be implemented as a local storage/retrieval apparatus by 
substituting a user interface for the component as “netWor .” 
In this embodiment, as described in greater detail beloW, the 
storage or device controller grants different access rights to 
people operating the user interface depending upon the 
security key that they supply. 

[0049] FIG. 1E describes a particular example of this 
embodiment, including a playback device 174 that com 
prises a music CD player that selectively plays songs stored 
on removable CD media 176 according to a security key 
entered by a user 178 via a user interface 170. Security 
functions are implemented by device controller 172. Here, 
the CD media 176 is Write-only, and the approved security 
keys for each song are stored on the media at the time of 
manufacture. 

[0050] The user interface 170 may comprise a keypad for 
entering security keys. To enhance security, instead of using 
a keypad, the user interface 170 may comprise a module to 
receive tangible security keys such as 171, Which comprise 
plug-in chips/cassettes that are plugged-in to the interface 
170, magnetic cards that are sWiped or Waved past the 
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interface 170, etc., Where the tangible security key 171 
contains a machine-readable representation of a security 
key. In this embodiment, users purchase a music CD for one 
loW price, and then purchase the tangible security key 
containing the security key associated With to the songs they 
Wish to hear. Although CDs are given in the foregoing 
example, other media may be used Without departing from 
the invention. 

[0051] Storage Controller 

[0052] Gate Function 

[0053] In addition to its function in managing the storage 
108, the controller 106 operates as a gate, selectively accept 
ing or refusing hosts’ access requests according to a prees 
tablished data security scheme. Since this scheme is imple 
mented by the controller 106 rather than one or more hosts 
102-104, the hosts are available for other tasks. Additionally, 
the storage controller’s centrality and independence from the 
hosts 102-104 is conducive to access by hosts of many 
different operating systems. Furthermore, the controller’s 
security features enable the storage controller 106 to be used 
as netWork-attached storage, providing security Without the 
need for a server or other intermediate security gate. 

[0054] Storage Controller—Gate Function, First Example 

[0055] The controller 106 includes a controller security 
module 122, Which performs the controller’s security func 
tions. The security module 122 may comprise a hardWare 
component, such as one or more computers, microproces 
sors, logic circuits, ASICs, or other digital data processing 
apparatus. Alternatively, the security module 122 may be an 
application program comprising a sequence of programming 
instructions executed by one or more processors of the 
controller 106. 

[0056] Generally, as a condition to granting storage access 
to hosts, the controller’s gating function requires it to consult 
a “reference location” containing a security key associated 
With the data being sought. The stored security key may be 
called the “reference security key.” The controller 106 
evaluates the reference security key against a proposed 
security key from the storage access request to determine 
Whether the request should be permitted. The contents and 
use of security keys are discussed in greater detail beloW. 

[0057] The reference location constitutes storage space 
accessible to the controller 106, and in one example com 
prises data (including the reference security key) stored at 
the controller 106 as illustrated by the storage use map 124. 
The map 124 may be located elseWhere if desired such as in 
the storage 108 or other site accessible to the controller 108. 
TABLE 1 (beloW) depicts an example of the storage use map 
124, in the form of a lookup table. 

TABLE 1 

EXEMPLARY STORAGE USE MAP 

REFERENCE SECURITY 
STORAGE REGION KEY SECURITY TYPE 

00001 1 WRITE 
00002 1 WRITE 
00003 1 WRITE 
00004 NONE NO SECURITY 
00005 NONE NO SECURITY 
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TABLE 1-continued 

EXEMPLARY STORAGE USE MAP 

REFERENCE SECURITY 
STORAGE REGION KEY SECURITY TYPE 

00006 2 READ/WRITE 
00007 2 READ/WRITE 
00008 NONE NO SECURITY 

[0058] In the example of TABLE 1, the “storage region” 
column identi?es regions in the storage 108. The “reference 
security key” lists an access key that governs access to the 
associated storage region. The storage controller 106 may 
utiliZe the reference security key to govern access to the 
storage region according to various techniques, such as 
passWord, public/private key encryption, or others as 
explained in detail beloW. In this simpli?ed example, refer 
ence keys of “1” and “2” are provided for ease of explana 
tion, hoWever more complicated codes may be used. For 
each storage region, the associated “security type” (also 
called “access level”) designates the security precautions 
applicable to the corresponding storage region. For example, 
the security type may specify operations that are prohibited 
Without the requesting host submitting an input key (also 
called “proposed security key”) that satis?es the prescribed 
reference security key. The security type may require the 
storage controller to prevent, Without host provision of a 
proposed security key that satis?es the reference security 
key, one or more of the folloWing operations: read, Write, 
delete, update, format, etc. 

[0059] As a variation, TABLE 1 may be condensed by 
listing abbreviated pointers to other storage locations that 
contain the actual values of storage region, reference secu 
rity key, and/or security type. Furthermore, TABLE 1 may 
be encrypted by controller 106 to prevent accidental/mali 
cious access of its contents. 

[0060] As still another variation, TABLE 1 may omit 
anything to do With read security, Wherein the storage 
controller 106 stores user data encrypted With an associated 
security key, and read security is thereby inherently provided 
by the storage controller 106 decrypting user data With 
Whatever proposed key is supplied by the host. In this 
example, encryption may use the public/private key archi 
tecture, Where each user can only encrypt all public data and 
private data associated With the user’s private key. 

[0061] Storage 
Example 

Controller—Gate Function, Second 

[0062] As an alternative to the storage use map 124, the 
storage controller 106 may carry out its gate function by 
incorporating the reference security key into metadata asso 
ciated With user data in the storage 108. In this embodiment, 
the storage use map 124 may be omitted. 

[0063] FIG. 1F describes an example of a subsection of 
storage 108 implementing this feature. For ease of discus 
sion FIG. 1F illustrates the contents of several exemplary 
tracks 150-153 of data that reside upon a magnetic disk 
storage medium in the storage 108. Although it is understood 
that disk tracks are actually circular, the tracks 150-153 are 
shoWn in linear form for ease of explanation. Each track 
150-153 includes a respective region of user data 160-163 
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and an associated region of metadata 155-158. The metadata 
regions 155-158 may precede the user data regions 160-163 
(as shoWn), folloW the user data, be interspersed With the 
user data, or another arrangement as suits the application. 

[0064] The storage controller 106 initially stores the user 
data on behalf of hosts that provide the data; the storage 
controller 106 may also carry out host requests to modify, 
read, delete, or otherWise manage such user data. Thus, the 
user data 160-163 is said to be host-accessible. In contrast, 
the metadata 155-158 is used solely by the storage/device 
controllers to manage storage and retrieval of the user data. 
In this sense, the metadata 155-158 is host-inaccessible. 

[0065] The block 140 shoWs the contents of metadata 155 
in greater detail, according to one example. The metadata 
block 140 includes information such as the track address 
142, number of bytes 142 of user data in that track, error 
correction control information 144, parity information 145, 
a reference security key 146, and security type 147. Different 
or other 141, 148 items of metadata may also be used, 
depending upon the application. The reference security key 
146 and security type 147 have function and content as 
described above in conjunction With TABLE 1. 

[0066] Without any intended limitation, the foregoing 
example shoWs items of metadata 155-158 that number one 
per track 150-153. In this example, each item of metadata 
(and its reference key and security type) pertains to one 
track, Which constitutes the storage region associated With 
that metadata. Thus, in this example, the reference security 
key 146 governs host access to the track 150. As a further 
enhancement, a reference security key may be associated 
With a multi-track data object by listing that reference 
security key in the metadata of each track occupied by the 
data object. The present invention also contemplates a 
variety of other approaches, Where the reference security key 
146 and security type 147 are stored in metadata associated 
With a data object, extent, byte, range of tracks or address, 
sector, block, record, ?le, page, record, logical cylinder, 
logical device, physical device, or another suitable arrange 
ment depending upon the application. Furthermore, multiple 
security keys may be provided With each item of user data, 
With one, some, or all of the security keys having a different 
security type associated thereWith. 

[0067] In the case of removable storage media (such as 
CD-ROM or ?oppy diskettes), it may be advantageous to 
structure the metadata and/or user data to be unreadable by 
conventional device controllers. This prevents reading of the 
media by a conventional device controller that is not pro 
grammed to honor the security-features of the metadata 
155-158. 

[0068] Storage Controller—Gate 
Example (CD-ROM) 
[0069] FIG. 1F is noW re-described in the context FIG. 
1E, described above. Here, the storage 108 comprises a CD 
or other sound recording 176 and the storage controller 106 
comprises a playback device 174. In this example, reference 
one or more s are incorporated into metadata associated With 

recorded songs, tracks, or other segments at the time of 
manufacture, and the storage use map 124 is omitted. In this 
example, rather than describing tracks of a magnetic storage 
disk, the items 150-153 refer to music “tracks” on the sound 
recording media, Where each track corresponds (for 
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example) to a different song. Each track 150-153 includes a 
respective region of sound recording data (referred to as a 
“song Without any intended limitation”) 160-163 and an 
associated region of metadata 155-158. The metadata 
regions 155-158 may precede the songs 160-163 (as shoWn), 
folloW the songs, be interspersed With the songs, or another 
arrangement as suits the application. 

[0070] All contents of the sound recording are perma 
nently Written at the time of manufacture. Therefore, neither 
the metadata 155-158 nor the songs 160-163 are reWritable. 
The songs 160-163 are said to be user-accessible, since they 
are audibly played back to the user 178. In contrast, the 
metadata 155-158 are used solely by the controller 172 to 
manage retrieval of the songs, and is therefore considered 
user-inaccessible. The metadata 155-158 is structured to 
prevent reading by conventional CD players. 

[0071] The block 140 shoWs the contents of metadata 155 
in greater detail, according to one example. The metadata 
block 140 includes information such as the address 142 of 
the associated song 160 on the media 176, number of bytes 
142 that the song 160 occupies in that track, error correction 
control information 144, parity information 145, a reference 
security key 146, and security type 147. Different or other 
141, 148 items of metadata may also be used, depending 
upon the application. The reference security key 146 and 
security type 147 have function and content similar to that 
described above, hoWever only the security type “Playback 
Requires Security Key” is utiliZed. Thus, if a user cannot 
provide the requisite security key, the device controller 172 
Will not play the subject song. Optionally, additional refer 
ence keys and associated security types (not shoWn) may be 
provided With each track. In this Way, the CD manufacturer 
or record label may offer an inexpensive license enabling 
users to listen to a limited number of songs (such as songs 
one, tWo, and three), and a more expensive license enabling 
users to listen to all songs on the media 176. Furthermore, 
if desired, a sufficient number of security keys and security 
types may be stored to anticipate access to every possible 
combination of some or all of the songs on the CD, so that 
users could purchase a license limited to songs desired by 
that user. In this embodiment, rather than pressing doZens of 
media With different combinations of songs thereon (as in 
the current state of the art), every song of an artist may be 
put on a single media, With user access limited by security 
key to the songs associated With that security key. 

[0072] Exemplary Digital Data Processing Apparatus 

[0073] The storage controller 106 (or device controller 
172) may be embodied by various hardWare components and 
interconnections. One example is given by the digital data 
processing apparatus 200 in FIG. 2. The apparatus 200 
includes a processor 202, such as a microprocessor or other 
processing machine, coupled to a storage 204. In the present 
example, the storage 204 includes a fast-access storage 206, 
as Well as nonvolatile storage 208. The fast-access storage 
206 may comprise random access memory, and may be used 
to store the programming instructions executed by the 
processor 202. The nonvolatile storage 208 may comprise, 
for example, one or more magnetic data storage disks such 
as a “hard drive”, a tape drive, or any other suitable storage 
device. The apparatus 200 also includes an input/output 210, 
such as a line, bus, cable, electromagnetic link, or other 
means for exchanging data With the processor 202. 
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[0074] Despite the speci?c foregoing description, ordi 
narily skilled artisans (having the bene?t of this disclosure) 
Will recogniZe that the apparatus discussed above may be 
implemented in a machine of different construction, Without 
departing from the scope of the invention. As a speci?c 
example, one of the components 206, 208 may be elimi 
nated; furthermore, the storage 204 may be provided on 
board the processor 202, or even provided externally to the 
apparatus 200. 

Operation 

[0075] In addition to the various hardWare embodiments 
described above, a different aspect of the invention concerns 
a method of providing access security for digital data by 
using a storage or device controller to regulate data security 
according to a security key and other parameters stored in 
the data’s metadata. This enables the storage controller or 
device controller to be attached directly to a netWork Without 
compromising security or having to add an intermediate 
server to perform security functions. 

[0076] Signal-bearing Media 

[0077] In the context of FIGS. 1A-2, such a method may 
be implemented, for example, by operating the storage 
controller 106 (or device controller 172), as implemented by 
a digital data processing apparatus 200, to execute a 
sequence of machine-readable instructions. These instruc 
tions may reside in various types of signal-bearing media. 
This signal-bearing media may comprise, for example, 
RAM (not shown) contained Within the controller 106, as 
represented by the fast-access storage 206. Alternatively, the 
instructions may be contained in another signal-bearing 
media, such as a magnetic data storage diskette 300 (FIG. 
3), directly or indirectly accessible by the processor 202. 
Whether contained in the storage 204, the diskette 300, or 
elseWhere, the instructions may be stored on a variety of 
machine-readable data storage media, such as DASD stor 
age (e.g., a conventional “hard drive” or a RAID array), 
magnetic tape, electronic read-only memory (e.g., ROM, 
EPROM, or EEPROM), an optical storage device (eg 
CD-ROM, WORM, DVD, digital optical tape), paper 
“punch” cards, or other suitable signal-bearing media 
including transmission media such as digital and analog and 
communication links and Wireless. In an illustrative embodi 
ment of the invention, the machine-readable instructions 
may comprise softWare object code, compiled from a lan 
guage such as “C”, etc. 

[0078] Allocating Storage 
[0079] FIG. 4A shoWs a sequence 400 performed to 
allocate space in the storage 108 according to the invention. 
For purposes of illustration, Without any limitation, alloca 
tion as discussed herein is a host-managed operation. Allo 
cation may be driven by the storage controller 106 in other 
examples. For ease of explanation, but Without any limita 
tion intended, the example of FIG. 4A is described in the 
context of the environment described above in FIGS. 
1A-1D, 1F, 2, 3. 

[0080] The sequence is initiated in step 402, When one of 
the application programs 110-112 experiences conditions 
requiring allocation of storage. The condition causing step 
402 may further dictate relevant aspects of the necessary 
allocation operation, such as (1) the type of storage device 
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to be used in the allocation operation if the storage 108 
contains different types of storage media, (2) the siZe of 
region to allocate, and (3) other pertinent aspects. Allocated 
storage regions may be expressed in terms of any convenient 
or appropriate unit of granularity, such as one or more disk 

sectors, disk tracks, disk “extents”, logical volumes, address 
ranges, blocks, tape tracks, ?les, datasets, etc. Storage 
regions may also have user-speci?ed siZes, in Which event 
this additional characteristic may be included in the alloca 
tion request. If desired, one or more storage regions may 
comprise subsets of a larger data structure, such as a 
database, ?le, storage group, dataset, etc; advantageously, 
this embodiment may facilitate different levels of security 
for subsets of a larger data structure. 

[0081] In step 406, the application program 110-112 
chooses a desired level of security for the region to be 
allocated. In this example, the levels of security, also called 
“security types” or “access levels” include: 

[0082] 1) “read/Write protect” Where both Reads and 
Writes are prohibited. Here, the storage controller 
106 prevents reading and Writing to the associated 
storage region unless the host presents an appropriate 
key. 

[0083] 2) “Write protect” Where Writes are prohibited 
but Reads permitted. Here, as discussed in greater 
detail beloW, the controller 106 Will prevent hosts 
from Writing the storage region unless the host 
presents an appropriate key. The associated storage 
region may be freely read. 

[0084] 3) “none” or “no security,” Where any host can 
read and Write to this storage region Without pre 
senting a key. As an example, “none” may be used as 
a default value if another security type is not chosen. 

[0085] In addition to the foregoing security types, addi 
tional parameters may be included, such as a per-access 
speci?cation that applies the speci?ed security type only for 
certain accesses, such as “all” accesses by a host, or only the 
“?rst” access by the host. After step 406, the application 
program 110-112 generates a reference security key (if some 
type of security Was selected in step 406) to be used by the 
controller 106 in regulating future host access to the allo 
cated storage region. The “reference” security key provides 
a reference copy against Which hosts’ proposed keys are to 
be evaluated. The reference security key of step 408 may 
comprise an alphabetic, numeric, alphanumeric, or other 
machine-readable code. As an example, the reference secu 
rity key may comprise a 256-bit digital number, selected in 
accordance With a public key encryption scheme, as dis 
cussed beloW. Optionally, the application programs 110-112 
may be con?gured such that, if the host seeks to extend an 
already-allocated storage region, the storage step 408 uti 
liZes the region’s existing reference security key instead of 
generating a neW one. 

[0086] After step 408, the application program 110-112 
issues a requestto allocate storage or extend allocation of 
already-allocated storage (step 412). This request includes 
the reference security key and security type of steps 406, 408 
and may be issued in the form of a command to a host 
operating system, another application program on the same 
host that manages storage requests, or directly to the storage 
controller 106. If the allocation command is issued to the 



US 2001/0052073 A1 

host machine or another application program, step 414 is 
performed, Where the recipient relays the allocation request 
to the controller 106, for example, by issuing an allocate 
command With a set-reference-key parameter, speci?cally 
directing the controller 106 to associate the provided refer 
ence key and security type With the storage region to be 
allocated. On the other hand, if the allocation request is 
given directly to the storage controller 106, step 414 may be 
omitted. As an alternative to the foregoing, the recipient 
storage controller 106 may provide the security key on 
behalf of the host, in Which case step 408 is omitted. 

[0087] FolloWing step 414, (or step 412 if step 414 is 
omitted) the controller 106 stores the security type and 
reference security key in a prescribed reference location, in 
association With the allocated storage region (step 416). As 
mentioned above, one example of the reference location is 
the storage use map 124; in this embodiment, the controller 
106 in step 416 stores the key and security type in the map 
124. In another example, the reference location may com 
prise host-inaccessible metadata in the allocated storage 
region itself, as explained above in conjunction With FIG. 
1F; in this example, step 416 involves storing these items in 
metadata such as 155-158, the associated user data being 
empty. 

[0088] After step 416, the requested allocation is com 
plete, and the sequence 400 ends in step 418. In the allocated 
storage region is noW available for selective access by the 
hosts, depending upon the established security type and the 
hosts’ ability to provide an acceptable key. 

[0089] Writing Data to Storage 

[0090] FIG. 4B shoWs a sequence 450 performed to Write 
data to the storage 108 according to the invention. For ease 
of explanation, but Without any limitation intended, the 
example of FIG. 4B is described in the context of the 
environment described above in FIGS. 1A-1D, 1F, 2, 3. The 
sequence 450 is initiated in step 462, When an occasion 
arises for one of the application programs 110-112 to Write 
data to the storage 108. 

[0091] In step 464, the application program 110-112 
chooses a desired security type for the data to be Written. The 
security types in this example include read/Write protect, 
Write protect, and none as explained above. After step 464, 
the application program 110-112 generates a reference secu 
rity key (step 466); step 466 may be omitted if “none” Was 
selected as the security type in step 464. The reference 
security key of step 466 comprises an alphabetic, numeric, 
alphanumeric, or other machine-readable code as discussed 
above. 

[0092] Optionally, the application programs 110-112 may 
be con?gured such that, if the present Write operation seeks 
to append, update, or otherWise modify previously Written 
data, step 466 comprises the application program attempting 
to supply the believed reference security key for the previ 
ously Written data. 

[0093] After step 466, the application program 110-112 
issues a Write request (step 468). The Write request consti 
tutes a command to Write data to the storage 108, and may 
specify relevant aspects of the operation, such as the type of 
storage device to be used in the Write operation if the storage 
108 contains different storage modes, and other pertinent 
aspects. More particularly, step 468 involves the application 
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program 110-112 issuing a Write request along With the user 
data to be Written, a proposed key (if attempting to modify 
existing data), and a neW reference key and security type (if 
Writing neW data). The request of step 468 may be issued to 
a host operating system, another application program on the 
same host that manages storage requests, or directly to the 
storage controller 106. 

[0094] If the Write request is issued to the host machine or 
another application program, step 470 is performed, Where 
the recipient relays the Write request to the controller 106. 
In the case of a neW Write, the recipient may provide its 
directions to the controller 106 by issuing a Write command 
With a set-reference-key parameter, speci?cally directing the 
controller 106 to associate the provided reference key and 
security type With the user data proposed for storage. For 
data that already exists on the storage 108, the Write request 
recipient may provide its directions to the controller 106 in 
the form of a Write command With a proposed-key-param 
eter. 

[0095] FolloWing step 470, the controller 106 determines 
Whether the user data proposed for storage is neW or existing 
in the storage 108 (step 472). This is performed by cross 
referencing information from the Write request (from step 
470) With information that the controller 106 maintains 
about data in the storage 108. If the proposed data object is 
neW, the controller 106 stores the data, and also stores the 
security type and reference security key in a prescribed 
reference location, in association With the allocated storage 
region (step 482). As mentioned above, one example of the 
reference location is the storage use map 124; in this 
embodiment, the controller 106 in step 482 stores the 
reference security key and security type in the map 124. In 
another example, the reference location may comprise host 
inaccessible metadata in the user data itself, as explained 
above in conjunction With FIG. 1F; in this example, step 
482 involves storing these items in the metadata associated 
With the identi?ed user data. For example, they may be 
stored preceding the user data, in a metadata header, as 
shoWn in FIG. 1F. Other locations may be used instead, 
such as metadata interspersed throughout the data object, a 
metadata suf?x, or another location. In the case of a Write 
operation, step 482 also involves the storage controller 106 
Writing the user data to storage 108. 

[0096] As one enhancement to the embodiment described 
above, the controller 106 may direct the storage 108 to 
employ the reference security key to encode the user data 
during the Write operation of step 482. Namely, the con 
troller 106 may use the reference security key to encode the 
user data supplied by the host and then store the data as 
encoded. Encoding and decoding in this embodiment may 
use a number of different techniques that are Well knoWn to 
those in the relevant art. For instance, one useful technique 
is public/private key encryption. By using such encoding/ 
decoding, stored data enjoys tWo levels of protection: (1) 
one level, by the controller 106 requiring requesting hosts to 
submit a proper proposed key to access the user data, and (2) 
another level, by encoding the user data itself With the 
security key. 

[0097] On the other hand, if the proposed user data to be 
Written already exists in storage, step 472 advances to step 
474, Where the controller 106 consults the reference security 
key and security type ?elds 146-147 associated With the user 
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data to determine the security type and reference security 
key. The controller 106 in step 476 then determines Whether 
the proposed Write operation is allowed. Namely, the Write 
operation is not alloWed if the security type of the existing 
user data is “read/Write protect” or “Write protect” and the 
proposed key is not appropriate to the reference security key. 
For instance, the proposed/reference keys may be required to 
match, or there be a match betWeen derivatives of one or 
both. If the Write operation is not alloWed, step 476 
advances to step 480, Where the controller 106 rejects the 
requested Write operation. For instance, the controller 106 
may return an error message to the requesting host. On the 
other hand, if the requested Write is permitted, step 476 
advances to step 480, Where the controller 106 performs the 
Write operation upon the storage 108. Optionally, the con 
troller 106 may direct the storage 108 to employ the refer 
ence security key in encoding data during the Write opera 
tion of step 480. — 

[0098] The sequence 450 ends after completion of steps 
478, 480, or 482. 

[0099] Reading Data from Storage—General 

[0100] FIG. 5 shoWs a sequence 500 of reading data from 
storage 108. For ease of explanation, but Without any 
limitation intended thereby, the example of FIG. 5 is 
described in the context of the environment described above 
in FIGS. 1A-1D, 1F, 2, 3. 

[0101] The sequence 500 begins in step 502 When an 
occasion arises for one of the application programs 110-112 
to read data from the storage 108. This may originate from 
a source such as an internal process of the application 
program, another application program of the requesting host, 
a user terminal or other input device (not shoWn) coupled to 
the host, another computer coupled to the host, etc. In step 
503, responsive to the event of step 502, the application 
program generates a Read request including (1) identi?ca 
tion of desired user data (“target user data”), such as by 
name, logical or physical storage location, storage device, 
etc., and (2) a proposed key for use by the controller 106 to 
determine Whether the application program should have 
access to the requested user data. If the Read request of step 
503 seeks access to user data Whose security type is “none,” 
the proposed key may be omitted from step 503. The Read 
request of step 503 may be issued to the host machine, 
another application program, or directly to the controller 
106. 

[0102] In step 504, the controller 106 receives the Read 
request of step 503. In response, the controller 106 deter 
mines Whether the target user data is protected, i.e., Whether 
a reference location has associated a reference security key 
With the target user data (step 506). This is performed by the 
controller 106 consulting the storage use map 124 (one 
example) or the metadata (other example). If the target user 
data does not have an associated reference security key, this 
storage region has no security protection and further analysis 
is unnecessary. In this case, the routine 500 passes from step 
506 to step 516, Where the controller 106 operates the 
storage 108 to read and output the requested user data. 
FolloWing step 516, the sequence 500 ends in step 518. 

[0103] If the target user data is protected, hoWever, step 
506 advances to step 508. In step 508 the controller 106 
determines user data’s security type. Namely, the controller 
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106 consults the reference location to retrieve the security 
type associated With the target user data, and thereby deter 
mine Whether Read operations are permitted Without sub 
mittal of a suitable proposed access key. In one example, 
step 508 may be performed by the controller 106 consulting 
the security type 147 in metadata to see Whether Read 
operations are protected. Alternatively, step 508 may be 
performed by the controller 106 consulting the storage use 
map 124 to determine Whether Read operations are pro 
tected. If Read operations are not protected, step 508 
advances to step 516, Where the controller 106 directs the 
storage 108 to read and output the requested data object (step 
516), and then the sequence 500 ends in step 518. Option 
ally, the reference security key may be used to decrypt the 
user data if the user data has been encrypted. 

[0104] If step 508 ?nds that Reads of the requested user 
data are protected, the routine 500 advances from step 508 
to step 510. In step 510, the controller 106 checks the 
host-submitted proposed key (received in step 504) against 
the reference security key (found in the reference location, 
e.g., key 146 or storage use map 124). In one example, step 
510 involves comparing the proposed and reference security 
keys to see Whether they match. Alternatively, step 510 may 
apply a predetermined processing sequence to derive a 
second key from the proposed key (such as by decryption 
using a different, prescribed private key), With this derived 
key being compared against the reference key. Alternative, 
the reference security key may be processed to derive a 
second key, With this derived key being compared to the 
proposed key. Other alternatives are also contemplated, such 
as processing both reference and proposed keys and com 
paring their derivatives. 

[0105] At any rate, if the proposed key (or its derivative) 
does not match the reference security key, the proposed key 
is not valid. In this case, step 512 advances to step 514 Where 
the controller 106 returns an error condition to the request 
ing host. OtherWise, if step 512 ?nds that the proposed key 
(or its derivative) matches the reference access key (or its 
derivative), the proposed access key is valid, and the con 
troller 106 directs the storage 108 to complete the requested 
Read operation in step 516. After steps 514 or 516, the 
sequence 500 ends in step 518. 

[0106] As one enhancement to the embodiment described 
above, the controller 106 may direct the storage 108 to 
employ the reference security key in decoding data during 
the Read operation of step 516. In this embodiment, the 
controller 106 uses the reference security key to decode the 
stored user data, and then provides the decoded data to the 
requesting host. Such decoding may utiliZe a number of 
different techniques that are Well knoWn to those in the 
relevant art, such as public/private key encryption. 

[0107] After step 516, the routine 500 ends in step 518. 

[0108] Reading Data from Storage—Local User Interface, 
Read-only Media 

[0109] Another description of FIG. 5 is noW made to 
speci?cally illustrate the playback of data from CD media 
176 in the environment of FIG. 1E. In this example, the CD 
media 176 comprises a read-only music CD that is provided 
With one or more reference security keys 146 and operation 
parameters 147 (as described in FIG. 1F) at the time of 
manufacture. In this embodiment, the storage use map 124 
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is omitted, since the media 176 contains security informa 
tion in its metadata. As described above, the media 176 may 
contain several different reference keys 146 in association 
With each song. 

[0110] Referring to FIG. 5 in conjunction With FIG. 1E, 
the sequence 500 begins in step 502 When a user 178 decides 
to listen to one or more songs on the CD 176. The user 178 

submits a proposed security key by entering the key into the 
user interface 170, or by providing a tangible security key 
171 to the interface 170. In step 503, responsive to the event 
of step 502, the user interface 170 generates a Play request 
including (1) identi?cation of one or more desired songs, 
such as by name, logical or physical storage location, 
storage device, etc., and (2) the user’s proposed key. Also in 
step 503, the interface 170 forWards the Play request to the 
device controller 172 to determine Whether the user should 
have access to the requested user data. If the Play request of 
step 503 seeks access to user data Whose security type is not 
“Playback Requires Security Key,” the proposed key may be 
omitted from step 503. 

[0111] In step 504, the controller 172 receives the Play 
request of step 503. In response, the controller 172 deter 
mines Whether the target song tracks is protected, i.e., 
Whether each requested song track has an associated refer 
ence key (step 506). This is performed by the controller 172 
consulting the song track’s metadata. If the target song track 
does not have any associated reference keys, this area has no 
security protection and further analysis is unnecessary. In 
this case, the routine 500 passes from step 506 to step 516, 
Where the controller 172 provides an audible output of the 
requested song track from the media 176. FolloWing step 
516, the sequence 500 ends in step 518. 

[0112] If the target song track is protected, hoWever, step 
506 advances to step 508. In step 508 the controller 172 
determines song track’s security type. Namely, the controller 
172 consults security type 147 in metadata stored on the 
media 176 to determine Whether Play operations are per 
mitted Without submittal of a suitable proposed access key. 
If Play operations are not protected, step 508 advances to 
step 516, Where the controller 172 interacts With the media 
176 to read and output (Play) the requested song track (step 
516), and then the sequence 500 ends in step 518. Option 
ally, the proposed key may be used to decrypt the requested 
song if the song has been stored on the media 176 With 
encryption. 

[0113] If step 508 ?nds that Playback of the requested 
song track is protected, the routine 500 advances from step 
508 to step 510. In step 510, the controller 172 checks the 
user-submitted proposed key (received in step 504) against 
the reference security key (found in the requested song’s 
metadata). In one example, step 510 involves comparing the 
proposed and reference security keys to see Whether they 
match. Alternatively, step 510 may apply a predetermined 
processing sequence to derive a second key from the pro 
posed key (such as by decryption using a prescribed private 
key), With this derived key being compared against the 
reference security key. Alternative, the reference security 
key may be processed to derive a second key, With the 
derived key being compared to the proposed key. Other 
alternatives are also contemplated, such as processing both 
reference and proposed keys and comparing their deriva 
tives. 
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[0114] At any rate, if the proposed key (or its derivative) 
does not match the reference security key, step 512 con 
cludes that the proposed key is not valid. In this case, the 
controller 172 returns an error condition to the requesting 
host in step 514. OtherWise, if the proposed key (or its 
derivative) matches the reference access key (or its deriva 
tive), step 512 concludes that the proposed access key is 
valid, and the controller 172 directs the storage 108 to 
complete the requested Play operation in step 516. After 
steps 514 or 516, the sequence 500 ends in step 518. 

[0115] Activate NeW Host 

[0116] FIG. 6 shoWs a sequence 600 performed by a neW 
host in order to join the system 100, and participate in future 
allocation and/or data access requests. For ease of explana 
tion, but Without any limitation intended thereby, the 
example of FIG. 6 is described in the context of the 
environment described above in FIGS. 1A-3. Generally, to 
add a neW host, the neW host obtains reference security keys 
for the user data to be accessed in the future. In addition, the 
neW host must con?gure its oWn interface (not shoWn) With 
the controller 106 to properly communicate the contents of 
a storage access request. 

[0117] More particularly, after the sequence 600 begins in 
step 602, the neW host obtains one or more existing refer 
ence security keys from a source such as other hosts 102 
104, the controller 106, application programs 110-112, user 
input, system administrator, etc. This step is optional, hoW 
ever, since there may be no need or intention for the neW 
host to access user data that is already protected. A host-host 
exchange of reference security keys may be conducted over 
the netWork 130 or over the links (not shoWn), for example. 

[0118] After step 604, the neW host’s application program 
recon?gures its interface With the controller in step 606. The 
neW host’s interface (not shoWn) may comprise an ESCON 
interface, small computer standard interface (SCSI), parallel 
or serial port, telephone modem, or any other digital data 
communications medium compatible With the particular 
embodiment of controller used in the system 100. In one 
example, the host interface may already be con?gured to 
receive storage access requests, e.g., components such as 
identi?cation of targeted user data, security types, etc.; in 
this case, step 606 involves recon?guring the host interface 
to accept submittal of proposed keys in the future. In the case 
of an ESCON interface, this may involve adding a neW 
channel command Word, or modifying an existing channel 
command Word to accept an proposed access key. In the case 
of a SCSI interface, the SCSI protocol is modi?ed in step 
606 to accept the input access parameter. 

[0119] Advantageously, the addition of neW hosts does not 
require any security modi?cation since the reference secu 
rity keys are stored at the controller 106 or storage 108. 

[0120] Bypass 
[0121] Optionally, an internal setting may be provided 
Within the controller 106 to bypass key checking in certain 
prede?ned environments or events. For example, bypass 
may be desirable during disaster recovery, backup, data 
migration, and other operations. 

[0122] Reset Access Key & Operation Parameter 

[0123] As an additional enhancementto the foregoing 
embodiment, the controller 106 may additionally recogniZe 
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a “reset-key” command issued by hosts 102-104. The reset 
key command directs the controller 106 to alter the access 
characteristics of an allocated storage region or stored data 
object. An illustrative reset-key includes a proposed key, 
along With a replacement reference security key and/or 
security type for the allocated storage region or user data. In 
response, the controller 106 validates the proposed key, and 
then proceeds to update its reference location (e.g., storage 
use map 124 or metadata). OtherWise, if the proposed key is 
invalid, the controller 106 fails the reset request. Along these 
lines, the invention also contemplates a “clear-key” com 
mand issued by hosts 102-104 to remove security protection 
of an allocated storage region or stored data object. 

Other Embodiments 

[0124] While the foregoing disclosure shoWs a number of 
illustrative embodiments of the invention, it Will be apparent 
to those skilled in the art that various changes and modi? 
cations can be made herein Without departing from the scope 
of the invention as de?ned by the appended claims. Fur 
thermore, although elements of the invention may be 
described or claimed in the singular, the plural is contem 
plated unless limitation to the singular is explicitly stated. 
Additionally, ordinarily skilled artisans Will recogniZe that 
operational sequences must be set forth in some speci?c 
order for the purpose of explanation and claiming, but the 
present invention contemplates various changes beyond 
such speci?c order. 

What is claimed is: 
1. A data storage method for use in a storage system 

including a storage controller serving one or more hosts 
Where the storage controller is coupled to a digital data 
storage, the storage containing host-accessible user data 
accessed by the storage controller on behalf of hosts and 
host-inaccessible metadata used by the storage controller to 
manage storage of the host-accessible data, the method 
comprising operations of: 

the storage controller receiving a Write request from one 
of the hosts, the request including target data and a 
security key; 

the storage controller storing the target data in the digital 
data storage and storing the security key in metadata in 
association With the target data; 

requiring host provision of a security key With prescribed 
relationship to the stored security key as a condition to 
granting future host requests to access the target data in 
the digital data storage. 

2. The method of claim 1, the requiring operation com 
prising: 

requiring host provision of a security key matching the 
stored security key as condition to granting future host 
requests to access the target data in the digital data 
storage. 

3. The method of claim 1, the requiring operation com 
prising: 

as a condition to granting future host requests to access 
the target data in the digital data storage, requiring host 
provision of a security key that matches the stored 
security key When processed by a predetermined 
encryption process. 
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4. The method of claim 1, the operation of the storage 
controller storing the target data comprising operations of: 

encrypting the target data With the security key and 
storing the encrypted target data. 

5. The method of claim 1, Where the digital data storage 
comprises a storage device including a device controller, and 
the storage controller is embodied by the device controller. 

6. A data storage method for use in a storage system 
including a storage controller coupled to a digital data 
storage Where the storage controller serves one or more 
hosts, the storage containing host-accessible user data 
accessed by the storage controller on behalf of hosts and 
host-inaccessible metadata used by the storage controller to 
manage storage of the host-accessible data, the method 
comprising operations of: 

the storage controller receiving an allocation request from 
one of the hosts; 

the storage controller allocating a region of the digital 
data storage and storing a security key in metadata 
associated With the allocated region; 

requiring host provision of a security key With prescribed 
relation to the stored security key as a condition to 
granting future host requests to access data in the 
allocated region of the digital data storage. 

7. The method of claim 6, the requiring operation com 
prising: 

requiring host provision of a security key matching the 
stored security key as a condition to granting future 
host requests to access the target data in the digital data 
storage. 

8. The method of claim 6, the requiring operation com 
prising: 

as a condition to granting future host requests to access 
the target data in the digital data storage, requiring host 
provision of a security key that matches the stored 
security key When processed by a predetermined 
encryption process. 

9. The method of claim 6, Where the digital data storage 
comprises a storage device including a device controller, and 
the storage controller is embodied by the device controller. 

10. A data security method for use in a storage system 
including a storage controller responsive to one or more 
hosts Where the storage controller is coupled to a digital data 
storage, the storage containing host-accessible user data 
accessed by the storage controller on behalf of hosts and 
host-inaccessible metadata used by the storage controller to 
manage storage of the host-accessible data, the method 
comprising operations of: 

the storage controller receiving a storage access request 
from one of the hosts, the request including a proposed 
security key and an identi?cation of a requested data 
object contained on the digital data storage; 

the storage controller retrieving a security key stored in 
metadata of the requested data object in the digital data 
storage, and then determining Whether the stored secu 
rity key and the proposed security key exhibit a pre 
scribed relationship; and 

only if the proposed and stored security keys exhibit the 
prescribed relationship, the storage controller execut 
ing the storage access request, otherWise aborting the 
storage access request. 








