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ABSTRACT 

Aweb/Internet-based Outbound Network Management tool 
that enables customers of telecommunications network pro 
viders to modify outbound access to their virtual networks 
via a Web/Internet-based graphical user interface. Via a 
secure Web/Internet-based connection, the tool enables cus 
tomers to add, create, modify or view their outbound net 
work telecommunications network assets including: calling 
party numbers, calling cards, virtual network dialing plans, 
and their Code ID/Set attributes and features associated with 
their virtual networks. 
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INTEGRATED PROXY INTERFACE FOR WEB 
BASED TELECOMMUNICATIONS NETWORK 

MANAGEMENT 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

[0001] The following patent application claims the bene?t 
of US. Provisional Patent Application Ser. No. 60/060,655 
?led Sep. 26, 1997. 

FIELD OF THE INVENTION 

[0002] The present invention relates generally to informa 
tion delivery systems and, particularly, to a novel, WWW/ 
Internet-based, telecommunications netWork management 
service for customers of a telecommunications service pro 
vider. 

BACKGROUND OF THE INVENTION 

[0003] Telecommunications service entities, e.g., MCI, 
AT&T, Sprint, and the like, presently provide for the pre 
sentation and dissemination of customer account and net 
Work data management information to their customers pre 
dominantly by enabling customers (clients) to directly dial 
up, e.g., via a modem, to the entity’s application servers to 
access their account information, or, alternately, via dedi 
cated communication lines, e.g., ISDN, T-1, etc., enabling 
account information requests to be initiated through their 
computer Workstation running, for eXample, a WindoWs 
based graphical user interface. The requests are processed by 
the entity’s application server’s, Which retrieves the 
requested customer information from one or more databases, 
processes and formats the information for doWnloading to 
the client’s personal computer, or more primitively, a 3270 
dumb terminal or a loW-end Workstation. 

[0004] Telecommunications service providers that offer 
800/8XX (toll-free) and other “virtual” telecommunications 
netWork services, e.g., private netWorks, to their customers 
currently provide some type of user interaction to manage 
their virtual and private netWorks and call routing plans. 

[0005] The assignee of the present invention, MCI, cur 
rently provides an MCI ServiceVieW (“MSV”) product line 
referred to as Virtual NetWork “Vnet” Which is a telecom 
munications service offering private netWork capabilities 
and features at loW cost to multi-location companies With 
domestic and international calling needs. Particularly, the 
Vnet virtual netWork uses sWitched public netWork facilities, 
sophisticated softWare systems, and MCI’s virtual netWork 
to provide customers With a private voice and data netWork. 
MCI’s Vnet service additionally provides consolidated long 
distance service for all locations, eliminating the need to 
provide multiple long distance services to locations of 
different siZes. Thus, Vnet is suitable for long distance calls 
betWeen company locations, as Well as long distance calls to 
US. and international locations. This alloWs for a consoli 
dation of all company long distance usage charges for all 
locations under one corporate invoice and one basic rate 
structure subject to a volume discount. 

[0006] Another MCI MSV product is referred to as 
“Vision” Which is an integrated product for consolidated or 
multi-location business. The “Vision” netWork platform is 
similar to that of “Vnet,” and is also a softWare de?ned 
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virtual netWork telecommunications service offering a single 
solution for: domestic and international outbound calling, 
inbound Toll-Free service, card, data and the different access 
types Which include: outbound, Toll-free inbound, sWitched 
data, dedicated and IntraLATA. Vision also offers Custom 
iZed Business Programs With special rates and discounts 
geared to meet customer’s speci?c traf?c pattern needs. 

[0007] Further provided by MCI is an MSV Outbound 
NetWork Management system (“Outbound NM”) Which 
enables customers to manage the Vnet/Vision Features 
selected for their netWorks including: 1) Call Tracking and 
Control Features: 2) Call Routing Features: and 3) Multiple 
NetWorks Feature. Particularly, the MSV Outbound NM 
system is a PC-WindoWs based GUI to MCI’s NetWork 
Control System (“NCS”) Which comprises interrelated soft 
Ware and hardWare components alloWing customer’s to enter 
and process MCI Outbound NM orders. With more particu 
larity, NCS comprises the folloWing components: 1) a legacy 
order entry system referred to as MCI’s NetWork Capabili 
ties System (“NetCap”) Which system provides near “real 
time” processing (editing, validation, logging) of customer 
orders pertaining to customers’ Vnet and Vision netWorks 
entered therein; 2) data access points (“DAPS”) Which 
implements Vnet and Vision call routing plan orders at the 
netWork sWitches; and, 3) a Service Control Manager 
(“SCM”) Which provides the link betWeen NetCap and the 
DAPs for translating, formatting and distributing the infor 
mation included in the submitted orders to each of the 
DAPS. Once an order is implemented on the DAPS, Vnet 
and Vision netWork calls are processed With the features 
speci?ed in the order. 

[0008] Particularly, NetCap is a mainframe MVS system 
that implements an on-line subsystem for accepting orders 
for toll-free, VNET, and Vision routing plans. It also has a 
background-processing subsystem that takes these orders, 
processes them, stores them in a database, and feeds orders 
to SCM. Currently, the three methods employed for access 
ing NetCap are: a direct 3270 terminal connection for 
internal MCI users Which provides access to 100 percent of 
NetCap’s functions; a PC-based 3270 terminal emulation 
program that utiliZes 56 kbps dial-up access to a majority of 
NetCap functions; and, the PC-based WindoWs application 
entitled “OutBound NM,” Written in C++, for eXample, 
Which enables customers to implement and con?gure rout 
ing plans for Vnet netWork via the eXisting MCI Service 
VieW (MSV) infrastructure comprising a private netWork of 
routers and protocol converters that connect PC WindoWs 
applications to NetCap. 

[0009] With more particularity, the MSV Outbound NM 
Call Tracking and Control feature enables a customer to 
establish the rules that apply to calls made on their Vnet/ 
Vision netWork including: 1) establishment of Range Privi 
leges for alloWing restriction of calls to speci?c geographic 
areas; 2) establishment of Range Restrictions for restricting 
the use of a calling card from a speci?c origination point to 
speci?ed termination point(s); 3) establishment of rules for 
extending a customer’s Vnet/Vision netWork beyond a cor 
porate boundary; 4) establishment of Supplemental Codes 
Which may be used for controlling and monitoring a busi 
ness including ID codes that specify Who may place calls 
and their range privileges, and accounting codes that asso 
ciate a call With a category that a customer may specify for 
their internal audit/call management purposes; and 5) estab 
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lishment of exclusions Which enable the blocking of calls to 
speci?c numbers and/or geographic locations, e.g., prohib 
iting calls to a single number or range of speci?ed public 
numbers. 

[0010] The MSV Outbound NM Call Routing feature 
enables the customer to engineer the routes that calls folloW 
on their netWork. Thus, customers may: 1) de?ne a dialing 
plan order enabling the creation of private numbers and 
vanity numbers; 2) force public numbers on the netWork; 3) 
implement CustomiZed Message Announcements (“CMA”) 
Which enables a call to be routed to a pre-recorded message 
including, for example, customer-de?ned messages and 
error-intercept messages; 4) implement exclusions; 5) 
implement hotlines Which enables automatic dialing of a 
speci?ed number, e.g., upon lifting of the handset; and, 6) 
point of origin routing Which enables the designation of an 
alternative DAL, overriding the DAL already speci?ed in 
the dialing plan based on originating sWitch. Further, cus 
tomers are enabled to reroute a call originating from a 
Dedicated Access Line (“DAL”) to a different destination 
(DAL), Calling Party Number (“CPN”) or customiZed mes 
sage announcement) When the called number is busy. A 
dedicated access line is a direct link from a company tp the 
nearest service provider sWitch. 

[0011] The MSV Outbound NM Multiple Networks fea 
ture enables a Vnet to be structured in a Way that a 
company’s individual subsidiaries or divisions may have 
their oWn sub-netWork of the company’s “main” Vnet net 
Work and enables the individual subsidiaries or divisions to 
de?ne their oWn Vnet requirements. 

[0012] Using the MSV MCI Outbound NM involves cre 
ating and approving orders that change the con?guration of 
a customer’s netWork. MCI Outbound NM assigns each 
order a unique number (e.g., in the format VXXXXXX) and 
presents a series of screens for user input and approval. Once 
the order is approved and becomes complete in the system, 
it becomes a record in the customer’s inventory, and the 
change is active Within the customer’s netWork. An inven 
tory is a complete listing of the current con?guration of a 
customer’s Vnet/Vision NetWork, including Calling Party 
Numbers (CPNs), Calling Cards, Dedicated Access Lines 
(DALs), Remote Access Number(s) and all active records 
(complete orders) in the netWork database. 

[0013] Subject to prede?ned security access privileges, the 
functionality for processing an order using MSV Outbound 
NM includes: creating a neW order or open an existing order; 
specifying a Date/Time that the host system is to complete 
the order; specifying an Order Priority for processing by the 
host; 

[0014] adding/changing/deleting information on the order 
as required; and, approving the order. 

[0015] Speci?cally, there are tWo types of access levels to 
MCI MSV Outbound NM: 1) System Administrator; and, 2) 
User. For example, a special User ID may be established for 
each System Administrator of the customer’s corporation 
Which Would enable the system administrator to perform the 
folloWing: 1) vieW a list of users or Workstations; 2) add a 
user; 3) add an MCI ServiceVieW application to a user; 4) 
Modify user information; 5) reset a user’s passWord; 6) 
delete a user and/or application. The System Administrator 
may further assign or restrict certain MCI Outbound NM 
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features for each user Which can range from the types of 
orders a user can access, to various levels of order admin 
istration privileges, such as approving or unapproving an 
order. For example, MCI Outbound NM user privileges that 
may be established include: permitting or restricting a user’s 
access to 1) calling party number (CPN) orders; 2) Calling 
Card Orders; 3) dialing plan orders; and 4) ID code set 
orders. Further privileges may include: 5) authority to 
approve orders. For example, if user’s access is restricted, 
the user may create orders, but they Will remain in a “Not 
Approved” status When the orders are closed. A user With 
order approval authority must open the orders and approve 
them to release them for processing; 6) authority to specify 
an order priority, e.g., immediate approval Would correspond 
to order priority 1; 7) authority to modify orders. For 
example, if permitted, the user can modify/delete orders that 
are in “Not Approved” status; 8) authority to unapprove 
orders. For example, if permitted, the user can unapprove an 
“approved” order that has not yet completed, in order to 
modify or delete the order; and, 9) ability to modify the 
date/time required for an approved order. Further order 
administrative functions enabled by MSV Outbound NM 
include: ability too revieW orders Without changing them; 
and, the ability to see the status of an order. 

[0016] While the current Outbound NetWork Management 
features in the current MSV platform are sufficient for those 
With existing access, a need exists to provide a neWer, faster 
platform With neW Outbound netWork management capa 
bilities for customers through the public Internet. 

[0017] Moreover, a need exists to integrate the existing 
MSV Outbound netWork management client-server applica 
tion in a Web-based platform Which provides expedient 
comprehensive and more secure data access and reporting 
services to customers from any Web broWser on any com 
puter Workstation anyWhere in the World. 

SUMMARY OF THE INVENTION 

[0018] The present invention is directed to a novel Out 
bound netWork management tool for a Web-based (Internet 
and Intranet) client-server application that enables custom 
ers to de?ne their oWn Virtual NetWork (Vnet) routing plans 
via the Web/Internet. The Outbound netWork management 
tool enables customers to order and link netWork attributes 
and features to their outbound netWork calling party num 
bers, calling cards, and Vnet/Vision dialing plans, and to 
assign ID Code/Set(s) to outbound netWork subscribers. 

[0019] The Outbound netWork management tool client 
server application is a Web-based, object-oriented applica 
tion that implements a Remote Method Invocation “RMI” 
like protocol providing customers With the ability to request, 
specify, receive and vieW data pertaining to their Vnet 
netWork management assets, e.g., Vnet number routing 
plans, calling card inventories, etc., and to generate orders 
for changing aspects of the Vnet routing plans via a World 
Wide Web interface. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0020] Further features and advantages of the invention 
Will become more readily apparent from a consideration of 
the folloWing detailed description set forth With reference to 
the accompanying draWings, Which specify and shoW pre 
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ferred embodiments of the invention, wherein like elements 
are designated by identical references throughout the draW 
ings; and in Which: 

[0021] FIG. 1 illustrates the softWare architecture com 
ponent comprising a three-tiered structure; 

[0022] FIG. 2 is a diagrammatic overvieW of the softWare 
architecture of the netWorkMCI Interact system; 

[0023] FIG. 3 is an illustrative example of a backplane 
architecture schematic; 

[0024] FIG. 4 illustrates an example client GUI presented 
to the client/customer as a broWser Web page; 

[0025] FIG. 5 is a diagram depicting the physical net 
WorkMCI Interact system architecture; 

[0026] FIG. 6 is a block diagram depicting the physical 
architecture of the ONM system 200 of the invention; 

[0027] FIG. 7 illustrates a How diagram depicting the 
ONM logon/authentication procedure; 

[0028] FIG. 8 illustrates an example Web/Internet-based 
home page screen providing a suite of nMCI Interact appli 
cations; 
[0029] FIGS. 9(a)-9(p) illustrate various examples of 
ONM Web page screen dialogs enabling user interaction 
With Outbound Network management system. 

DETAILED DESCRIPTION OF THE 
INVENTION 

[0030] The present invention is one component of an 
integrated suite of customer netWork management and report 
applications using a Web broWser paradigm. KnoWn as the 
netWorkMCI Interact system (“nMCI Interact”) such an 
integrated suite of Web-based applications provides an 
invaluable tool for enabling customers to manage their 
telecommunication assets, quickly and securely, from any 
Where in the World. 

[0031] As described in co-pending US. patent application 
Ser. No. (D#11038), the nMCI Interact system 
architecture is basically organiZed as a set of common 
components comprising the folloWing: 

[0032] 1) an object-oriented softWare architecture 
detailing the client and server based aspect of nMCI 
Interact; 

[0033] 2) a netWork architecture de?ning the physical 
netWork needed to satisfy the security and data 
volume requirements of the netWorkMCI System; 

[0034] 3) a data architecture detailing the application, 
back-end or legacy data sources available for net 
WorkMCI Interact; and 

[0035] 4) an infrastructure covering security, order 
entry, ful?llment, billing, self-monitoring, metrics 
and support. 

[0036] Each of these common component areas Will be 
generally discussed hereinbeloW. A detailed descriptions of 
each of these components can be found in a related, co 
pending US. patent application Ser. No. (Attorney 
Docket 11038) entitled INTEGRATED CUSTOMER 
INTERFACE SYSTEM FOR COMMUNICATIONS NET 
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WORK MANAGEMENT, the disclosure of Which is incor 
porated herein by reference thereto. 

[0037] FIG. 1 is a diagrammatic illustration of the soft 
Ware architecture component in Which the present invention 
functions. A ?rst or client tier 10 of softWare services are 
resident on a customer Work station 10 and provides cus 
tomer access to the enterprise system, having one or more 
doWnloadable application objects directed to front end busi 
ness logic, one or more backplane service objects for man 
aging sessions, one or more presentation services obj ects for 
the presentation of customer options and customer requested 
data in a broWser recogniZable format and a customer 
supplied broWser for presentation of customer options and 
data to the customer and for internet communications over 
the public Internet. Additionally applications are directed to 
front end services such as the presentation of data in the 
form of tables and charts, and data processing functions such 
as sorting and summariZing in a manner such that multiple 
programs are combined in a uni?ed application suite. 

[0038] A second or middle tier 12, is provided having 
secure Web servers and back end services to provide appli 
cations that establish user sessions, govern user authentica 
tion and their entitlements, and communicate With adaptor 
programs to simplify the interchange of data across the 
netWork. 

[0039] A third or back end tier 15 having applications 
directed to legacy back end services including database 
storage and retrieval systems and one or more database 
servers for accessing system resources from one or more 
legacy hosts. 

[0040] Generally, as explained in co-pending US. patent 
application Ser. No. (D#11040), entitled GRAPHI 
CAL USER INTERFACE FOR WEB ENABLED APPLI 
CATIONS, the disclosure of Which is incorporated herein by 
reference thereto, the customer Workstation includes client 
softWare capable of providing a platform-independent, 
broWser-based, consistent user interface implementing 
objects programmed to provide a reusable and common GUI 
abstraction and problem-domain abstractions. More speci? 
cally, the client-tier softWare is created and distributed as a 
set of Java classes including the applet classes to provide an 
industrial strength, object-oriented environment over the 
Internet. Application-speci?c classes are designed to support 
the functionality and server interfaces for each application 
With the functionality delivered through the system being of 
tWo-types: 1) cross-product, for example, inbox and report 
ing functions, and 2) product speci?c, for example, toll free 
netWork management or Call Manager functions. The sys 
tem is capable of delivering to customers the functionality 
appropriate to their product mix. 

[0041] FIG. 2 is a diagrammatic overvieW of the softWare 
architecture of the netWorkMCI Interact system including: 
the Customer BroWser (aka. the Client) 20; the Demilita 
riZed Zone (DMZ) 17 comprising a Web Servers cluster 24; 
the MCI Intranet Dispatcher Server 26; and the MCI Intranet 
Application servers 30, and the data Warehouses, legacy 
systems, etc. 40. 

[0042] The Customer BroWser 20, is broWser enabled and 
includes client applications responsible for presentation and 
front-end services. Its functions include providing a user 
interface to various MCI services and supporting commu 




























