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CLIP-ON FRAUD PREVENTION METHOD AND 
APPARATUS 

BACKGROUND OF THE INVENTION 

[0001] 1. Field of the Invention 

[0002] The present invention relates generally to anti 
fraud devices for use in telecommunications netWorks and, 
more particularly, to a system and method for preventing 
clip-on fraud using telephone authentication. 

[0003] 2. Related Art 

[0004] Anti-fraud devices are used in telecommunications 
netWorks to prevent calls from being billed to a customer or 
subscriber that did not authoriZe the call. Because payment 
for calls made using traditional local calling and dial-1 long 
distance telephone is obtained by billing the oWner of the 
telephone for all calls made on the telephone at the end of 
a month, fraud occurs With these services When someone has 
access to a telephone and makes a telephone call that they 
are not authoriZed to make. 

[0005] UnauthoriZed interconnection With a customer’s 
Wireline or private exchange equipment is referred to as 
clip-on fraud. Private exchanges provide sWitching capabili 
ties to a large number of telephones or other telecommuni 
cations netWork access equipment, such as personal com 
puters, that are oWned by one private entity. Clip-on fraud 
occurs by an unauthoriZed individual attaching their tele 
communications equipment to the Wires that interconnect 
the authoriZed customer’s telecommunications equipment to 
the central office sWitch. A central office sWitch is a sWitch 
that provides access to the telecommunications netWork and 
sWitching capability for local calls. 

[0006] Clip-on fraud alloWs a user of equipment that is 
clipped-onto a customer’s telephone lines to place as many 
unauthoriZed calls as he or she Wishes. Because calls from 
privately oWned telephones are typically billed to an account 
associated With the telephone at the end of each month, the 
oWner of the telephone may not be aWare of the unautho 
riZed access until the end of the month. In addition, because 
calls can be made from privately oWned telephones Without 
the caller demonstrating authoriZation, the oWner of the 
telephone is unable to prevent fraud occurring via an unau 
thoriZed access to their telephone lines. 

[0007] A telecommunications company’s ability to detect 
clip-on fraud is limited. Telecommunications companies 
currently do not have the capability to determine What 
equipment is authoriZed to interconnect With a customer’s 
Wirelines. Using calling patterns to detect clip-on fraud is 
not helpful because a large volume of calls made With a 
telephone may not be detectable as unusual. 

[0008] The charges for the unauthoriZed services are most 
often billed to the authoriZed customer Who must convince 
the telecommunications company that he or she has not 
made the calls. The authoriZed customer must prove that he 
or she did not make the calls, pay any long distance charges, 
and then approach the long distance company for compen 
sation. Clip-on fraud places a burden on the customer Who 
may have little technical ability to resolve the unauthoriZed 
interconnection. The charges jeopardiZe the credit Worthi 
ness of the victim and may result in their telephone services 
being shut-off or being toll restricted. 
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[0009] Current attempts to address clip-on fraud include 
locking access boxes and attempting to obstruct access to the 
local netWork. These attempts do not prevent the problem 
but only make access slightly more difficult. In addition, 
millions of access points, such as interconnections, junction 
boxes, and demarcations, exist. Attempts to secure these 
points are expensive and often fail as an individual Wishing 
unauthoriZed access can easily circumvent the locks. 

SUMMARY OF THE INVENTION 

[0010] The present invention includes call initiation 
equipment that contains intelligence Which authenticates the 
call initiation equipment to the central office sWitch. Call 
initiation equipment is equipment that is capable of estab 
lishing a call via a telecommunications netWork. The authen 
tication of the call initiation equipment takes place by 
providing an appropriate response to a validation request 
message from the central office sWitch. The intelligence 
contained in the call initiation equipment ensures that it Will 
only operate successfully When used from the authoriZed 
customer’s Wireline. 

[0011] The use of the validation request message removes 
the ability of an individual Wishing unauthoriZed access to 
clip-on to the customer’s Wireline With a standard analog 
telephone equipment or other device. The requirement that 
the call initiation equipment contain intelligence that ensures 
that it operates successfully only When used from the 
authoriZed customer’s Wireline prevents an individual Wish 
ing unauthoriZed service from being able to make unautho 
riZed calls by physically stealing the customer’s phone and 
using it on another Wireline. 

[0012] The system of the present invention includes call 
initiation equipment that has an authentication unit that is 
capable of sending authentication data. The call initiation 
equipment accesses a telecommunications netWork via a 
customer’s Wireline that interfaces With an exchange. The 
exchange is connected to an adjunct platform Which stores 
information needed to authenticate the call initiation equip 
ment. 

[0013] Examples of call initiation equipment include but 
are not limited to a telephone, a mobile telephone, or a 
personal computer With a modem. The authentication unit 
included in the call initiation equipment authenticates the 
call initiation equipment to the telecommunications net 
Work. An authentication unit is intelligence Within the call 
initiation equipment that is capable of sending authentica 
tion data, Which is data that identi?es that the call initiation 
equipment is authoriZed to operate on a particular custom 
er’s Wireline. The customer Wireline is a line that connects 
the telephone or other call initiation equipment With an 
exchange. Customer Wirelines may be copper lines in the 
ground or carried on telephone poles or ?ber optic cable. 

[0014] An exchange, also referred to as a sWitch, Which is 
connected to the call initiation equipment via the customer 
Wireline, is a component of the telecommunications netWork 
that provides access for call initiation equipment and sWitch 
ing functionality for access to other exchanges and to local 
call initiation equipment. The exchange is connected to an 
adjunct platform. An adjunct platform stores the information 
needed to authenticate the call initiation equipment. 

[0015] The method of the present invention involves origi 
nating a call, using call initiation equipment, to the adjunct 
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platform via an exchange. The adjunct platform responds to 
the call origination by sending a validation request message 
to the call initiation equipment, again via an exchange. The 
call initiation equipment responds to the validation request 
message by sending authentication data to the adjunct plat 
form via an exchange. The adjunct platform sends a vali 
dation response message to the exchange and the exchange 
either alloWs the call to be initiated or denies access With 
either no indication or With an access denied message sent 

to the call initiation equipment indicating that access is 
denied. 

[0016] Further features and advantages of the invention, as 
Well as the structure and operation of various embodiments 
of the invention, are described in detail beloW With reference 
to the accompanying draWings. In the draWings, like refer 
ence numbers generally indicate identical, functionally simi 
lar, and/or structurally similar elements. The draWing in 
Which an element ?rst appears is indicated by the leftmost 
digit(s) in the corresponding reference number. 

BRIEF DESCRIPTION OF THE FIGURES 

[0017] The present invention Will be described With ref 
erence to the accompanying draWings, Wherein: 

[0018] FIG. 1 is a block diagram of an authentication unit 
call set-up environment according to a preferred embodi 
ment of the present invention; 

[0019] FIG. 2 depicts a ?oWchart illustrating the operation 
of an authentication unit call set-up environment according 
to a preferred embodiment of the present invention; and 

[0020] FIG. 3 depicts a ?oWchart illustrating the messages 
for authentication unit operation. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

[0021] FIG. 1 is a block diagram of an authentication unit 
call set-up environment 102 according to an embodiment of 
the present invention. The authentication unit call set-up 
environment 102 alloWs for call set-up by ensuring that the 
caller is using call initiation equipment 104 that is autho 
riZed to be interconnected to the customer’s Wireline 108. 

[0022] The authentication unit call set-up environment 
102 comprises call initiation equipment 104 that includes an 
authentication unit 106. The call initiation equipment 104 is 
interconnected to a central office sWitch 110 via a Wireline 
108. The central office sWitch 110 provides access to the 
global telecommunications netWork 118. 

[0023] The central office sWitch 110 is interconnected to 
an adjunct platform, such as intelligent service netWork 
(ISN) 112 for authentication of the call initiation equipment 
104. The ISN 112 provides a validation request message 306 
(of FIG. 3) to the call initiation equipment 104 for authen 
tication. 

[0024] In addition, the central office sWitch 110 is inter 
connected to an interexchange carrier sWitch 114 for access 
to other global telecommunications netWork sWitches and 
termination equipment 116. The central office sWitch 110 is 
also interconnected to additional call initiation equipment 
(not shoWn) and provides sWitching capability to terminate 
local calls. 
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[0025] The authentication unit call set-up environment 
102 Will be described further With respect to an exemplary 
call. Call initiation equipment 104 is used to initiate a 
telephone call via customer Wireline 108 to the central office 
sWitch 110. Call initiation equipment 104 may include, but 
is not limited to, a telephone, a mobile telephone (also 
referred to as a Wireless telephone), a personal computer or 
any other equipment that can be used to initiate a call via a 
telecommunications netWork. The call initiation equipment 
104 includes an authentication unit 106. The authentication 
unit 106 includes intelligence (implemented using hardWare, 
softWare, or a combination of hardWare and softWare) 
needed to authenticate that call initiation equipment 104 is 
authoriZed to use customer Wireline 108. 

[0026] The authentication unit 106 need not be a particular 
component Within call initiation equipment 104. Authenti 
cation unit 106 may be any intelligence that can authenticate 
call initiation equipment 104. For example, authentication 
unit 106 can use existing circuitry Within call initiation 
equipment 104 that is used for other functions. Authentica 
tion unit 106 can alternatively be a dedicated hardWare state 
machine, or a processor operating according to softWare. If 
the authentication unit 106 is outside the call initiation 
equipment 104, an unauthoriZed user may be able to inter 
connect betWeen call initiation equipment 104 and authen 
tication unit 106 and obtain authoriZation via authentication 
unit 106. Thus, in embodiments Where the authentication 
unit 106 is outside the call initiation equipment 104, pref 
erably the authentication unit 106 is sufficiently close to call 
initiation equipment 104, so that it is Would be difficult for 
an unauthoriZed user to interconnect betWeen call initiation 
equipment 104 and authentication unit 106. Nevertheless, 
preferably, authentication unit 106 is Within call initiation 
equipment 104. 

[0027] Customer Wireline 108 carries signals betWeen call 
initiation equipment 104 and central office sWitch 110. 
Customer Wireline 108 may be any transmission line that is 
capable of carrying signals in the telecommunications net 
Work. A customer Wireline may be, but is not limited to, a 
cooper Wire, ?ber optic cable or frequency assignment of a 
signal that Will be received by an antenna. Customer Wire 
line 108 may include other equipment that combines various 
customers’ call initiation equipment prior to reaching the 
central office sWitch 110. Examples of equipment that com 
bines Wirelines from various customers’ call initiation 
equipment are demarcation blocks, junctions, and other 
facilities that interconnect Wires. 

[0028] Central of?ce sWitch 110 is an exchange Within a 
local exchange netWork. An exchange is a component of a 
telecommunications netWork that is capable of providing 
access to call initiation equipment and sWitching function 
ally to other exchanges. SWitching functionality alloWs a 
call to be routed via a telecommunications netWork, com 
prising Wirelines and exchanges, to access databases con 
taining information, components that play recordings, or to 
call initiation equipment used by other customers. A central 
office is a building or other facility oWned by a local 
exchange netWork provider. Therefore, an exchange Within 
a central office, such as central office sWitch 110, is Within 
a local exchange netWork. A local exchange netWork com 
prises sWitches and termination equipment Within a local 
iZed area. An example of a local exchange netWork is a local 
telephone operating company netWork such as Bell Atlantic. 
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[0029] The central office switch 110 is interconnected to 
an ISN 112 which provides authentication of call initiation 
equipment 104. An ISN 112 is one type of adjunct platform. 
An adjunct platform provides the capability needed to 
authoriZe call initiation equipment 104. The capability 
needed to authoriZe call initiation equipment 104 includes 
the ability to send a validation request message and data to 
determine whether the authenticating data received from call 
initiation equipment 104 is valid. In addition, an adjunct 
platform may need processors that can interact with call 
initiation equipment 104 by providing translations and que 
rying one or more databases to respond to call initiation 
equipment 104. 

[0030] As just noted, ISN 112 is one type of adjunct 
platform. ISN 112 preferably includes an automated call 
distributor which accesses automated response units. Auto 
mated response units can play messages and obtain data. An 
automated response unit on ISN 112 can interact with the 
call initiation equipment to receive and send signals. In 
addition, the automated response unit can interact with 
databases on ISN 112 to obtain the data needed to validate 
call initiation equipment 104. An eXample intelligent service 
network is described in further detail in co-pending US. 
Patent Application Attorney Docket No. CDR-96-008 
(15752230000) entitled, “A System and Method for Pro 
viding Operator and Customer Services for Intelligent Over 
lay Networks,” assigned to the assignee of the present 
invention and incorporated herein by reference in its 
entirety. The adjunct platform may also be implemented as 
a standalone database on a computer system such as the 
RISC 6000 manufactured by International Business 
Machines Corp. (IBM). 
[0031] After call initiation equipment authentication is 
complete, if the call is a long-distance call, central of?ce 
switch 110 sends the call to intereXchange carrier switch 
114. IntereXchange carrier switch 114 is a switch on an 
intereXchange network. An intereXchange network com 
prises a plurality of switches that are located throughout a 
geographic area. However, in contrast to a local eXchange 
network, intereXchange networks typically comprise of 
switches throughout a large geographic area to process long 
distance telephone calls. For eXample, a national intereX 
change network comprises switches throughout the nation. 

[0032] IntereXchange carrier switch 114 completes the call 
via one or more components within global telecommunica 
tions network 118. Global telecommunications network 118 
comprises the components shown in FIG. 1 and other global 
telecommunications network switches and termination 
equipment 116. Other global telecommunications network 
switches and termination equipment 116 comprises various 
intereXchange networks that include intereXchange carrier 
switches and various local eXchange networks that include 
central of?ce switches. In addition, other global telecom 
munications network switches and termination equipment 
116 includes other equipment that can be used to access 
databases, listen to messages, and interconnect with other 
users using the global telecommunications network 118. 

[0033] FIG. 2 depicts a ?owchart illustrating the operation 
of an authentication unit call set-up environment 202. FIG. 
2 is described with respect to FIG. 3 which illustrates the 
messages for authentication unit operation 302. The opera 
tion of an authentication unit call set-up environment 202 is 
described with reference to components of FIG. 1. 
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[0034] In step 206, central of?ce switch 110 receives a call 
origination request 304 from call initiation equipment 104. 
A call origination request 304 informs the central office 
switch 110 that the call initiation equipment 104 is initiating 
a call. 

[0035] If call initiation equipment 104 is a telephone, the 
customer preferably effects transmission of the call origina 
tion request signal by removing the handset of the telephone 
from the telephone base. When the handset of the telephone 
is removed from the telephone base, the telephone sends a 
call origination request 304 to the interconnecting switch, 
such as central of?ce switch 110. One eXample of call 
origination request 304 is an off-hook signal which is a 
signal that indicates that the telephone will be used to initiate 
a call and complies with the International Telecommunica 
tions Union (ITU) signaling standards. The International 
Telecommunications Union (ITU) standards are publicly 
available as evidenced by the exemplary International Tele 
communications Union (ITU) Signaling System Number 7 
(SS7) Integrated Services Digital Network (ISDN) User Part 
(ISUP) NCT 1.113 (1995) document and the International 
Telecommunications Union (ITU) Signaling system 7 (SS7) 
Message Transfer Part (MTP) NCT 1.111 (1992) document. 
Conventionally, the central of?ce switch 110 sends a dial 
tone in response to the call origination request 304. 

[0036] However, with the present invention, additional 
processing is needed before the central of?ce switch 110 
sends a dial tone to call initiation equipment 104. Speci? 
cally, the call origination equipment 104 must ?rst be 
authenticated by the adjunct platform, in this embodiment 
ISN 112, before a dial tone is sent from central office switch 
110 to call initiation equipment 104. 

[0037] In step 208, central office switch 110 sends the call 
origination request 304 to ISN 112. The call origination 
request 304 noti?es the ISN 112 that the call initiation 
equipment 104 will be authenticated. The noti?cation pro 
vided by the call origination request 304 distinguishes call 
initiation equipment 104 that will be authenticated from 
other call initiation equipment that may use conventional 
methods of call origination not involving authentication. 
The noti?cation provided in the call origination request 304 
allows the central of?ce switch 110 and ISN 112 to provide 
access to both authenticating call initiation equipment 104 
and non-authenticating call initiation equipment simulta 
neously. In addition, the ISN 112 may perform an initial 
authentication or identi?cation of call initiation equipment 
104 if information is provided in the call origination request 
304 for an initial authentication or identi?cation of call 
initiation equipment 104. 

[0038] In step 210, the ISN 112 sends a validation request 
message 306 to central of?ce switch 110. The validation 
request message 306 requests authentication data 308. 
Authentication data 308 that includes a random challenge 
corresponds to call initiation equipment 104 and is used to 
ensure that the call initiation equipment 104 is authoriZed to 
use customer wireline 108. In a preferred embodiment of the 
present invention, the authentication data 308 includes both 
a customer wireline identi?cation number which identi?es 
customer wireline 108 and an authentication identi?cation 
number which is a response unique to call initiation equip 
ment 104 that corresponds to a random challenge provided 
in the validation request message 306. In contrast to the 
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consistency from call to call of the information that is 
provided by the call origination request 304 for initial 
identi?cation or authentication, the authentication data 308 
that authenticates the call initiation equipment 104 Will vary 
in response to the validation request message 306 that Was 
sent. Further description of authentication data 308 is given 
in the description of step 214 and Table 1. 

[0039] The validation request message 306 Will vary from 
call to call to make it dif?cult for a person Who Wants to gain 
unauthoriZed access to customer Wireline 108 to gain access 
by interconnecting into the global telecommunications net 
Work 118, Watching the data transmitting in the global 
telecommunications netWork 118, and determining from the 
data transmission hoW to respond to the validation request 
message 306. If the unauthoriZed individual could determine 
the appropriate authentication data 308 to respond to a 
validation request message 306, the unauthoriZed individual 
could then transmit the same authentication data 308 as 
transmitted by call initiation equipment 104 and gain access 
to customer Wireline 108. 

[0040] One type of validation request message 306 is a 
random challenge. The random challenge is a stream of 
digits that are sent in the validation request message 306. 
When the random digits are sent, the ISN 112 expects a 
stream of digits in return that correspond to the random 
challenge. For example, if the ISN 112 sends a validation 
request message 306 containing a random challenge of a 
digit stream 11011, the ISN 112 may be expecting authen 
tication data 308 of a digit stream 01111. In contrast, if the 
ISN 112 sends a validation request message 306 With 
random challenged digits, 11110, the ISN 112 may be 
expecting authentication data 308 With digits 11101. As 
demonstrated in the example above, both the challenge and 
the response are random. Because the challenge is random, 
the ISN 112 Will not send 00001, 00011 and so forth in 
sequential order. Because the response is random, the 
authentication data 308 Will not be able to be determined 
With an algorithm. Therefore, an individual vieWing data on 
an unauthoriZed interconnection With customer Wireline 
108, cannot at any given time determine the random chal 
lenge that Will be sent or the authentication data 308 
response needed, and gain access to central of?ce sWitch 110 
via customer Wireline 108. 

[0041] In step 212, the central office sWitch 110 sends the 
validation request message received from the ISN 112 to the 
call initiation equipment 104. 

[0042] In step 213, the call initiation equipment 104 
calculates the response using a one-Way hashing function. 
As mentioned, the authentication data that is used to respond 
to the validation request message includes a customer Wire 
line identi?cation number and an authentication identi?ca 
tion number shoWn in Table of step 214. The authentication 
identi?cation number is calculated by call initiation equip 
ment 104. 

[0043] The authentication unit 106 calculates the authen 
tication identi?cation number using the random challenge in 
the validation request message 306. Several available algo 
rithms for calculating the authentication identi?cation num 
ber include the secure hash algorithm developed by NIST or 
the MDS Message Digest algorithm developed by IETF. 
HoWever, the present invention is not limited to these 
algorithms. In another embodiment of the invention, the 
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authentication identi?cation number is stored in a database 
and the authentication unit 106 retrieves the authentication 
identi?cation number from memory. 

[0044] In step 214, the call initiation equipment 104 sends 
authentication data 308 to central office sWitch 110 Which 
comprises both a customer Wireline identi?cation number 
and an authentication identi?cation number shoWn in Table 
1 beloW. A customer Wireline identi?cation number is a 
number or other identifying information that is associated 
With customer Wireline 108. If call initiation equipment 104 
is a telephone, then the customer Wireline identi?cation 
number is a number that is dialed to terminate to call 
initiation equipment 104. For example, if a person on global 
netWork 116 Wants to call a person using call initiation 
equipment 104, the person on customer netWork 116 Will 
dial digits into a telephone. The number dialed is the 
customer Wireline identi?cation number. 

TABLE 1 

Authentication Data 308 

Customer Wireline Identi?- Identi?es customer Wireline 108. For 
cation Number example, the customer Wireline identi?cation 

number may be the customer’s ANI. 
Responds to the validation request message 
308. For example, the authentication 
identi?cation number may be a random digit 
stream that is calculated using a random 
challenge provided in the validation request 
message 308. 

Authentication Identi 
?cation Number 

[0045] The authentication identi?cation number is the 
stream of random digits that Was calculated in step 213 using 
the random challenge sent by the ISN 112. As mentioned 
previously, the ISN 112 expects the call initiation equipment 
104 to respond With a unique digit stream corresponding to 
the digit stream sent in the validation request message 306. 
In other Words, if the ISN sends 00001, the ISN 112 expects 
an authentication identi?cation number of 10000 from call 
initiation equipment 104. 

[0046] In step 216, the central of?ce sWitch 110 sends the 
authentication data 308 (received from the authentication 
unit 106) to the ISN 112. 

[0047] In step 218, the ISN 112 determines Whether the 
caller may proceed. The ISN 112 compares the authentica 
tion data 308 With the authentication data obtained by 
implementing a stored algorithm that is the same as that used 
by the call initiation equipment or retrieved from in its 
database corresponding to call initiation equipment 104. If 
the authentication data 308 received from call initiation 
equipment 104 corresponds to authentication data obtained 
by the ISN 112 as corresponding to call initiation equipment 
104, then call initiation equipment 104 is authenticated. If 
the authentication data required Was a customer Wireline 
identi?cation number and an authentication identi?cation 
number, then if call initiation equipment 104 sent the call 
initiation equipment identi?cation number that is the same 
as the number retrieved from memory corresponding to 
customer Wireline 108 and the authentication identi?cation 
number corresponding to the number calculated using the 
random challenge, the call initiation equipment 104 is autho 
riZed to use customer Wireline 108. If the authentication data 
308 does not correspond to the authentication data that is 
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needed to authorize call initiation equipment 104 to use 
customer Wireline 108, then the caller may not initiate a call. 

[0048] In step 220, the ISN 112 sends a validation 
response message 310 to central of?ce 110 indicating 
Whether the caller may proceed to initiate a call. The 
validation response message indicates Whether call initiation 
equipment 104 is authoriZed to use customer Wireline 108. 
If call initiation equipment 104 sent the appropriate authen 
tication data, then call initiation equipment 104 is authoriZed 
to use customer Wireline 108. 

[0049] In step 222, the central of?ce sWitch 110 deter 
mines Whether the caller may initiate a call. If the validation 
response message 310 indicates that the call initiation equip 
ment 104 is authoriZed to use customer Wireline 108, the 
caller may initiate a call. If the caller may initiate a call, 
central of?ce sWitch 110 proceeds to step 224. If the caller 
may not initiate a call, the central of?ce sWitch 110 proceeds 
to step 228. 

[0050] In step 224, central office sWitch 110 sends an 
access alloWed signal 312 to call initiation equipment 104. 
An access alloWed signal 312 indicates to the call initiation 
equipment 104 or the caller that a call may be initiated. An 
access alloWed signal 312 varies depending on the type of 
call initiation equipment used. For eXample, if call initiation 
equipment 104 is a telephone, then the access alloWed signal 
312 may be a dial tone. If call initiation equipment 104 is a 
personal computer, the access alloWed signal 312 may be a 
message requesting that a destination number be entered. 

[0051] In step 226, the caller uses call initiation equipment 
104 to establish a call. If call initiation equipment 104 is a 
telephone, the caller Will use the keys to dial and place a call. 
If call initiation equipment 104 is a personal computer, the 
caller Will either enter a destination number 314, or the 
computer Will dial an already entered number to a destina 
tion, such as a personal computer of another individual. The 
digits dialed may be a destination number 314 Which is a 
number associated With a second customer Wireline Within a 
netWork of the other global telecommunication netWork 
sWitches and termination equipment 116. The second cus 
tomer Wireline interconnects to call initiation equipment that 
receives the call. Messages are sent betWeen the components 
of global telecommunications netWork 118 to establish and 
monitor the call. The messages that are used to communicate 
betWeen components of the global telecommunications net 
Work 118 comply With the industry standard as de?ned by 
the International Telecommunications Union (ITU) men 
tioned previously. 

[0052] In step 228, central office sWitch 110 generates an 
alarm and sends an access denied message to call initiation 
equipment 104 to deny the customer access to the global 
telecommunications netWork 118. If call initiation equip 
ment 104 is a telephone, the access denied message may be 
a recording that states that a call cannot be placed because 
call initiation equipment 104 is not authoriZed to use cus 
tomer Wireline 108. If call initiation equipment 104 is a 
personal computer, the access denied message may be a 
message on the screen of the personal computer stating that 
the customer is not alloWed access. 

[0053] In addition to sending an access denied message, 
the central office sWitch 110 generates an alarm in step 228. 
The central of?ce sWitch 110 sends the alarm to doWnstream 
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systems that process alarms. The doWnstream systems that 
process alarms Watch various circuits Within the telecom 
munications netWork such as, customer Wireline 108 to 
determine if a large number of alarms are generated for a 
particular circuit. Observing alarms alerts a telecommuni 
cations provider that an unauthoriZed user is attempting to 
access customer Wireline 108. For eXample, if a large 
number of alarms are generated for a particular circuit, this 
alerts a telecommunications provider that a party may be 
attempting to determine based on the transmitted data 
betWeen call initiation equipment 104 and ISN 112, the 
appropriate authentication data to respond to a random 
challenge. If a large number of alarms are generated, this can 
alert the telecommunications provider to alert the oWner of 
customer Wireline 108. In addition, the telecommunications 
provider can focus efforts in establishing that an unautho 
riZed interconnection is the cause of the alarms, and if so, 
unauthoriZed interconnection is being made. 

[0054] Alternate embodiments of the present invention are 
possible. One alternate embodiment, described With refer 
ence to components of FIG. 1, is that central office sWitch 
110 is not connected to ISN 112. Rather, intereXchange 
carrier sWitch 114 is connected to ISN 112. If intereXchange 
carrier sWitch 114 is interconnected to ISN 112, central 
of?ce sWitch 110 sends messages received from call initia 
tion equipment 104 to intereXchange carrier sWitch 114 
rather than ISN 112. 

[0055] With respect to FIG. 2, if ISN 112 is intercon 
nected to intereXchange carrier sWitch 114 rather than cen 
tral office sWitch 110, then in step 208, after the central office 
sWitch receives the call origination request 304, the central 
of?ce sWitch 110 Will send the call origination request 304 
to intereXchange carrier sWitch 114 rather than to ISN 112. 
IntereXchange carrier sWitch 114 Will send the call origina 
tion request 304 to ISN 112. 

[0056] With respect to step 210 of FIG. 2, ISN 112 Will 
send a validation request message 306 to intereXchange 
carrier sWitch 114. IntereXchange carrier sWitch 114 Will 
send a validation request message 306 to central of?ce 
sWitch 110. 

[0057] In step 216 of FIG. 2, the central of?ce sWitch 110 
Will send authentication data 308 to intereXchange carrier 
sWitch 114. IntereXchange carrier sWitch 114 Will send the 
authentication data 308 to ISN 112. 

[0058] In step 220 of FIG. 2, the ISN 112 Will send a 
validation response message 310 indicating Whether the 
caller may proceed to intereXchange carrier sWitch 114. 
IntereXchange carrier sWitch 114 Will send a validation 
response message 310 to central of?ce sWitch 110. 

[0059] Additional embodiments include additional 
exchanges used to transmit the validation request and 
response messages and authentication data. In addition, the 
central of?ce sWitch 110 may be connected directly to global 
netWork 116 rather than or in addition to intereXchange 
netWork 114. If the central of?ce sWitch 110 is connected 
directly to global netWork 116, then the central office sWitch 
110 may send some or all calls directly to global netWork 
116. 

[0060] An additional alternate embodiment as stated pre 
viously, is the authentication unit 106 does not need to be 
Within call initiation equipment 104. HoWever, authentica 
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tion unit 106 should be as close as possible to call initiation 
equipment 104 to insure that an unauthorized user cannot 
interconnect betWeen call initiation equipment 104 and 
authentication unit 106. For example, if authentication unit 
106 Was a box, authentication unit 106 should sit next to the 
personal computer, telephone or other piece of call initiation 
equipment 104 that Will be used to place the call. Authen 
tication unit 106 should not be doWnstairs in a basement of 
a building or outside on a telephone pole because an 
unauthoriZed user Would have the ability to interconnect 
betWeen call initiation equipment 104 and authentication 
unit 106 and gain access via authoriZation unit 106 to place 
calls via customer Wireline 108. 

[0061] In addition, authentication unit 106 need not be a 
separate unit. If call initiation equipment 104 is a personal 
computer, authentication unit 106 may be a program or a 
routine of a program on that computer or that can be 
accessed by the computer that can send the appropriate 
signals and authentication data to establish a call. Aseparate 
component Within the computer may not be necessary. 

[0062] In another embodiment, the adjunct platform is not 
ISN 112 but another platform or database that is capable of 
sending validation request and response messages and ana 
lyZing authentication data to ensure call initiation equipment 
104 is authoriZed to use customer Wireline 108. Also, the 
adjunct platform may be a database Within either central 
of?ce sWitch 110 or interexchange carrier sWitch 114. If the 
adjunct platform is a database Within central of?ce sWitch 
110 or interexchange carrier sWitch 114, the exchange 
including the adjunct platform Would send the validation 
request and response messages rather than Waiting for them 
to be sent. In addition, the exchange Would analyZe the 
authentication data based on information contained in its 
database rather than sending the authentication to another 
exchange or to the adjunct platform. 

[0063] A variety of call origination requests 304, valida 
tion request messages 306, authentication data 308, and 
validation response messages 310 are possible that provide 
messaging betWeen the global telecommunication netWork 
118 and the call initiation equipment 104. Not all of the 
messages are required to authenticate call initiation equip 
ment 104. A validation response message 310 may be an 
access alloWed signal 312 or an access denied signal, 
especially if the adjunct platform is contained Within an 
exchange. In addition, authentication data 308 may be 
provided Without responding to a validation response mes 
sage 310 if a random challenge authentication is not used. 

[0064] While various embodiments of the present inven 
tion have been described above, it should be understood that 
they have been presented by Way of example only, not 
limitation. Thus, the breadth and scope of the present 
invention should not be limited by any of the above 
described exemplary embodiments, but should be de?ned 
only in accordance With the folloWing claims and their 
equivalents. 
What is claimed is: 

1. Call initiation equipment, comprising: 

equipment for initiating a call via a telecommunications 
netWork; and 

an authentication unit capable of sending authentication 
data. 
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2. The system of claim 1, Wherein said authentication unit 
comprises: 
means for sending a customer Wireline identi?cation 

number; and 

means for sending an authentication identi?cation num 
ber. 

3. A system for initiating a call via a telecommunications 
netWork, comprising: 

an exchange coupled to call initiation equipment; and 

an adjunct platform coupled to said exchange; 

Wherein said adjunct platform is capable of authenticating 
said call initiation equipment by analyZing authentica 
tion data sent by said call initiation equipment. 

4. A system for initiating a call via a telecommunications 
netWork, comprising: 

a customer Wireline coupled to call initiation equipment; 

an exchange coupled to said customer Wireline; and 

an adjunct platform coupled to said exchange; 

Wherein said adjunct platform is capable of authenticating 
said call initiation equipment by analyZing authentica 
tion data sent by said call initiation equipment. 

5. A system for initiating a call via a telecommunications 
netWork, comprising: 

a central of?ce exchange coupled to call initiation equip 
ment; 

an interexchange carrier exchange coupled to said central 
of?ce exchange; and 

an adjunct platform coupled to said interexchange carrier 
exchange; 

Wherein said adjunct platform is capable of authenticating 
said call initiation equipment by analyZing authentica 
tion data sent by said call initiation equipment. 

6. A method for authenticating call initiation equipment, 
comprising the steps of: 

(a) sending a call origination request to an exchange; 

(b) receiving a validation request message; and 

(c) sending authentication data. 
7. The method of claim 6, further comprising the steps of: 

receiving an access alloWed signal from said exchange; 

providing dial tone; and 

accepting digits entered into the call initiation equipment. 
8. The method of claim 6, further comprising the steps of: 

receiving an alarm from said exchange; and 

receiving an access denied message from said exchange. 
9. The method of claim 6, Wherein step (a) comprises: 

sending a call origination request to an exchange, Wherein 
said call origination request authenticates the call ini 
tiation equipment. 

10. The method of claim 6, Wherein step (b) comprises: 

receiving from said exchange a validation request mes 
sage, Wherein said validation request message includes 
random challenge digits. 

11. The method of claim 6, Wherein step (c) comprises: 
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sending authentication data to said exchange, Wherein 
said authentication data includes a customer Wireline 
identi?cation number and an authentication identi?ca 
tion number. 

12. The method of claim 6, Wherein step (c) comprises: 

sending authentication data to said exchange, Wherein 
said authentication data includes a customer Wireline 
identi?cation number and an authentication identi?ca 
tion number Wherein said authentication identi?cation 
number is calculated using a one-Way hashing function 
and said validation request message. 

13. Amethod for authenticating call initiation equipment, 
comprising the steps of: 

(a) receiving a call origination request message providing 
noti?cation that additional processing is needed to 
authenticate the call initiation equipment; 

(b) sending a validation request message to obtain authen 
tication data; and 

(c) receiving said authentication data to be used to deter 
mine Whether the call initiation equipment is authenti 
cated. 

14. The method of claim 13, further comprising the step 
of: 

sending an access alloWed signal. 
15. The method of claim 13, further comprising the steps 

of: 
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generating an alarm; and 

sending an access denied message. 
16. The method of claim 13, Wherein step (a) comprises: 

receiving said call origination request signal, Wherein said 
call origination request authenticates the call initiation 
equipment. 

17. The method of claim 13, Wherein step (c) comprises: 

receiving said validation request message, Wherein said 
validation request message includes random challenge 
digits. 

18. The method of claim 13, Wherein step (e) comprises: 

receiving said authentication data, Wherein said authen 
tication data includes a customer Wireline identi?cation 
number and an authentication identi?cation number. 

19. Amethod for authenticating call initiation equipment, 
comprising the steps of: 

sending authentication data; and 

receiving a validation response message. 
20. Amethod for authenticating call initiation equipment, 

comprising the steps of: 

receiving authentication data; and 

sending a validation response message. 


