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(57) ABSTRACT 

Disclosed herein are an IC card and a microcomputer Which 
have implemented the strengthening of security and the 
speeding up and enhancement of signal processing for the 
security. In an IC card, Which is supplied With an operating 
voltage by an electrical connection betWeen each of external 
terminals and a read/Write device, and includes an input 
output operation of data With an encoding process or a 
decoding process, a disturbance-aimed processing operation 
is included in the encoding process or decoding process to 
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IC CARD AND MICROPROCESSOR 

BACKGROUND OF THE INVENTION 

[0001] The present invention relates to an IC card and a 
microcomputer, and particularly to a technology effective 
for application to a security technology used for ones like an 
IC card and a stored-program one-chip microcomputer, each 
of Which includes a CPU and a memory and performs data 
processing using an encoding key. 

[0002] Japanese Patent Application Laid-Open No. Hei 
10(1998)-69222 discloses, as an example, a technology 
Wherein in an IC card Which effects an encoding process or 
a decoding process on data by using key information stored 
in a memory, a delay process for losing a time correlation 
With the contents of the key information is executed during 
or before or after the execution of the encoding process or 
decoding process to set up against an operation analytical 
method like a TA (Timing Attack) method of estimating the 
contents of execution and an encoding key by using the 
difference in processing time. 

[0003] It has recently been suggested that there is a 
possibility that the contents of an encoding process and an 
encoding key Will easily be estimated by observing and 
analyZing current consumption at the time that an IC card is 
executing the encoding process. This has been described in 
8.5.1.1 Passive protective mechanism (pp 263) of “Smart 
Card Handbook”, by W. Rankl & W. Ef?ng, John Wiley & 
sons Co., Ltd. 

[0004] That is, an SPA (Simple PoWer Analysis) method 
analyZes an encoding key and processed data according to 
the difference betWeen operational or computational instruc 
tions or the difference betWeen Waveforms of consumed 
currents developed due to the difference in processed data. 
A DPA (Differential PoWer Analysis) method statistically 
processes Waveforms of currents consumed and thereby 
estimates an encoding key. In the DPA method, a supposed 
encoding key is applied to a certain portion of DES, for 
example, and While a plaintext is being changed, the Wave 
forms of the consumed currents are measured and statistics 
thereabout are collected. This Work is repeated While the 
encoding key is being changed in various Ways, and the 
current Waveform exhibits a large peak in the case of a 
proper key. 

[0005] As described in the Publication referred to above, 
the delay process, Which has taken into consideration only 
the TA (Timing Attack) method, is not capable of losing even 
the correlation of current consumption based on an actual 
computation or operation. This is not capable of setting up 
against the operation analytical method like such a SPA or 
DPA method as to observe the Waveform of each current 
consumed. To this end, the inventors of the present appli 
cation have led to the development of a security technology 
capable of more reliably preventing decoding of the contents 
of an encoding process and an encoding key, based on the 
observation of the current consumption as described above 
With respect to ones each of Which performs a ?xed or 
regular data processing operation according to a stored 
program as in the IC card and the microcomputer mounted 
to a module like an IC card or the like. 

SUMMARY OF THE INVENTION 

[0006] An object of the present invention is to provide an 
IC card and a microcomputer, Which have implemented the 
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strengthening of security. Another object of the present 
invention is to provide an IC card and a microcomputer, 
Which have implemented the speeding up of signal process 
ing for security and its enhancement. The above, other 
objects, and novel features of the present invention Will 
become apparent from the description of the present speci 
?cation and the accompanying draWings. 

[0007] A summary of a typical one of the inventions 
disclosed in the present application Will be described in brief 
as folloWs: In an IC card supplied With an operating voltage 
by an electrical connection betWeen each of external termi 
nals and a read/Write device, and including an input-output 
operation of data With an encoding process or a decoding 
process, a disturbance-aimed processing operation similar to 
an original processing operation is included in the encoding 
process or decoding process to thereby uniformaliZe timings 
provided to operate an internal circuit and its operating 
current. 

[0008] Asummary of another typical one of the inventions 
disclosed in the present application Will be described in brief 
as folloWs: In a microcomputer having a module con?gu 
ration including an input-output operation of data With an 
encoding process or a decoding process, a disturbance 
aimed processing operation similar to an original processing 
operation is included in the encoding process or decoding 
process to thereby uniformaliZe timings provided to operate 
an internal circuit and its operating current. 

[0009] A summary of a further typical one of the inven 
tions disclosed in the present application Will be described in 
brief as folloWs: In an IC card supplied With an operating 
voltage by an electrical connection betWeen each of external 
terminals and a read/Write device, and including an input 
output operation of data With an encoding process or a 
decoding process based on an encoding processing comput 
ing unit operated in response to instructions given from a 
central processing unit, the encoding processing computing 
unit is provided With each of registers, Which stores data 
used for a computation for the encoding process or decoding 
process in plural bit units, and data necessary prior to the 
encoding process or the decoding process is taken in such a 
register. 
[0010] A summary of a still further one of the inventions 
disclosed in the present application Will be explained in brief 
as folloWs: In a microcomputer having a module con?gu 
ration including an input-output operation of data With an 
encoding process or a decoding process based on an encod 
ing processing computing unit operated in response to 
instructions given from a central processing unit, the encod 
ing processing computing unit is provided With each of 
registers, Which stores data used for a computation for the 
encoding process or decoding process in plural bit units, and 
data necessary prior to the encoding process or the decoding 
process is brought to the register. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0011] While the speci?cation concludes With claims par 
ticularly pointing out and distinctly claiming the subject 
matter Which is regarded as the invention, it is believed that 
the invention, the objects and features of the invention and 
further objects, features and advantages thereof Will be 
better understood from the folloWing description taken in 
connection With the accompanying draWings in Which: 
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[0012] FIG. 1 is an external vieW showing one embodi 
ment of an IC card to Which the present invention is applied; 

[0013] FIG. 2 is a schematic block diagram illustrating 
one embodiment of an IC card chip mounted on the IC card 
according to the present invention; 

[0014] FIGS. 3(a) and 3(b) are timing charts for describ 
ing the operation of one embodiment of a co-processor 
according to the present invention; 

[0015] FIG. 4 is a ?oWchart for describing the operation 
of the co-processor shoWn in FIG. 3; 

[0016] FIG. 5 is a block diagram shoWing one embodi 
ment of the co-processor shoWn in FIG. 3; 

[0017] FIG. 6 is a block diagram illustrating one embodi 
ment for implementing the operation of the co-processor 
shoWn in FIG. 3; 

[0018] FIG. 7 is a block diagram depicting another 
embodiment of the co-processor shoWn in FIG. 3; 

[0019] FIG. 8 is a block diagram shoWing another 
embodiment of the co-processor shoWn in FIG. 3; 

[0020] FIGS. 9(a) and 9(b) are con?guration diagrams for 
describing the operation of another embodiment of a co 
processor according to the present invention; 

[0021] FIG. 10 is a block diagram shoWing one embodi 
ment for implementing the operation of the co-processor 
shoWn in FIG. 9; 

[0022] FIGS. 11(a) and 11(b) are timing charts for describ 
ing the operation of another embodiment of the co-processor 
according to the present invention; 

[0023] FIG. 12 is a ?oWchart for describing the operation 
of another embodiment of the co-processor according to the 
present invention; 

[0024] FIGS. 13(a) and 13(b) are timing charts for 
describing the details of the operation of another embodi 
ment of the co-processor according to the present invention; 

[0025] FIG. 14 is a block diagram shoWing one embodi 
ment for implementing the operation of the co-processor 
shoWn in FIGS. 11 through 13; 

[0026] FIGS. 15(a) to 15(c) are timing charts for describ 
ing the operation of a further embodiment of a co-processor 
according to the present invention; 

[0027] FIG. 16 is a ?oWchart shoWing another embodi 
ment of an arithmetic operation of the co-processor accord 
ing to the present invention; 

[0028] FIG. 17 is a block diagram illustrating a still 
further embodiment of a co-processor according to the 
present invention; 

[0029] FIG. 18 is a block diagram depicting a still further 
embodiment of a co-processor according to the present 
invention; 
[0030] FIG. 19 is a block diagram shoWing a still further 
embodiment of a co-processor according to the present 
invention; 

[0031] FIG. 20 is a fragmentary block diagram shoWing 
another embodiment of an IC card chip according to the 
present invention; 
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[0032] FIG. 21 is a block diagram illustrating one 
embodiment of a counter shoWn in FIG. 20; 

[0033] FIG. 22 is a timing chart shoWing one example of 
the operation of the IC card chip shoWn in FIG. 20; 

[0034] FIG. 23 is a fragmentary block diagram depicting 
a further embodiment of an IC card chip according to the 
present invention; 

[0035] FIG. 24 is a timing chart shoWing one example of 
the operation of the IC card chip shoWn in FIG. 23; 

[0036] FIG. 25 is a ?oWchart for describing an arithmetic 
operation to Which the present invention is applicable; 

[0037] FIG. 26 is a block diagram shoWing a still further 
embodiment of a co-processor employed in the present 
invention; 
[0038] FIG. 27 is a conceptual diagram illustrating a 
method of calculating “R2 modN” employed in the present 
invention; 
[0039] FIG. 28 is a fragmentary block diagram depicting 
one embodiment of an encoding processing computing unit 
according to the present invention; 

[0040] FIG. 29 is a fragmentary block diagram illustrating 
another embodiment of an encoding processing computing 
unit according to the present invention; and 

[0041] FIG. 30 is a fragmentary block diagram shoWing a 
further embodiment of an encoding processing computing 
unit according to the present invention. 

DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

[0042] Preferred embodiments of the present invention 
Will hereinafter be described in detail With reference to the 
accompanying draWings. 
[0043] FIG. 1 shoWs an external vieW of one embodiment 
of an IC card to Which the present invention is applied. The 
IC card has a card 101 made up of a plastic case, and a chip 
for the IC card, Which comprises an unillustrated one-chip 
microcomputer, etc. mounted inside the card 101. Further, 
the IC card has a plurality of contacts (electrodes) 102 
respectively connected to external terminals of the IC card 
chip. The plurality of contacts 102 include a poWer supply 
terminal VCC, a poWer reference potential terminal VSS, a 
reset input terminal RES, a clock terminal CLK, and data 
terminals I/O-1/IR_Q and I/O-2/IITQ such as described later 
With reference to FIG. 2. The IC card is supplied With poWer 
from an external coupling device like an unillustrated 
reader/Writer through the contacts 102 and performs data 
communications With the external coupling device. 

[0044] FIG. 2 is a schematic block diagram of one 
embodiment of an IC card chip (microcomputer) mounted 
on the IC card according to the present invention. Although 
not restricted in particular, respective circuit blocks shoWn 
in the same draWing are formed on a single semiconductor 
substrate like monocrystalline silicon by the knoWn MOS 
integrated circuit manufacturing technology. 

[0045] The IC card chip according to the present invention 
is basically identical in con?guration to the microcomputer. 
The con?guration thereof comprises a clock generating 
circuit 205, a central processing unit (hereinafter might be 
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called simply “CPU”) 201, storage devices such as a ROM 
(Read Only Memory) 206, a RAM (Random Access 
Memory) 207, a non-volatile memory 208, etc., a co 
processor 209 for performing computations or operations for 
encoding and decoding processing, an input/output port (I/O 
port) 202, etc. 

[0046] The clock generating circuit 205 is a circuit Which 
receives an external clock CLK supplied from the unillus 
trated reader/Writer (external coupling device) through the 
corresponding contact 102 shoWn in FIG. 1, produces or 
forms a system clock signal synchroniZed With such an 
external clock signal and supplies it to the inside of the chip. 
The CPU 201 is a device for performing a logical operation, 
an arithmetic operation, etc. and controls a system control 
logic, a random number generator, a security logic and a 
timer, etc. The storage devices 206, 207 and 208 are respec 
tively devices for storing programs and data therein. The 
co-processor 209 comprises a computing or arithmetic unit 
and a register for performing an exponential residue multi 
plying operation applicable to RSA cryptography or the like, 
and a control logic as Will be described later. The U0 
(input/output) port 202 is a device Which communicates With 
the reader/Writer. Adata bus 204 and an address bus 203 are 
buses Which connect the respective devices to one another. 

[0047] Of the storage devices 206, 207 and 208, the ROM 
206 is a memory to Which the stored contents is ?xed on a 
nonvolatile basis. This is a memory Which principally stores 
a program therein. The volatile memory (hereinafter called 
“RAM”) 207 is a memory capable of freely reWriting stored 
information. However, When the supply of poWer is discon 
tinued, the stored contents is Wiped out or evaporated. Since 
the supply of the poWer is discontinued When the IC card is 
WithdraWn from the reader/Writer, the contents of the RAM 
207 is not held. 

[0048] The non-volatile memory (hereinafter called 
“EEPROM (Electrical Erasable Programmable Read Only 
Memory)”) 208 is a non-volatile memory capable of reWrit 
ing the contents. Information temporarily stored therein is 
held thereinside even if the supply of the poWer is stopped. 
The EEPROM 208 has the need for its reWriting or updating 
and is used to store data to be held even if the IC card is 
draWn from the reader/Writer. When the IC card is used as a 
prepaid card, for example, the prepaid units or the like are 
updated for each usage. Since the prepaid units or the like in 
this case are required to be stored and held in the IC card 
even if it is WithdraWn from the reader/Writer, they are held 
by the EEPROM 208. 

[0049] The CPU 201 is con?gured in a manner similar to 
a so-called microprocessor. That is, although its details are 
not illustrated, the CPU 201 includes thereinside, instruction 
registers, a micro instruction ROM for decoding an instruc 
tion Written into the instruction register and forming various 
microinstructions or control signals, an arithmetic circuit, 
general-purpose registers (RG6 or the like), input/output 
circuits such as a bus driver and a bus receiver, etc connected 
to an internal bus BUS. The CPU 201 reads an instruction 
stored in the ROM 206 or the like and performs an operation 
corresponding to the instruction. The CPU 201 performs 
capturing of external data inputted via the I/O port 202, 
reading of each instruction and data like ?xed data necessary 
to execute the instruction from the ROM 206, and operation 
control or the like of the Writing of data into the RAM 207 
or EEPROM 208 and reading of data therefrom. 
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[0050] The CPU 201 receives a system clock signal gen 
erated from the clock generating circuit 205 therein and is 
thereby operated according to operating timing and a cycle 
determined based on the system clock signal. The CPU 201 
has an internal principal part comprised of a CMOS circuit 
Which comprises P channel type MOSFETs and N channel 
type MOSFETs. Although not restricted in particular, the 
CPU 201 includes a static operable CMOS static circuit like 
a CMOS static ?ip-?op, and a CMOS dynamic circuit Which 
performs the precharge of an electrical charge to a signal 
output node and the output of each signal to the signal output 
node in synchronism With the system clock signal. 

[0051] As to security functions of the IC card, the RSA 
encoding processing computing unit (co-processor) 209 for 
performing an exponential remainder or residue computing 
operation applicable to the RSA cryptography or the like, 
Which is used upon the transmission and reception of data 
betWeen the IC card and the external device, is incorporated 
into the chip as a high-security function according to the 
invention of the present application in addition to a random 
number generator for automatically generating random 
numbers inside the chip, a timer function for generating 
interrupts at random, etc. A dedicated register is built in the 
present co-processor 209. 

[0052] It is essential that a security system for an IC card 
needs a communication data encoding process. Even in the 
case of the present embodiment, a RSA encoding is used as 
a public key encryption method Which is most frequently 
used at present. In such cryptography, an exponential residue 
multiplication XY modN is used for both encoding and 
decoding but can be disassembled into tWo forms of residue 
multiplications A2 modN and ABmodN according to the 
knoWn calculation algorithm. That is, values ei of Y=en en_1 
. . . e1 are recogniZed or checked bit by bit in order from a 

high-order or upper en to the least signi?cant e1. When ei=0, 
only A2 modN is computed, and When ei=1, A2 modN and 
ABmodN are computed. Thus, the modes or forms of tWo 
types of current Waveforms corresponding to ei=0 and 1 
Would appear since a process for determining Whether i=0 
after the computation of A2 modN is carried out When ei=0, 
and a process for determining Whether i=0 after the com 
putations of A2 modN and ABmodN, are carried out When 
ei=1. 
[0053] When the co-processor 209 is used as in the present 
embodiment, its current consumption is relatively large in 
the Whole current consumption in the IC card. Therefore, the 
observation of a current Waveform at this portion makes it 
possible to relatively easily identify the operating mode of 
the co-processor. There is also a possibility that the value of 
the encoding key Y Will be decoded by the DPA method and 
SPA method. Thus, a disturbance-aimed computation is 
inserted in the co-processor 209 employed in the present 
embodiment upon computing the exponential residue mul 
tiplication XY modN used for both the encoding and decod 
ing. That is, as shoWn in a timing chart of FIG. 3 and a 
?oWchart of FIG. 4, both computations of A2 modN and 
ABmodN are alWays carried out even if ei=0 or 1. 

[0054] As shoWn in FIG. 3(a) in the timing chart of FIG. 
3,A2 modN is originally computed When en=1. According to 
a decision 1 of en, a time t1 elapses and ABmodN is 
computed. After its computation or operation, i is decre 
mented by (n-1), and a time t2 is spend for the determination 






































