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In an information handling system, a relay server provides 
(73) Assigneej INTERNATIONAL BUSINESS links for communicating with network resources, via a 

MACHINES CORPORATION, network comprising a plurality of network units, for client 
ARMONK, NY communication units having unsigned Java applets that 

request a network resource from a target remote server on 

( * ) Notice: This is a publication of a continued pros- the network. The request is a signal that identi?es the target 
ecution application (CPA) ?led under 37 unit within the network as a source of said network resource. 
CFR 1_53(d)_ The relay server accomplishes this by establishing a double 

link between the unsigned applet and the target unit for 
(21) Appl. No.: 08/966,156 providing at least the requested network resource. 
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RELAY SERVER FOR UNSIGNED APPLETS 

BACKGROUND OF THE INVENTION 

[0001] The present invention relates to computers and 
computer software and more speci?cally to a relay server for 
unsigned Java applets. 

[0002] The Internet is a netWork of netWorks linking many 
computers throughout the World. The World Wide Web (or 
simply, the Web, for short) is netWork, Within the Internet, 
linking computers having graphical content and capability 
for accessing the content. It has revolutionized the commu 
nications industry by providing a user-friendly framework 
for people to vieW information on a vast variety of subjects. 
The Web generally comprises a netWork of computers that 
include three classes of units. First, there is a class of units 
called Web content servers that contain the content to be 
vieWed by end users. Second, there are the ISP (Internet 
Service Provider) units Which provide an end user With the 
communications links required to use the Web. An ISP unit 
can be a large computer such as a mainframe or one or more 

smaller units. An ISP server provides connections for its 
client units via transport addresses or sockets through Which 
communications occur. These sockets alloW processes run 
ning on separate netWork units to refer to one another. A 
socket comprises information identifying a netWork number, 
a host number, and a port assigned by the host. Finally, there 
are the end user units that are the clients (or subscribers) to 
the ISP server. The Web also comprises a large number of 
Web sites, each consisting of at least one page of information 
and usually some graphical features. These Web sites are 
generally resident in any of the many Web content servers. 
Users of the Web can access these Web sites by means of any 
of several information-handling apparatus (such as a per 
sonal computer or microcomputer) having communications 
circuitry enabling a coupling With a public telecommunica 
tions netWork. These users communicate With the Web 
servers by using a global protocol called the Internet Pro 
tocol or IP. 

[0003] The Web has become immensely popular largely 
because of the ease of locating information and the user 
friendliness of today’s broWsers. A feature knoWn as hyper 
text alloWs a user to access information from one Web page 

to another by simply pointing (using a pointing device such 
as a mouse) at the hypertext and clicking. Another feature 
that makes the Web attractive is having the ability to process 
the information (or content) in remote Web pages Without 
the requirement of having a specialiZed applications pro 
gram for each kind of content accessed. Thus, the same 
content is vieWed across different platforms. BroWser tech 
nology has evolved to enable running of applications that 
manipulate this content across different hardWare and soft 
Ware platforms. This feature has been made possible by 
technology such as Java, Which is a programming language 
developed at Sun Microsystems useful for creating generally 
small application programs that reside in Web sites accessed 
by users. These applications programs are called applets or 
Java applets. By doWnloading Java applets, a user can access 
features in Web sites that Would not be supported by the 
user’s unit Without the applet. Thus, applets provide Web 
users the ability to use a greater variety of Web resources. 

[0004] When an applet developer creates an applet, there 
is an opportunity for that developer to “sign” the applet to 
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identify him or her as its source. HoWever, in many cases, 
applet developers choose not to sign the applets. Such 
applets are called “unsigned” applets. There are many 
unsigned applets on the Web. The formats for signing an 
applet are different for the tWo main broWsers (Microsoft 
Internet Explorer and Netscape.) Therefore, developers 
either have to sign an applet in tWo different Ways or only 
support one broWser. For security reasons, unsigned Java 
applets doWnloaded from a Web server can only make 
socket connections back to the Web server, and not to other 
machines. Therefore, if a user doWnloads an unsigned applet 
and the applet requests netWork services or resources not 
present Within the ISP server (e.g., communication With a 
chat group or database), the services Will be refused by the 
netWork (actually, the Web broWser acting as part of the 
netWork refuses the resource request). Thus, there is a need 
for a mechanism by Which Web users can get around this 
netWork restriction. 

SUMMARY OF THE INVENTION 

[0005] Brie?y, in accordance With the invention, the above 
problem is solved by employing a relay server in the 
netWork server for connecting to the doWnloaded unsigned 
applet and providing a communication link With a target unit 
in the telecommunications netWork, to enable the netWork 
server to obtain netWork resources requested by the doWn 
loaded unsigned applet. A netWork resource includes any 
data or instructions, possibly including multimedia content 
located in a unit connected to the netWork. 

BRIEF DESCRIPTION OF THE DRAWING(S) 

[0006] FIG. 1 is a block diagram of a computer system 
netWork including a relay server in accordance With the 
invention. 

[0007] FIG. 2 is a block diagram of the ISP Web server of 
the netWork shoWn in FIG. 1. 

[0008] FIG. 3 is a flow chart illustrating a method in 
accordance With the invention. 

DESCRIPTION OF THE ILLUSTRATIVE 

EMBODIMENT(S) 
[0009] Referring to FIG. 1, there is shoWn a block dia 
gram of a computer system netWork 10 including a relay 
server 20 in accordance With the invention. The system 10 
comprises an ISP-operated server 12, a personal computer 
14, and remote servers 16. The ISP server 12 is a computer 
hardWare platform such as an IBM RISC 6000, Intel-based 
PC, or mainframe running WindoWs NT, OS/2, AIX or other 
operating system suitable for netWork operation. In this 
embodiment, the ISP server 12 comprises a Web server 
communication subsystem 18 and a relay server 20 in 
accordance With the invention. The server subsystem 18 
includes the communication circuitry and softWare required 
to provide Web users access to the Web. 

[0010] The personal computer 14 is an end user unit 
comprising a memory subsystem 21 Which in turn comprises 
Web broWser softWare (e.g., Netscape, Lynx, or Microsoft 
Internet Explorer) With a socket connection to Web server 
subsystem 18 of the ISP server system 12, and an applet 24 
that have been doWnloaded from a Web site (e.g., one of the 
content servers 16). Other components of personal computer 
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14 are conventional elements that have been omitted 
because their inclusion Would not contribute to the descrip 
tion of this embodiment of the invention. 

[0011] As discussed above, there are situations Where a 
Web user using the PC 14 downloads unsigned applets (e.g., 
an unsigned Java applet 24) to his or her broWser 22 While 
broWsing the Web. Such applets are deemed untrusted by 
some. HoWever, as stated above, an unsigned applet 24 may 
encounter some problems because the broWser 22 Will not 
alloW it to perform certain functions such as reading from or 
Writing to the host system’s memory subsystem 21 or 
performing netWorking functions. In this case, the applet 24 
requests certain netWorking services (e.g., interacting With a 
chat group) that Would be denied by the system. The applet 
24 enables the user to use Internet services in a Web site at 
any of the plurality of Web servers via the ISP Web server 
12. The solution is to use the relay server 20 to channel these 
requests to other units (or machines) in the netWork. Thus, 
the applet 24 makes a socket connection back to the relay 
server 20 Which resides on the same machine 12 as the Web 
server 18. The socket connection can be dynamically allo 
cated upon doWnloading of the unsigned Java applet 24. 
Dynamic allocation can be accomplished by passing avail 
able socket connections or available ports With the applet 24. 
The applet 24 provides the relay server 20 With information 
identifying the remote server 16 to Which it needs to 
connect. After connected With the remote Web server 16, the 
relay server 20 acts as tWo stream pipes that link data 
betWeen the applet 24 and the remote Web server 16. 
Therefore, the relay server 20 acts as a gateWay, making a 
connection With the speci?ed remote server 16 and piping 
information betWeen the applet 24 and the remote server 16. 

[0012] The relay server 20 is preferably a standalone 
application program that can be loaded onto the ISP server’s 
mass storage (shoWn as element 36 in FIG. 2) and can 
connect to any machines in the Internet or in an intranet. The 
relay server 20 processes the requests from the applet and 
upon request, connects to any remote server. The relay 
server 20 is not necessarily subject to the netWork restric 
tions on unsigned applets. 

[0013] The relay server 20 can further include the capa 
bility to reject or limit the usage of applets on the Web server 
12 from the speci?ed hosts. The relay server 20 can also 
include means for ident (identi?cation) support, for moni 
toring user data ?oW, and for maintaining a relay log. 

[0014] The relay server 20 can be used as a gateWay for 
any other netWork servers, especially for unsigned Java 
applets that need to make connections to hosts (e.g., remote 
servers) other than the Web server that the Java applets are 
doWnloaded from and for servers that do not have client 
control mechanisms. The relay server 20 has tWo modes: 
batch and individual. In a batch relay, client softWare does 
not need to inform the relay server Where it needs to connect. 
The remote server (16) information is speci?ed at the relay 
server 20 (this information is editable). The client source 
code can be modi?ed to add the mechanism (as in the case 
of an unsigned applet) to specify a remote server 16 for 
netWork resources (an individual relay). The relay server 20 
can also be used for controlling the domain/hosts that are to 
be alloWed to connect. In addition, the relay server 20 can 
control hoW many connections are alloWed from a certain 
domain/host and to provide access control for other non 
applet clients, such as a broWser. 
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[0015] Referring to FIG. 2, the ISP server 12 comprises an 
information processing system comprising a processor unit 
26, memory 28, a communication subsystem 30 for linking 
the information processing system to a telecommunications 
netWork, a ?oppy disk drive 32 for receiving a diskette 34, 
and mass storage 36 for storing programs, all coupled to 
each other. The telecommunication subsystem comprises the 
necessary hardWare and softWare (Which may also reside in 
the mass storage device 36) for establishing links With units 
coupled to the telecommunications netWork. The server 12 
also comprises the relay server 20 for connecting to infor 
mation handling units in the telecommunications netWork 
(not shoWn). As mentioned above, the relay server prefer 
ably includes an application program (possibly resident in 
the hard disk drive 36) having instruction code for the 
processor to process information from unsigned applets 
resident on at least some of the information handling units, 
and to connect to a target information handling unit (e.g., a 
server) speci?ed by a received unsigned applet to provide a 
communication path linking the target information handling 
unit With a remote subscriber unit for requesting resources 
requested by the unsigned applet. HoWever, the relay server 
20 can also be implemented as a hard-Wired circuit for 
performing the above functions or as a combination of 
hardWare and softWare serving the same purpose. In the 
preferred embodiment the relay server comprises an appli 
cation program originally recorded on a computer-readable 
medium such as diskette 34 and loaded into mass storage 
(hard disk drive) 36 for providing instructions for the 
processor 26 to cause the system 12 to operate as (among 
other things) the relay server 20. 

[0016] Referring to FIG. 3, there is shoWn a ?oWchart of 
a process in accordance With the invention. The process 
begins at step 52. At step 54, a server unit in the netWork 
(e.g., the ISP server 12) receives a request for resource from 
an applet 24 that has been doWnloaded by the client unit 14. 
At step 56 the ISP server 12 determines Whether the applet 
24 originating the request has been signed. If it is signed, in 
step 58 the ISP server directly relays the request to the target 
(remote) server 16 speci?ed by the request message. If the 
applet is unsigned, in step 60 a communication link is 
established With a port of the relay server 20. Then in step 
62 the relay server 20 establishes a connection betWeen the 
relay server 20 and the remote server 16. Then in step 64 the 
relay server 20 establishes double links betWeen the 
unsigned applet 24 and the remote server 16. 

[0017] The foregoing is merely illustrative of the prin 
ciples of the invention. Those skilled in the art Will be able 
to depart from the disclosed embodiment and device alter 
nate embodiments, nevertheless embodying the principles of 
the claimed invention. 

What is claimed is: 
1. A relay server for communicating With netWork 

resources, via a netWork comprising a plurality of netWork 
units, said relay server comprising: 

means for receiving a request for a netWork resource from 
an unsigned applet doWnloaded by a netWork unit, said 
request identifying a target unit Within the netWork as 
a source of said netWork resource; and 

means for linking betWeen the unsigned applet and the 
target unit for providing at least the requested netWork 
resource. 
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2. The relay server of claim 1 Wherein the unsigned applet 
is an unsigned Java applet. 

3. The relay server of claim 1 further comprising means 
for controlling access to limit the number of connections to 
be made to a predetermined domain/host. 

4. The relay server of claim 1 further comprising means 
for maintaining a log of users using the relay server during 
a speci?ed time. 

5. The relay server of claim 1 further comprising means 
for limiting the usage of applets to a predetermined set of 
functions in the information processing system. 

6. An information processing system comprising: 

a processor unit; 

a communication subsystem, coupled to the processor 
unit, for linking the information processing system to a 
telecommunications netWork, said subsystem compris 
ing means for establishing links among communication 
units in the telecommunications netWork; and 

a relay server comprising: 

means for receiving a request for a netWork resource 
from an unsigned applet doWnloaded by a commu 
nication unit in the netWork, said request identifying 
a target communication unit Within the netWork as a 
source of said netWork resource; and 

means for linking betWeen the unsigned applet and the 
target unit for providing at least the requested net 
Work resource. 

7. The information processing system of claim 6 Wherein 
the relay server comprises an application program compris 
ing instructions accomplishing said means for receiving a 
request and said means for linking. 

8. At a server unit in a netWork comprising a plurality of 
communication units, a method for establishing a commu 
nication link betWeen a ?rst unit and a second unit, com 
prising the server unit steps of: 

receiving a request for a resource from the ?rst unit; 

determining Whether the request originated from an 
unsigned applet doWnloaded to the ?rst unit; 

establishing a communication link With a relay server 
When the request originated from an unsigned applet 
doWnloaded to the ?rst unit; 

requesting, via the relay server, the requested resource 
from the second unit. 

Nov. 22, 2001 

9. The method of claim 8 further comprising the step of 
establishing a communication link betWeen the relay server 
and the second unit. 

10. The method of claim 8 further comprising the step of 
establishing a communication link betWeen the unsigned 
applet and the second unit. 

11. The method of claim 10 Wherein the communication 
link is a double link. 

12. The method of claim 8 further comprising the step of, 
preceding the second step, receiving an indication that the 
second unit is a source for the requested resource. 

13. A computer-readable medium of instructions, com 
prising: 

means for receiving a request for a netWork resource from 
an unsigned applet doWnloaded by a netWork unit, said 
request identifying a target unit Within the netWork as 
a source of said netWork resource; and 

means for linking betWeen the unsigned applet and the 
target unit for providing at least the requested netWork 
resource. 

14. A server for the World-Wide Web comprising: 

a processor unit; 

a communication subsystem coupled to the processor 
unit, for linking the information processing system to 
the World-Wide Web and for providing links among 
communication units on the World-Wide Web; and 

a relay server for communicating With netWork resources, 
via a netWork comprising a plurality of netWork units, 
said relay server comprising: 
means for receiving a request for a netWork resource 

from an unsigned applet doWnloaded by a netWork 
unit, said request identifying a target unit Within the 
netWork as a source of said netWork resource; and 

means for linking betWeen the unsigned applet and the 
target unit for providing at least the requested net 
Work resource. 

15. The server of claim 14 Wherein the relay server 
comprises an application program comprising instructions 
accomplishing said means for receiving a request and said 
means for linking. 

16. The server of claim 14 further comprising mass 
information storage; and the relay server comprises an 
application program resident in said mass information stor 
age. 


