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DIRECTORY ACCESS METHOD 

BACKGROUND OF THE INVENTION 

[0001] 1. Field of the Invention 

[0002] The present invention relates to a method of reli 
ably accessing data on a directory server in a netWork. 

[0003] 2. Description of the Related Art 

[0004] Electronic mail systems are becoming more and 
more popular as means for realizing smooth communica 
tions Within an enterprise and betWeen enterprises by trans 
mitting and receiving documents created on information 
processing apparatus such as personal computers (PC), 
Workstations (WS) and so on through a netWork such as 
LAN (Local Area Network). 

[0005] A current electronic mail system uses a unique 
identi?er referred to as a “mail address” as the mail desti 
nation for each user. A user is assumed to knoW the mail 
address of a recipient before transmitting a mail, so that 
When the user sends a mail to a certain person for the ?rst 
time, the user should inquire the person for his or her mail 
address beforehand by an appropriate means such as a 
telephone, thus involving an extra effort. 

[0006] As a means for solving the problem mentioned 
above, a directory service has been provided as represented 
by X500 (ISO9594) Which is a recommendation of CCITT, 
or the like. The directory service may be utiliZed as an 
electronic address book in an electronic mail system. 

[0007] Adirectory service conforming to X500 has a data 
model Which is hierarchically managed as a tree structure 
(directory tree). A directory entry is located at a position 
corresponding to a leaf of the tree. Each entry is uniquely 
identi?ed by a name including hierarchical information 
(DN: Distinguished Name), and can store, in addition to a 
mail address of a user, various information such as full 
name, telephone number, FAX number, picture and so on of 
the user as attributes. 

[0008] In addition, X500 employs a client-server type 
distributed system architecture, and de?nes DAP (Directory 
Access Protocol) Which complies With a seven-layer struc 
ture of OSI (Open Systems Interconnection) as a commu 
nication protocol betWeen information processing units 
serving as clients and a server. 

[0009] On the other hand, the IETF (Internet Engineering 
Task Force), Which is a standardiZation organiZation in the 
Internet, has standardiZed “LDAP: LightWeight Directory 
Access Protocol (RFC1777)” as a protocol betWeen clients 
and a server on TCP/IP. This protocol is also described in 
“LightWeight Directory Access Protocol (V3)”, M. Wahl et 
al. RFC2251, December 1997. The user may access a 
directory server of X500 from an application program 
(hereinafter abbreviated as “AP”) on a client through a 
netWork such as LAN, in accordance With LDAP, for 
searching for desired information such as the mail address of 
a user or the like. 

[0010] FIG. 15 shoWs a part of an LDAP access request 
de?ned as RFC1777, Which is described using ASN.1 
(Abstract Syntax Notation One) de?ned as ISO8824. 

[0011] Referring speci?cally to FIG. 15, Search 24 is a 
request for searching directory entries; Add 25 is a request 
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for adding an entry; Delete 26 is a request for deleting an 
entry; and Modify 27 is a request for changing an attribute 
value in an entry. Other than the requests shoWn in FIG. 15, 
various access requests have been de?ned by RFC1777 as 
protocol elements, including Bind for starting a connection, 
Unbind for closing a connection, ModifyRDN for changing 
the name of an entry, Compare for comparing a certain 
attribute value betWeen entries, and so on. 

[0012] The directory server receives the access requests 
shoWn in FIG. 15, issued by a client, and access a database 
(hereinafter abbreviated as DB) Which stores information on 
each directory entry. When an access request involves a 
search operation such as Search 24 or the like, the directory 
server searches the DB for an entry or entries meeting 
speci?ed conditions, extracts the entry or entries from the 
DB, and returns the extracted entry or entries to the client. 
On the other hand, When an access request involves a modify 
operation such as Add 25, Delete 26, Modify 27 or the like, 
the directory server modi?es associated directory informa 
tion on the DB and returns the result to the client. 

[0013] According to the conventional directory access 
method mentioned above, When the directory server receives 
a modify request, the directory server modi?es associated 
directory information on the DB and simultaneously vali 
dates the modi?ed information, so that the folloWing prob 
lems arise. 

[0014] For example, assume that the processing is sud 
denly interrupted due to poWer interruption, user’s errone 
ous manipulations, or erroneous operations of the informa 
tion processing unit itself or a program, While an AP is 
successively updating a plurality of directory information 
items. Within a sequence of directory information items in 
course of the modi?cation, only those Which have reached 
the directory server are re?ected to the DB. 

[0015] Asimilar problem may also arise by an interruption 
of a Work by the user. Speci?cally, When a sequence of 
meaningful processing is interrupted, the directory informa 
tion looses the consistency, and it is difficult to eliminate the 
inconsistency once introduced into the DB. In addition, the 
conventional method only has a poor exclusive control 
capability. 

SUMMARY OF THE INVENTION 

[0016] It is therefore an object of the present invention to 
provide a directory access method Which is capable of 
guaranteeing the consistency of directory information even 
if an inadvertent interruption due to a fault in a system or the 
like, an intended interruption made by a user or an AP, or the 
like occurs during the execution of a sequence of directory 
operations, or during simultaneous accesses from a plurality 
of APs. 

[0017] To achieve the above object, the directory access 
method according to the present invention collectively pro 
cesses a sequence of meaningful access requests as a logical 
Work unit (transaction). According to a directory service 
implementing the directory access method of the present 
invention, a client issues an access request to a directory 
server either in a non-transaction phase or in a transaction 
phase. In the non-transaction phase, issued access requests 
are individually re?ected to a database as before. The 
non-transaction phase thus provides the compatibility With 
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conventional systems. In the transaction phase, on the other 
hand, a sequence of issued access requests are collectively 
re?ected to the database as a single transaction. The client 
can bidirectionally transit betWeen both the phases in accor 
dance With the contents of processing. When the client 
transits to the transaction phase and issues a sequence of 
access requests, the consistency is guaranteed for a plurality 
of directory information items to be processed by the access 
requests. 

[0018] To implement the directory access method accord 
ing to the present invention, a directory server comprises a 
database for storing directory information; a non-transaction 
unit for processing individual access requests as different 
transactions; a transaction processing unit for processing a 
sequence of access requests as a single transaction; a phase 
management table for storing a processing phase for each 
connection With a client; and a phase management unit for 
passing a received access request to the non-transaction 
processing unit or to the transaction processing unit based on 
a stored processing phase. 

[0019] In addition, the client is provided With a request for 
the directory server for de?ning transaction processing. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0020] FIG. 1 is a block diagram illustrating the con?gu 
ration of a system according to the present invention; 

[0021] FIG. 2 is a block diagram illustrating the con?gu 
ration of a directory server according to the present inven 
tion; 

[0022] FIG. 3 illustrates a data structure for a phase 
management table 7; 

[0023] FIG. 4 is a How diagram for explaining directory 
access processing in a ?rst embodiment; 

[0024] FIG. 5 is a How diagram for explaining non 
transaction processing in ?rst and second embodiments; 

[0025] FIG. 6 is a How diagram for explaining transaction 
processing in the ?rst embodiment; 

[0026] FIG. 7 is a How diagram for explaining interrup 
tion processing in the ?rst embodiment; 

[0027] FIG. 8 is a diagram for explaining a transaction 
operation in a WAIT mode in the ?rst and second embodi 
ments; 

[0028] FIG. 9 is a diagram for explaining a transaction 
operation in a NOWAIT mode in the ?rst embodiment; 

[0029] FIG. 10 is a diagram for explaining a basic com 
munication sequence in the ?rst and second embodiments; 

[0030] FIG. 11 is a diagram for explaining a communi 
cation sequence for successive transactions in the ?rst and 
second embodiments; 

[0031] FIG. 12 is a diagram for explaining a communi 
cation sequence When an exclusive error occurs in the ?rst 

embodiment; 

[0032] FIG. 13 is a diagram for explaining a communi 
cation sequence When a connection is closed in the ?rst and 
second embodiments; 
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[0033] FIG. 14 is a diagram for explaining state transi 
tions in the ?rst embodiment; 

[0034] FIG. 15 is a list for explaining communication 
protocol elements related to search and modify; 

[0035] a FIG. 16 is a list for explaining a communication 
protocol element related to an extended operation; 

[0036] FIG. 17 is a list for explaining communication 
protocol elements related to a transaction operation; 

[0037] FIG. 18 is a How diagram for explaining directory 
access processing in the second embodiment; 

[0038] FIG. 19 is a How diagram for explaining transac 
tion processing in the second embodiment; 

[0039] FIG. 20 is a How diagram for explaining a trans 
action operation in a NOWAIT mode in the second embodi 
ment; 

[0040] FIG. 21 is a diagram for explaining a communi 
cation sequence When an exclusive error occurs in the 

second embodiment; and 

[0041] FIG. 22 is a diagram for explaining state transi 
tions in the second embodiment. 

DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

[0042] (1) First Embodiment 

[0043] A ?rst embodiment of the present invention Will 
hereinafter be described With reference to the accompanying 
draWings. In the folloWing, the same parts in various ?gures 
are designated the same reference numerals. 

[0044] FIG. 1 illustrates an exemplary con?guration of a 
system in Which a directory server 1 and a plurality of clients 
2 are connected through a netWork 10 such as LAN. The 
directory server 1 is connected to a DB 6 as a means for 
storing and managing directory information. 

[0045] The directory server 1 comprises a communication 
control unit 3 for executing communication processing With 
the clients 2; a protocol analysis unit 4 for receiving a 
request for accessing directory information and analyZing 
the contents of the access request; a non-transaction pro 
cessing unit 5 for processing individual access requests as 
different transactions as before; a transaction processing unit 
9 for processing a sequence of access requests as a single 
transaction; a phase management table 7 for storing a 
processing phase for each connection With a client 2; and a 
phase management unit 8 for passing an received access 
request to the non-transaction processing unit 5 or to the 
transaction processing unit 9 based on the processing phase. 

[0046] The directory server 1 may be implemented by a 
personal computer or a Workstation Which has a CPU 
(processor), a memory and a communication port. The 
above-mentioned units may be in the form of softWare 
executed by the CPU, and the table is placed on the memory 
(described later in greater detail). 

[0047] The DB 6 may be, for example, a DB management 
system having transaction capabilities such as a relational 
DB management system, an object-oriented DB manage 
ment system and so on available on the market, for storing 
and managing information on each directory entry. The 
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directory server 1 and the DB 6 often share the same 
hardware portions, and transmit and receive information 
therebetWeen through a means such as interprocess commu 
nication. The DB 6 is not limited to a DB management 
system as mentioned above but may be a DB package 
including index and search functions such as hash, B-tree 
and so on. As representative DB packages, dbm of UNIX, 
Berkeley DB and so on may be presented. Since such a DB 
package operates as a portion of an AP, the directory server 
1 may access the DB 6 using a means such as a function call 
instead of the interprocess communication. 

[0048] In the folloWing, the ?rst embodiment is explained 
in connection With a relational DB management system for 
managing data in the form of a table composed of roWs and 
columns, as an example of the DB 6. 

[0049] Generally, a relational database language (SQL) is 
utiliZed for accesses to a relational DB management system. 
The SQL has a SELECT statement for searching a table; an 
INSERT statement for adding a neW roW to the table; a 
DELETE statement for deleting a roW in the table; a 
MODIFY statement for updating a roW in the table; a 
COMMIT statement for validating all modify operations so 
far executed and terminating a transaction; a ROLLBACK 
statement for invalidating all modify operations so far 
executed and terminating a transaction; and so on. 

[0050] A relational DB management system implicitly 
begins a transaction at the time a client is connected to the 
system, and treats a sequence of SQL statements until a 
COMMIT or ROLLBACK statement is issued as a single 
transaction. When a COMMIT or ROLLBACK statement is 

issued, subsequent SQL statements are treated as a neW 
transaction. 

[0051] Also, general-purpose relational DB management 
systems often include a lock function for a table or a roW 
involved in a current operation. Generally, When a SELECT 
statement is used to search a table, a shared lock is applied 
to roWs Which meet conditions for the search. RoWs, Which 
are once shared locked, cannot be modi?ed from other APs, 
but can be searched for. On the other hand, When a modify 
operation is executed through an INSERT statement or the 
like, a roW to be modi?ed is applied With an exclusive lock. 
An exclusively locked roW cannot be searched or modi?ed 
from other APs. It is also possible to explicitly specify Which 
of shared lock or exclusive lock should be applied to a roW 
to be accessed. When not speci?ed, a shared lock is applied 
to roWs associated With a search operation, While an exclu 
sive lock is applied to roWs associated With a modify 
operation, as mentioned above. Each lock is released When 
an associated transaction is terminated. 

[0052] FIG. 2 illustrates the con?guration of the directory 
server 1 according to the ?rst embodiment. Parts in FIG. 2 
substantially identical to those in FIG. 1 are designated the 
same reference numerals. 

[0053] The directory server 1 comprises a central process 
ing unit (CPU) 11; a magnetic disk 12 such as a hard disk 
drive; a main memory 13; a bus 14; a display 15; a keyboard 
16; and a pointing device 17 such as a mouse. The magnetic 
disk 12 stores directory data 19 as a ?le. The main memory 
16 stores a communication control program 3; a protocol 
analysis program 4; a phase management program 8; a 
non-transaction processing program 5; a transaction pro 
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cessing program 9; and DB management program 18. These 
programs are originally stored in the magnetic disk 12 and 
transferred to the main memory 16 as required and executed 
by the CPU 14. The main memory 16 further stores the 
phase management table 7. The DB 6 in FIG. 1 is composed 
of the DB management program 18 and the directory data 
19. 

[0054] Next explained is a request made by a user (direc 
tory client 2) to the directory server 1 in the directory access 
method according to the present invention, taking the LDAP 
as an example. 

[0055] FIG. 16 shoWs a notation of an access request 
Extended 28 for an extended operation de?ned in the LDAP. 
Extended 28 is a request provided to alloW a vendor or the 
like to individually extend functions, and has tWo param 
eters: requestName and requestValue. The requestName is 
loaded With a globally unique object identi?er (OID) 
described in X208 Recommendation of CCITT for uniquely 
identifying an extended function. The requestValue in turn is 
loaded With various values individually used by the 
extended function as an octet string. The requestValue is an 
option, and thus may not be loaded With any value if not 
required. 
[0056] FIG. 17 shoWs an access request provided for a 
client in the directory access method of the ?rst embodi 
ment. The directory access method of the ?rst embodiment 
implements, in addition to conventional requests, three 
functions using Extended 28 shoWn in FIG. 16. The three 
functions are begin 29 for indicating the beginning of a 
transaction; commit 30 for validating all operations so far 
executed and terminating a transaction; and rollback 31 for 
invalidating all operations so far executed and terminating a 
transaction. In FIG. 17, <begin0id>, <commit0id>, 
<rollback0id>, <exclusiveMode0id> are each loaded With a 
numerical string as an object identi?er assigned to identify 
their respective functions. The <exclusiveMode0id> in 
begin 29 is used to identify tWo types of exclusive modes, 
later described. 

[0057] FIG. 10 illustrates a basic communication 
sequence Which shoWs, as an example, an alternation of a 
conventional directory access method (37, 39) and the 
directory access method (38, 40) of the present invention. 

[0058] First, as a ?rst phase, a client 2, after connecting to 
the directory server 1, issues search and modify requests. 
Since the server 1 has not received begin 29 for indicating 
the beginning of a transaction, the server 1 treats these 
requests as a normal operation 37 of a non-transaction phase. 
Speci?cally, the server 1 issues an SQL statement corre 
sponding to each statement and a COMMIT statement to the 
DB 6, and validates data simultaneously With modi?cation 
associated With each request. 

[0059] Next, as a second phase, the client 2 issues begin 29 
for indicating the beginning of a transaction, and then issues 
a plurality of modify requests. The server 1 receives begin 
29, recogniZes the modify requests subsequent thereto as an 
operation 38 in a transaction phase, and issues an SQL 
statement corresponding to each modify request to the DB 6. 
When the client 2 issues commit 30 for indicating a normal 
termination of the transaction at the end of the transaction 
phase 38, the server 1 issues a COMMIT statement to the 
DB 6 to validate a sequence of modi?ed data in the trans 
action 38. 














