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MEHTOD AND APPARATUS FOR ROUTING A 
PACKET IN A NETWORK 

BACKGROUND OF THE INVENTION 

[0001] 1. Field of the Invention 

[0002] This invention relates generally to computer net 
Works and, more particularly, to a method and apparatus for 
routing a packet in a computer netWork. 

[0003] 2. Description of the Related Art 

[0004] Local area netWorks (“LANs”) are noW common 
place. A LAN is a computer netWork that spans a relatively 
small area. Most LANs connect Workstations and/or per 
sonal computers in a Way that enables a user to access data 
and devices at any of the locations on the LAN so that many 
users can share expensive types of devices such as laser 
printers and can share information. 

[0005] There are many types of LANs. Common eXamples 
include token ring netWorks and Ethernets. A token ring 
netWork is a type of computer netWork in Which the com 
puters are schematically arranged in a circle. A packet of 
digital information, called a “token,” travels around the 
circle. To send a message, a computer attaches its message 
to the token and lets the token continue traveling around the 
netWork. Each computer checks the message When it 
receives a token to see if it is the intended destination and, 
if so, removes the message from the token. An Ethernet is a 
bus netWork in Which packets of digital information travel 
up and doWn the bus. Although these are the most common 
type of LANs, there are still others, such as ARCnet, in use. 

[0006] FIG. 1 depicts a prior art computer netWork 10 that 
Will be used to illustrate several concepts associated With the 
invention. The computer netWork 10 generally comprises a 
?rst LAN 12, a second LAN 14, and a router 15. A“router” 
is a device that connects tWo or more LANs as shoWn in 
FIG. 1 and in a manner described more fully beloW. The ?rst 
LAN 12 includes a server 16 and tWo Workstations 18. The 
second LAN 14 similarly includes a second server 20 and 
tWo Workstations 22. Each of the router 15, the server 16, the 
Workstations 18, the server 20, and the Workstations 22 may 
be generally referred to as a “LAN device.” The various 
components of the computer netWork 10 are interconnected 
by communication links 23, 24, and 25, Which may be any 
type of media such as tWisted pair Wires, coaxial cables, ?ber 
optic cables, or some combination thereof. Some LAN s even 
use Wireless communications links, such as radio or infrared 
Waves. 

[0007] The Workstations 18 and Workstations 22 can send 
messages to one another through the netWork 10 in “pack 
ets” of digital information. Each device on the netWork 10 
is assigned a physical address. Each packet contains a 
destination address for one of the other Workstations and 
message data. Thus, for one Workstation 18 to communicate 
With the other Workstation 18, the ?rst Workstation 18 
composes a packet Which is then electronically transmitted 
to the other Workstation 18 over the LAN 12 through the 
communications links 24. The Workstations 22 use this same 
process. HoWever, for a Workstation 18 to transmit a mes 
sage to a Workstation 22, the Workstation 18 must compose 
a data packet that is transmitted via the router 15. 

[0008] The manner in Which the LAN devices communi 
cate is determined by a “protocol.” A protocol is an agreed 
upon format for transmitting data betWeen and among 
devices. Thus, the netWork’s protocol determines the com 
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position, transmission, receipt, and decomposition of the 
packets. Most netWorks use some form of the transport 
control protocol/Internet protocol (“TCP/IP”). The TCP/IP 
protocol is actually a group of protocols. Note that, although 
the term “Internet” appears in the name of the protocol, its 
application is not limited to the Internet, other Wide area 
netWorks (“WANs”), or any other type of netWork. 

[0009] The TCP/IP protocols are typically used to imple 
ment computer netWorks, such as the computer netWork 10, 
dictate that the destination address for any individual packet 
have at least tWo parts. One part of the address is very 
general and one part of the address is very speci?c. The 
general part of the address is knoWn as the Internet protocol 
(“IP”) address and determines Whether the packet is sent to 
its destination through the router 15. The router 15 then 
determines, or “resolves,” the speci?c physical address of 
the packet’s destination from the IP address carried by the 
packet. Thus, the IP address is not an actual physical 
address, but instead merely represents a physical address. 

[0010] When the router 15 receives a packet, it determines 
Whether it knoWs the physical address represented by the IP 
address. The router 15 temporarily stores physical addresses 
to Which it has recently transmitted, and checks this store 
Whenever it receives a packet. If the physical address of the 
received packet can be determined from the stored informa 
tion, the router 15 transmits the packet right aWay. If not, 
then the router 15 must “resolve” the physical address. The 
router 15 typically does this using What is knoWn as an 
“address resolution protocol” (“ARP”). 
[0011] The ARP is part of the TCP/IP protocol suite and is 
used to convert an IP address into the physical address that 
is the destination of the packet. The ARP requires the router 
15 to broadcast to all LAN devices on the netWork 10 What 
is knoWn as an ARP request. The ARP request instructs the 
LAN device corresponding to the IP address to respond by 
transmitting its physical address back to the router 15. The 
intended destination then replies to the request With its 
physical hardWare address. The router 15 receives the physi 
cal address and stores it temporarily. 

[0012] During the ARP, the router 15 either retains or 
discards the packet for Which the ARP is issued. If the packet 
is retained, the router 15 simply transmits it to Whichever 
LAN device responded to the ARP request. HoWever, some 
routers do not retain the packet during ARP and the packet 
is lost. The LAN devices are typically programmed for this 
eventuality such that they Will send the packet to the router 
15 several times. Thus, the router 15 might receive the 
packet tWo or three times While transmitting the packet to the 
destination only on the second or third try. 

[0013] For eXample, assume that a Workstation 18 trans 
mits a data packet to a Workstation 22 over the netWork 10 
and that the router 15 does not retain the data packet. The 
Workstation 18 transmits the data packet over the LAN 12 to 
the router 15. The router 15 then broadcasts an ARP request 
and the Workstation 22 replies to the request by sending its 
physical address to the router 15. In the meantime, the router 
15 has dropped the data packet. The router 15 then receives 
the physical address of the Workstation 22 over the LAN 14 
and temporarily stores it. The Workstation 18 once again 
sends the data packet to the router 15. The router 15 then 
checks its memory, ?nds the previously resolved physical 
address of the Workstation 22, and forWards the data packet 
to the Workstation 22. Although such a netWork obviously 
lacks something in ef?ciency, this protocol simpli?es the 
design and reduces the cost of implementing the netWork 10 
overall. 



US 2001/0043598 A1 

[0014] This procedure Works reasonably Well unless one 
or more of the LAN devices on the network 10 includes a 
poWer management feature that inactivates the LAN device 
When not in use. If, for instance, a Workstation 22 incorpo 
rates a poWer management system, the operating system of 
the Workstation 22 Will sWitch to a “sleep” state to reduce 
poWer consumption after a predetermined period of inactiv 
ity. When the router 15 broadcasts an ARP request to Which 
a sleeping Workstation 22 should respond, the Workstation 
22 has to “Wake up” before responding. 

[0015] The presence of poWer-managed devices is impor 
tant because of the Way they typically implement their 
retention capabilities. LAN devices such as the servers 16 
and 20 and the Workstations 18 and 22 typically have a 
retention capability. HoWever, the retention capability for 
some devices deactivates When the device goes to sleep. 
Thus, in the context of ARP, the LAN device When it is 
asleep may retain the ARP request or discard it depending on 
its retention capabilities. The sleep-state retention capability 
for LAN devices is expensive to implement and Was previ 
ously thought to be non-critical. Many computer netWorks 
such as the netWork 10 are therefore implemented With LAN 
devices omitting a sleep-state retention capability for cost 
reasons. HoWever, recent information indicates that sleep 
state retention capability is extremely critical in some imple 
mentations to prevent LAN connection failures and lost 
information 

[0016] Assume again the previous scenario, except that (1) 
the destination Workstation 22 is a poWer-managed device, 
(2) the Workstation 22 lacks a sleep-state retention capabil 
ity, and (3) the Workstation 22 is asleep at the time the data 
packet is ?rst transmitted. The ?rst ARP request aWakens the 
Workstation 22. While the Workstation 22 is awakening, the 
source Workstation 18 may re-send one or more data packets 
With the router 15 broadcasting another ARP request for 
each data packet, again dropping the data packets. The 
destination Workstation 22 in this scenario cannot respond to 
the ?rst ARP request upon aWakening because it has not 
been retained. Once the destination Workstation 22 is aWak 
ened, it can respond to one of the subsequent ARP requests 
so that the router 15 can resolve its physical address. 
HoWever, in some circumstances, by the time the physical 
address of the Workstation 22 is ?nally resolved, the source 
Workstation 18 has quit re-sending the packet. Thus, 
although the router 15 has noW resolved and stored the 
address and the destination Workstation 22 is aWake, the 
connection has failed and the information is lost. 

[0017] The present invention is directed to overcoming, or 
at least reducing the effects of, one or more of the problems 
set forth above. 

SUMMARY OF THE INVENTION 

[0018] The invention in one embodiment is a method for 
routing a packet in a netWork. The method includes trans 
mitting a ?rst data packet to a destination; provoking reso 
lution of the destination address of the ?rst data packet; and 
transmitting a second data packet to the destination after the 
destination address is resolved. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0019] Other objects and advantages of the invention Will 
become apparent upon reading the folloWing detailed 
description and upon reference to the draWings in Which: 
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[0020] 
Work; 
[0021] FIG. 2 conceptually illustrates a netWork operating 
in accord With the present invention in one embodiment; 

[0022] FIG. 3 conceptually illustrates one embodiment of 
a method in accordance With the present invention; 

[0023] FIGS. 4A and 4B illustrate alternative computer 
netWorks With Which the invention may be implemented in 
alternative embodiments; and 

[0024] FIG. 5 conceptually illustrates an alternative 
embodiment of a method for implementing the present 
invention on the computer netWorks of FIGS. 4A and 4B. 

FIG. 1 conceptually illustrates a computer net 

[0025] While the invention is susceptible to various modi 
?cations and alternative forms, speci?c embodiments 
thereof have been shoWn by Way of example in the draWings 
and are herein described in detail. It should be understood, 
hoWever, that the description herein of speci?c embodiments 
is not intended to limit the invention to the particular forms 
disclosed, but on the contrary, the intention is to cover all 
modi?cations, equivalents, and alternatives falling Within 
the spirit and scope of the invention as de?ned by the 
appended claims. 

DETAILED DESCRIPTION OF SPECIFIC 
EMBODIMENTS 

[0026] Illustrative embodiments of the invention are 
described beloW. In the interest of clarity, not all features of 
an actual implementation are described in this speci?cation. 
It Will of course be appreciated that in the development of 
any such actual embodiment, numerous implementation 
speci?c decisions must be made to achieve the developers’ 
speci?c goals, such as compliance With system-related and 
business-related constraints, Which Will vary from one 
implementation to another. Moreover, it Will be appreciated 
that such a development effort, even if complex and time 
consuming, Would be a routine undertaking for those of 
ordinary skill in the art having the bene?t of this disclosure. 

[0027] FIG. 2 illustrates a computer netWork 30 con 
structed and operating in accordance With one embodiment 
of the invention. The netWork 30 generally comprises a 
source 32, a router 34, and a destination 36, all joined by 
communication links 37 and 39. In the embodiment illus 
trated, the source 32 is a Workstation and the destination 36 
is a server. HoWever, the invention is not so limited as both 
the source 32 and the destination 36 may be any kind of 
LAN device knoWn to the art. Also, it is possible that, in 
some embodiments, source 32 might comprise tWo separate 
devices operating in tandem. The router 34 in the embodi 
ment illustrated omits the capability to retain a packet during 
address resolution, but the invention is not so limited. The 
router 34 may, in some embodiments, include such a reten 
tion capability. The destination 36 in the embodiment illus 
trated is a poWer managed device. HoWever, again the 
invention is not so limited as the destination 36 may be any 
type of LAN device knoWn to the art. 

[0028] In accordance With the method conceptually illus 
trated in FIG. 3, the source 32 transmits a ?rst data packet 
to the destination 36 via the router 34. The router 34, upon 
receiving the ?rst data packet, broadcasts the ARP request 
over the subnet, or LAN, including the destination 36. 
Because the router 34 in the embodiment illustrated does not 
have the capability for retaining the packet, the packet is 
dropped. 
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[0029] The destination 36 receives the ARP request. 
Because, in the embodiment illustrated, the destination 36 is 
a power managed device that may be in a sleep state, the 
destination 36 may need to ?rst aWaken before being able to 
reply to the ARP request. Furthermore, because the desti 
nation 36 in the embodiment illustrated lacks the capability 
of retaining the ARP request While aWakening, the destina 
tion 36 Will drop the ARP request and fail to reply if it is in 
a sleep state. The destination 36 then, in accordance With the 
present invention, provokes resolution the destination 
address upon aWakening. Note that this provocation is 
distinguishable from replying to the ARP request in the 
typical address resolution protocol. 

[0030] The address resolution may be provoked by trans 
mitting a “provoking” packet from the destination 36 to the 
router 34 once the destination 36 has aWakened. The pro 
voking packet can be any type of packet that may be 
transmitted over the subnet or LAN including the destination 
36 and the router 34 to Which the router 34 Will respond. 
Examples include an Internet Control Message Protocol 
(“ICMP”) echo request sent out to the IP multi-cast address 
224.0.02 (i.e., all routers on the subnet), and an ARP request 
for the IP address knoWn to belong to the router 34 in use. 
HoWever, other types of packets may be used to provoke the 
address resolution and the type of packet may depend on the 
particular embodiment of the invention being implemented. 

[0031] The source 32 then transmits a second data packet 
to the destination 36. The ?rst and second data packets may 
preferably be identical but may, in some alternative embodi 
ments, be different. Also, in some embodiments, the source 
32 may have unsuccessfully attempted to transmit other data 
packets to the destination 36 betWeen the ?rst and second 
data packets as a result of programmed retries as described 
above. The address included in the second data packet has 
previously been resolved as a result of the destination 36’s 
provocation and is stored in the memory of the router 34 
such that the router 34 need not reissue the ARP request. The 
router 34 consequently directly routes the second data 
packet to the destination 36. 

[0032] Thus, the source 32 sequentially transmits a ?rst 
data packet and a second data packet to the destination 36 
via the router 34. The router 34 resolves the address of the 
?rst data packet upon the provocation of the destination 36. 
The destination 36 provokes the resolution upon aWakening 
from a sleep state responsive to the ARP request broadcast 
by the router 34 for the ?rst data packet. The router 34 then 
routes the second data packet to the destination 36 upon its 
receipt. The period of time betWeen the transmission of the 
?rst and second data packets by the source 32 Will vary 
depending upon the particular embodiment implemented, as 
Will be recogniZed by those in the art having the bene?t of 
this disclosure. The factors in this determination are Well 
knoWn in the art, and Will include, for instance, the estimated 
round trip time. 

[0033] FIGS. 4A and 4B illustrate tWo alternative 
embodiments of the invention. The embodiment of FIG. 4A 
is a netWork 40 comprising a ?rst LAN 42, a router 44, and 
a second LAN 46, all joined by communication links 47, 48, 
and 49. Both the ?rst LAN 42 and the second LAN 46 are 
token ring netWorks as are knoWn in the art and are dis 
cussed above, as modi?ed to implement the present inven 
tion. The embodiment of FIG. 4B is a computer netWork 50 
comprising a ?rst LAN 52, a router 54, and a second LAN 
56, all joined by communications links 57, 58, and 59. In this 
embodiment, both the ?rst LAN 52 and the second LAN 56 
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are Ethernet netWorks as are knoWn in the art and are 
discussed above, as modi?ed to implement the present 
invention. Both the netWork 40 of FIG. 4A and the netWork 
50 of FIG. 4B may be implemented using the alternative 
method of FIG. 5. 

[0034] Turning noW to FIGS. 4A and 5, each of the ?rst 
LAN 42 and the second LAN 46 comprise a plurality of 
LAN devices. Each of the ?rst LAN 42 and the second LAN 
46 includes a server 60a, a printer 60b, and a Workstation 
60c. Again, these are exemplary LAN devices and may in 
other embodiments be other types of LAN devices. The 
pieces of the netWork 40 are connected by communications 
links 47, 48, and 49, Which may be any suitable type of 
communications links knoWn to the art. 

[0035] The source 60c of the ?rst LAN 42 transmits a data 
packet to the destination 60a, Which is asleep, of the second 
LAN 46 via the router 44 using a TCP/IP protocol. The 
router 44 receives the data packet, broadcasts an ARP 
request throughout the netWork 40, drops the data packet, 
and Waits for the reply to the ARP request. The destination 
60a receives the ARP request and aWakens. The destination 
60a then provokes the resolution of its physical address by 
broadcasting an ICMP echo request to the IP address 
2240.02. The router 44 then resolves the physical address 
of the destination 60a in memory. After Waiting a predeter 
mined period of time suf?cient for the address resolution to 
?nish, the source 60c then re-transmits the data packet. 
Because the address of the destination 60a has been 
resolved, the router 44 transmits the data packet to the 
destination 60a Without issuing another ARP request. 

[0036] Thus, it can be seen that the present invention is 
Well-suited for its intended purpose. In particular, the present 
invention minimiZes LAN connection problems and laten 
cies in computer netWorking environments Where poWer 
managed LAN devices are accessed through a router Without 
having to replace or re-program the router. HoWever, the 
present invention may also be employed advantageously in 
other computer netWorking environments to achieve higher 
performance in making LAN connections. Furthermore, the 
invention may be implemented solely in the softWare of 
poWer-managed LAN devices, thereby eliminating eXpen 
sive equipment changes in established computer netWorks. 

[0037] The particular embodiments disclosed above are 
illustrative only as the invention may be modi?ed and 
practiced in different but equivalent manners apparent to 
those skilled in the art having the bene?t of the teachings 
herein. For instance, although the embodiments of FIGS. 4A 
and 4B employ a router joining LANs employing the same 
topology and protocol, the router may join LAN s employing 
alternative topologies and protocols. The netWork 50 of 
FIG. 4B may, like the netWork 40 of FIG. 4A, be imple 
mented using the method of FIG. 5. Furthermore, no limi 
tations are intended to the details of construction or design 
herein shoWn, other than as described in the claims beloW. 
It is therefore evident that the particular embodiments dis 
closed above may be altered or modi?ed and all such 
variations are considered Within the scope and spirit of the 
invention. Accordingly, the protection sought herein is as set 
forth in the claims beloW. 

1. A method for routing a packet in a computer netWork, 
the method comprising: 

transmitting a ?rst data packet to a destination; 

provoking resolution of the destination address of the ?rst 
data packet; and 



US 2001/0043598 A1 

transmitting a second data packet to the destination after 
the destination address is resolved. 

2. The method of claim 1, Wherein the ?rst data packet and 
the second data packet are transmitted from the same source. 

3. The method of claim 1, Wherein the resolved address is 
stored. 

4. The method of claim 1, Wherein the resolution is 
provoked by transmitting from the destination to the router 
at least one of an ICMP echo request and an ARP request for 
the IP address of the router. 

5. The method of claim 1, Wherein at least one of the ?rst 
data packet and the second data packet is transmitted using 
a TCP/IP protocol. 

6. The method of claim 1, Wherein the ?rst data packet and 
the second data packet are identical. 

7. The method of claim 1, Wherein the ?rst data packet is 
at least one of retained and dropped during address resolu 
tion. 

8. The method of claim 1, Wherein the destination at least 
one of drops and retains an ARP request. 

9. The method of claim 1, Wherein the second data packet 
is transmitted after Waiting a predetermined period of time 
sufficient for the resolution to ?nish. 

10. The method of claim 1, further comprising awakening 
the destination before provoking resolution of the destina 
tion address. 

11. An apparatus for routing a packet in a computer 
netWork, the apparatus comprising: 

a source for sequentially transmitting a ?rst data packet 
and a second data packet, 

a router for resolving a destination address of the ?rst data 
packet and for routing the transmitted second data 
packet; and 

a destination for provoking resolution of the destination 
address and for receiving the second data packet. 

12. The apparatus of claim 11, Wherein the source is a 
single LAN device. 

13. The apparatus of claim 11, Wherein the router stores 
the resolved address. 

14. The apparatus of claim 11, Wherein the destination 
provokes the resolution by transmitting at least one of an 
ICMP echo request to a plurality of routers on a subnet and 
an ARP request for the IP address of the router. 

15. The apparatus of claim 11, Wherein at least one of the 
?rst data packet and the second data packet are transmitted 
using a TCP/IP protocol. 

16. The apparatus of claim 11, Wherein at least one of the 
source and the destination is a poWer-managed device. 

17. The apparatus of claim 11, Wherein the source is at 
least one of a server and a Workstation. 

18. The apparatus of claim 11, Wherein the destination at 
least one of retains and drops an ARP request. 

19. The apparatus of claim 11, Wherein the router at least 
one of drops and retains the ?rst data packet during address 
resolution. 

20. The apparatus of claim 11, Wherein the destination is 
a poWer-managed device. 

21. The apparatus of claim 11, Wherein the destination is 
aWakened by an ARP request responsive to transmission of 
the ?rst data packet. 
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22. An apparatus for routing a packet in a computer 
netWork, the apparatus comprising: 

a source capable of sequentially transmitting a ?rst data 
packet and a second data packet to a destination having 
a destination address; 

a router capable of resolving a destination address of the 
transmitted ?rst data packet and routing the transmitted 
second data packet; and 

a destination capable of provoking resolution of the 
destination address and of receiving the second data 
packet. 

23. The apparatus of claim 22, Wherein the source is a 
single LAN device. 

24. The apparatus of claim 22, Wherein the router stores 
the resolved address. 

25. The apparatus of claim 22, Wherein the destination is 
capable of provoking resolution by transmitting at least one 
of an ICMP echo request to a plurality of routers on a subnet 
and an ARP request for the IP address of the router. 

26. The apparatus of claim 22, Wherein at least one of the 
?rst data packet and the second data packet can be trans 
mitted using a TCP/IP protocol. 

27. The apparatus of claim 22, Wherein at least one of the 
source and the destination is a poWer-managed device. 

28. The apparatus of claim 22, Wherein the source is at 
least one of a server and a Workstation. 

29. The apparatus of claim 22, Wherein the destination at 
least one of drops and retains an ARP request. 

30. The apparatus of claim 22, Wherein the router at least 
one of drops and retains the ?rst data packet during address 
resolution. 

31. A method for routing a packet in a computer netWork, 
the method comprising: 

transmitting a data packet to a destination; 

provoking resolution of the physical address of the des 
tination; and 

re-transmitting the data packet to the destination after the 
physical address is resolved. 

32. The method of claim 31, Wherein the data packet is 
transmitted and re-transmitted from the same source. 

33. The method of claim 31, Wherein the resolved physi 
cal address is stored. 

34. The method of claim 31, Wherein resolution is pro 
voked by broadcasting from the destination at least one of an 
ICMP echo request and an ARP request for the IP address of 
the router. 

35. The method of claim 31, Wherein the data packet is at 
least one of transmitted and re-transmitted using a TCP/IP 
protocol. 

36. The method of claim 31, Wherein the transmitted data 
packet is discarded during address resolution. 

37. The method of claim 31, Wherein the data packet is 
re-transmitted after Waiting a predetermined period of time. 


