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(57) ABSTRACT 
In one embodiment of a method for recovering from a 
computer system lockup condition, an interrupt is generated 
to the computer system’s operating system notifying the 
operating system of the lockup condition. An operating 
system interrupt handler is then executed. The interrupt 
handler performs at least one step to attempt to cure the 
lockup condition. If the interrupt handler fails to cure the 
lockup condition, the interrupt is regenerated to the operat 
ing system notifying the operating system of the lockup 
condition. The interrupt handler is then re-eXecuted in 
response to the regeneration of the interrupt, With the 
interrupt handler performing a further step in attempting to 
cure the lockup condition. 
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METHOD FOR RECOVERING FROM COMPUTER 
SYSTEM LOCKUP CONDITION 

[0001] This application is a continuation-in-part of US. 
Ser. No. 08/933,260, entitled “Method and Apparatus 
Detecting and Recovering From Computer System Malfunc 
tion”, ?led Sep. 18, 1997. 

[0002] Reference is made to the following commonly 
assigned copending patent applications: 

[0003] Ser. No. , entitled “Method and Appa 
ratus for Detecting and Reporting Failed Micropro 
cessor Reset”; and 

[0004] Ser. No. ,entitled “Method and Appa 
ratus for Reporting Malfunctioning Computer Sys 
tem”, each of Which is incorporated by reference 
herein. 

BACKGROUND OF THE INVENTION 

[0005] 1. Field of the Invention 

[0006] The present invention pertains to the ?eld of com 
puter systems. More particularly, this invention pertains to 
the ?eld of recovering from computer system malfunctions. 

[0007] 2. Background of the Related Art 

[0008] For many years, computer system manufacturers, 
computer component manufacturers, and computer users 
have been concerned With detecting and recovering from 
computer system malfunctions. There are many reasons Why 
a computer system might malfunction, including memory 
data corruption, data corruption related to ?Xed disks or 
removable media, operating system errors, component 
errors, components overheating, applications or operating 
systems performing illegal instructions With respect to the 
processor, incompatibility betWeen various hardWare and 
softWare system components, etc. 

[0009] Some of these types of malfunctions have been 
effectively dealt With by prior systems. For eXample, 
memory data corruption can be handled by parity detection 
and/or error correcting code (ECC). Illegal instructions can 
be trapped by the processor and in many cases handled either 
Within the processor or by the operating system. Other 
malfunctions may result in system “hangs.” A system is 
“hanged” When it is no longer able to respond to user inputs 
and/or is not able to respond to system events including, but 
not limited to, incoming netWork traf?c, etc. Some malfunc 
tions that can result in system hangs include operating 
systems or hardWare components entering unknoWn or inde 
terminate states, causing the operating system or hardWare 
component to cease normal operation. In these cases, the 
computer user must restart the computer. Restarting the 
computer after a system hang can cause problems such as 
data loss and corruption. 

[0010] Some prior computer systems have included timers 
knoWn as “Watchdog” timers. A typical Watchdog timer 
implementation involves a processor periodically resetting a 
timer, and under normal operation the timer never reaches a 
certain value. If the timer ever reaches the certain value, the 
computer system is reset. This solution causes no action to 
take place to attempt to cure the malfunction other than to 
take the drastic action of resetting the computer system. 
Resetting the computer system may result in the same 
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problems mentioned above With regard to a user restarting a 
computer, including data loss and corruption. 

[0011] Separate error checking processors have been 
included in computer systems in order to detect and attempt 
to recover from system hangs. This solution has the disad 
vantage of being costly. The computer user bene?ts from 
less costly computer systems. Therefore, a loWer cost 
method and apparatus for detecting and recovering from 
computer system malfunctions is desirable. 

SUMMARY OF THE INVENTION 

[0012] A method for recovering from a computer system 
lockup condition is disclosed. In one embodiment of the 
method, an interrupt is generated to the computer system’s 
operating system notifying the operating system of the 
lockup condition. An operating system interrupt handler is 
then eXecuted. The interrupt handler performs at least one 
step to attempt to cure the lockup condition. If the interrupt 
handler fails to cure the lockup condition, the interrupt is 
regenerated to the operating system notifying the operating 
system of the lockup condition. The interrupt handler is then 
re-eXecuted in response to the regeneration of the interrupt, 
With the interrupt handler performing a further step in 
attempting to cure the lockup condition. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0013] FIG. 1 shoWs a How diagram of a method for 
detecting and recovering from a computer system malfunc 
tion implemented in accordance With one embodiment of the 
invention. 

[0014] FIG. 2 depicts a block diagram of computer system 
implemented in accordance With one embodiment of the 
invention. 

[0015] FIG. 3 is a How diagram of one embodiment of a 
method for recovering from a computer system lockup 
condition implemented in accordance With the invention. 

DETAILED DESCRIPTION 

[0016] A method for recovering from a computer system 
lockup condition is disclosed. In the folloWing description, 
for the purposes of explanation, speci?c details are set forth 
to provide a thorough understanding of the invention. HoW 
ever, it Will be apparent to one skilled in the art that these 
speci?c details are not required to practice the invention. In 
other instances, Well knoWn methods, devices, and struc 
tures are not described in particular detail in order to avoid 
obscuring the invention. 

[0017] OvervieW 

[0018] The invention solves the problem of detecting and 
recovering from computer system malfunctions. In general, 
and in accordance With one embodiment of the invention, a 
timer is set upon starting the computer. An operating system 
related softWare agent running on a processor periodically 
resets the timer. If the timer ever eXpires, an interrupt is 
generated Which causes the processor to execute an interrupt 
handler Which is unrelated to the operating system. The term 
“interrupt” as used herein includes all manner of interrupts, 
including, but not limited to, Peripheral Component Inter 
connect (PCI) interrupts, Industry Standard Architecture 
(ISA) interrupts, System Management Interrupts (SMI), and 
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Non-Maskable Interrupts (NMI). When the interrupt handler 
is called, the timer is reset by the interrupt handler to its 
initial value. The interrupt handler causes the timer to be 
periodically reset While it attempts to cure the malfunction 
that caused the timer to expire previously. If the timer 
expires While the interrupt handler is executing, a partial 
reset is performed. The partial reset fully resets the processor 
and further resets portions of other system components. The 
partial reset alloWs the state of the various system compo 
nents to be maintained While the system is restarted. 

[0019] Embodiments of the Invention 

[0020] FIG. 1 shoWs a How diagram of a method for 
detecting and recovering from a computer system malfunc 
tion implemented in accordance With one embodiment of the 
invention. At step 110, a timer is loaded. The timer may be 
a count-doWn timer that is initially loaded With a value and 
over a period of time counts doWn to Zero unless it is 
reloaded. Other types of timers or counters may also be used 
With the invention, including counters that start at a value 
and count up until a trigger value is reached. In the present 
embodiment, the timer is of the count-doWn type. The timer 
is initially loaded upon system start up as part of the boot 
process. 

[0021] FolloWing the load timer step 110, the timer is 
checked after a period of time at step 120 in order to 
determine Whether the timer has expired. The checking is 
preferably performed by a softWare agent running on a 
processor. The softWare agent is typically related to an 
operating system. If the timer has not expired, the softWare 
agent causes the timer to be reset at step 130. FolloWing step 
130, the timer is again rechecked after a period of time at 
step 120. Steps 120 and 130 are repeated continuously so 
long as no computer system malfunction exists that Would 
prevent the softWare agent from resetting the timer. Mal 
functions that Would prevent the timer from being reset 
include the operating system misbehaving in such a manner 
that it is unable to schedule and run the softWare agent. 
Another possible malfunction that Would prevent the soft 
Ware agent from resetting the timer is a broken data or 
address path betWeen the processor and the timer such that 
even though the operating system is behaving properly and 
the processor is able to run the softWare agent, the processor 
is not able to cause the timer to be reloaded. The processor 
itself may also malfunction in such a manner that it is unable 
to execute the softWare agent. Other malfunctions are pos 
sible, including the operating system Waiting for a misbe 
having peripheral. 

[0022] If the timer does expire, an interrupt is generated at 
step 140. In this embodiment, the generated interrupt causes 
the processor to execute an interrupt handler. As mentioned 
above, it is possible that a processor malfunction caused the 
timer to expire. If the processor is not operating properly, it 
likely Will not be able to execute the interrupt handler. This 
case is discussed beloW. The discussion beloW regarding the 
execution of the interrupt handler assumes that the processor 
is operating in such a manner that it is able to execute the 
handler. 

[0023] The interrupt handler is not related to the operating 
system and is stored in non-operating system memory space. 
Since the interrupt handler is not related to the operating 
system, the processor is able to execute the interrupt handler 
even if the operating system is behaving improperly The 
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interrupt handler attempts to investigate and cure the mal 
function that alloWed the timer to expire. It is possible for the 
interrupt handler to attempt to cure a broad range of possible 
system malfunctions. 

[0024] Upon the generation of the interrupt, the timer is 
reloaded at step 150. The reloading is preferably accom 
plished automatically by system logic. The processor cannot 
be relied on to perform the reload timer step 150 since a 
processor malfunction may have resulted in the timer expir 
mg. 

[0025] The interrupt handler checks the timer to see if it 
has expired a second time at step 160. If the timer has not 
expired, the timer is reset by the interrupt handler at step 
170. Steps 160 and 170 are periodically repeated so long as 
the interrupt handler is executing. If the timer expires a 
second time, it is likely an indication that either the proces 
sor is unable to execute the interrupt handler or there is a 
broken data or address path betWeen the processor and the 
timer such that even if the processor is able to properly 
execute the interrupt handler the timer is never reset. 

[0026] If the timer expires a second time, a system reset 
occurs at step 180. Preferably, the system reset is a partial 
system reset. Apartial system reset may involve the proces 
sor, the memory controller, and portions of system periph 
erals. The partial system reset seeks to retain system state 
information so that the system can attempt to cure system 
malfunctions during the reboot process. An indication is 
preferably maintained by the system logic that indicates to 
the system Basic Input/Output System (BIOS) that the 
current boot process Was triggered by a partial system reset 
and that steps should be taken to investigate and attempt to 
cure any system malfunctions. 

[0027] In an alternative embodiment, the timer is reloaded 
a second time upon the generation of the partial system reset. 
The BIOS periodically resets the timer during the boot 
process and While it attempts to cure any malfunctions. 
Should the timer expire a third time, a more complete system 
reset is performed and the boot process is attempted again. 
The steps of loading the timer, periodically resetting the 
timer during the boot process and While attempting to cure 
the malfunction, and performing a more complete system 
reset can be repeated any number of times. Each time the 
timer expires, more severe actions can be performed in order 
to attempt to cure the malfunction. The most severe action 
might include poWering doWn and then poWering up the 
system. 

[0028] FIG. 2 depicts a block diagram of a computer 
system 200 implemented in accordance With one embodi 
ment of the invention. The computer system 200 typically 
includes a host bus 220 for communicating information, 
such as instructions and data. The system further includes a 
processor 205, coupled to the host bus 220, for processing 
information according to programmed instructions, and 
memory devices including an operating system-related soft 
Ware agent storage area 210 and an interrupt handler storage 
area 215 coupled to the host bus 220 for storing information 
for processor 205. The storage area 210 has stored therein a 
softWare agent 212 and the storage area 215 has stored 
therein an interrupt handler 217. 

[0029] The processor 205 could be an 80960, 386, 486, 
Pentium® processor, Pentium® Pro processor, or Pentium® 
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II processor made by Intel Corp., among others, including 
processors that are compatible With those listed above. The 
memory devices 210 and 215 may include a random access 
memory (RAM) to store dynamic information for processor 
205, a read-only memory (ROM) to store static information 
and instructions for processor 205, or a combination of both 
types of memory. 

[0030] An expansion bus bridge 230 couples the host bus 
220 to an expansion bus 240. Devices coupled to the 
expansion bus 240 include a display device 245, and alpha 
numeric input device 250, a BIOS read-only memory 255, 
and an information storage device 260 for storing informa 
tion including an operating system 262 and applications 264. 

[0031] In alternative designs for the computer system 200, 
information storage device 260 could be any medium for 
storage of computer readable information. Suitable candi 
dates include a read-only memory (ROM), a hard disk drive, 
a disk drive With removable media (e.g., a ?oppy magnetic 
disk or an optical disk), or a tape drive With removable 
media (e.g., magnetic tape), synchronous DRAM or a ?ash 
memory (i.e., a disk-like storage device implemented With 
?ash semiconductor memory). A combination of these, or 
other devices that support reading or Writing computer 
readable media, could be used. 

[0032] The display device 245 may be a liquid crystal 
display, a cathode ray tube, or any other device suitable for 
creating graphic images or alphanumeric characters recog 
niZable to the user. The alphanumeric input device 250 
typically is a keyboard With alphabetic, numeric, and func 
tion keys, but it may be a touch sensitive screen or other 
device operable to input alphabetic or numeric characters. 

[0033] The expansion bus bridge 230 includes a timer 232, 
a timer initial value register 234, and a partial reset ?ag 236. 
The timer 232, timer initial value register 234, and partial 
reset ?ag 236 are not restricted to being included in the 
expansion bus bridge, but may be located elseWhere in the 
system. 

[0034] Upon system start-up, the timer 232 is loaded With 
the value stored in the timer initial value register 234. The 
timer 232 is then periodically reset With the value stored in 
register 234 by the softWare agent 212. The softWare agent 
212 is periodically scheduled to execute on the processor by 
the operating system 262. If the timer 232 expires, an 
interrupt signal 224 is asserted to the processor 205. The 
interrupt signal 224 causes the processor to execute the 
interrupt handler 217. Also, When the timer 232 expires the 
timer 232 is automatically reloaded With the value stored in 
register 234. 

[0035] The interrupt handler 217 attempts to investigate 
and cure any system malfunction that resulted in the timer 
232 expiring. Further, While the interrupt handler 217 is 
executing it periodically resets the timer 232 in order to 
prevent it from expiring again. 

[0036] If the timer 232 expires a second time, a reset 
signal 222 is sent to the processor. The reset signal 222 may 
also be communicated to other system devices. The reset 
signal 222 causes the processor and possible other devices to 
perform a partial reset. The partial system reset is discussed 
above in connection With FIG. 1. When the reset signal 222 
is asserted, the partial system reset ?ag 236 is set. When the 
system restarts as a result of the partial system reset, the 
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BIOS (stored in BIOS ROM 255), When executed by the 
processor 205 during the boot process, Will cause the partial 
reset ?ag 236 to be read in order to determine Whether a 
partial reset has occurred. If the ?ag is set, the BIOS Will 
attempt to cure any system defects, as discussed above in 
connection With FIG. 1. 

[0037] It Will be clear to one skilled in the art that the 
invention can operate upon a Wide range of programmable 
computer systems, not just the example computer system 
200. 

[0038] FIG. 3 shoWs a ?oW diagram of one embodiment 
of a method for recovering from a computer system lockup 
condition. The term “lockup” as used herein has the same 
meaning as the term “hang” as described previously. A 
lockup condition exists When the computer system is no 
longer able to respond to user inputs. The method of FIG. 
3 involves executing an operating system interrupt handler 
in order to attempt to cure a lockup condition. This is in 
contrast to the method described above in connection With 
FIG. 1 Where the executed interrupt handler is unrelated to 
the operating system. 
[0039] In the method of FIG. 3, an interrupt is generated 
at step 310. This interrupt signi?es to the operating system 
that a lockup condition exists. The method of FIG. 3 may be 
practiced With any method, technique, or device for deter 
mining the existence of a lockup or system hang condition, 
including those techniques mentioned in connection With 
FIGS. 1 and 2. The interrupt may be signaled by loading a 
value into a register. The value may signify to the operating 
system that a lockup condition exists. The register may also 
be loaded With other information for passing on to the 
operating system, including but not limited to time stamps, 
pointers to data, methods or devices by Which the lockup 
condition Was detected, etc. 

[0040] Once the interrupt has been signaled to the oper 
ating system, the operating system causes an interrupt han 
dler to be executed at step 320. The interrupt handler 
attempts to cure the lockup condition. This attempt to cure 
the lockup condition may include manipulating computer 
system resources under operating system control. For 
example, the interrupt handler may attempt to ensure that 
various interrupts are enabled and/or unmasked. The inter 
rupt handler may also take steps to ensure that critical 
system resources, including but not limited to, disk drive or 
netWork interfaces, are enabled. The handler may also cause 
critical system resources to exit loW-poWer states, if 
required. 
[0041] FolloWing the execution of the operating system 
interrupt handler, if the interrupt handler succeeded in curing 
the lockup condition, the computer system resumes normal 
operation, as represented by steps 330 and 340. If the 
interrupt handler failed to cure the lockup condition, the 
interrupt is regenerated at step 350. The same methods or 
devices used to initially determine the lockup condition may 
be used to detect the failure to cure the lockup condition. 

[0042] After regenerating the interrupt at step 350, the 
interrupt handler is re-executed at step 360. During the 
re-execution of the handler, further attempts are made to 
cure the lockup condition. For example, the handler may 
cause additional interrupts to be enabled and/or unmasked. 
Alternatively, the handler may attempt to enable additional 
critical system resources in an attempt to cure the lockup 
condition. 
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[0043] Steps 330, 350, and 360 may be repeated as many 
times as necessary to cure the lockup condition. Each time 
the interrupt handler is re-executed at step 360, further, 
perhaps more drastic steps may be taken to cure the lockup 
condition. For example, the interrupt handler may, after one 
or more attempts to cure the lockup condition, cause open 
?les or even the entire current state of the computer system 
to be saved to nonvolatile storage. The operating system or 
interrupt handler may then cause the operating system to 
restart or may cause the computer system to reset. Before 
causing the operating system to restart or the system to reset, 
the operating system or interrupt handler may cause a ?ag to 
be set indicating to the operating system upon restart that the 
restart is a result of a lockup condition. The operating system 
or the interrupt handler may also send messages that the 
lockup condition exists and possibly also What actions have 
been taken in an attempt to cure the condition. The messages 
may be sent to the computer system monitor or may be sent 
over a netWork to a system administrator. 

[0044] The embodiment of a method to recover from a 
computer system lockup condition discussed above in con 
nection With FIG. 3 does not require interaction on the part 
of the computer system user. Consequently, the method of 
FIG. 3 provides the ability to recover from lockup condi 
tions Without the computer system user perceiving any loss 
of performance or data. 

[0045] In the foregoing speci?cation the invention has 
been described With reference to speci?c exemplary embodi 
ments thereof. It Will, hoWever, be evident that various 
modi?cations and changes may be made thereto Without 
departing from the broader spirit and scope of the invention 
as set forth in the appended claims. The speci?cation and 
draWings are accordingly to be regarded in an illustrative 
rather than in a restrictive sense. 

What is claimed is: 
1. For a computer system including a microprocessor 

executing an operating system, a method for recovering 
from a computer system lockup condition, the method 
comprising: 

generating an interrupt to the operating system notifying 
the operating system of the lockup condition; 

executing an operating system interrupt handler that per 
forms at least one step to attempt to cure the lockup 
condition; 

regenerating the interrupt to the operating system notify 
ing the operating system of the lockup condition if the 
previous execution of the interrupt handler failed to 
cure the lockup condition; and 
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re-executing the interrupt handler in response to the 
regeneration of the interrupt, the interrupt handler per 
forming a further step in attempting to cure the lockup 
condition. 

2. The method of claim 1 Wherein the generating an 
interrupt to the operating system includes loading a value to 
a register, the value indicating to the operating system that 
a lockup condition exists. 

3. The method of claim 1 Wherein the generating an 
interrupt to the operating system includes loading a value in 
a register in response to the operating system failing to reset 
a counter Within a predetermined period of time, the value 
indicating to the operating system that the lockup condition 
exists. 

4. The method of claim 1 Wherein the regenerating the 
interrupt to the operating system includes loading a value in 
a register in response to the operating system failing to reset 
a counter Within a predetermined period of time, the value 
indicating to the operating system that the lockup condition 
exists. 

5. The method of claim 1 Wherein the executing the 
interrupt handler includes enabling an interrupt in an attempt 
to cure the lockup condition. 

6. The method of claim 1 further comprising: 

saving the state of the computer system in a non-volatile 
storage device if the step of re-executing the interrupt 
handler fails to cure the lockup condition; and 

causing the computer system to reset once the state of the 
computer system is saved. 

7. The method of claim 6 further comprising the setting a 
hardWare ?ag before the computer system is reset, the ?ag 
indicating to the operating system upon an operating system 
restart that the reset of the computer system Was a result of 
the lockup condition. 

8. The method of claim 1 Wherein the executing the 
interrupt handler includes causing an input/output device to 
exit a loW-poWer state in an attempt to cure the lockup 
condition. 

9. The method of claim 1 Wherein the executing the 
interrupt handler includes enabling an input/output device 
interface in an attempt to cure the lockup condition. 

10. The method of claim 9 Wherein the enabling an 
input/output device interface in an attempt to cure the lockup 
condition includes enabling a disk drive interface. 

11. The method of claim 9 Wherein the enabling an 
input/output device interface in an attempt to cure the lockup 
condition includes enabling a netWork interface. 


