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(57) ABSTRACT 

The protocol for controlling a network is encapsulated 
within the token circulated through the token ring network. 
Each computer in the network that receives the token 
examines the token and implements the network protocol 
speci?ed in the token. In this manner, the protocol of the 
network can be easily changed, and automatically promul 
gated throughout the network. 
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POLYMORPHIC TOKEN BASED CONTROL 
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FIELD OF THE INVENTION 

[0026] This invention relates generally to local area net 
Works and, more speci?cally, to token passing in a token ring 
local area netWork. 

BACKGROUND OF THE INVENTION 

[0027] Computers in a computer netWork often share a 
limited number of resources. One conventional method of 
allocating access betWeen shared resources involves passing 
a “token” circularly to each computer in the netWork. The 
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computers agree ahead of time that when using this token 
protocol, only the computer that has possession of the token 
may access the resource. A popular example of a network 
using a token passing algorithm is a token ring network. 

[0028] Token ring networks are baseband networks, which 
means that all the transmission capacity (i.e., network band 
width) of the network media is used by one signal. Because 
only one signal at a time can be transmitted over the 
network, multiple computers in a token ring network must 
not transmit simultaneously. This is accomplished using a 
token access protocol. 

[0029] In the token access protocol, computers in the 
network agree to continuously circulate an information 
frame to all the computers in the network. When a computer 
wants to send a message, it waits until it possesses the empty 
frame, and then modi?es the frame by inserting: its message, 
a destination identi?er, and a “token.” The token may simply 
be, for example, a bit ?eld in the frame that the inserting 
computer changes to a 1 to indicate a token is present or a 
0 to indicate an empty frame. 

[0030] The frame is examined by each computer as it is 
passed around the network. The destination computer copies 
the message from the frame and changes the token back to 
Zero. The originating computer, when it receives the frame, 
can verify that its message was received by noticing that the 
token has been set to Zero. The originator then removes the 
message from the frame and passes the empty frame to the 
next computer in the network. 

[0031] Although conventional token ring networks are 
effective at preventing data collisions, they have disadvan 
tages. In particular, in order to implement a token ring 
network, all the computers in the network must agree ahead 
of time on the appropriate protocol to use in passing the 
message frame. This can be dif?cult, if, for example, the 
network administrator wishes to change the protocol of the 
token ring, as each computer must be updated before the 
network is operational. It is therefore desirable to improve 
token ring networks. 

SUMMARY OF THE INVENTION 

[0032] Objects and advantages of the invention will be set 
forth in part in the description which follows, and in part will 
be obvious from the description, or may be learned by 
practice of the invention. The objects and advantages of the 
invention will be realiZed and attained by means of the 
elements and combinations particularly pointed out in the 
appended claims. 

[0033] To achieve the objects and in accordance with the 
purpose of the invention, as embodied and broadly described 
herein, a ?rst aspect consistent with the present invention 
includes a method of updating a protocol for controlling a 
computer network including a plurality of computers, the 
method comprises the steps of: (1) creating a token object 
containing methods de?ning an updated version of the 
protocol; (2) sequentially passing the token object to each 
computer in the network; and (3) updating the protocol used 
by each of the plurality of computers with the methods 
de?ning the updated version of the protocol while the token 
object is present at each computer. 

[0034] A second aspect consistent with the present inven 
tion is directed to a token ring network. The network 
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comprises a plurality of computers coupled together and a 
token ring object. The token ring object includes methods 
and data that de?ne a protocol for the token ring network, the 
token ring object is sequentially transferred to each of the 
plurality of computers, and when one of the plurality of 
computers has received possession of the token ring object, 
it adopts the protocol de?ned by the token ring object when 
the protocol de?ned by the token ring object is different than 
the protocol in use by the computer. 

[0035] Further, a third aspect consistent with the present 
invention includes a method of updating a protocol for 
controlling a computer network. The method includes the 
steps of: (1) receiving a token object at a ?rst computer in 
the network; (2) consulting the token object, and when the 
token object indicates that a new protocol is to be used to 
transmit information on the network, updating an older 
version of the protocol stored at the ?rst computer; and (3) 
transmitting the token object to a second computer in the 
network, the second computer being determined based on 
information in the token object. 

[0036] Further, an additional aspect consistent with the 
present invention includes a method of updating a protocol 
for controlling a computer network. The method includes the 
steps of: (1) receiving a token object de?ning a protocol of 
the network; and (2) sending the object using the protocol 
de?ned in the token object. 

[0037] Still further, an additional aspect consistent with 
the present invention includes a computer readable memory 
device containing token including an indication of a protocol 
to be used when communicating in a network. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0038] The accompanying drawings, which are incorpo 
rated in and constitute a part of this speci?cation, illustrate 
several embodiments consistent with this invention and, 
together with the description, help explain the principles of 
the invention. In the drawings, 

[0039] 
network; 
[0040] FIG. 2 is a block diagram illustrating an exemplary 
embodiment of a computer used in the token ring network; 

[0041] FIG. 3 is a diagram illustrating an embodiment of 
a token object consistent with the present invention; and 

[0042] FIG. 4 is a How chart illustrating methods consis 
tent with the present invention. 

FIG. 1 is a high-level diagram of a token ring 

DETAILED DESCRIPTION 

[0043] A token ring network is disclosed in which tokens 
passed between computers in the network de?ne a protocol, 
or at least a portion of the protocol, for the token ring 
network. Each computer in the network that receives the 
token examines the token and implements the network 
protocol speci?ed in the token. Any computer having appro 
priate permission may change or update the protocol in the 
token, and thereby change the protocol for the entire net 
work. 

[0044] Reference will now be made in detail to the 
embodiments of the invention, examples of which are illus 
trated in the accompanying drawings. 
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[0045] System Overview 

[0046] FIG. 1 is a high level diagram of a token ring 
network 100 made up of four distributed computers 102, 
104, 106, and 108 passing a token object in the counter 
clockwise direction through netWork media 120. The token 
object is preferably passed betWeen computers 102-108 
using some form of remote object passing mechanism, such 
as the Java remote invocation system (Java RMI). Addition 
ally, one of computers 102-108 may act as a gateWay to a 
larger token ring netWork or to a non token ring netWork. As 
shoWn in FIG. 1, computer 106 acts as a gateWay to the 
Internet netWork 110. 

[0047] In exemplary distributed system 100, different 
computers and devices are federated into What appears to the 
user to be a single system. By appearing as a single system, 
the distributed system 100 provides the simplicity of access 
and the poWer of sharing that can be provided by a single 
system Without giving up the ?exibility and personaliZed 
response of a personal computer or Workstation. Distributed 
system 100 may contain thousands of devices operated by 
users Who are geographically disperse, but Who agree on 
basic notions of trust, administration, and policy. 

[0048] Within the distributed 100 system are various logi 
cal groupings of services provided by one or more devices, 
and each such logical grouping is knoWn as a Djinn. A 
“service” refers to a resource, data, or functionality that can 
be accessed by a user, program, device, or another service 
and that can be computational, storage related, communica 
tion related, or related to providing access to another user. 
Examples of services provided as part of a Djinn include 
devices, such as printers, displays, and disks; softWare, such 
as applications or utilities; information, such as databases 
and ?les; and users of the system. 

[0049] Both users and devices may join a Djinn. When 
joining a Djinn, the user or device adds Zero or more services 

to the Djinn and may access, subject to security constraints, 
any one of the services it contains. Thus, devices and users 
federate into a Djinn to share access to its services. The 
services of the Djinn appear programmatically as objects of 
the Java programming environment, Which may include 
other objects, softWare components Written in different pro 
gramming languages, or hardWare devices. A service has an 
interface de?ning the operations that can be requested of that 
service, and the type of the service determines the interfaces 
that make up that service. 

[0050] The Java RMI and its relationship With computers 
102-108 and token ring netWork 100 Will noW brie?y be 
described With reference to FIG. 2. 

[0051] FIG. 2 depicts computer 102 in greater detail 
shoWing a number of the softWare components of the 
distributed system 100. Computer 102 includes a memory 
202, a secondary storage device 204, a central processing 
unit (CPU) 206, an input device 208, and a video display 
210. The memory 202 includes a lookup service 212, a 
discovery server 214, and a J avaTM runtime system 216. The 
Java runtime system 216 includes the J avaTM remote method 
invocation system (RMI) 218 and a J avaTM virtual machine 
220. The secondary storage device 204 includes a Jav 
aSpaceTM222. 

[0052] The exemplary distributed system 100 is based on 
the Java programming environment and thus makes use of 
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the Java runtime system 216. The Java runtime system 216 
includes the Java API, alloWing programs running on top of 
the Java runtime system to access, in a platform-independent 
manner, various system functions, including WindoWing 
capabilities and netWorking capabilities of the host operating 
system. Since the Java API provides a single common API 
across all operating systems to Which the Java runtime 
system is ported, the programs running on top of a Java 
runtime system run in a platform-independent manner, 
regardless of the operating system or hardWare con?guration 
of the host platform. The Java runtime system 216 is 
provided as part of the Java softWare development kit 
available from Sun Microsystems of Mountain VieW, Calif. 

[0053] The Java virtual machine 220 also facilitates plat 
form independence. The Java virtual machine 220 acts like 
an abstract computing machine receiving instructions from 
programs in the form of byte codes and interpreting these 
byte codes by dynamically converting them into a form for 
execution, such as object code, and executing them. RMI 
218 facilitates remote method invocation by alloWing 
objects executing on one computer or device to invoke 
methods of an object on another computer or device. Both 
RMI and the Java virtual machine are also provided as part 
of the Java softWare development kit. 

[0054] The lookup service 212 de?nes the services that are 
available for a particular Djinn. That is, there may be more 
than one Djinn and, consequently, more than one lookup 
service Within the exemplary distributed system 100. The 
lookup service 212 contains one object for each service 
Within the Djinn, and each object contains various methods 
that facilitate access to the corresponding service. The 
lookup service 212 and its access are described in greater 
detail in co-pending US. patent application Ser. No. , 
entitled “Method and System for Facilitating Access to a 
Lookup Service,” Which has been previously incorporated 
by reference. 

[0055] The discovery server 214 detects When a neW 
device is added to the exemplary distributed system 100, 
during a process knoWn as boot and join or discovery, and 
When such a neW device is detected the discovery server 
passes a reference to the lookup service 212 to the neW 
device so that the neW device may register its services With 
the lookup service and become a member of the Djinn. After 
registration, the neW device becomes a member of the Djinn, 
and as a result, it may access all the services contained in the 
lookup service 212. The process of boot and join is described 
in greater detail in co-pending US. patent application Ser. 
No. , entitled “Apparatus and Method for providing 
DoWnloadable Code for Use in Communicating With a 
Device in a Distributed System,” Which has previously been 
incorporated by reference. 

[0056] The J avaSpace 222 is an object repository used by 
programs Within the exemplary distributed system 100 to 
store objects. Programs use the JavaSpace 222 to store 
objects persistently as Well as to make them accessible to 
other devices Within the exemplary distributed system. Java 
spaces are described in greater detail in co-pending US. 
patent application Ser. No. 08/971,529, entitled “Database 
System Employing Polymorphic Entry and Entry Match 
ing,” assigned to a common assignee, ?led on Nov. 17, 1997, 
Which is incorporated herein by reference. One skilled in the 
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art Will appreciate that the exemplary distributed system 100 
may contain many lookup services, discovery servers, and 
J avaSp aces. 

[0057] Although systems and methods consistent With the 
present invention are described as operating in the eXem 
plary distributed system and the Java programming envi 
ronment, one skilled in the art Will appreciate that the 
present invention can be practiced in other systems and other 
programming environments. Additionally, although aspects 
of the present invention are described as being stored in 
memory, one skilled in the art Will appreciate that these 
aspects can also be stored on or read from other types of 
computer-readable media, such as secondary storage 
devices, like hard disks, ?oppy disks, or CD-ROM; a carrier 
Wave from the Internet; or other forms of RAM or ROM. 
Sun, Sun Microsystems, the SunLogo, Java, and J ava-based 
trademarks are trademarks or registered trademarks of Sun 
Microsystems Inc. in the United States and other countries. 

Polymorphic Token Passing 
[0058] A token ring netWork consistent With the present 
invention passes a polymorphic token object around the 
netWork in place of the static token frame used in conven 
tional token ring netWorks. The passing of the token object 
is preferably implemented using a distributed object-ori 
ented programming environment, such as Java RMI 
(described above). Java RMI is especially suitable to the 
present invention, as it provides for the automatic manage 
ment of distributed objects and the ability to easily pass 
objects from machine to machine on a netWork. 

[0059] FIG. 3 is a diagram illustrating an eXemplary token 
302 and its relationship With a token class hierarchy 304. 
Token 302 is preferably implemented using an object data 
structure, and as such, may include functionality (e.g., 
methods) and data. As used throughout this speci?cation, 
and as generally used in the in object-oriented programming 
?eld, a class refers to a template from Which objects may be 
de?ned. An object is an instance of a particular class and can 
include attribute information that distinguishes objects of the 
same class. Objects inherit behavior from the class they 
depend from. Token object 302, for eXample, is an instance 
of, and inherits behavior from, “secure token” class 305, 
Which in turn inherits behavior from “general token” class 
303. 

[0060] As shoWn, token object 302 includes method(s) 
310 de?ning the token passing order in the netWork (e.g., 
counter clock-Wise), method(s) 311 de?ning a distress pro 
tocol to be used by a malfunctioning computer, method(s) 
312 de?ning netWork diagnostic checking routines, and 
method(s) 313 de?ning security measures to be imple 
mented by the netWork. In the conteXt of conventional token 
ring netWorks, token ring protocols that implement the 
functionality de?ned by methods 310-313 are Well knoWn, 
and accordingly, a detailed description of these methods is 
omitted. 

[0061] Token 302 also includes a message data ?eld 314, 
a destination data ?eld 315, and a token data ?eld 316, each 
of Which is directly analogous to the message, message 
identi?er, and token described above regarding the conven 
tional token ring netWork frame. 

[0062] Token class 303 de?nes the general functionality 
required by a “token.” Classes and objects de?ned from the 

Nov. 15, 2001 

general class 303 inherit this functionality. As shoWn, token 
class 303 implements, or partially implements, methods 
310-312 and ?elds 314-316. Secure token class 305 is a 
subclass of class 303, and as such, class 305 inherits the 
functionality of class 303. Additionally, subclass 305 may 
de?ne its oWn methods and variables, including, for 
eXample, method(s) 313 de?ning netWork security mea 
sures. Quick token 306 is also a subclass of class 303. Quick 
token 303 may include, for example, method(s) 317 that 
further de?ne the passing order de?ned in method(s) 310. 

[0063] In operation, each computer in netWork 100 eXam 
ines the token object it receives and, based on this eXami 
nation, modi?es the protocol it uses to implement the token 
ring netWork. If a computer Wishes to change the token 
netWork protocol of the netWork, the computer simply 
changes methods in the token object by either updating, 
overriding, or adding a neW method. As the token object 
propagates through the netWork, the neW protocol is imple 
mented. 

[0064] FIG. 4 is a How chart illustrating methods consis 
tent With the present invention. Preferably, to ensure net 
Work integrity, only authoriZed computers should be able to 
modify the token ring netWork protocol. If a computer 
Wishes to modify the protocol, (step 402), and it has appro 
priate authority, (step 403), it modi?es the protocol simply 
by adding or substituting, When it has control of the token 
object, its neW methods that de?ne the token ring protocol 
(step 404). Whether a computer has authoriZation to modify 
the netWork protocol may be indicated by, for eXample, a 
?eld in the token, or pre-hardWired into the computers in 
netWork 100. 

[0065] Each computer in netWork 100 that receives the 
token object consults the token object and, if necessary, 
updates its version of the netWork protocol (step 405). The 
computer may then appropriately operate on the token and 
pass the token to the neXt computer in the netWork (step 

406). 
[0066] As an illustration of the method shoWn in FIG. 4, 
assume a computer Would like to change the present token 
object, Which is an instance of secure token class 305, to a 
quick token object, Which is an instance of class 306. 
Assuming the computer Was authoriZed to change the token 
object, it Would Wait until it receives the secure token object, 
substitute the secure token object With the quick token 
object, consult the quick token object for the appropriate 
protocol, and then pass the quick token object to the neXt 
computer in the netWork. 

[0067] While there has been illustrated and described What 
are at present considered to be preferred embodiments and 
methods of the present invention, it Will be understood by 
those skilled in the art that various changes and modi?ca 
tions may be made, and equivalents may be substituted for 
elements thereof Without departing from the true scope of 
the invention. For eXample, While the foregoing systems and 
methods have been described With reference to a J ava-based, 
runtime environment, other run-time environments could 
conceivably be used to implement the present invention. 
Further, although the above-discussed embodiment Was dis 
cussed in the conteXt of a token ring netWork, one of 
ordinary skill in the art Will appreciate that token objects 
consistent With the present invention could be applied 
equally as Well to any token passing algorithm used by a 
netWork. 
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[0068] In addition, many modi?cations may be made to 
adapt a particular element, technique or implementation to 
the teachings of the present invention Without departing 
from the central scope of the invention. Therefore, it is 
intended that this invention not be limited to the particular 
embodiments and methods disclosed herein, but that the 
invention include all embodiments falling Within the scope 
of the appended claims. 

What is claimed: 
1. Amethod of updating a resource allocation protocol for 

controlling a computer netWork including a plurality of 
computers, the method comprising the steps of: 

creating a token object containing a method de?ning an 
updated version of the protocol; 

sequentially passing the token object to each computer in 
the netWork to facilitate communication betWeen the 
computers; and 

updating the protocol used by each of said plurality of 
computers With the method de?ning the updated ver 
sion of the protocol While the token object is present at 
one of the computers. 

2. The method of claim 1, Wherein the step of sequentially 
passing the token object to each computer in the netWork 
includes the substep of introducing the token object into the 
netWork by an authoriZed computer When the authoriZed 
computer is given control of a previous version of the token 
object. 

3. The method of claim 1, Wherein the step of sequentially 
passing the token object includes the substep of transmitting 
a token object de?ned With the Java programming language. 

4. The method of claim 3, Wherein the step of sequentially 
passing the token object further includes the substep of 
transmitting the token object using the Java remote invoca 
tion system. 

5. The method of claim 1, Wherein the protocol carried out 
by the plurality of computers in the netWork implements a 
token ring computer netWork. 

6. The method of claim 1, Wherein the step of creating the 
token object containing methods de?ning an updated ver 
sion of the protocol further includes the substep of de?ning 
a neW token passing order for the netWork. 

7. A token ring netWork comprising: 

a token ring object including methods and data that de?ne 
a protocol for the token ring netWork, 

a plurality of interconnected computers; and 

the token ring object being sequentially transferred to 
each of the plurality of computers to facilitate commu 
nication betWeen the plurality of computers, and When 
one of said plurality of computers has received posses 
sion of the token ring object, adopting the protocol 
de?ned by the token ring object When the protocol 
de?ned by the token ring object is different than the 
protocol in use by the computer. 

8. The netWork of claim 7, Wherein each of said plurality 
of computers further includes a remote object passing 
mechanism to transfer the token object to other of the 
plurality of computers. 

9. The netWork of claim 8, Wherein each of said plurality 
of computers further includes a virtual machine on Which the 
remote object passing mechanism is implemented. 
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10. A method of updating a protocol for controlling a 
computer netWork comprising the steps of: 

receiving a token object at a ?rst computer in the netWork; 

consulting the token object, and, When the token object 
indicates that a neW protocol is to be used to transmit 
information on the netWork, updating an older version 
of the protocol stored at the ?rst computer; and 

transmitting the token object to a second computer in the 
netWork, the second computer being determined based 
on information in the token object. 

11. The method of claim 10, further including the step of 
introducing an updated version of the token object into the 
netWork. 

12. The method of claim 10, Wherein the step of trans 
mitting the token object includes the substep of transmitting 
the token object using the Java remote invocation system. 

13. The method of claim 11, Wherein the step of intro 
ducing an updated version of the token object further 
includes the substep of de?ning a neW token transmission 
order for the netWork. 

14. A computer readable medium containing instructions 
for causing computers to update a protocol used to control 
a computer netWork, the instructions causing the computers 
to perform the steps of: 

creating a token object containing methods de?ning an 
updated version of the protocol; 

sequentially passing the token object to each of the 
computers; and 

updating the protocol used by each of the computers With 
the methods de?ning the updated version of the pro 
tocol While the token object is present at said each 
computer. 

15. The computer readable medium of claim 14, Wherein 
the instructions for causing the computers to perform the 
step of sequentially passing the token object to each of the 
computers includes the substep of introducing the token 
object to the computers by an authoriZed computer When the 
authoriZed computer is given control of a previous version 
of the token object. 

16. The computer readable medium of claim 14, Wherein 
the instructions for causing the computers to perform the 
step of sequentially passing the token object includes the 
substep of transmitting the token object using the Java 
remote invocation system. 

17. The computer readable medium of claim 14, Wherein 
the protocol carried out by the plurality of computers in the 
netWork implements a token ring computer netWork. 

18. The computer readable medium of claim 14, Wherein 
the instructions for causing the computers to perform the 
step of creating the token object containing methods de?n 
ing an updated version of the protocol further includes the 
substep of de?ning a neW token passing order for the 
netWork. 

19. A method for updating a protocol in a netWork 
comprising the steps of: 

receiving a token object de?ning a protocol of the net 
Work; and 

sending the token object using the protocol de?ned in the 
token object. 
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20. The method of claim 19, wherein the receiving step 
includes the substep of receiving the token object at a ?rst 
computer in the network and the sending step includes the 
substep of transmitting the object to a second computer in 
the netWork. 

21. The method of claim 19, further including the step of 
sequentially sending the token object to each computer in 
the netWork. 

22. The method of claim 19, further including the step of 
introducing an updated version of the token object into the 
netWork. 

23. A computer readable memory device containing: 

a token including an indication of a protocol to be used 
When communicating in a netWork. 
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24. The computer readable memory device of claim 23, 
Wherein the token is an object. 

25. The computer readable medium of claim 23, Wherein 
the token further includes a method for de?ning a token 
passing order in the netWork. 

26. The computer readable medium of claim 23, Wherein 
the token further includes methods de?ning netWork diag 
nostics. 

27. The computer readable medium of claim 23, Wherein 
the token further includes a message data ?eld and a 
destination data ?eld. 

28. The computer readable medium of claim 23, Wherein 
the token further includes methods de?ning security proce 
dures for the netWork. 

* * * * * 


