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(57) ABSTRACT 

In the case of keys Which cooperate electronically With an 
object, for example a motor vehicle, it is often necessary to 
produce a neW key. These keys must be available rapidly at 
remote locations, so that the object-speci?c key information 
must be transmitted and Written into the key in a secure 
manner. For this purpose, according to the invention, object 
information is transmitted from the remote station to a 
central station, Which reads out the key information stored 
for this purpose and encrypts it With identi?cation informa 
tion stored both in the central station and in the key and 
transmits this to the key. By means of the secret identi?ca 
tion information stored therein the key is capable of recov 
ering and storing the original key information. Moreover, 
prior to the transmission to the central station, the object 
information is encrypted With further readable identi?cation 
information, Which has also been stored in the key and in the 
central station and by means of Which the secret identi?ca 
tion information is read out for the purpose of decryption in 
the central station. The encrypted object information can be 
encrypted additionally, for example by means of an asym 
metrical encryption algorithm. 
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METHOD OF AND SYSTEM FOR WRITING-IN 
KEY INFORMATION 

[0001] The invention relates to a method of and a system 
for Writing key information transmitted securely from a 
central station to a remote station into a data carrier available 
at said remote station. In a preferred use the data carrier is 
a key for a motor vehicle, Which key is to be issued to the 
legitimate oWner of the motor vehicle by a dealer, for 
example because the oWner requires an additional key or has 
lost a key originally received upon the purchase of the motor 
vehicle. HoWever, it is to be noted that the method and the 
system in accordance With the invention are also suited for 
other uses, for example for keys giving access to certain 
rooms or areas. In general, the method and the system in 
accordance With the invention enable selected allocated 
information to be Written into a data carrier in a secure 
manner. 

[0002] When key information stored at a central station is 
to be Written into a data carrier at a remote station it is 
necessary in conventional systems to ensure that the trans 
mission of the key information to the remote station cannot 
be overheard, because otherWise an unauthoriZed person can 
Write the illegally intercepted key information into a data 
carrier of his oWn and can thus, for example, gain unautho 
riZed access to protected rooms or areas. The alternative, i.e. 
to Write the key information into the data carrier at the 
central station and subsequently send it to the remote station, 
is also unfavorable because the data carrier can be stolen 
during transportation. 

[0003] It is an object of the invention to provide a method 
of securely Writing key information into a data carrier Which 
is issued at another station than that Where the key infor 
mation is generated or has been stored. 

[0004] According to the invention this object is achieved 
in that the key contains stored identi?cation information 
Which cannot be read externally and is consequently secret, 
and in that the key information is encrypted With this 
identi?cation information at the central station and the 
encrypted information is transferred to the data carrier at the 
issuing station. In the data carrier this encrypted key infor 
mation is subsequently decrypted and stored. 

[0005] This method has the advantage that the data carri 
ers can be despatched freely because they do not contain any 
key information, so that a thief cannot abuse the data carrier. 
The unauthoriZed interception of the transmitted encrypted 
key information is neither of any avail to an unauthoriZed 
person if he does not have a data carrier With the correct 
identi?cation information into Which he can Write the 
encrypted key information. 

[0006] In this respect is important that each data carrier 
contains open further identi?cation information, Which is 
readable. Thus, it is possible to store in each data carrier 
individual identi?cation information Which differs from that 
in the other data carriers, the relationship betWeen the open 
further identi?cation information and the secret identi?ca 
tion information being stored at the central station. OWing to 
this measure encrypted key information can be decrypted 
correctly by means of only one, i.e. the correct, data carrier. 

[0007] In order to enable the allocation of secret identi? 
cation information, key information and the open further 
identi?cation information to be organiZed more easily, it is 
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effective if the identi?cation information and the open 
identi?cation information are Written into the data carrier at 
a further station before the data carrier is conveyed to the 
remote station. This further station should then be coupled to 
the central station via a protected information transmission 
link, so as to enable the same information to be Written in at 
this station. The further station can also be identical to the 
central station. 

[0008] The key information to be transmitted to the data 
carrier is assigned unambiguously to at least one individual 
object, for example a motor vehicle. When a data carrier is 
to be assigned to such an individual object the object 
information characteriZing this object should be transmitted 
to the central station. In order to also protect this transmis 
sion path it is effective to encrypt the object information With 
the open further identi?cation information prior to the 
transmission to the central station. 

[0009] For data encryption a variety of methods are 
knoWn. A particularly simple encryption and decryption of 
the key information and the objection information, Which 
can be used in the method in accordance With the invention, 
is by exoring With the identi?cation information. Since the 
identi?cation information is secret, decryption is not pos 
sible Without the key information being knoWn even if the 
encryption method is knoWn. 

[0010] In addition to or instead of the encryption by means 
of an Exclusive-Or operation an asymmetrical encryption 
process can be used for encrypting the object information 
prior to transmission from the remote station to the central 
station, the open key being used for the encryption of the 
object information or the encrypted object information, 
decryption at the central station being effected by means of 
the secret key of the asymmetrical encryption process. 

[0011] The invention further relates to a system for Writing 
key information transmitted securely from a central station 
to a remote station into a data carrier available at said remote 
station, and to a data carrier and a terminal for use in such 
a system. 

[0012] An embodiment of the invention Will noW be 
described in more detail, by Way of example, With reference 
to the draWing. In this embodiment a central station 20 has 
tWo memories 21 and 25. The memory 21 comprises tWo 
groups 22 and 23 of storage locations, Which are associated 
With one another in pairs. By addressing a storage location 
of the group 23 With given information, i.e. open identi? 
cation information of a given data carrier in the case of data 
carriers With individually distinct identi?cation information 
or the speci?cation of a data carrier group in the case of data 
carriers With identical identi?cation information per group, 
this associated identi?cation information is read from the 
associated storage location of the group 22. 

[0013] Similarly, the memory 25 in the present example 
comprises three groups 26, 27 and 28 of storage locations. 
The storage locations of the group 26 store object informa 
tion and each of these storage locations is associated With a 
given storage location of the group 27, Which given storage 
location stores key information associated With this object. 
Furthermore, each storage location of the group 26 is 
preferably associated With a plurality of storage locations of 
the group 28, Which storage locations store a plurality of 
identi?cation numbers. Their meaning Will be explained in 
some detail hereinafter. 
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[0014] A data carrier 10 is situated at a further station. It 
is obvious that in practice many data carriers are available, 
Which are of mutually identical construction and of Which 
the data carrier 10 shoWn here is representative. This data 
carrier 10 includes a processing unit 11 and four storage 
locations 12 to 15. The storage location 12 serves for storing 
identi?cation information Which can only be processed 
internally in the data carrier 10 and Which is never made 
available externally. The storage location 13 stores open 
further information Which characteriZes the individual data 
carrier and Which can be read out externally. Preferably, 
these tWo types of information are supplied by the central 
station 20, Where they are Written into tWo mutually asso 
ciated storage locations 22 and 23 of the memory 21 and the 
respective information is Written into the storage locations 
12 and 13 at the further station, Where the data carrier 10 is 
situated initially. The further station can be identical to the 
central station 20. 

[0015] This Writing into the storage locations 12 and 13 is 
effected for a multiplicity of data carriers and these data 
carriers are subsequently conveyed to a remote station via a 
transport path. This transport path has at least an unprotected 
part, shoWn as a dash-dot line 39. In this part of the transport 
path the data carriers could be stolen. HoWever, such a theft 
cannot give rise to any substantial damage because the data 
carriers do not yet contain any key information and therefore 
cannot be used at an object. 

[0016] If key information for a given object is to be Written 
into a data carrier at the remote location, i.e. into the data 
carrier 10‘, Which is shoWn in more detail in the FIGURE, 
this data carrier 10‘ is coupled to a terminal 40. As a result, 
the open identi?cation information is read from the storage 
location 13‘ and is applied to the terminal 40 via the 
connection 43. Moreover, object information is entered via 
an input 41, for example by means of a keyboard. These tWo 
types of information are applied to an encryption device, 
Which in the present case comprises tWo sections 42 and 44. 

[0017] In the present case the section 42 of the encryption 
device takes the form of an Exclusive-Or element. The 
encrypted information, ie the object information encrypted 
With the open identi?cation information, is applied to a 
section 44, Which performs an asymmetrical encryption, for 
example in accordance With the RSA method, With a ?xed 
key, Which is shoWn here as being applied via an input 45. 
The key need not be secret because decryption is not 
possible With the aid of this key. 

[0018] The additional encryption With the open identi? 
cation information results in a substantially improved pro 
tection. It is noW assumed that the data transmitted by a 
Workshop, i.e. encrypted object information and open iden 
ti?cation information, is intercepted by an unauthoriZed 
person Who possesses preprogrammed keys. If this unau 
thoriZed person transmits the same encrypted object infor 
mation, With the open identi?cation information of his key 
but Without the encryption With the open identi?cation 
information, he Would obtain the key information for the 
object information Which has been encrypted With the secret 
identi?cation information of his key and Which is therefore 
correctly decrypted in the key, so that a valid key for the 
object is obtained illegally. OWing to the additional encryp 
tion With the open identi?cation information the encrypted 
object information transmitted by the unauthoriZed person 
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Will not be decrypted correctly at the central station, so that 
the desired key information is not read correctly from the 
memory 25. HoWever, if the unauthoriZed person transmits 
the likeWise intercepted open identi?cation information, he 
Will merely obtain key information Which has not been 
encrypted With the secret identi?cation information stored in 
his key and Which therefore cannot be decrypted. Thus, by 
tapping an authoriZed transmission it is not possible to 
obtain data for an object by means of Which a key for the 
same object can be generated Without authoriZation. 

[0019] Similarly to the open identi?cation information the 
encrypted information supplied by the section 44 via the line 
47 is noW transferred to the central station 20 via the line 43. 
This transfer can be effected via an non-protected path 
because the encrypted information on the line 47 cannot be 
decrypted Without the secret key of the asymmetrical 
encryption being knoWn and the open identi?cation infor 
mation does not include any direct reference to the key 
information required in the data carrier. 

[0020] In the central station 20 the encrypted information 
on the line 47 is applied to a decryption device comprising 
the sections 32 and 34. In the section 34 the information 
transferred via the line 47 is decrypted by means of a secret 
key, shoWn here as being applied via an input 35. The 
information appearing on the output 37 of the section 34 of 
the decryption device is then the same as that on the output 
of the Exclusive-Or element 42 in the terminal 40. HoWever, 
this is not yet the object information applied via the input 41 
of the terminal 40. Therefore, the line 37 leads to an 
Exclusive Or element 32, having a further input to Which the 
open identi?cation information is applied via the line 43. 
NoW the decrypted object information, Which is applied to 
the memory 25, is available on the output 33 of the Exclu 
sive Or element 32. In the group 26 that storage location is 
selected in Which this object information has been stored and 
the key information is read from the associated storage 
location of the group 27. Moreover, the open identi?cation 
information on the line 43 controls the memory 21, in that 
the storage location of the group 22 in Which this identi? 
cation information has been stored, is addressed and the 
associated storage location of the group 22 in Which the 
secret identi?cation information has been stored, is read out. 

[0021] The information read from the memory 25 is 
applied to an encryption circuit 30, Which also takes the 
form of an Exclusive-Or element. The information appear 
ing on the output 31 is transmitted to the remote station, 
Which is effected via a transmission path Which need not be 
protected because the decrypted key information can only be 
recovered from the information on the line 31 With the aid 
of the correct secret identi?cation information, but this 
information is hidden in the data carrier and is not trans 
mitted directly. 

[0022] Moreover, in the present example an identi?cation 
number is read from an associated storage location of the 
group 28 and is transmitted to the remote station via the line 
38, for Which also a non-protected path can be used. 

[0023] In the remote station the information on the line 31 
and on the line 38 is applied to the data carrier 10‘ via the 
terminal 40. The identi?cation number on the line 38 is 
Written directly into the storage location 15‘ in the data 
carrier 10‘, While the encrypted key information on the line 
31 is applied to a decryption device 17, Which receives the 
secret identi?cation information from the storage location 
12‘ on a further input. This decryption device is again an 
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Exclusive Or element and generates the decrypted key 
information on its output, Which key information is Written 
into the storage location 14‘. Thus, the data carrier 10‘ 
receives all the information necessary for its use in conjunc 
tion With a given object, for example a motor vehicle, 
Without the possibility of an unauthoriZed interception of the 
essential key information during transmission. 

[0024] The identi?cation number in the storage location 
15‘ is not strictly necessary for the described method and, in 
the case that the data carrier is a key for a motor vehicle, this 
identi?cation number serves for initially checking in the 
motor vehicle Whether the key is permissible before it is 
ascertained Whether an authoriZed key is used. The reason 
for this is that if by means of a non-authoriZed key, ie one 
With incorrect key information, a number of starting 
attempts have been made, all the functions of the motor 
vehicle are permanently disabled and can be restored only 
by means of a speci?c secret procedure. Thus, the identi? 
cation number ensures that by means of a Wrong key, Which 
for example belongs to another motor vehicle and conse 
quently contains other key information, no false starting 
attempts, otherWise recogniZed as permissible, can be made. 

[0025] Suitably, each key authoriZed for a motor vehicle 
carries a different identi?cation number, for Which reason a 
plurality of identi?cation numbers corresponding to the 
respective object information are stored in the memory 25 
and in the associated object. 

[0026] It is obvious that the encryption in the terminal 40 
by means of the sections 42 and 44 and the corresponding 
decryption in the central station can also be effected in 
another manner than shoWn. The essential feature is that the 
information on the line 47 is encrypted in such a manner that 
a decryption by the transmitted information alone is not 
possible. 

1. A method of Writing key information transmitted 
securely from a central station to a remote station into a data 
carrier available at said remote station, Which after Writing 
in is unambiguously allocated to a selected one of a plurality 
of objects through the key information and Which stores 
identi?cation information Which is not externally readable as 
Well as open further identi?cation information Which can be 
read out, Which types of identi?cation information are also 
stored, allocated to one another, in the central station, object 
information Which is characteristic of the individual object 
as Well as the open further identi?cation information being 
subsequently transmitted to the central station, Where the 
key information Which has been stored for the object infor 
mation is read out and encrypted With the identi?cation 
information stored allocated to the transmitted further iden 
ti?cation information and the encrypted key information is 
transmitted to the data carrier and, in the data carrier, it is 
decrypted by means of the identi?cation information stored 
therein and the decrypted key information is stored. 

2. A method as claimed in claim 1, Wherein at a further 
station, coupled to the central station via a protected infor 
mation transmission link, the identi?cation information and 
the open further identi?cation information are Written in 
prior to the transport of the data carrier to the remote station, 
said identi?cation information being also stored at the 
central station. 

3. A method as claimed in claim 2, Wherein the object 
information is encrypted With the open identi?cation infor 
mation prior to the transmission to the central station. 

4. A method as claimed in any one of the claims 1 to 3, 
Wherein the encryption and decryption of the key informa 
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tion and the object information is effected by means of an 
Exclusive-Or combination With the open further identi?ca 
tion information. 

5. Amethod as claimed in claim 3, Wherein the encrypted 
object information is additionally encrypted With the asso 
ciated open key by an asymmetrical encryption process prior 
to the transmission and is decrypted in the central station by 
means of the secret key of the encryption process. 

6. A system for Writing key information transmitted 
securely from a central station to a remote station into a data 
carrier available at said remote station, Which after Writing 
in is unambiguously allocated to a selected one of a plurality 
of objects through the key information, the central station 
comprising a ?rst memory Which stores at least one identi 
?cation information and associated further identi?cation 
information, as Well as object information characteristic of 
the object for each of the plurality of objects and the key 
information associated With the object, and an encryption 
device for encrypting key information read from the ?rst 
memory With the identi?cation information and a transmis 
sion device for transmitting the encrypted key information to 
the remote station, and the data carrier comprising a second 
memory and a decryption device, Which second memory 
comprises a ?rst storage location for identi?cation informa 
tion, a second storage location for key information, and a 
third storage location for further identi?cation information 
characteristic of the data carrier, and Which decryption 
device is connected to an information input of the data 
carrier and to the ?rst storage location in order to supply 
decrypted key information and Write this into the second 
storage location after having received encrypted key infor 
mation. 

7. A system as claimed in claim 6, Wherein the remote 
station includes a terminal adapted to be coupled to the data 
carrier to initiate the read-out of the further identi?cation 
information and to transmit the further identi?cation infor 
mation to the central station and to receive the encrypted key 
information subsequently transmitted from the central sta 
tion and transmit it to the data carrier. 

8. A system as claimed in claim 7, Wherein the terminal 
includes an encryption device for encrypting read-in object 
information With the further identi?cation information and 
transmit it to the central station, and the central station 
includes a decryption device for decrypting the received 
encrypted object information by means of the likeWise 
transmitted further identi?cation information and for con 
trolling the ?rst memory and reading out the associated key 
information by means of the decrypted object information. 

9. A system as claimed in any one of the claims 6 to 8, 
Wherein the encryption device in the central station and the 
decryption device in the data carrier are constructed as 
Exclusive-Or logic elements. 

10. A system as claimed in claim 8 or 9, Wherein the 
encryption device in the terminal is adapted to encrypt the 
encrypted object information additionally With the open key 
of an asymmetrical encryption and to transmit it to the 
central station, and the decryption device in the central 
station is adapted to decrypt the received, additionally 
encrypted object information With the secret key of the 
asymmetrical encryption and With the likeWise received 
further identi?cation information and to supply the 
decrypted object information to the ?rst memory. 

11. Adata carrier for use in a system as claimed in any one 
of the claims 6 to 10, comprising a decryption device and a 
memory having a ?rst storage location for storing identi? 
cation information and a second storage location for storing 
key information, the decryption device being coupled to the 
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?rst storage location to decrypt received encrypted key 
information by means of the identi?cation information read 
from the ?rst storage location and to Write the decrypted key 
information into the second storage location, read-out of the 
identi?cation information from the data carrier being inhib 
ited. 

12. A data carrier as claimed in claim 11, Wherein the 
memory comprises a third storage location for storing fur 
ther identi?cation information, and the memory is control 
lable from outside the data carrier in order to read the further 
identi?cation information from the memory. 

13. A data carrier as claimed in claim 11 or 12, Wherein 
the decryption device is constructed as an Exclusive-Or 
logic element. 

14. A terminal for use in system as claimed in any one of 
the claims 6 to 10, comprising a coupling device for a data 
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carrier, a transmission device for information, an input 
device for the entry of information, and an encryption device 
having tWo inputs connected to the input device and the 
coupling device, and an output connected to the transmis 
sion device, for encrypting object information, Which has 
been entered via the input device, With identi?cation infor 
mation applied via the coupling device, and for supplying 
the encrypted object information to the transmission device. 

15. A terminal as claimed in claim 14, Wherein the 
encryption device is adapted to encrypt the encrypted object 
information additionally With the open key of an asymmetri 
cal encryption and to supply only the additionally encrypted 
object information to the transmission device. 


