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METHOD FOR GENERATING A BROADCAST 
CHALLENGE VALUE 

BACKGROUND OF THE INVENTION 

[0001] This application is a continuation of co-pending 
US. application Ser. No. 09/036,941, entitled “Method for 
Generating a Broadcast Challenge Value”, ?led Mar. 9, 
1998, and assigned to the assignee of the present invention. 

[0002] 
[0003] The present invention pertains generally to the ?eld 
of Wireless communications, and more particularly to gen 
eration of a broadcast challenge value in a cellular base 
station. 

[0004] 
[0005] The ?eld of Wireless communications has many 
applications including, e.g., cordless telephones, paging, 
Wireless local loops, and satellite communication systems. A 
particularly important application is cellular telephone sys 
tems for mobile subscribers. (As used herein, the term 
“cellular” systems encompasses both cellular and PCS fre 
quencies.) Various over-the-air interfaces have been devel 
oped for such cellular telephone systems including, e.g., 
frequency division multiple access (FDMA), time division 
multiple access (TDMA), and code division multiple access 
(CDMA). In connection thereWith, various domestic and 
international standards have been established including, e.g., 
Advanced Mobile Phone Service (AMPS), Global System 
for Mobile (GSM), and Interim Standard 95 (IS-95). In 
particular, IS-95 and its derivatives, IS95A, ANSI J-STD 
008, etc. (referred to collectively herein as IS-95), are 
promulgated by the Telecommunication Industry Associa 
tion (TIA) and other Well knoWn standards bodies. 

I. Field of the Invention 

II. Background 

[0006] Cellular telephone systems con?gured in accor 
dance With the use of the IS-95 standard employ CDMA 
signal processing techniques to provide highly ef?cient and 
robust cellular telephone service. An exemplary cellular 
telephone system con?gured substantially in accordance 
With the use of the IS-95 standard is described in US. Pat. 
No. 5,103,459, Which is assigned to the assignee of the 
present invention and fully incorporated herein by reference. 
The aforesaid patent illustrates transmit, or forWard-link, 
signal processing in a CDMA base station. Exemplary 
receive, or reverse-link, signal processing in a CDMA base 
station is described in US. Application Ser. No. 08/987,172, 
?led Dec. 9, 1997, entitled MULTICHANNEL DEMODU 
LATOR, Which is assigned to the assignee of the present 
invention and fully incorporated herein by reference. In 
CDMA systems, poWer control is a critical issue. An eXem 
plary method of poWer control in a CDMA system is 
described in US. Pat. No. 5,056,109, Which is assigned to 
the assignee of the present invention and fully incorporated 
herein by reference. 

[0007] A primary bene?t of using a CDMA over-the-air 
interface is that communications are conducted over the 
same RF band. For eXample, each mobile subscriber unit 
(typically a cellular telephone) in a given cellular telephone 
system can communicate With the same base station by 
transmitting a reverse link signal over the same 1.25 MHZ of 
RF spectrum. Similarly, each base station in such a system 
can communicate With mobile units by transmitting a for 
Ward link signal over another 1.25 MHZ of RF spectrum. 
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[0008] Transmitting signals over the same RF spectrum 
provides various bene?ts including, e.g., an increase in the 
frequency reuse of a cellular telephone system and the 
ability to conduct soft handoff betWeen tWo or more base 
stations. Increased frequency reuse alloWs a greater number 
of calls to be conducted over a given amount of spectrum. 
Soft handoff is a robust method of transitioning a mobile unit 
from the coverage area of tWo or more base stations that 
involves simultaneously interfacing With tWo base stations. 
(In contrast, hard handoff involves terminating the interface 
With a ?rst base station before establishing the interface With 
a second base station.) An eXemplary method of performing 
soft handoff is described in US. Pat. No. 5,267,261, Which 
is assigned to the assignee of the present invention and fully 
incorporated herein by reference. 

[0009] As understood by those of skill in the art, CDMA 
technology can be applied to Wireless local loop systems and 
satellite communication systems in addition to cellular sys 
tems. 

[0010] In cellular telephone systems generally, mobile 
subscriber units, or mobile stations, must be authenticated 
by the base station prior to being alloWed access to services 
such as telephone connections. Cellular communications 
standards typically de?ne procedures for authentication of 
mobile stations using service provided by the cellular infra 
structure (base stations and/or base station controllers). 
Cellular standards published by the TIA provide tWo meth 
ods for authenticating mobile stations. The methods are 
called the “unique challenge” method and the “broadcast 
challenge” method. TIA standards using these methods 
include IS-91 (an AMPS standard), IS-54 (a TDMAstandard 
de?ning analog control channels), IS-136 (a TDMA stan 
dard de?ning digital control channels), and IS-95. 

[0011] The unique challenge method is Well knoWn to 
those of skill in the art. Under the unique challenge method, 
the cellular infrastructure equipment sends a challenge value 
to a mobile station, and the mobile station sends back a 
response that is computed from the challenge, the mobile 
station identi?er, and secret data knoWn only to the base 
station and the legitimate mobile station having the particu 
lar identi?er. If the response is correct, the cellular infra 
structure provides access to services such as telephone 
connections. The unique challenge has the disadvantage that 
the time required to complete the challenge-response pro 
cess can be relatively long and can unduly delay call setup. 
For this reason, the broadcast challenge method has been 
included in TIA cellular standards as a means of providing 
rapid authentication of requests for access to cellular ser 
vices. 

[0012] Under the broadcast challenge method, the chal 
lenge value (typically denoted “RAND”) is broadcast on 
cellular control channels. A mobile station that requests 
access to cellular services uses the broadcast challenge value 
in computing a response to the challenge, the response being 
computed using the challenge, the mobile station identi?er, 
and secret information knoWn only to the base station and 
the mobile station With that identi?er. The mobile station 
includes the response in its request for service. 

[0013] The broadcast method can be subject to “replay” 
attacks in Which a fraudulent mobile station monitors the 
communications from legitimate mobile stations and reuses 
both the identi?er for the legitimate mobile station and the 
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response of that station to the broadcast challenge. There 
exists various known methods for thwarting the replay 
attack. Nevertheless, a primary conventional means of 
thWarting replay attacks is to change the broadcast challenge 
value frequently. If the broadcast challenge value is changed 
With an update interval comparable to the duration of a 
typical telephone call, then replay attacks can be thWarted 
simply by denying accesses that appear to come from the 
same mobile station While a call is already in progress from 
that mobile station. At present, the eXpected duration of a 
cellular telephone call is approximately one minute. 

[0014] HoWever, such frequent changes of RAND can be 
dif?cult for centrally managed infrastructure equipment 
because the RAND value is transmitted from a large number 
of cell sites, and all equipment in all cell sites must be 
updated in order to change RAND. This places a substantial 
communication burden on the internal control system of the 
cellular infrastructure. Additionally, the updating of RAND 
requires that the mobile station identify Which value of 
RAND Was used to compute the response. As the mobile 
station may have begun its access just as an update of RAND 
began, it is possible for the mobile station to use the previous 
value of RAND rather than the updated value. Therefore, it 
is desirable that the cellular infrastructure not compute and 
accept responses for all recent values of RAND because the 
computation of the eXpected response can be sloW, and 
because this decreases the effectiveness of RAND by 
increasing the likelihood that a randomly chosen response 
might succeed. 

[0015] However, it is desirable to minimize the number of 
bits that must be sent on the air interface to conserve 
bandWidth and enhance the robustness of signaling trans 
mission. Therefore, TIA standards for mobile station access 
requests typically do not include the complete value of 
RAND in the access request. Instead, only the most signi? 
cant part of RAND is sent in the access request, thereby 
using a smaller number of bits to identify Which RAND 
value Was used. In TIA standards the most signi?cant eight 
bits of RAND (denoted “RANDC”) are used. HoWever, this 
technique succeeds only if the most signi?cant bits of 
RAND change each time RAND is updated. It is therefore 
a requirement that the RAND updating process be carried 
out in such a Way that RAN DC is distinct for each neW value 
of RAND. 

[0016] In TIA standards, RAND is typically thirty-tWo bits 
in length (bits 0 through 31), With the most signi?cant eight 
bits (bits 24 through 31) being referred to as RANDC. The 
mobile station returns RANDC, along With its response to 
RAND, in access request messages. The base station must 
maintain a list of valid RAND values and determine, using 
only RANDC, Which RAND value Was used to compute the 
response returned by the mobile station. It is therefore 
required that all recently used RAND values have unique 
values of RANDC. 

[0017] In addition to the above considerations pertinent to 
selecting RAND values, it is desirable for security reasons 
to maXimiZe the period of time before a value of RAND is 
reused, thereby forcing a long Wait before an authentication 
signature can be replayed. This suggests that it is not, in fact, 
desirable to use a truly random number for RAND. Instead, 
it Would be desirable to use a deterministic algorithm that 
ensures the maXimum cycle for the possible values of 
RAND. 
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[0018] Further, in most cellular systems it is disalloWed to 
have a value of Zero for RANDC because the Zero value is 
used by the mobile station to indicate that it does not have 
a current value of RAND and has used all Zeroes to compute 
the response. Hence, a characteristic of the RAND update 
process should be to ensure that RANDC is distinct and 
nonZero for each update. 

[0019] Additionally, it is desirable to have successive 
values of RAND be as different as possible to minimiZe the 
likelihood of success for differential attacks on the response 
generation process. This suggests that simple, counter-based 
schemes are insuf?cient, and that updating methods With loW 
correlation betWeen successive values are preferable. 

[0020] Finally, it is desirable to minimiZe messaging 
Within the interconnection netWork in the cellular system by 
decentraliZing the computation of neW RAND values. 

[0021] Thus, there is a need for a generation method that 
minimiZes the correlation betWeen successive RAND val 
ues, ensures maXimum periodicity for both RAND and 
RANDC, and alloWs every cell site to perform identical 
updates Without messaging from a central control device to 
trigger the update process. 

SUMMARY OF THE INVENTION 

[0022] The present invention is directed to a generation 
method that minimiZes the correlation betWeen successive 
RAND values, ensures maXimum periodicity for both 
RAND and RANDC, and alloWs every cell site to perform 
identical updates Without messaging from a central control 
device to trigger the update process. Accordingly, a method 
for generating a broadcast challenge value includes the steps 
of applying a ?rst updating algorithm to the most signi?cant 
bits of a binary number and operating on the least signi?cant 
bits of the binary number With a second updating algorithm. 
Advantageously, the updating algorithms simulate distinct, 
maXimal-length shift registers. Preferably, an all-Zeroes 
value is inserted as an update for either set of bits once 
during the period of time necessary for the sequence of 
updates to produce a repeat value. 

[0023] In a ?rst aspect of the invention, a binary number 
is updated With maXimum periodicity and minimum corre 
lation betWeen successive updates. The updates are advan 
tageously performed by distinct algorithms operating on 
separate parts of the binary number. 

[0024] In a second, separate aspect of the invention, a 
binary number is updated synchronously across all of the 
base stations in a cellular system. Preferably, the updates are 
synchroniZed With a system-Wide time clock reference sig 
nal. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0025] FIG. 1 is a block diagram of a cellular telephone 
system. 

[0026] 
[0027] FIG. 3 is a block diagram of tWo Galois shift 
registers. 

[0028] 
[0029] FIG. 5 is a ?oWchart of a method for computing a 
current RAND value. 

FIG. 2 is a block diagram of a Galois shift register. 

FIG. 4 is a ?oWchart of a RAND update method. 
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DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

[0030] A RAND generation method embodying features 
of the instant invention may reside in any of various cellular 
telephone systems as understood by those of skill in the art. 
Such cellular systems include, e.g., AMPS (analog), IS-54 
(North American TDMA), GSM (Global System for Mobile 
communications TDMA), and IS-95 (CDMA). In a pre 
ferred embodiment, the cellular system is a CDMA system. 

[0031] As illustrated in FIG. 1, a CDMA Wireless tele 
phone system generally includes a plurality of mobile sub 
scriber units 10, a plurality of base stations 12, a base station 
controller (BSC) 14, and a mobile sWitching center (MSC) 
16. The MSC 16 is con?gured to interface With a conven 
tional public sWitch telephone netWork (PSTN) 18. The 
MSC 16 is also con?gured to interface With the BSC 14. The 
BSC 14 is coupled to each base station 12. The base stations 
12 may also be knoWn as base station transceiver sub 
systems (BTSs) 12. Alternatively, “base station” may be 
used in the industry to refer collectively to a BSC 14 and one 
or more BTSs 12, Which BTSs 12 may also be denoted “cell 
sites”12. (Alternatively, sectors of a given BTS 12 may be 
referred to as cell sites.) The mobile subscriber units 10 are 
typically cellular telephones 10, and the cellular telephone 
system is advantageously a CDMA system con?gured for 
use in accordance With the IS-95 standard. 

[0032] During typical operation of the cellular telephone 
system, the base stations 12 receive sets of reverse link 
signals from sets of mobile units 10. The mobile units 10 are 
conducting telephone calls or other communications. Each 
reverse link signal received by a given base station 12 is 
processed Within that base station 12. The resulting data is 
forWarded to the BSC 14. The BSC 14 provides call resource 
allocation and mobility management functionality including 
the orchestration of soft handoffs betWeen base stations 12. 
The BSC 14 also routes the received data to the MSC 16, 
Which provides additional routing services for interface With 
the PSTN 18. Similarly, the PSTN 18 interfaces With the 
MSC 16, and the MSC 16 interfaces With the BSC 14, Which 
in turn controls the base stations 12 to transmit sets of 
forWard link signals to sets of mobile units 10. 

[0033] In the CDMA system of FIG. 1, each base station 
12 includes at least one sector (not shoWn), each sector 
comprising an antenna pointed in a particular direction 
radially aWay from the base station 12. Preferably, each base 
station 12 includes three sectors, and the radial directions 
each sector antenna points differ by 120 degrees. 

[0034] Advantageously, maximal-length shift registers or 
softWare simulations thereof can be used by the base stations 
12 to generate neW broadcast challenge values, or update 
RAND. In a preferred embodiment, Galois shift registers are 
used as maximal-length shift registers. Other implementa 
tions of maximal-length shift registers, such as, e.g., linear 
feedback shift registers (LFSRs), could be substituted for the 
Galois shift registers, as knoWn in the art. 

[0035] As understood by those of skill in the art, a Galois 
shift register shifts each bit one position to the left With each 
clock pulse, With predetermined bits being eXclusive-OR’d 
(XOR’d) With a feedback tap bit. Thus, as shoWn in FIG. 2, 
an 8-bit Galois shift register 20 includes feedback taps after 
bit positions 0, 4, and 5. Upon each shift left, bit position 1 
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receives the exclusive-OR result of bit 7 and bit 0. Similarly, 
bit position 5 receives the exclusive-OR result of bit 7 and 
bit 4, and bit position 6 receives the exclusive-OR result of 
bit 7 and bit 5. 

[0036] In a particular embodiment, depicted in FIG. 3, a 
RAND update method relies on ?rst and second Galois shift 
registers 30, 32. A single update clock signal 34 causes an 
update of the tWo shift registers 30, 32. The ?rst shift register 
30 is an 8-bit shift register 30 used to determine successive 
values of RANDC. The second shift register 32 is a 24-bit 
shift register 32 used to determine successive values of the 
remaining bits of RAND. The ?rst and second shift registers 
30, 32 are both coupled to the same clock signal 34, but are 
otherWise unconnected. Hence, RANDC is advantageously 
generated separately from the remainder of RAND. 

[0037] In the embodiment shoWn, the ?rst and second shift 
registers 30, 32 each have feedback taps, or electrical 
connections, applied to particular bit locations in the regis 
ters 30, 32. It is understood by those of skill in the art that 
any primitive polynomials of order eight and tWenty-four 
can be used to determine, respectively, the feedback taps of 
the ?rst and second shift registers 30, 32. In the speci?c 
embodiment shoWn, the primitive polynomials for the ?rst 
and second shift registers 30, 32 are, respectively, X8+X6+ 
X5+X+1 and X24+X4+X3+X+1. 

[0038] Provided each shift register 30, 32 is initialiZed to 
a nonZero value, the values each shift register 30, 32 
generates Will alWays be nonZero. Advantageously, this 
satis?es the constraint that RANDC be nonZero. HoWever, 
this arrangement does not maXimiZe the length of the 
sequence of RAND values because the tWo shift registers 30, 
32 each produce sequences of lengths that are not relatively 
prime, i.e., 28—1=255=3*5*17 and 
224—1=16777215=3*3*5*7*13*17*241. Thus, the sequence 
of RAND values produced by this arrangement is only 
65793 in length, Which is only slightly more than Would be 
produced by a single, 16-bit shift register. 

[0039] Because a maximal-length sequence does not 
include an all-Zeroes value, the length of the sequence of 
RAND values can be eXtended by inserting an all-Zeroes 
value. Hence, an all-Zeroes value of the 24-bit shift register 
32 may advantageously be inserted at any point in the 
sequence, thereby increasing the length of the sequence of 
24-bit values to 16777216, Which is a poWer of 2 and is 
therefore relatively prime to 255, the length of the RANDC 
sequence. This advantageously lengthens the sequence of 
RAND values to 255*16777216, Which is equal to 232-224. 
This is the maXimum possible sequence length given that 
RANDC must be nonZero. 

[0040] The ?oWchart of FIG. 4 illustrates a RAND update 
method in accordance With a particular embodiment in 
Which ?rst and second Galois shift registers (corresponding 
to RANDC and the remaining RAND bits, denoted 
RANDL) are simulated With computer softWare. The 
method of FIG. 4, Which advantageously inserts a value of 
all Zeroes into the sequence produced by the simulated, 
24-bit RANDL Galois shift register, can be implemented 
With any conventional source code including, e.g., C code or 
C++ code, as understood by those of skill in the art. Cell sites 
typically include integrated circuits, Which are advanta 
geously Application Speci?c Integrated Circuits (ASICs), 
With processors running softWare. 
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[0041] In step 40 the algorithm computes the AND result 
of an 8-digit hexadecimal (32-bit binary) number called 
“INIT” and the 8-digit hexadecimal value 00FFFFFF. This 
computation determines Whether the tWenty-four least sig 
ni?cant bits of INIT are all 0s. If the least signi?cant 
tWenty-four bits of INIT are all 0s, the algorithm proceeds to 
step 42. OtherWise, the algorithm proceeds to step 44. 

[0042] In step 42 INIT is set equal to the OR result of INIT 
and 1. This step gives the least signi?cant bit of INIT a value 
of 1. Steps 40 and 42 ensure that the register is initialiZed to 
a nonZero value, forcing the register to one if it is Zero at the 
start. The algorithm then proceeds to step 44. In step 44 the 
algorithm calculates the AND result of INIT and the hexa 
decimal value 00FFFFFF. This result is called “PREINIT.” 
Thus, PREINIT is a 32-bit binary number Whose most 
signi?cant eight bits are 0s. After giving the above value to 
PREINIT, the algorithm proceeds to step 46. 

[0043] In step 46 the AND result of PREINIT and 1 is 
determined. This alloWs the algorithm to check Whether the 
least signi?cant bit of PREINIT is 1. If the AND result of 
PREINIT and 1 is not 0, the algorithm proceeds to step 48. 
If the AND result of PREINIT and 1 is 0, the algorithm 
proceeds to step 50. 

[0044] In step 48 the algorithm computes the exclusive 
OR (XOR) result of PREINIT and the 8-digit hexadecimal 
number 0100001B. The XOR result of PREINIT and 
0100001B is then made the neW value of PREINIT. The 
algorithm then proceeds to step 50. In step 50 the PREINIT 
value is shifted to the right by one bit position, i.e., to the 
value that the register Would have one clock pulse earlier in 
time. The algorithm then proceeds to step 52. Steps 48 and 
50 effectively simulate in reverse order the Galois shift 
register functions for RANDL. Thus, the tWenty-four least 
signi?cant bits of PREINIT have ?rst been XOR’d With a 
binary value of nineteen 0s folloWed by the sequence 11011 
(i.e., the hexadecimal digits 00001B, Which are the last six 
digits of the hexadecimal number 0100001B), and the 
tWenty-?fth bit is set to 1. The sequence 11011 simulates 
feedback taps at bit positions 0, 1, 3, and 4. AfterWard, With 
the next instruction, the simulated shift register is shifted to 
the right by one bit position, thereby shifting the tWenty-?fth 
bit doWn into the tWenty-fourth bit position. (In contrast, as 
described in connection With FIG. 2, the Galois shift register 
performs a shift left and XORs the feedback tap bits.) 

[0045] In step 52 the AND result of the 32-bit binary 
RAND value and the 32-bit binary number 00FFFFFF is 
obtained. This AND result is called “LSMASK.” This com 
putation makes LSMASK equal to eight 0s folloWed by the 
tWenty-four bits of RANDL (the tWenty-four least signi? 
cant bits of RAND). The algorithm then proceeds to step 54. 

[0046] In step 54 the algorithm checks Whether LSMASK 
equals 0, i.e., Whether the least signi?cant tWenty-four bits 
of LSMASK (Which constitute RANDL) are all 0s. If 
LSMASK equals 0, the algorithm proceeds to step 56. 
OtherWise, the algorithm proceeds to step 58. 

[0047] In step 56 the OR result of RAND and PREINIT is 
obtained and made the neW value of RAND. Thus, RAND 
becomes eight 0s folloWed by the tWenty-four least signi? 
cant bits of PREINIT (i.e., RANDC is 0, and RANDL is the 
tWenty-four least signi?cant bits of PREINIT). The algo 
rithm then proceeds to step 62. 
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[0048] In step 58 the algorithm checks Whether LSMASK 
is equal to PREINIT. If LSMASK is not equal to PREINIT, 
the algorithm proceeds to step 62. If, on the other hand, 
LSMASK and PREINIT are the same, the algorithm pro 
ceeds to step 60. In step 60 the AND result of RAND and the 
8-digit hexadecimal number FF000000 (eight 1s folloWed 
by tWenty-four 0s) is computed and made the neW value of 
RAND. Thus, RAND becomes RANDC folloWed by 
tWenty-four 0s (i.e., RANDL is 0). The algorithm then 
proceeds to step 62. 

[0049] In step 62 a value called “MASK” is set equal to 0. 
The algorithm then proceeds to step 64. 

[0050] In step 64 the algorithm calculates the AND result 
of RAND and the 8-digit hexadecimal number 80000000 (a 
1 folloWed by thirty-one 0s). The algorithm then checks 
Whether this AND result is not equal to 0. In other Words the 
algorithm determines Whether the most signi?cant bit of 
RAND is 1. If this AND result is determined not to be 0, the 
algorithm proceeds to step 66. If, hoWever, the AND result 
is found to be 0, the algorithm proceeds to step 68. 

[0051] In step 66 MASK is given the 8-digit hexadecimal 
value 63000000. (RANDC is de?ned as an 8-bit register 
With a primitive polynomial of 0x163, i.e., binary 
101100011, or primitive polynomial x8+X6+X5+x+1, as 
discussed above. The MASK value need not be 163000000, 
hoWever, because the most signi?cant bit is off the end of the 
simulated RAN DC register.) The algorithm then proceeds to 
step 68. In step 68 the algorithm computes the AND result 
of RAND and the 8-digit hexadecimal number 00800000 
(eight 0s followed by a 1 followed by twenty-three 0s). The 
algorithm then checks Whether this AND result is not equal 
to 0. In other Words the algorithm determines Whether the 
most signi?cant bit of RANDL is 1. If this AND result is 
determined not to be 0, the algorithm proceeds to step 70. If, 
hoWever, the AND result is found to be 0, the algorithm 
proceeds to step 72. In step 70 the XOR result of MASK and 
the 8-digit hexadecimal number 0100001B is obtained and 
made the neW value of MASK. It can be appreciated that this 
XOR result yields a MASK value for the 24-bit RANDL 
simulated register of polynomial x24+X4+X3+x+1 
(0><0100001B), as discussed above. The algorithm then 
proceeds to step 72. 
[0052] In step 72 RAND is shifted left by one bit position. 
The algorithm then proceeds to step 74. In step 74 the 
algorithm calculates the XOR result of RAND and MASK. 
This XOR result is made the neW value of RAND. The 
algorithm then proceeds to step 76. In step 76 the algorithm 
returns the RAND value derived in step 74 as the updated 
value of RAND. 

[0053] Thus, in the method described in connection With 
FIG. 4, RANDC is de?ned as an 8-bit Galois shift register 
With a primitive polynomial of 0x163, and RANDL is 
de?ned as a 24-bit Galois shift register With a primitive 
polynomial of 0><0100001B. A value of 0 is inserted just 
prior to INIT, Which is generally not equal to 0x00000001, 
so that the period is increased to 224, making the period 
prime relative to 255, the period of RANDC. The tWo 
simulated Galois shift registers have different feedback taps 
(because they have different primitive polynomials) and 
therefore advantageously constitute separate and distinct 
algorithms. 
[0054] It can be seen that the method depicted in FIG. 4 
for generating RAND updates is advantageously simple 
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enough to be performed anywhere in the infrastructure of a 
cellular system. In a speci?c embodiment, the method can be 
performed in the cell sites (not shoWn) of the CDMA cellular 
system of FIG. 1, thereby eliminating the need to create neW 
RAND values centrally and distribute them to the cell sites 
for broadcast. 

[0055] It is possible to have the cell sites update RAND 
periodically Without synchronization, performing local 
reconstruction of RAND from RANDC. HoWever, this 
Would be undesirable from the standpoint of security 
because it Would effectively reduce the length of the 
sequence of RAND values. Namely, although a given cell 
site Would produce the maximum-length sequence of RAND 
values, a neighboring cell site, producing values asynchro 
nously, Would repeat one of the ?rst cell site’s RAND values 
sooner than Would the ?rst cell site. In a Worst-case scenario, 
the neighboring cell site Would be only a feW RAND values 
behind, alloWing replays to be easily performed from one 
cell site to the other. 

[0056] Nevertheless, such inter-cell-site replay attacks 
may advantageously be prevented by synchroniZing RAND 
updates across all cell sites in such a Way that all RAND 
values are the same at any given time. In a speci?c embodi 
ment, a global time clock is used to accomplish this syn 
chroniZation. Such a global time clock is readily available 
in, e.g., the CDMA system described in TIA standard IS-95, 
as all cell sites must already produce CDMA spreading 
sequences that are synchroniZed Within ten microseconds. 
The IS-95 CDMA standard de?nes a global “system time” 
that is coordinated to the time reference of the Global 
Positioning System (GPS). It is evident to those of skill in 
the art that any similar method of coordinating the time 
reference betWeen cell sites could be used. 

[0057] The existence of a global, or system-Wide, time 
reference available to all cell sites, or base stations, renders 
it possible to ensure that all cell sites use the same RAND. 
Each cell site can set its RAND value during cell-site 
initialiZation by computing the number of updates that have 
occurred since a reference time and determining the value of 
RAND that results from that number of updates. In the 
CDMA system of FIG. 1, for example, system time is 
de?ned to be Zero at the same time GPS time is de?ned to 
be Zero, i.e., midnight, Jan. 6, 1980. 

[0058] The current value of RAND can be derived in 
accordance With a particular embodiment described by the 
?oWchart of FIG. 5, Which can be implemented With any 
conventional source code including, e.g., C code or C++ 
code, as understood by those of skill in the art. Cell sites 
typically include integrated circuits, Which are advanta 
geously Application Speci?c Integrated Circuits (ASICs), 
With processors running softWare. The method illustrated in 
FIG. 5 advantageously uses the properties of softWare 
simulated Galois shift registers to compute their current 
values Without clocking, thereby avoiding computational 
inef?ciency in reaching the current value of RAND. 

[0059] In the embodiment described in connection With 
FIG. 5, a 64-bit ?eld called “SYSTIME” represents the 
current system time in number of frames since the start of 
the system. A 32-bit ?eld called “UPDATE_TIME” denotes 
the number of minutes per RAND update interval. Thus, 
RAND updates occur When system time in minutes is Zero 
modulo UPDATE_TIME. The 32-bit ?eld “INIT” gives the 
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initial value of RAND at system startup. As described above, 
RAN DC represents the eight most signi?cant bits of RAND, 
and RAN DL denotes the tWenty-four least signi?cant bits of 
RAND (RAND is a 32-bit binary number). Preferably, a 
CDMA system as described in connection With FIG. 1 is 
used Whereby the frame rate is de?ned as 20 msec per frame, 
or 3000 frames per minute, and the start of system time is 
de?ned as midnight of Jan. 6, 1980. 

[0060] In step 80 the algorithm determines the AND result 
of INIT and the hexadecimal number OOFFFFFF. This AND 
result is assigned to a 32-bit variable called “LSINIT,” so 
that LSINIT equals eight 0s folloWed by the tWenty-four 
least signi?cant bits of INIT. The algorithm then proceeds to 
step 82. In step 82 INIT is shifted to the right by tWenty-four 
bit positions. The algorithm then proceeds to step 84. In step 
84 the value of INIT is assigned to a 32-bit variable called 
“MSINIT,” so that MSINIT equals tWenty-four 0s folloWed 
by the eight most signi?cant bits of INIT. The algorithm then 
proceeds to step 86. In step 86 the algorithm checks Whether 
MSINIT equals 0. If MSINIT equals 0, the algorithm 
proceeds to step 88. OtherWise, the algorithm proceeds to 
step 90. In step 88 the algorithm sets the least signi?cant bit 
of MSINIT equal to 1. The algorithm then proceeds to step 
90. Thus, in steps 80 through 88, the algorithm has deter 
mined the initial values of RANDC and RANDL. 

[0061] In step 90 the algorithm divides SYSTIME by a 
32-bit binary ?eld representing the number 3000. The result 
ant quotient is assigned to a 64-bit variable called 
“UPDATES.” Thus, the algorithm has converted system 
time in frames to system time in minutes by dividing the 
number of frames since system startup by the frame rate of 
3000 frames per minute. The algorithm next proceeds to step 
92. 

[0062] In step 92 the algorithm divides UPDATES by 
UPDATE_TIME. UPDATES is then set equal to the result 
ant quotient. Thus, the algorithm has calculated the number 
of RAND updates since system startup by dividing the 
number of minutes since system startup by the number of 
minutes per RAND update. The algorithm next proceeds to 
step 94. 
[0063] In step 94 UPDATES is divided by a 32-bit binary 
?eld representing the number 255, yielding a quotient and a 
remainder. The quotient is discarded and the remainder is 
assigned to a 32-bit variable called “CLOCKS.” As 
described above, the number 255 is the period of RANDC 
(the number of times RANDC changes before repeating 
itself). The algorithm then proceeds to step 96. 
[0064] In step 96 MSINIT is raised to the poWer of 
CLOCKS, and the result is divided, using polynomial long 
division, by the hexadecimal number 00000163 (the primi 
tive polynomial for RANDC). The resultant quotient is 
discarded While the remainder is called RANDC. The algo 
rithm then proceeds to step 98. In step 98 RANDC is shifted 
to the left by tWenty-four bit positions, yielding a 32-bit 
binary number equal to RANDC folloWed by tWenty-four 
0s. The algorithm then proceeds to step 100. 

[0065] In step 100 the AND result of the thirty-tWo least 
signi?cant bits of UPDATES (i.e., UPDATES[0]) and the 
hexadecimal number OOFFFFFF is obtained. CLOCKS is set 
equal to this AND result. This step effectively calculates the 
remainder of UPDATES divided by 224 (the period of 
RANDL With Zero insertion is 224). The algorithm then 
proceeds to step 102. 
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[0066] In step 102 the algorithm checks Whether LSINIT 
equals 0. If LSINIT equals 0, the algorithm proceeds to step 
104. Otherwise, the algorithm goes directly to step 112. In 
step 104 the algorithm checks Whether CLOCKS equals 0. 
If CLOCKS equals 0, the algorithm proceeds to step 106. 
OtherWise, the algorithm proceeds to step 108. In step 106 
the algorithm returns the value of RANDC for RAND, as 
RANDL is 0. In step 108 CLOCKS is set equal to the 
difference CLOCKS minus 1, thereby decrementing the 
value of CLOCKS by 1. The algorithm then proceeds to step 
110. In step 110 the least signi?cant bit of LSINIT is set 
equal to 1. The algorithm then goes directly to step 116. 
Steps 104 through 110 are needed because if the current 
RAND update is taking place at the start of the cycle, the 
least signi?cant part of RAND (RANDL) is 0. 

[0067] In step 112 the algorithm checks Whether CLOCKS 
is equal to the hexadecimal number OOFFFFFF. If CLOCKS 
is equal to OOFFFFFF, the algorithm proceeds to step 114. 
OtherWise, the algorithm proceeds to step 116. In step 114 
the algorithm returns the value of RANDC for RAND, as 
RANDL is 0. Steps 112 and 114 are needed because if the 
current RAND update is taking place at the end of the cycle, 
the least signi?cant part of RAND (RANDL) is 0. 

[0068] In step 116 LSINIT is raised to the poWer of 
CLOCKS, and the result is divided, using polynomial long 
division, by the hexadecimal number 0100001B (the primi 
tive polynomial for RANDL). The resultant quotient is 
discarded While the remainder is called RANDL. The algo 
rithm then proceeds to step 118. 

[0069] In step 118 the algorithm computes the OR result of 
RANDC and RANDL. This OR result is assigned to the 
32-bit variable RAND. Namely, the eight most signi?cant 
bits of RAND are equal to the OR result of RANDC and 
eight 0s, i.e., RANDC, and the tWenty-four least signi?cant 
bits of RAND are equal to the OR result of tWenty-four 0s 
and RANDL, i.e., RANDL. The algorithm then proceeds to 
step 120. In step 120 the algorithm returns the RAND value 
of step 118 as the neXt updated value of RAND. 

[0070] Thus, in accordance With the embodiment of FIG. 
5, the algorithm determines the current value of RAND 
given current system time and the RAND update period in 
minutes. In accordance With the embodiment of FIG. 4, the 
algorithm treats the parts of RAND as Galois shift registers, 
so the register contents can be treated as polynomials in a 
formal parameter X, With 1 representing X0, 2 representing 
X1, etc. The current register value is equal to the initial state 
raised to the poWer of the number of clock pulses since the 
initial state. Advantageously, the method of FIG. 5 is faster 
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than simply stepping RAND through the update sequence of 
FIG. 4 because the number of updates is computed modulo 
the length of the RAND value sequence. 

[0071] In a speci?c embodiment, the method of FIG. 5 
can employ various operators Whose implementations are 
knoWn to those of skill in the art. Such operators include, 
e.g., multiple-precision division, Which divides a 64-bit 
number by a 32-bit number, and modular eXponentiation, 
Which raises a polynomial to an integer poWer modulo a 
primitive polynomial. Advantageously, the modular eXpo 
nentiation function can be computed in log2(N) steps, as 
understood by those of skill in the art. Such operators 
advantageously serve to increase the speed of the algorithm. 

[0072] As those of skill in the art Would readily appreciate, 
any similar form of pseudorandom noise generator may be 
substituted for the maXimal-length shift registers in the 
embodiments described herein. Further, While the embodi 
ments described herein pertain to cellular telephone systems, 
and advantageously to CDMA systems, in Which RAN DC is 
constrained to be nonZero, it should be understood that 
RAN DC need not be nonZero unless the particular system so 
speci?es. Accordingly, depending upon the constraints of the 
system, either RANDC or RANDL, or both, could have an 
all-Zeroes value inserted to eXtend the length of either or 
both of the sequences. Moreover, the cellular system broad 
cast challenge value of the embodiments described herein 
could equally Well be any binary number that requires 
periodic updates such that the correlation betWeen succes 
sive updates is minimiZed and the number of updates before 
Which a repeat value occurs is maXimiZed. 

[0073] Preferred embodiments of the present invention 
have thus been shoWn and described. It Would be apparent 
to one of ordinary skill in the art, hoWever, that numerous 
alterations may be made to the embodiments herein dis 
closed Without departing from the spirit or scope of the 
invention. Therefore, the present invention is not to be 
limited eXcept in accordance With the folloWing claims. 

We claim: 
1. A method of updating a binary number, comprising the 

steps of: 

applying a ?rst updating algorithm to a plurality of most 
signi?cant bits of the binary number; and 

operating on a plurality of least signi?cant bits of the 
binary number With a second updating algorithm. 

* * * * * 


