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APPLICATION COMPUTING ENVIRONMENT 

[0001] Portions of the disclosure of this patent document 
may contain material that is subject to copyright protection. 
The copyright oWner has no objection to the facsimile 
reproduction by anyone of the patent document or the patent 
disclosure as it appears in the Patent and Trademark Of?ce 
?le or records, but otherWise reserves all copyright rights 
Whatsoever. Sun, Sun Microsystems, the Sun logo, SPARC, 
Java, J avaBeans and all J ava-based trademarks and logos are 
trademarks or registered trademarks of Sun Microsystems, 
Inc. in the United States and other countries. 

BACKGROUND OF THE INVENTION 

[0002] This invention relates to computing systems, and 
more particularly to the architecture and environment for 
computing and applications executing therein. 

[0003] Computers are used to send and receive data using 
a transport mechanism or communications netWork. The 
Internet is one example of a transport mechanism and other 
examples include local area netWorks (LAN s) and Wide area 
netWorks Using a netWork, a softWare application 
(a sender) that resides on one computer system can exchange 
information (e.g., corporate data or executable code) With a 
softWare application (a receiver) that resides on a remote 
computer system, for example. The exchange of information 
betWeen computers typically occurs betWeen a “server appli 
cation” that provides information or services, and a “client 
application” that receives the provided information and 
services. 

[0004] A problem With existing server applications is that 
they must be pre-con?gured to include the information that 
they are to provide to a client application. Further, issues 
such as transmission ef?ciency and security are raised When 
information is exchanged betWeen computers. Transmission 
inef?ciencies are especially apparent Where information is 
communicated over a long distance and/or loWer speed or 
bandWidth lines. Further, Where transmission is being 
received by a computer system, security measures are typi 
cally used to ensure that the transmitted information (e.g., 
program code) does not corrupt the computer system. Unfor 
tunately, security measures can restrict access to the com 
puter system’s resources Which can hinder an application’s 
ef?ciency and usability. 

[0005] As Will be discussed beloW, computing environ 
ments that use an application architecture initially developed 
for use With the Internet can be signi?cantly affected by the 
type of medium used to form the Internet connection. The 
type of connection that a user has to the Internet can impact 
the speed at Which information is transmitted. 

[0006] The application architecture that is typically used 
in the Internet environment is referred to as a three-tier 
application architecture, or three-tier architecture. The three 
tier architecture Was originally designed to alloW a client to 
have access to data and applications. In this architecture, a 
client communicates requests to a server for data, softWare 
and services, for example. The three-tier architecture 
includes a database tier that includes a database server, an 
application tier that includes an application server and 
application logic (i.e., softWare application programs, func 
tions, etc.), and a client tier. The application server responds 
to application requests (e.g., a request for a softWare applet, 
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etc.) received from the client. The application server for 
Wards data requests to the database server. 

[0007] The number of tiers that are required for an appli 
cation may vary. For example, a calculator application might 
only involve the client tier. That is, if the calculator appli 
cation softWare and data are resident on the client, there is 
no need to access the application or database tiers. An 
application that makes use of persistent storage such as a 
Word processing application and the documents created 
therein may involve both the client and the application tiers. 
An enterprise’s application (e.g., an accounting or person 
nel) application may involve all three tiers as data that is 
used by the application may be stored in a database. 

[0008] FIG. 1 provides an overvieW of a three-tier archi 
tecture. Client tier 102 typically consists of a computer 
system that provides a graphic user interface (GUI) gener 
ated by broWser 106. BroWser 106 generates a display from 
a speci?cation of GUI elements (e. g., a ?le containing input, 
form, and text elements de?ned using the Hypertext Markup 
Language (HTML) and/or by an applet (i.e., a program such 
as a program Written using the Java programming language 
that runs When it is loaded by the broWser). 

[0009] Application server 110 is pre-con?gured to include 
those applications that are needed by its clients. In an effort 
to keep the siZe of the client minimal or “thin,” applets that 
are executed in client tier 102 generally do not include any 
signi?cant application logic. Application server 110 is pre 
con?gured to include the application logic that is not 
included in client tier 102. The majority of an application’s 
functionality is performed by the application logic that 
resides on and is managed by application server 110 in 
application tier 116. Database tier 118 contains the data that 
is accessed by the application logic in application tier 116. 
Database server 112 manages the data, its structure and the 
operations that can be performed on the data and/or its 
structure. 

[0010] Application server 110 and database server 112 
reside in production data center 108. Application server 110 
can be pre-con?gured With applications such as a corpora 
tion’s accounting, personnel and payroll applications, for 
example. Application server 110 manages requests directed 
to the applications that are stored on application server 110. 
Database server 112 manages the database(s) that manage 
data for applications. Database server 112 responds to 
request to access the accounting, personnel and payroll 
applications’ data, for example. 

[0011] Connection 104 is used to transfer the graphical 
user interface layer to client tier 102 and to transmit enter 
prise data betWeen client tier 102 and production data center 
108. The client tier can communicate With the application 
tier via a Remote Method Invocation (RMI) application 
programming interface (API) available from Sun Microsys 
tems. The RMI API provides the ability to invoke methods, 
or softWare modules, that reside on another computer sys 
tem. Parameters are packaged (or marshalled) and unpack 
aged (or unmarshalled) for transmittal to and from the client 
tier. Connection 114 represents the transmission of requests 
for data and the responses to such requests from applications 
that reside in application server 110. 

[0012] In a typical computing environment, production 
data center 108 is located at a centraliZed site. In this Way, 
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applications can be centrally managed such that updates can 
be made and a standardized application base can be provided 
to users. HoWever, an application’s users can be spread 
across a Wide geographical area. Thus, client tier 102 is not 
necessarily located at the same site or proximately con 
nected to application server 110 (e.g., via a local area 
network, or LAN). Information may be transmitted, for 
example, via a Wide area netWork or the Internet that 
involve remote transmissions (e.g., overseas) and loWer 
bandWidth communication technologies (e.g., modem) 
Which can result in unacceptable transmission times. Trans 
mission times are of concern since both data and application 
code may be transmitted betWeen client tier 102 and appli 
cation server 110 in the three-tier architecture. 

[0013] The three-tier architecture can be used With various 
types of netWorks (e.g., Internet and intranet). Typically, 
client tier 102 communicates With production data center 
108 via broWser 106 Which issues a request of application 
server 110. The client can request a resource that is identi?ed 
by a uniform resource locator (URL) designation. For 
example, the URL can identify a page de?nition (e.g., an 
HTML document) that broWser 106 uses to generate a 
display, or the URL can identify an applet (i.e., executable 
program code) Which is run inside broWser 106). 

[0014] The information that is represented by a URL is 
doWnloaded to client tier 102. Thus, if a corporate applica 
tion requires multiple doWnloads (e.g., multiple page de? 
nitions and/or applets) to run Within client tier 102, the 
doWnloading process is inefficient When application server 
110 is remote and/or sloWer transmission rates are used. 

[0015] Security measures adopted for use With the appli 
cation architecture limit the applications that have been 
developed according to this architecture. For example, an 
application’s efficiency and/or usability can be impacted as 
a result of security measures. Further, there are issues of 
security concerning the transmission of information. From 
the perspective of client tier 102, for example, it is necessary 
to ensure that the information that is being received is 
“trusted.” That is, it is important to ensure that client tier 102 
is not corrupted by unauthoriZed softWare executing in client 
tier 102. Further, it is important to ensure that a client that 
attempts to access production data center 108 can be trusted 
With the corporation’s data and applications. 

[0016] Optimally, client tier 102 executes only those 
applets that have been received from a knoWn and trusted 
source (e. g., production data center 108). Alevel of trust can 
be achieved betWeen a client tier 102 and production data 
center 108 such that data and applets can be transmitted 
freely betWeen client tier 102 and production data center 
108. HoWever, this paradigm is limiting and does not alWays 
occur in practice. BroWser 106 may request an applet from 
a source other than production data center 108, for example. 
If an applet is alloWed to execute unchecked in client tier 
102, it introduces the potential for serious breaches of 
security and/or malicious access to the data and resources. 

[0017] Security models or approaches have been adopted 
to limit the damage that may be caused by a breach of 
security and maliciousness. One such security approach, 
referred to as the sandbox security model, limits the access 
given to applets from an “untrusted” (i.e., unknoWn) source 
to only its namespace (e.g., operating system-assigned 
boundaries of a program such as the addressable memory). 
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[0018] An “untrusted” applet or softWare program is 
alloWed to access only memory or other computer resources 
that are in its namespace. By limiting an “untrusted” applet 
to its oWn namespace, the applet can be prohibited from 
modifying areas of memory assigned to other applets or 
applications, for example. 

[0019] Further, an applet may be prohibited from estab 
lishing a connection to (and/or doWnloading code from) a 
server (e.g., ?le or printer servers) other than the one from 
Which it Was retrieved. Client tier 102 may be forced to 
access another server via application server 110. To make a 
request of a ?le server, for example, client tier 102 sends the 
request to application server 110 Which forWards the request 
to the ?le server. This is inef?cient particularly When the ?le 
server adjacent to client tier 102. 

[0020] Further, in the sandbox approach, printing is 
accomplished by displaying material to be printed in 
broWser 106 and relying on the user to print the material 
using the print functionality available in broWser 106. 

[0021] The sandbox approach has clear disadvantages. An 
applet that is con?ned to its namespace cannot access 
information that is stored in a local ?le system. Further, 
con?ned applets cannot pool or share resources such as 
memory. 

[0022] Another security approach uses signatures or other 
forms of certi?cation to certify that an applet is from a 
knoWn source. An “untrusted” applet can become a “trusted” 
applet, if its digital signature can be veri?ed by, for example, 
client tier 102. Veri?cation can be accomplished With digital 
signatures using a public key/private key encryption tech 
nique. The recipient of the information (e.g., client tier 102) 
uses the digital signature and a public key (a key generated 
from the private key and distributed to the public) to verify 
the digital signature thereby verifying the information. 

[0023] Signed applet support is not provided by all clients. 
To support digitally signed applets, it is necessary for client 
tier 102 to include the ability to verify the signature. Many 
currently available broWsers do not have such a capability. 

[0024] In addition to the ef?ciency and security issues, in 
the three-tier model each application must log in to appli 
cation server 110 separately. There is no ability to store user 
information (e.g., pro?le information) in client tier 102 or 
elseWhere so that it can be used for subsequent applications. 

SUMMARY OF THE INVENTION 

[0025] One or more embodiments of the invention com 
prise a computing environment that offers a level of decen 
traliZation Wherein application code resident on a remote 
application server can be distributed to a local server, or 
local application server, that services a client. A local 
application server can be dynamically con?gured to serve its 
clients based on requests for application code and/or ser 
vices. Further, application code that is doWnloaded to a 
client from the local application server can be trusted such 
that access to the local application server’s resources can be 
given to the doWnloaded application code. Ef?ciencies can 
be achieved for the transmission of information. 

[0026] Using embodiments of the invention, it is not 
necessary to pre-con?gure the local application server to 
satisfy a request of the server. The local application server 
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can be con?gured dynamically (e.g., as needed) in response 
to requests. For example, there is no need to install appli 
cation code or services on the local application server in 
anticipation of a request. If the local application server is not 
con?gured to handle a request, the local application server 
dynamically con?gures itself to satisfy the request. 

[0027] Arequest for information, such as application code 
(e.g., an applet) by a client, can be serviced by the local 
application server With its eXisting con?guration or a neW 
con?guration. If the local application server’s con?guration 
includes the requested application code, the local application 
server satis?es the request using its eXisting con?guration. If 
the local application server’s con?guration does not include 
the requested application code, the local application server 
attempts to locate the requested application code (e.g., from 
another application server). When the requested application 
code is located, it is transferred to the local application 
server. The local application server retains a copy of the 
application code and forWards a copy to the client. Thus, if 
a subsequent request is made for the application code, it can 
be satis?ed by the local application server (Without access 
ing another application server). 
[0028] The local application server can further be dynami 
cally con?gured With services that can satisfy a client 
request. When a service request is received from the client, 
the local application server attempts to satisfy the request 
using a service that resides on the local application server. If 
the requested service is resident on the local application 
server, the local application server forWards the request to 
the service. There is no need to recon?gure the local 
application server. 

[0029] If a request is for a service for Which the local 
application server is not already con?gured, the local appli 
cation server determines Whether the service resides else 
Where (e.g., on another server). If the local application 
server ?nds the service, it determines Whether the service 
can be acquired from its current location. If so, the service 
is copied to the local application server and is used to satisfy 
the client’s request. 

[0030] Where the requested service cannot be transferred 
to the local application server, the local application server 
establishes a proXy for the service. The proXy resides on the 
local application server and forWards the client request to the 
service that resides on the other application server. If a 
response is generated by the service, the response is sent to 
the proXy on the local application server and forWarded to 
the client. Thus, Where a proXy is used, the client need not 
be aWare of the service’s actual location. The client is 
unaWare that the requested service does not reside on the 
local application server. 

[0031] In embodiments of the invention, the local appli 
cation server includes an application locator, a service 
locator, a doWnload service and none or more local services. 
The application and service locators are used by the local 
application server to locate application code and services 
(respectively) When a request is made that cannot be satis 
?ed using the local application server’s current con?gura 
tion. Services that are doWnloaded to the local application 
server can be used by the local application server to satisfy 
a request. 

[0032] The local application server can be con?gured With 
proXy services as needed. A proXy service acts a proXy for 
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a service that resides elseWhere (e.g., on another server). A 
proXy service is used When, for eXample, a service cannot be 
transferred to the local application server. A service request 
is forWarded by the proXy service to the service. The service 
sends a response, if any, to the proXy service for forWarding 
to the requester. 

[0033] The local application server can be con?gured With 
application softWare as needed. When, for eXample, a client 
requests application code, the local application server can 
obtain the application code, if it does not already have the 
requested application code. Application code that is acquired 
by the local application server is retained and can be used to 
satisfy a subsequent request for the application code, if any. 

[0034] The local application server can be con?gured to 
include local services such as print, ?le, login or pro?le 
services that can be shared by multiple applications. Where 
the local application is con?gured to include local services, 
a client request for a local service is forWarded by the local 
application server to the local service. 

[0035] One such local service alloWs a client to log in to 
the local application server. During a login process, the 
client establishes its identity Which is stored on the local 
application server and can be used for multiple applications 
and information requests. The local server generates a 
credential for the client that can be used to authoriZe access 
to any application server and/or service requested by the 
client. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0036] FIG. 1 provides a block diagram of a three-tier 
computing architecture. 

[0037] FIG. 2 is a block diagram of an embodiment of a 
computer system capable of providing a suitable execution 
environment for an embodiment of the invention. 

[0038] FIG. 3 is provides a block diagram of a four-tier 
architecture according to one or more embodiments of the 
invention. 

[0039] FIG. 4A illustrates a portion of a four-tier archi 
tecture With localiZed servers accessing application servers 
according to an embodiment of the invention. 

[0040] FIG. 4B illustrates a four-tier architecture With 
localiZed servers according to an embodiment of the inven 
tion. 

[0041] FIG. 5 provides an illustration of a Webtop server 
according to an embodiment of the invention. 

[0042] FIG. 6 illustrates the use of proXies for connecting 
multiple clients to multiple servers according to an embodi 
ment of the invention. 

[0043] FIG. 7 provides a application softWare acquisition 
process according to an embodiment of the invention. 

[0044] FIG. 8 provides a service acquisition process 
according to an embodiment of the invention. 

DETAILED DESCRIPTION OF THE 
INVENTION 

[0045] An enterprise computing environment is described. 
In the folloWing description, numerous speci?c details are 
set forth in order to provide a more thorough description of 
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the present invention. It Will be apparent, however, to one 
skilled in the art, that the present invention may be practiced 
Without these speci?c details. In other instances, Well-knoWn 
features have not been described in detail so as not to 
obscure the invention. 

[0046] Embodiment of Computer Execution Environment 
(HardWare) 
[0047] An embodiment of the invention can be imple 
mented as computer softWare in the form of computer 
readable program code executed on a general purpose com 
puter such as computer 200 illustrated in FIG. 2. Akeyboard 
210 and mouse 211 are coupled to a bi-directional system 
bus 218. The keyboard and mouse are for introducing user 
input to the computer system and communicating that user 
input to processor 213. Other suitable input devices may be 
used in addition to, or in place of, the mouse 211 and 
keyboard 210. I/O (input/output) unit 219 coupled to bi 
directional system bus 218 represents such I/O elements as 
a printer, A/V (audio/video) I/O, etc. 

[0048] Computer 200 includes a video memory 214, main 
memory 215 and mass storage 212, all coupled to bi 
directional system bus 218 along With keyboard 210, mouse 
211 and processor 213. The mass storage 212 may include 
both ?xed and removable media, such as magnetic, optical 
or magnetic optical storage systems or any other available 
mass storage technology. Bus 218 may contain, for example, 
thirty-tWo address lines for addressing video memory 214 or 
main memory 215. The system bus 218 also includes, for 
example, a 32-bit data bus for transferring data betWeen and 
among the components, such as processor 213, main 
memory 215, video memory 214 and mass storage 212. 
Alternatively, multiplex data/address lines may be used 
instead of separate data and address lines. 

[0049] In one embodiment of the invention, the processor 
213 is a microprocessor manufactured by Motorola, such as 
the 680X0 processor or a microprocessor manufactured by 
Intel, such as the 80X86, or Pentium processor, or a SPARC 
microprocessor from Sun Microsystems, Inc. HoWever, any 
other suitable microprocessor or microcomputer may be 
utiliZed. Main memory 215 is comprised of dynamic random 
access memory (DRAM). Video memory 214 is a dual 
ported video random access memory. One port of the video 
memory 214 is coupled to video ampli?er 216. The video 
ampli?er 216 is used to drive the cathode ray tube (CRT) 
raster monitor 217. Video ampli?er 216 is Well knoWn in the 
art and may be implemented by any suitable apparatus. This 
circuitry converts pixel data stored in video memory 214 to 
a raster signal suitable for use by monitor 217. Monitor 217 
is a type of monitor suitable for displaying graphic images. 

[0050] Computer 200 may also include a communication 
interface 220 coupled to bus 218. Communication interface 
220 provides a tWo-Way data communication coupling via a 
netWork link 221 to a local netWork 222. For example, if 
communication interface 220 is an integrated services digital 
netWork (ISDN) card or a modem, communication interface 
220 provides a data communication connection to the cor 
responding type of telephone line, Which comprises part of 
netWork link 221. If communication interface 220 is a local 
area netWork (LAN) card, communication interface 220 
provides a data communication connection via netWork link 
221 to a compatible LAN. Wireless links are also possible. 
In any such implementation, communication interface 220 

Nov. 8, 2001 

sends and receives electrical, electromagnetic or optical 
signals Which carry digital data streams representing various 
types of information. 

[0051] NetWork link 221 typically provides data commu 
nication through one or more netWorks to other data devices. 
For example, netWork link 221 may provide a connection 
through local netWork 222 to host computer 223 or to data 
equipment operated by an Internet Service Provider (ISP) 
224. ISP 224 in turn provides data communication services 
through the World Wide packet data communication netWork 
noW commonly referred to as the “Internet”225. Local 
netWork 222 and Internet 225 both use electrical, electro 
magnetic or optical signals Which carry digital data streams. 
The signals through the various netWorks and the signals on 
netWork link 221 and through communication interface 220, 
Which carry the digital data to and from computer 200, are 
exemplary forms of carrier Waves transporting the informa 
tion. 

[0052] Computer 200 can send messages and receive data, 
including program code, through the netWork(s), netWork 
link 221, and communication interface 220. In the Internet 
example, server 226 might transmit a requested code for an 
application program through Internet 225, ISP 224, local 
netWork 222 and communication interface 220. In accord 
With the invention, one such doWnloaded application is the 
application computing environment described herein. 

[0053] The received code may be executed by processor 
213 as it is received, and/or stored in mass storage 212, or 
other non-volatile storage for later execution. In this manner, 
computer 200 may obtain application code by Way of a 
carrier Wave. 

[0054] Application code may be embodied in any form of 
computer program product. A computer program product 
comprises a medium con?gured to store or transport com 
puter readable code, or in Which computer readable code 
may be embedded. Some examples of computer program 
products are CD-ROM disks, ROM cards, ?oppy disks, 
magnetic tapes, computer hard drives, servers on a netWork, 
and carrier Waves. 

[0055] The computer system described above is for pur 
poses of example only. An embodiment of the invention may 
be implemented in any type of computer system or pro 
gramming or processing environment. 

[0056] Four-Tier Architecture 

[0057] One or more embodiments of the invention com 
prise a computing environment that offers a level of decen 
traliZation Wherein information needed by a client can be 
cached at local application servers referred to as Webtop 
servers. AWebtop server can be. for example, an instance of 
computer 200. Webtop servers also provide access to local 
and remote netWork services. Thus, a client accesses a 
Webtop server instead of a remote server such as, for 
example, application server 110 that resides in production 
data center 108 of FIG. 1. 

[0058] In one or more embodiments of the invention, a 
Webtop server is included in a four-tier application archi 
tecture (or four-tier architecture) as illustrated in FIG. 3. As 
in the three-tier architecture, client tier 302 provides a 
graphic user interface (GUI). The GUI can be Written as a 
Java applet Which runs from broWser 106 or any Java 
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enabled environment such as is provided on network com 
puters. Browser 106 runs in client tier 302 which is com 
prised of an instance of computer 200 in an embodiment of 
the invention. The software program functionality or logic 
that is executed in client tier 302 can be minimiZed to limit 
the siZe of the programs that must be transmitted to client 
tier 302. This facilitates the deployment of client software to 
the clients that implement client tier 306. 

[0059] Application server 310 resides in application server 
tier 316. Application server 310 manages requests for appli 
cation logic and is responsible for database transaction 
handling with database server 312 that is in database tier 
318. Database server 112 is responsible for storing applica 
tion data in a persistent store such as a relational database 
(RDB) or an obj ect-oriented database (OODB), for example. 
Database server 112 responds to a request to access account 
ing, personnel and payroll applications’ data, for example. 
In an embodiment of the invention, application server 310 
and database server 312 are instances of computer 200. 

[0060] Application server 310 and database server 312 can 
be resident in a production data center that is remote to a 
client in client tier 302. A client in client tier 302 commu 
nicates its requests to webtop server 308 in webtop server 
tier 320. Webtop server 308 can support multiple clients. 
Webtop server 308 caches applets and/or static data that are 
needed by a client. Further, webtop server 308 manages 
services which provide access to network resources need by 
a client (e.g., ?le system and printer resources). 

[0061] In an embodiment of the invention, communication 
link 322 between a client in client tier 302 and webtop server 
308 uses both the Hypertext Transmission Protocol (HTTP) 
and Remote Method Invocation (RMI). Similarly, commu 
nication link 324 between webtop server 308 and application 
server 310 uses both HTTP and RMI. It should be apparent, 
however, to one of ordinary skill in the art that other 
communication techniques and/or protocols can be used for 
communication links 322 and 324. 

[0062] In one embodiment of the invention, communica 
tion link 322 between application server 310 and database 
server 312 uses a Java Database Connectivity (JDBC) 
Application Program Interface (API) that is available from 
Sun Microsystems, Inc. It should be apparent, however, to 
one of ordinary skill in the art that other database interfaces 
can be used for communication link 326. 

[0063] Webtop server 308 caches data and applets for use 
by a client. When a client accesses an application for the ?rst 
time, webtop server 308 retrieves and stores the program 
software from application server 310. Subsequent requests 
for the application software can be satis?ed using the 
program software stored in webtop server 308. Where the 
program software is written as Java applets, webtop server 
308 becomes the applet-host once the applets are transferred 
from application server 310. Thus, when the applet is 
executed on the client, the applet can communicate back to 
webtop server 308 as the host of that applet thereby satis 
fying the sandbox security paradigm. 

[0064] Other program software that can be transmitted to 
webtop server 308 includes servlets. A servlet is a software 
program that is written in the Java programming language 
and runs on a server. Aservlet can be invoked by a client via 

a name or a URL, for example. Servlets can be used to write 
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application services that comprise application server tier 
316, for example. An applet running on a client requests the 
handle for a servlet (e.g., a URL) from webtop server 308. 
If the servlet does not already reside at webtop server 308, 
webtop server 308 can obtain the servlet from application 
server 310 and send the service’s handle to the client. 

[0065] When a request is received by a servlet, the servlet 
can either satisfy the request locally or forward the request 
(or some portion of it) to another service. For example, ?le 
system and printing requests can be handled by services that 
reside on webtop server 308. 

[0066] FIG. 4A illustrates a portion of the four-tier archi 
tecture with localiZed servers accessing application servers 
according to an embodiment of the invention. In the four-tier 
architecture, the server with which a client interfaces can be 
located more conveniently and proximately located to the 
client. Application servers 404A-404C are resident in pro 
duction data center 402 which can be located in a remote 
geographic location with regard to clients 410A-410C, 
420A-420C and 430A-430C. It should be apparent that 
application servers 404A-404C can reside at the same or 

separate data centers, however. 

[0067] Clients 410A-410C, 420A-420C and 430A-430C 
reside at sites 406, 416 and 426 (respectively). Using 
embodiments of the invention, it is unnecessary for sites 
406, 416 and 426 and their clients 410A-410C, 420A-420C 
and 430A-430C to be proximately located with reference to 
production data center 402. Webtop servers 408, 418 and 
428 reside at sites 406, 416 and 426 (respectively) and are 
dynamically con?gured to handles requests such as those 
received from clients 410A-410C, 420A-420C and 430A 
430C. Application software and services requested by cli 
ents 410A-410C, 420A-420C and 430A-430C can reside on 
webtop servers 408, 418 and 428 respectively. 

[0068] Webtop server 408 can reside in the same building 
or campus as clients 410A-410C, for example. Similarly, 
webtop servers 418 and 428 can be proximately located to 
clients 420A-420C and 430A-430C, respectively. Clients 
410A-410C, 420A-420C and 430A-430C interact with 
webtop servers 408, 418 and 428, respectively. 

[0069] When a client requests application software or a 
service that is not resident on the webtop server, the webtop 
server can obtain the request software or service from the 
production data center 402. When a client requests software 
that has already been cached on the webtop server, the 
software can be downloaded to the client without interfacing 
with production data center 402. Aservice that is resident on 
a webtop server can be used to satisfy a client’s request for 
that service. Thus, the need to access application servers 
404A-404C in production data center 402 is minimiZed. This 
is advantageous particularly when an inef?cient mode of 
communication would otherwise need to be used between 
production data center 402 and clients 410A-410C, 420A 
420C and 430A-430C. 

[0070] FIG. 4B illustrates a four-tier architecture with 
localiZed servers according to an embodiment of the inven 
tion. Production data center 402 comprises application serv 
ers 404A-404C and database servers 414A-414C. While 
application servers 404A-404C and database servers 414A 
414C are depicted as residing at the same production data 
center (i.e., production data center 402), it should be appar 
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ent that application servers 404A-404C and database servers 
414A-414C can reside at separate instances of production 
data center 402. 

[0071] Application servers 404A-404C forWard requests 
for stored data (e. g., stored in a database) to database servers 
414A-414C. A response received from one of database 
servers 414A-414C is forWarded by one of application 
servers 404A-404C. Thus, for example, a request for data 
initiated by client 410A residing at site 406 is forWarded to 
Webtop server 408. Webtop server 408 forWards the request 
to one of the application servers at production center 402 
(e.g., application server 404A). Application server 404A 
forWards the request to the appropriate database server (e.g., 
database server 414A). Database server 414A processes the 
request and responds With the requested data (or an error), 
for example. The response is forWarded to client 410A via 
application server 404A and Webtop server 408. 

[0072] Webtop Server 

[0073] Webtop server 308 includes a service locator, 
cached applets and servlets, and local services. Examples of 
local services include ?le system, print, login and pro?le 
services Which Will be discussed in more detail beloW. FIG. 
5 provides an illustration of a Webtop server according to an 
embodiment of the invention. 

[0074] Referring to FIG. 5, Webtop server 308 includes 
application locator 502, doWnload service 504, service loca 
tor 506, proxy services manager 510, local services 512 
(e.g., ?le service 514A, print service 514B, login service 
514C, and pro?le service 514D) and application softWare 
516. Application softWare 516 comprises softWare that is 
cached at Webtop server 308. The folloWing provides a 
discussion of components of Webtop server 308. 

[0075] Login and Pro?le Services 

[0076] In one or more embodiments of the invention, a 
login service (e.g., login service 514C) runs on Webtop 
server 308 to log in a client and verify the client’s login 
information (e.g., login identi?cation and passWord). Login 
service 514C can further create a cookie to track the client 
session. A cookie is, for example, an item or items of 
information that is stored on the client and accessed by 
softWare that is running on the client (e.g., a broWser). A 
cookie is typically stored as a text ?le, hoWever, it can be 
retained using other storage mechanisms. 

[0077] In one or more embodiments of the invention, login 
service 514C maintains, on Webtop server 308, the client’s 
pro?le that contains information about the client. Pro?le 
service 514D examines the pro?le to obtain information 
about the client. For example, pro?le service 514D can 
examine a client’s pro?le to determine Whether the client is 
able to connect to other systems on the netWork from an 
applet Which is doWnloaded from Webtop server 308. This 
occurs When, for example, the client trusts Webtop server 
308 as a trusted server. Aclient’s pro?le can further include, 
for example, an identi?cation of the protocols (e.g., RMI) 
supported by the client. 

[0078] Pro?le service 514D can examine a client’s pro?le 
information to identify and create a start page (e. g., an initial 
page that displays in client tier 102) once the client has 
successfully logged in. The initial screen is transmitted to 
client tier 302 for display by broWser 306 in client tier 302. 
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[0079] In an embodiment of the invention, login service 
514C is used to generate a credential that can be used on 
behalf of the client to verify the client to an application or 
netWork service. When the client Wishes to access an appli 
cation or netWork service, the credential is sent to the 
application or netWork server. The application or netWork 
server trusts the credential generated by login service 514C 
after verifying the signatures of login service 514C. The 
credential can be used to enable a client to enter a single 
login for all of the applications and/or netWork services that 
it accesses. 

[0080] Login service 514C generates a credential certi? 
cate upon request of the client. It is not necessary for the 
credential certi?cate to contain the client’s passWord. The 
credential certi?cate is sent by the applet to the netWork 
service or application. The netWork service or application 
veri?es the signature(s) generated by login service 514C 
using the credential certi?cate. 

[0081] Application Locator 

[0082] Application locator 502 is used in one or more 
embodiments of the invention to locate application program 
softWare (e.g., applets). Application softWare that is not 
already cached on Webtop server 308 is stored on an 
application server (e.g., application server 310) that is typi 
cally located in a central production center. Application 
locator 502 consults a directory to locate the application 
server that contains the requested application softWare. Once 
the applet is located, doWnload service 504 acquires the 
application softWare for storage on Webtop server 308. 

[0083] The application softWare that is stored on Webtop 
server 308 can be doWnloaded to client tier 302 from Webtop 
server 308. Webtop server 308 becomes the host server for 
the application softWare that is doWnloaded to client tier 
302. Thus, under the sandbox security model, the application 
softWare executing on the client can send requests to Webtop 
server 308. 

[0084] Application locator 502 can further verify that the 
application softWare that is cached on Webtop server 308 is 
the current version of the softWare. The directory informa 
tion that application locator 502 can contain versioning 
information that application locator 502 can examine to 
determine Whether the cached version of the softWare is the 
most recent version of the application softWare. If a more 
recent version exists, doWnload service 504 can access 
application server 310 to obtain the current version of the 
application softWare. Because Webtop server 308 maintains 
the most recent version of the application softWare, the client 
receives the current version of the application softWare. 

[0085] A broadcast message technique can be used as an 
alternative to Webtop server 308 examining the directory to 
determine Whether it has the most recent version of appli 
cation softWare. For example, When an applet is changed, a 
broadcast message can be sent across the netWork. The 
broadcast message can be sent out to all instances of Webtop 
server 308 or only those instances that have registered to 
receive such a message. When a broadcast message is 
received by Webtop server 308, it can respond by obtaining 
the neW version. DoWnload service 504 can respond by 
acquiring the changed application softWare from the appli 
cation server on Which the neWer version resides for storage 
on Webtop server 308, for example. 
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[0086] Thus, application server 310 can notify Webtop 
server 308 When a change occurs in application code. 
Alternatively, Webtop server 308 can contact application 
server 310 to determine Whether the application code has 
been updated. Application server 310 can keep track of all 
changes to application softWare. When contacted by Webtop 
server 308, application server 310 examines its set of 
changes and respond to Webtop server 308. If application 
server 310 indicates that application code has changed, 
Webtop server 308 can request an updated copy of the 
application code. 

[0087] To request application softWare, the client need 
only reference application locator 502 on Webtop server 308 
and identify the requested application softWare by name, for 
example. There is no need for the client to remember a URL 
for the requested application softWare. Application locator 
502 accesses the directory to translate the name provided by 
the client into a identi?er (e.g., a URL) for the application 
softWare. 

[0088] Service Locator 

[0089] Application softWare that is running on a client can 
request a service (e.g., ?le system or print services). When 
a service request is received by Webtop server 308, service 
locator 506 is used in one or more embodiments of the 
invention to locate a local or netWork service to satisfy the 
request. It is not necessary for the application softWare to be 
aWare of the location of the netWork or local service. Thus, 
a netWork or local service can be moved Without impacting 
the applet code. 

[0090] To illustrate, an applet (or other application soft 
Ware) running in client tier 302 submits a request for a 
service via communication link 322. The request is received 
by service locator 506 Which proceeds to ?nd the requested 
service. 

[0091] If the service can be transferred to Webtop server 
308, doWnload service 504 acquires the service from the 
server on Which it resides. If not, service locator 506 
acquires a proxy on Webtop server 308 that acts as a conduit 
for transmissions betWeen the client and the requested 
service. 

[0092] In one or more embodiments of the invention, 
services are Written in the Java programming language and 
are referred to as servlets. Sun Microsystems, Inc.’s Web 
ServerTM, as Well as other servers, support the use of 
server-side programs Written in the Java programming lan 
guage (i.e., servlets). A Java Servlet API is available from 
Sun Microsystems, Inc. that includes abstract classes that 
can be subclassed to create a servlet. 

[0093] Where it is possible for an application softWare’s 
request to be satis?ed by more than one service, service 
locator 506 can choose based on each service’s respective 
loads. Thus, service locator 506 can perform load balancing 
across the services. A discussion of load balancing is pro 
vided beloW. 

[0094] Directory Service 

[0095] Service locator 506 and application locator 502 
locate a service (or services) and application code (respec 
tively) When Webtop server 308’s current con?guration 
cannot satisfy a request. In one or more embodiments of the 
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invention, a directory service can be accessed, for example, 
to locate a service or an application’s program code. 

[0096] A directory service can be centrally located or 
distributed at various geographical areas. A distributed 
directory service can comprise entries for all geographical 
areas, or those for a particular area. A replication mechanism 
can be used to replicate entries to each of the distributed 
directory services such that each directory service comprises 
all entries, for example. 

[0097] A directory service receives and processes locator 
requests. A directory service maintains a store of informa 
tion that contains an entry for each service or application 
code that is registered With the directory service. This store 
is referred to herein as a directory. When a neW service or 
application is installed, an entry is added to the directory by 
the directory service. Entries can also be deleted from the 
directory When, for example, a service or application is no 
longer available. 

[0098] With respect to a service, a directory entry associ 
ates a service name With the location of the service. Simi 
larly, a directory entry can identify an application’s program 
code by its name. The location can be expressed in terms of 
a URL in one or more embodiments of the invention. Service 
locator 506 or application locator 502 queries the directory 
service using the name of the service or application (respec 
tively). The directory service queries the directory for a 
service or application code With that name. The directory 
service returns the location of the service(s) or application 
code, or an error, if the directory does not contain an entry 
With the name. 

[0099] Proxy Services 

[0100] In some cases, a service cannot be transferred to 
Webtop server 308. In this case, Webtop server 308 can 
transfer a proxy for the service. A service may, for example, 
process secure information and must therefore be executed 
in a secure environment such as application server 310. The 
service’s proxy forWards the client’s request to the service 
that is running on application server 310. 

[0101] If a proxy is copied to Webtop server 308 instead of 
the service, Webtop server 308 creates a handle for the proxy. 
The proxy’s handle is forWarded to the client. The client is 
unaWare that the handle is to a proxy and not the actual 
service. The client submits a request to the service via the 
service’s proxy using the proxy’s handle. When the request 
is received by Webtop server 208, it is given to the service’s 
proxy. The service’s proxy forWards the request to the 
service. 

[0102] If the service generates a response to the request 
that is to be transmitted back to the client via the proxy. The 
service sends the response to the proxy on Webtop server 
308. The proxy forWards the response to the client. 

[0103] FIG. 6 illustrates the use of proxies for connecting 
multiple clients to multiple servers according to an embodi 
ment of the invention. Proxy services 604 of Webtop server 
308 comprises proxies that can act as a conduit for com 
munications betWeen multiple clients and multiple applica 
tion servers. That is, for example, a proxy can connect 
clients 602A-602C and applications servers 610A-610C. 
Further, proxy services 604 can be used to connect clients to 
servers other than application servers 610A-610C. Thus, 
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clients can use services that reside on different servers. 
Clients 602A-602C can access services on servers 606A 

606C, for example. 

[0104] A credential certi?cate generated by login service 
514C can be sent to a network service (e.g., services 
608A-608B). The network service trusts the credentials 
supplied by login service 514C after it veri?es the signatures 
of login service 514C. The client need only enter a single 
login (i.e., With login service 514C) to access multiple 
applications and netWork services. 

[0105] Local Services 

[0106] Services that are resident on Webtop server 308 are 
local services. For example, local services are those services 
that permanently reside on Webtop server 308, or are copied 
to Webtop server 308 in response to a request by the client. 
Referring to FIG. 5, login service 514C and pro?le service 
514D are examples of services that typically reside perma 
nently on Webtop server 308. If these or other services are 
not resident on Webtop server 308, they may be transferable 
to Webtop server 308 as described herein. Other examples of 
local services are ?le service 514A and print service 514B. 

[0107] A client forWards a request for a handle to a service 
to Webtop server 308. If the service is local to Webtop server 
308, the handle is forWarded by Webtop server 308 to client. 
The client can access the service using the handle. 
Responses generated by a local service are forWarded by 
Webtop server 308 to the client. 

[0108] Load Balancing 

[0109] Service locator 506 and proxy services 510 can 
perform load balancing according to an embodiment of the 
invention. Where service locator 506 is aWare of more than 
one service that is capable of satisfying a service request, 
service locator 506 can balance the processing load betWeen 
the services. For example, service locator 506 can select a 
service based on Which of the services received the last 
request. That is, service locator 506 can assign requests to 
each of services in a sequential, cyclical manner (e.g., a 
round robin assignment) to balance the load across all of the 
services that are capable of satisfying the service request. 

[0110] Similarly, proxy services 510 may be aWare of 
multiple services that can satisfy a request. Proxy services 
510 can act as the proxy for multiple services. Therefore, 
proxy services 510 can distribute service requests to the 
services for Which it acts as a proxy to balance the request 
processing load. For example, proxy services 510 can assign 
service requests using a round robin technique. 

[0111] Acquisition Process 

[0112] Application softWare and services can reside on 
Webtop server 308 for local access by a client. If the 
application softWare and/or services do not already reside on 
Webtop server 308, they can be doWnloaded for use by the 
client. FIGS. 7 and 8 provide process ?oWs for acquiring 
the application softWare and services, respectively, accord 
ing to embodiments of the invention. 

[0113] Referring to FIG. 7, a request for application 
softWare is received from the client at step 702. At step 704, 
Webtop server 308 determines Whether the softWare is 
cached on the server. If so, processing continues at step 712 
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to send the requested application softWare to the client and 
processing of the softWare request ends at step 714. 

[0114] If the requested softWare does not reside on Webtop 
server 308, processing continues at step 706 to determine the 
location of the softWare. Webtop server 308 consults an 
information base (e.g., database or other repository of infor 
mation) that can reside at a local, regional or centraliZed site, 
for example, to determine the location of the requested 
softWare. In one embodiment of the invention, the client 
identi?es the requested softWare by name, for example. It is 
not necessary for the client to knoW the exact location of the 
requested softWare. HoWever, if the location is knoWn by the 
client (e.g., in the form of a URL), the client can submit this 
information to Webtop server 308. 

[0115] Using the location information obtained for the 
requested softWare, Webtop server 308 sends a request to the 
application server on Which the requested softWare resides 
(application server 310). If necessary, Webtop server 308 can 
provide a credential so that the request can be veri?ed by the 
application server. At step 710, the application softWare that 
is transferred from the application server is cached on 
Webtop server 308. At step 712, the requested application 
softWare is forWarded to the client and processing of the 
softWare request ends at step 714. 

[0116] Similarly, the client can request a service (e.g., 
print or ?le service). If the service is local to Webtop server 
308, a handle for the service can be sent to the client. If the 
service is not local, Webtop server 308 attempts to doWnload 
the service for use locally by the client. If the service cannot 
be obtained or there is no gain (e.g., ef?ciency gain), Webtop 
server 308 obtains a proxy for the service and a proxy handle 
is sent to the client. FIG. 8 provides a service acquisition 
process according to an embodiment of the invention. 

[0117] At step 802, a request for a service handle is 
received from the client. At step 804, Webtop server 308 
determines Whether the service is already local (or resident 
on Webtop server 308). If so, processing continues at step 
814 to return a handle for the service to the client and 
processing of the service request ends at step 816. 

[0118] If the service is not local to Webtop server 308, 
processing continues at step 806 to determine the location of 
the requested service. Webtop server 308 consults an infor 
mation base (e.g., database or other repository of informa 
tion) that resides at a local, regional or centraliZed site, for 
example, to determine the location of the requested service. 

[0119] At step 808, a determination is made Whether the 
service can run locally on Webtop server 308. If, for 
example, the service must run in a secure environment of 
another server, the service cannot be copied to Webtop server 
308. Further, if the service must interact With other services 
that cannot be copied to Webtop server, there is little bene?t 
to obtaining a copy of the service. In these cases, Webtop 
server 308 does not doWnload the service, but requests a 
proxy for the service at step 810. If Webtop server 308 
determines that the service is transferable, it requests a copy 
of the service at step 812. 

[0120] At step 814, a handle to the service of the service’s 
proxy is sent to the client. Processing of the service request 
ends at step 816. 
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[0121] Servlet Security 

[0122] In one or more embodiments of the invention, a 
security model is implemented Whereby an applet’s status as 
trusted or untrusted indicates the degree of access to 
resources given to the applet. An untrusted applet is limited 
to its oWn namespace, for example. Atrusted applet can have 
access to resources (e.g., memory) outside of its namespace. 
Since servlets (like applets) can be copied from trusted 
servers as Well as untrusted servers, a security approach can 
be used to ensure that servlets cannot cause harm to com 
puter resources. 

[0123] In one embodiment of the invention, Webtop server 
308 limits the acquisition of servlets such that servlets are 
only obtained from trusted servers. A servlet that is obtained 
from a trusted server is considered to be a trusted servlet and 
may be given access outside the sandbox (e.g., outside of its 
oWn namespace). 

[0124] In another embodiment of the invention, Webtop 
server 308 alloWs servlets to be obtained from both trusted 
and untrusted servers. To verify an untrusted servlet, Webtop 
server 308 can require that a servlet obtained from an 
untrusted server be signed With a signature of an authoriZed 
person. The signature is veri?ed before the servlet is con 
sidered to be a trusted servlet. If a servlet is obtained from 
an untrusted server, it is considered to be untrusted unless it 
has a signature that has been veri?ed. As With an untrusted 
applet, an untrusted servlet is limited, in its access, to its oWn 
namespace. That is, an untrusted servlet is run inside the 
sandboX. 

[0125] Thus, an enterprise computing environment has 
been provided in conjunction With one or more speci?c 
embodiments. The invention is de?ned by the claims and 
their full scope of equivalents. 

1. A multi-tiered netWork computing environment com 
prising: 

a ?rst server tier comprising at least one application 
server, said application server including application 
softWare programs and services; 

a second server tier comprising at least one server con 
?gured to maintain a cache of application softWare 
received from said application server; 

a client tier comprising at least one client coupled to said 
second server tier. 

2. The computing environment of claim 1 Wherein said 
server of said second server tier further comprises a login 
service con?gured to accept login information from said 
client and veri?cation of said client. 

3. The computing environment of claim 2 Wherein said 
login service is con?gured to generate a credential for use by 
said client to access multiple applications and services. 

4. The computing environment of claim 1 Wherein said 
server of said second server tier is con?gured to acquire a 
proXy service, said proXy service con?gured to forWard 
netWork messages betWeen said client and a service execut 
ing on said ?rst server. 

5. The computing environment of claim 1 Wherein said 
server of said second server tier is con?gured to acquire a 
service from said ?rst server tier in response to a request for 
said service. 
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6. The computing environment of claim 1 Wherein said 
server of said second server tier further comprises an appli 
cation locator con?gured to identify a location of application 
softWare using a name of said application softWare speci?ed 
in said request. 

7. The computing environment of claim 1 Wherein said 
server of said second server tier further comprises a service 
locator con?gured to identify a location of a service using a 
name of said service speci?ed in said request. 

8. The computing environment of claim 1 further com 
prising a database tier having at least one database server 
con?gured to process requests for stored data. 

9. A method of computing in a netWorked environment 
comprising: 

receiving at a local server tier a request from a client tier; 

a server on said local server tier determining Whether said 
request can be satis?ed using cached softWare resident 
on said server; 

performing the folloWing if said request cannot be satis 
?ed by said cached softWare: 

consulting a repository to determine the location of 
softWare to satisfy said request; and 

acquiring said softWare from an application server 
located in an application tier to said server from said 
location. 

10. The method of claim 9 further comprising: 

a client in said client tier logging into said server; 

said server maintaining information for said client that 
can be used by said client to gain access to multiple 
applications. 

11. The method of claim 10 further comprising the steps 
of: 

generating a credential from said information about said 
client, said credential including a signature for said 
local server; 

submitting said credential to said application server; and 

said application server verifying said client by verifying 
said signature of said local server and said credential of 
said client. 

12. The method of claim 9 Wherein said request is for 
application softWare, said method further comprising the 
step of forWarding said softWare to said client. 

13. The method of claim 9 Wherein said request is for a 
service, said service is a servlet Written in the Java program 
ming language. 

14. The method of claim 9 Wherein said request is for 
application softWare, said application softWare is Written in 
the Java programming language. 

15. The method of claim 9 Wherein said request is for a 
service, said step of acquiring further comprises the steps of: 

determining Whether said service can be copied to said 
server; 

acquiring a proXy to said service onto said server When 
said service cannot be copied to said server; and 

transmitting a handle to said proXy to said client. 
16. The method of claim 9 Wherein said request is for a 

service, said step of acquiring further comprises the steps of: 
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determining Whether said service can be copied to said 
server; 

copying said service onto said server When said service 
can be copied to said server; and 

transmitting a handle to said service to said client. 
17. The method of claim 9 further comprising the step of: 

said server maintaining a most recent version of said 
cached softWare on said server. 

18. A computer program product comprising: 

a computer usable medium having computer readable 
program code embodied therein for computing in a 
netWorked environment comprising: 

computer readable program code con?gured to cause a 
computer to receive at a local server tier a request from 
a client tier; 

computer readable program code con?gured to cause a 
computer to determine by a server on said local server 
tier Whether said request can be satis?ed using cached 
softWare resident on said server; 

computer readable program code con?gured to cause a 
computer to execute the folloWing if said request 
cannot be satis?ed by said cached softWare: 

computer readable program code con?gured to cause a 
computer to consult a repository to determine the 
location of softWare to satisfy said request; and 

computer readable program code con?gured to cause a 
computer to acquire said softWare from an applica 
tion server located in an application tier to said 
server from said location. 

19. The computer program product of claim 18 further 
comprising: 

computer readable program code con?gured to cause a 
computer to login into said server as a client of said 

server; 

computer readable program code con?gured to cause a 
computer to maintain information by a server for said 
client that can be used by said client to gain access to 
multiple applications. 

20. The computer program product of claim 19 further 
comprising: 

computer readable program code con?gured to cause a 
computer to generate a credential from said information 
about said client, said credential including a signature 
for said local server; 
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computer readable program code con?gured to cause a 
computer to submit said credential to said application 
server; and 

computer readable program code con?gured to cause a 
computer to verify said client using said signature of 
said local server and said credential of said client. 

21. The computer program product of claim 18 Wherein 
said request is for a service, said computer readable code 
con?gured to cause a computer to acquire further comprises: 

computer readable code con?gured to cause a computer to 
determine Whether said service can be copied to said 

server; 

computer readable code con?gured to cause a computer to 
obtain a proXy to said service onto said server When 
said service cannot be copied to said server; and 

computer readable code con?gured to cause a computer to 
acquire said service onto said server When said service 
can be copied to said server. 

22. A con?gurable server comprising: 

a processor; 

an application locator coupled to said processor con?g 
ured to locate a plurality of application code in 
response to a request for application code that is not 
resident on said server; 

a service locator coupled to said processor con?gured to 
locate a plurality of services in response to a request for 
a service Which is not resident on said server; 

a doWnload service coupled to said processor con?gured 
to acquire said plurality of application code located by 
said application locator and said plurality of services 
located by said service locator. 

23. The server of claim 22 Wherein said doWnload service 
is con?gured to acquire a proXy in place of said service. 

24. The server of claim 22 Wherein said application 
locator is con?gured to locate said plurality of application 
code using a name speci?ed in said request for application 
code. 

25. The server of claim 22 Wherein said service locator is 
con?gured to locate a said plurality of services using a name 
speci?ed in said request for a service. 


