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(57) ABSTRACT 

A programmable controller suitable for use in a globally 
distrihaired automation network. In addition, a universal 
management engineering and information system for such a 
globally distributed automation network is described. It is 
used in a globally distributed automation network. 
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PROGRAMMABLE CONTROLLER 

FIELD OF THE INVENTION 

[0001] The present invention relates to a programmable 
controller. Furthermore, the present invention relates to a 
universal, distributed and interconnected automation and 
management engineering and information system. 

BACKGROUND INFORMATION 

[0002] Aprogrammable controller is described in Siemens 
Catalog ST 70, 1995. With a programming unit, a user 
creates a program for controlling an industrial process, 
including softWare function blocks, e.g., in the form of 
organiZation blocks, program blocks and entity data blocks. 
The programmable controller is connected to the program 
ming unit by a bus system over Which the programming unit 
transmits the control program to the programmable control 
ler. Furthermore, an operating and monitoring device Which 
is provided for process management can also be connected 
to the bus system, making it possible to display process 
images that incorporate multiple image objects. 

[0003] It is frequently necessary for softWare function 
blocks of a control program to be transmitted from a 
programmable controller of a manufacturing site or from a 
softWare pool of this manufacturing site to a programmable 
controller of another manufacturing site. In particular, When 
the manufacturing sites are a great distance apart, e.g., 
because of globaliZation of manufacturing activities, these 
softWare function blocks are transmitted over the Internet, a 
global netWork. This requires servers With suitable commu 
nications interfaces Which permits the use of the Internet 
communications protocol as Well as the communications 
protocol of the programmable controller. On the basis of 
these different protocols and the architecture of the program 
mable controller, it is impossible to tie in the softWare 
function blocks While the control program is running, espe 
cially When programmable controllers of different manufac 
turers are to be supplied With these softWare function blocks. 

[0004] An object of the present invention is to create a 
programmable controller Which is suitable for use in a 
globally distributed automation netWork. 

[0005] In addition, a universal management engineering 
system is created in the form of a programming unit and an 
operating and monitoring device for a globally distributed 
automation netWork and also to create a management engi 
neering and information system in the form of 

BRIEF DESCRIPTION OF DRAWINGS 

[0006] FIG. 1 shoWs a schematic diagram of a universal, 
distributed programmable controller and management engi 
neering and information system. 

[0007] FIG. 2 shoWs a program translation structure dia 
gram. 

[0008] FIG. 3 shoWs softWare function block execution 
systems. 

[0009] FIG. 4 also shoWs softWare function block execu 
tion systems. 

DETAILED DESCRIPTION OF THE 
INVENTION 

[0010] As shoWn in FIG. 1, tWo manufacturing sites 1 and 
2 of a globally distributed automation netWork are linked 
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together over a conventional global netWork, the Internet, 
With suitable devices 4, 5 provided to prevent unauthoriZed 
data from being transmitted into the data processing com 
ponents of manufacturing sites 1, 2. Manufacturing sites 1, 
2 each have a plurality of units in the form of programmable 
controllers 6, programming units 7, operating and monitor 
ing devices 8 and Workstations 9, each of Which is provided 
With an Internet communications interface. These Internet 
communications interfaces permit TCP/IP protocol commu 
nication among the various units. An important requirement 
of a programmable controller is that a control program 
formed by multiple softWare function blocks must be able to 
run cyclically and/or With interrupt control during control 
operation. These softWare function blocks must be designed 
so that they are loadable and can be tied into the control 
program While it is running. For this requirement to be met 
and the softWare function blocks to be loadable directly into 
a programmable controller over the Internet and the Internet 
communications interface, so that they can be tied in to the 
control program While it is running, the softWare function 
blocks have an object-oriented design. The softWare func 
tion blocks are dynamically loadable and expandable over 
the Internet, and the programmable controller is provided 
With a softWare function block execution system (PLC 
object engine system) that ties these softWare function 
blocks into the control program and processes them during 
control operation. 

[0011] A programming language Which creates an object 
oriented code from a source language and is provided for use 
on the Internet is described in “J ava!,” T. Ritchey, NeW 
Riders Publishing, 1995. This book describes Java C, a 
source language With Which an object-oriented Java byte 
code can be created. Additional advantageous properties of 
this process language include in particular the portability of 
the code and the error-handling mechanisms. The portability 
of the code ensures than a programmable controller With a 
execution system in the form of a Java byte code interpreter 
10 can process the Java function blocks sent to the program 
mable controller over the Internet independently of a pro 
cessor hardWare architecture 11 of the programmable con 
troller (regardless of manufacturer). For performance 
reasons, hoWever, it is advantageous to provide the program 
mable controller With a Java processor 12 Which processes 
the Java code directly. 

[0012] The portability of an object-oriented code is illus 
trated in FIG. 2, Which shoWs a program translation struc 
ture diagram. 

[0013] With a programming unit, a user creates a control 
program in the form of a contact plan KOP, a function plan 
FuP, an instruction list AWL or in any other suitable form, 
such as that described in the IEC 1131 standard, in accor 
dance With a control objective to be achieved. The program 
ming unit translates the control program, on the user level, 
into a source language Qu, e.g., the source language Java C, 
or directly (shoWn With broken lines in FIG. 2) into an 
object-oriented machine language Ms, e.g., in the Java byte 
code Which is loaded into programmable controllers AG1, 
AG2, AG3, AG4 of different architectures. On a user level, 
only one compiler is required for all the programmable 
controllers to create the machine codes. It is assumed that 
programmable controller AG4 has a code generator G for 
processing the machine language Ms, so this programmable 
controller AG4 can process the code directly. It is also 
assumed that programmable controllers AG1, AG2, AG3 are 
not provided With such a code generator, but instead they 
have different processors PR1, PR2, PR3. In order for 



US 2001/0037489 A1 

programmable controllers AG1, AG2, AG3 to be able to 
process code, these programmable controllers are each pro 
vided With a code interpreter IP1, IP2, IP3. These interpret 
ers IP1, IP2, IP3 each generate a code that can be interpreted 
by processors PR1, PR2, PR3 While the control program is 
running. 

[0014] The object-oriented softWare function blocks are 
programmed by the respective programming units 7 (FIG. 
1) at manufacturing sites 1, 2 or by a programming unit 14 
Which is likeWise connected to the Internet. In addition to 
operating and monitoring devices 8 and Workstations 9, 
these programming units 8, 14 are parts of the management 
engineering system. The programming units send these 
softWare blocks to the corresponding programmable con 
trollers over the Internet and the respective Internet com 
munications interface. In the event that blocks must be 
altered, for example, programmable controller 6 or a server 
13 ?rst transmits the corresponding softWare function block 
over the Internet to one of programming units 7. Finally, 
programming unit 7 supplements or modi?es this block and 
can transmit it again to one of the programmable controllers. 
The programming unit is also provided With a softWare 
function block execution system (PLC object engine system; 
Bos, ExE, Wd, IO) Which is provided for simulation of the 
control program. 

[0015] The processes to be controlled at manufacturing 
sites 1, 2 are operated and controlled by the operating and 
monitoring devices 8 that can be connected to the Internee 
and operated on the Internet. An operating and monitoring 
device 8, e.g., operating and monitoring device 8 at manu 
facturing site 1, creates an operating and monitoring pro 
gram that encompasses an operating and monitoring soft 
Ware program for creating and displaying a process image 
containing multiple image objects, Where the image objects 
are in relation to (in interaction With) softWare function 
blocks of the control program. The operating and monitoring 
softWare blocks are designed to be object-oriented and 
directly transmittable over the Internet. It is possible to 
create the process image on programming unit 7 and to send 
it over the Internet to operating and monitoring softWare unit 
8 for process management. 

[0016] To reduce the number of input and output compo 
nents incorporated into a programmable controller in auto 
mation systems of a high degree of expansion, distributed 
subsystems are used, e.g., in the form of intelligent ?eld 
units. The distributed automation and management engi 
neering system here has an intelligent ?eld unit (not shoWn) 
to Which at least one softWare function block of a control 
program can be sent; the ?eld unit processes the program 
cyclically and/or With interrupt control during control opera 
tion, and the softWare function block is designed to be 
loadable and to be tied into the control program While it is 
running. The softWare function blocks are designed to be 
object-oriented arid loadable into a ?eld unit over the 
Internet and an Internet communications interface of the 
?eld unit; the ?eld unit has a softWare function block 
execution system (PLC object engine system; Bos, ExE, 
Wd, IO)) for tie-in of the softWare function block SF01, . . . , 
SF04 and processing the control program. 

[0017] Reference is noW made to FIGS. 3 and 4, Which 
shoW a softWare function block execution system (PLC 
object engine system) of a programmable controller and/or 
an intelligent ?eld unit and/or a programming unit (for 
simulation of a control program). It is assumed ?rst that a 
control program is to be processed cyclically (FIG. 3), i.e., 
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regardless of the signal states of process inputs and outputs 
of an industrial process to be controlled, for example, the 
CPU of a programmable controller cyclically 

[0018] a. scans the signal states of the process inputs 
and deposits them in a process image of the inputs, 

[0019] b. executes the control program to be pro 
cessed stepWise according to the requirements of that 
program, and 

c. e osis e cacuae si na saes in a 0020 dp tth lltd gltt 
process image of the outputs, With these signal states 
going from there to the process outputs. 

[0021] Essential components of the softWare function 
block execution system are object-oriented programmed 
units in the form of a bootstrap Bos, an input/output module 
10, an exe engine object ExE and a Watchdog Wd. Watchdog 
Wd need not be designed as a softWare module, but may also 
be implemented in the hardWare. In an exemplary embodi 
ment of the present invention, the units exe engine object 
ExE and Watchdog Wd are threads. The operation of a thread 
is described in “Supporting Microsoft WindoWs 95,” Stu 
dent Workbook, Microsoft Corp., July 1995 and therefore 
need not be explained further here. A class of softWare 
function blocks and a class of input/output modules are 
deposited in bootstrap unit Bos. These classes are created by 
a user, for example, on a programming unit according to the 
requirements of a control objective to be achieved and are 
transmitted to a programmable controller, for example, or to 
a ?eld unit. Before the start of control operation, bootstrap 
unit Bos creates softWare function block objects from the 
class of softWare function blocks and creates input/output 
module objects from the class of input/output modules. The 
present example shoWs only four softWare function block 
objects SF01, . . . , SF04 and one input/output module object 

IO, in Which a process image of inputs and outputs is 
deposited, to Which the signal states of process inputs of the 
industrial process can be sent, and by Which signal states can 
be sent to process outputs of this industrial process. Fur 
thermore, at the beginning of control operation, bootstrap 
unit Bos sends exe engine object ExE a list of softWare 
function block objects SF01, . . . , SF04 to be processed. At 
the beginning of control operation, bootstrap unit Bos trans 
mits a message Nas (method call) Which starts exe engine 
object ExE. In a ?rst processing step, exe engine object ExE 
sends Watchdog Wd a message NaW, Which causes Watchdog 
Wd to monitor the cycle time of exe engine object ExE. For 
the case When exe engine object ExE exceeds the intended 
cycle time, Watchdog Wd resets exe engine object ExE by 
transmitting a message Nar to exe engine object ExE. 
Furthermore, in the case When the cycle time is exceeded, 
Watchdog Wd resets the outputs of the process image and the 
process outputs, With Watchdog Wd sending a message Nia 
to input/output module object IO. After exe engine object 
ExE has started Watchdog Wd, exe engine object ExE 
assumes the control operation and ?rst executes a processing 
cycle that includes the folloWing steps: 

[0022] A) Updating the process image inputs by exe 
engine object ExE reading the input signal states of 
the process image out of input/output module object 
IO, With the signal states being exchanged using a 
method call Nae betWeen the objects, 

[0023] B) Processing one processing step of the soft 
Ware function block objects SF01, . SF04, With exe 
engine object ExE sending appropriate method calls 
NSF1 . . . NSF4 to softWare function block objects 
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SF01, . . . , SF04, software function block objects 

SF01, . . . , SF04 access the process image of 

input/output module object IO via method calls Nso, 
and ?nally 

[0024] C) Updating the outputs of the process image, 
by exe engine object ExE entering the outputs of the 
process image in input/output module object IO, the 
signal states being again exchanged using a method 
call Naa betWeen the objects. 

[0025] Input/output module object IO supplies the process 
outputs of the industrial process to be controlled and, as 
described above, softWare function block objects SF01, ..., 
SF04 With the input and output signal states of the process 
image over suitable interfaces. 

[0026] Assuming the case of a control program to be 
processed With interrupt control (FIG. 4), i.e., in the case of 
changes in signal states at one of the process inputs of an 
industrial process to be controlled, suitable control measures 
must be taken Without delay. The same parts in FIGS. 3 and 
4 are provided With the same reference notation. Only the 
differences in comparison With cyclic processing of the 
control program are described beloW (FIG. 3). In the case of 
interrupt-controlled processing of the control program, boot 
strap unit Bos does not transmit to exe engine object ExE the 
list of softWare function block objects to be processed, as is 
done in the case of cyclic processing, but instead it transmits 
a list of softWare function block objects to be “called” for 
each process input. Thus, one softWare function block object 
is assigned to each process input, and With each change in 
signal state at a process input, the softWare function block 
object assigned to this input is to be started. In contrast With 
cyclic processing With regard to processing step B), exe 
engine object ExE executes a step D) during the processing 
cycle, i.e.: 

[0027] D). Ascertaining changes in signal state at the 
inputs of the process image and processing the 
softWare function block object assigned to these 
inputs. 

[0028] The additional functions to be handled in industrial 
enterprises such as materials management, production 
scheduling, personnel use, etc. are combined under the 
heading of management information systems and are pro 
cessed by Workstations or servers Which are also connected 
to the Internet. They make use of large databases Which hold 
permanent object-oriented softWare function blocks as rep 
resentatives of subprocesses and run them on demand. 

[0029] The softWare function blocks of the programmable 
controller and the intelligent ?eld unit are compatible With 
those in the management engineering system and those in 
the management engineering and information system With 
regard to drafting, designing, and programming of automa 
tion functions and communication betWeen components of 
the automation system. Expansion and shifting of functions 
can thus be accomplished more easily and simply than 
previously. 
[0030] The present invention creates an interconnected 
automation system Which permits WorldWide operation. This 
avoids the high degree of decoupling of programmable 
controllers and standard computers knoWn from the related 
art, Which opens up the possibility of object-oriented mod 
eling of all corporate elements such as processes, resources 
and organiZations. Implementation of softWare from these 
object models takes place via a uniform tool chain as part of 
an interconnected architecture. Simple softWare adjustments 
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are possible in the process optimiZation and revision phase 
by shifting objects. Furthermore, a WorldWide, ?exible and 
distributed production With central planning, simulation and 
optimiZation are possible. 

What is claimed is: 
1. A programmable controller adapted for controlling an 

industrial process and coupled to an internet, to Which a 
plurality of devices remote from the programmable control 
ler are also coupled, the controller comprising: 

a processor for running control programs; 

computer memory coupled to the processor for storing 
control programs to be run on the processor; and 

an internet communications interface coupled to the pro 
cessor and adapted to permit TCP/IP protocol commu 
nication over the internet With one of the plurality of 
remote devices. 

2. A programmable controller adapted for controlling an 
industrial process and coupled to a netWork, to Which a 
plurality of devices remote from the programmable control 
ler are also coupled, the controller comprising: 

a processor for running control programs; 

computer memory coupled to the processor for storing 
control programs to be run on the processor; and 

an internet communications interface coupled to the pro 
cessor and adapted to permit tWo-Way TCP/IP protocol 
communication over the internet With one of the plu 
rality of remote devices. 

3. A programmable controller adapted for controlling an 
industrial process and coupled to a netWork, to Which a 
plurality of devices remote from the programmable control 
ler are also coupled, the controller comprising: 

a processor for running control programs; 

computer memory coupled to the processor for storing 
control programs to be run on the processor; 

an internet communications interface coupled to the pro 
cessor and adapted to permit TCP/IP protocol commu 
nication over the internet With one of the plurality of 
remote devices; and 

an execution system running on the processor for inter 
preting object-oriented information received over the 
internet from at least one of the plurality of remote 
devices. 

4. A programmable controller according to claim 3, 
Wherein the execution system comprises a Java byte code 
interpreter and the object-oriented information received over 
the internet comprises Java function blocks, and Wherein the 
Java byte code interpreter is con?gured for processing the 
received Java function blocks. 

5. A programmable controller according to claim 3, 
Wherein the execution system comprises a Java processor for 
processing Java function blocks received by the program 
mable controller over the internet from at least one of the 
plurality of remote devices. 

6. An industrial automation netWork comprising a plural 
ity of devices each coupled to an internet, plurality of 
devices comprising: 

at least one programmable controller; and 

at least one of the group consisting of programming units, 
operating and monitoring devices and Workstations; 
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each of the plurality of devices comprising an internet 
communications interface adapted to permit the device 
to communicate via the TCP/IP protocol communica 
tion With at least one of the other devices; and 

the programmable controller comprising a processor hav 
ing an execution system for interpreting obj ect-oriented 
information received over the internet from any of the 
plurality of devices. 

7. The industrial automation netWork according to claim 
6, Wherein the execution system comprises a Java byte code 
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interpreter adapted for processing Java function blocks 
received by the programmable controller from any of the 
plurality of devices. 

8. The industrial automation netWork according to claim 
6, Wherein the execution system comprises a Java processor 
that can process Java function blocks received by the 
programmable controller from any of the plurality of 
devices. 


