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(57) ABSTRACT 

The present invention combines the functionality of a com 
puter pointing device With a ?ngerprint authentication sys 
tem. In the preferred embodiment, by regularly scanning 
?ngerprints acquired from the pointing device touch pad, 
?ngerprint features may be extracted and compared to stored 
data on authorized users for passive authentication. Further 

CFR 1_53(d)_ more, calculations based upon the acquired ?ngerprint 
images and associated features alloWs the system to deter 

(21) Appl, No; 09/080,322 mine six degrees of freedom of the ?nger, allowing the user 
to control a variety of functions or to manipulate a three 

(22) Filed: May 15, 1998 dimensional model or virtual reality system. 
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COMBINED FINGERPRINT ACQUISITION AND 
CONTROL DEVICE 

FIELD OF THE INVENTION 

[0001] This invention relates to the ?eld of computer input 
devices, and more particularly to pointing devices and 
?ngerprint acquisition devices. 

BACKGROUND OF THE INVENTION 

[0002] Fingerprint matching is a Well-established and reli 
able method of identifying individuals. As such, it provides 
a good method for authentication of the identity of a person 
for such purposes as enabling use of equipment, access to 
data, and the authoriZation of transactions. In recent years, 
poWerful processors and neW algorithms, coupled With a 
variety of neW, “livescan” ?ngerprint scanning devices, have 
enabled the automatic veri?cation of ?ngerprints on small 
computer platforms. 

[0003] The incorporation of such authentication devices 
Would be particularly useful for notebook, laptop and other 
portable, mobile computers. Mobile computers are more 
likely than desktop computers to be present in unsecured 
areas Where unauthoriZed individuals might attempt to use 
or access the computer. Because users of such mobile 
computers often have con?dential or proprietary informa 
tion stored in these computers, such users have a strong 
interest in maintaining the security of their computers. 

[0004] Nevertheless, prior security systems for such com 
puters require intentional, active intervention by the user, 
such as entering passWords or using keylocks. The incon 
venience of such frequent activity, in conjunction With the 
user’s fears of misplacing or forgetting the key or passWord, 
often result in users ignoring available security systems. 

[0005] At the same time, most common computer operat 
ing systems presently incorporate WindoWing in presenting 
information to users. Common examples of such softWare, 
often referred to as graphical user interfaces (GUIs), include 
Microsoft Corporation’s WindoWs series and Apple Corpo 
ration’s Mac OS. In such computer systems, a spatial 
metaphor is used to present information. 

[0006] Some kind of pointing device is almost indispens 
able for the use of such a computer interface. Beginning With 
the mouse, a Wide variety of pointing devices have been 
introduced, including trackballs, touchpads, and a variety of 
mechanical pointers. An example of such a pointing device 
is described in US. Pat. No. 5,489,900 by Cali et al, “Force 
Sensitive Transducer for Use in a Computer Keyboard.” 

[0007] Such pointing devices Which are alternative to the 
mouse are especially desirable for use With mobile comput 
ers. The users of such mobile computers often do not have 
available the large, ?at space necessary for operating the 
traditional mouse. 

[0008] Hence, a ?ood of pointing devices has been intro 
duced in recent years, adapted for use With mobile comput 
ers. Each such device has advantages and disadvantages, 
alloWing for a range of alternatives Which may be adapted to 
a variety of usage scenarios and personal preferences. 

[0009] It Would therefore be desirable to provide a ?nger 
print authentication device capable of alloWing user point 
ing, one Which is compact enough for incorporation into a 
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mobile computer. Such a device Would alloW for user 
authentication Without separate, active intervention by the 
user. 

SUMMARY OF THE INVENTION 

[0010] It is therefore an object of the present invention to 
provide a combined ?ngerprint scanner and pointing device. 
Such a device has the natural advantages of requiring less 
volume, mass and external surface area than tWo separate 
devices, and Would cost less and be simpler to incorporate 
into space restricted systems, such as mobile computers. 

[0011] Hence, a system is provided according to the 
present invention for imaging a ?ngerprint for input of 
pointing information for a computer. The system includes a 
?ngerprint image acquisition scanner for acquiring a ?nger 
print image of a ?nger. The system also includes an image 
processor for extracting from the ?ngerprint image at least 
one contact parameter in addition to authentication status 
data for the ?ngerprint image. Such contact parameters may 
include the tWo dimensional spatial location of the ?nger 
print on the scanner, as Well as estimates for the force 
applied by the ?nger or the rotational orientation of the 
?nger. 

[0012] In addition to providing the capabilities of a simple 
pointing device and an ordinary ?ngerprint scanner, the 
combination of the tWo functions into a single system has a 
number of useful advantages not seen in either single 
purpose device. Incorporating the pointing device function 
ality allows the ?ngerprint to be passively acquired, Without 
requiring repeated explicit authentication Which could take 
time and interrupt Work ?oW. Thus, the system according to 
the present invention can operate as a continuously func 
tioning ‘dead hand’ authentication device. 

[0013] The system, or the attached computer, could main 
tain a ?ag Which contains data indicating the present authen 
tication. The ?ag can be made to expire under a variety of 
conditions, including upon poWering doWn the computer, 
after passage of a prede?ned time interval, if a predeter 
mined high value transaction is initiated, etc. On expiration 
of the ?ag, the user could be prompted to present a ?nger for 
imaging. HoWever, during normal usage of the system, the 
image obtained during normal pointing or other data input 
operations could be used for authentication and used to reset 
the authentication ?ag. 

[0014] As a pointing device, the only output required is 
usually only a simple tWo dimensional (x,y) coordinate. 
Such a coordinate can be calculated in a variety of Ways. The 
system according to the presently preferred embodiment 
calculates the center of area of all of the “on”-pixels of the 
acquired ?ngerprint image. The computed coordinates could 
be used directly in a computer interface as an absolute 
coordinate, in a manner similar to a computer tablet. In the 
alternative, the coordinates could be computed such that 
changes over time could be calculated and integrated, in a 
manner similar to that commonly used With a mouse. 

[0015] Furthermore, other information can be extracted 
from the ?ngerprint image. In particular, one could calculate 
the total number of “on”-pixels above a given threshold and 
use this calculated value as an indicator of the force applied 
by the ?nger. Thus a third degree of freedom may be 
calculated. This third parameter could be used to control the 
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third axis in a three-dimensional graphical user interface or 
application, or could be used to control an independent 
variable, such as a scroll bar, sound intensity, etc. Other 
information that may be calculated as control variables 
include the second moment of area, the orientation of the 
principal aXis of the ?ngerprint, and the relative lengths of 
the major and minor aXes. 

[0016] With more sophisticated algorithms, related to 
those used for image pattern recognition, it is also possible 
to Work out Which part of a ?nger is in contact With the 
scanner. This information can also be used for control, most 
simply as tWo directions of rotation. It can thus be seen that 
using the absolute position, force, rotation in the plane of the 
scanner, and rolling the ?nger to bring different parts of the 
skin into contact With the scanner, that siX degrees of 
freedom can be generated, Which intuitively correspond to 
the siX degrees of freedom of a rigid body in three-dimen 
sional space. This provides a very natural method of inter 
action With a three dimensional simulation, such as a virtual 
World. 

DESCRIPTION OF THE DRAWINGS 

[0017] FIG. 1 is a perspective illustration of a mobile 
computer 100 incorporating a combined ?ngerprint image 
scanner and pointing device according to the present inven 
tion. 

[0018] FIG. 2 is an illustration of the usable ?ngerprint 
scanner surface 210 of scanner 130 of FIG. 1. 

[0019] FIG. 3 illustrates a series of acquired ?ngerprint 
images 220 of FIG. 2, corresponding to variations in the 
overall ?ngerprint image controlled by the used and inter 
preted as control signals for the computer. 

[0020] FIG. 4 is a How diagram of the operation of 
scanner 130 for control of softWare on computer 100 of FIG. 
1. 

DETAILED DESCRIPTION OF THE 
INVENTION 

[0021] The presently preferred embodiment of the present 
invention comprises an apparatus for acquiring an image of 
a ?ngerprint, and associated image processing circuitry 
needed to derive from that image parameters characteriZing 
the identity of the ?ngerprint as Well as information usable 
as input to a computer. Such information Would alloW for 
simultaneous ?ngerprint identi?cation and computer inter 
face visual pointer control. 

[0022] FIG. 1 shoWs a mobile computer 100, having a 
screen 110 and a keyboard 120. Mobile computer 100 is 
shoWn With a combined ?ngerprint scanner and pointing 
scanner 130 according to the present invention. A pair of 
optional control buttons 140 are also shoWn. Control buttons 
140 may be used, for eXample, as substitutes for the buttons 
of a mouse. It should be noted that mobile computer 100 
could be programmed to recogniZe a corresponding prede 
termined series of ?nger taps of short duration as represent 
ing the same functions as depressing each optional control 
button 140, Whether or not optional control buttons 140 are 
present. 

[0023] The preferred embodiment of the invention uses a 
compact, thin, ?at scanner 130. The presently preferred 
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choice of such a scanner 130 is that of a semiconductor 
?ngerprint sensor, such as that described by Taikoe in US. 
Pat. No. 4,353,056. While such a semiconductor scanner 130 
is presently preferred for use in conjunction With mobile 
computers, a Wide variety of choices of mechanisms for 
?ngerprint acquisition by scanner 130 may be used in 
accordance With the present invention. Optical scanning 
may be used either by frustrated total internal re?ection, 
holographic elements or by conventional re?ected light 
imaging. Similarly, a variety of electrical or electromagnetic 
scanners, semiconductor or otherWise, may be used, Which 
utiliZe either capacitive or inductive scanning. Ultrasound 
imaging of the ?ngerprint might also be used. The present 
invention is compatible With any choice of ?ngerprint scan 
ners Which permit digital acquisition or interpretation of the 
?ngerprint image. 
[0024] The preferred embodiment of the present invention 
Would require a scanner 130 several times larger than that of 
currently available semiconductor ?ngerprint scanners, to 
alloW enough motion of the ?nger to alloW control pointing 
functions. Such currently available semiconductor ?nger 
print scanners are siZed solely for static presentation of 
?ngerprints for authentication scanning purposes. 

[0025] The need for such a larger scanner 130 is best 
understood relative to FIG. 2. FIG. 2 shoWs a diagram of a 
?ngerprint scanner surface 210 With an acquired ?ngerprint 
image 220. Fingerprint scanner surface 210 corresponds to 
the functional area of scanner 130. The portion of the surface 
area of scanner 130 Which comprises scanner surface 210 
depends upon the functional characteristics of scanner 130, 
Which may vary dependent upon the image acquisition 
method employed by scanner 130. 

[0026] The presently preferred embodiment of the present 
invention calculates a center-of-area or centroid 230 of 
?ngerprint image 220. Centroid 230 has an associated tWo 
dimensional coordinate relative ?ngerprint scanner surface 
210, Which in FIG. 2 is represented as an X-coordinate 240 
and a y-coordinate 250. The choice of coordinate systems is 
arbitrary, and may be chosen to facilitate computations 
related to the speci?c or general application of the device 
according to the present invention. 

[0027] Having calculated a coordinate pair representative 
of ?ngerprint image 220, this coordinate pair alloWs scanner 
130 to be used as a tWo-dimensional pointing device, in 
manners Well knoWn in the prior art. For example, the 
coordinate of the scanner may be remapped to screen 
coordinates, so that the absolute ?nger position on scanner 
130 relative to scanner surface 210 corresponds to an 
absolute screen position, just as With an electronic pen 
tablet. With such a remapping implementation, it is prefer 
able to alloW a margin of about half of a ?nger’s Width, 
mapping the area Within such a margin to the screen area, to 
alloW the user to easily point to any position on the screen 
With the centroid 230 of ?ngerprint image 220. 

[0028] Alternatively, any movement of the ?nger in con 
tact With scanner 130 Would continuously change successive 
coordinates of centroid 230, alloWing calculation of relative 
motion of acquired ?ngerprint images 220. This relative 
motion may be remapped to the motion of the cursor on the 
screen, in a manner similar in operation to that of a mouse. 

[0029] Such methods of computation of such absolute and 
relative location of a pointer or cursor on a screen are Well 
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known in the prior art, and are consistent With the present 
invention. All such methods, hoWever, Would require room 
for the motion of the user’s ?nger across scanner 130; hence, 
the need for a surface area larger than that of many currently 
available ?ngerprint scanners. 

[0030] FIG. 3 shoWs a variety of ?ngerprint images 220 
Which may be acquired by scanner 130. These images are 
abstracted as shaded ellipses. The area of the ellipse repre 
sents those image pixels Which are “on” or active in the 
corresponding ?ngerprint image 220. “On” may mean either 
a value above that of the background threshold, or a value 
greater than some other predetermined threshold, e.g., to 
permit a desired margin of error or to represent a standard 
background level, thereby obviating the need for determin 
ing the background for each scan. The separate images 
310-375 represent variations in the overall ?ngerprint image 
controllable by the user and interpreted by the present 
invention as control signals for computer 100. 

[0031] As the force applied by the ?nger increases, the 
image siZe Will increase. Image 310 represents a ?ngerprint 
With a typical force. Image 320 represents the same ?nger 
pressing With a greater force, hence increasing the area of 
the image relative to image 310. Image 330 represents the 
same ?nger pressing With lesser force, hence decreasing the 
area of the image relative to image 310. Hence, a number 
representing the force applied by the ?nger may be esti 
mated by computing the area of ?ngerprint 220 in contact 
With scanner 130. 

[0032] One method for estimating the surface area of 
?ngerprint 220 is to count the number of image pixels With 
a value above the background threshold in the image, With 
those image pixels having values beloW the threshold being 
treated as noise. Another method Would be to ?nd the sum 
of the intensities of the “on” pixels above a threshold value. 
A variety of such calculation techniques are knoWn in the 
prior art for image acquisition and pattern recognition. 

[0033] To enhance the quality of the estimates, a number 
of image processing operations may be carried out on the 
?ngerprint image before calculating the control parameters. 
In particular, a dilation operator might be applied to the 
image to join the ridge images into a solid area, and ?lling 
small holes in the ridge images. This could be folloWed by 
an erosion operator to remove small regions aWay from the 
?nger area caused by noise, dirt on the scanner, or any other 
process Whose effects are desired to be ignored. 

[0034] Any raW measure of force, such as those described 
above, could be rescaled by the application of a monotonic 
function to give a more meaningful measure. This force/area 
measurement could be passed to the computer softWare as a 
control parameter. With appropriate softWare on computer 
100, the parameter could control a third dimension, such as 
in a three-dimensional model. Alternatively, such a control 
parameter could control scrolling of a WindoW. A Wide 
variety of uses of a third control parameter are Well knoWn 
in the prior art. 

[0035] Placing the ?nger on scanner 130 rotated in the 
plane of scanner 130 Will give different images, such as 
image 350 (counter-clockWise) or image 355 (clockWise). 
This rotation can be calculated, for example, by ?nding the 
covariance of the image pixels above a threshold, possibly 
Weighted by their intensities, and deriving the orientation of 
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the principal axis of the image. This principal components 
analysis is Well knoWn to those skilled in the art. Other 
methods Which may be applied to the estimation of the ?nger 
rotation are also Well knoWn, one of Which is described 
beloW regarding ?ngerprint feature extraction. 

[0036] Rolling the ?nger from side-to-side, i.e. rotation 
about the axis of the ?nger, brings different areas of skin into 
contact With scanner 130. Image 360 shoWs skin from the 
left side of the ?nger (indicated by a cross-hatched area, as 
opposed to the diagonally striped area indicative of the 
central area of skin) touching scanner 130. Similarly, image 
365 shoWs skin from the right side of the ?nger (indicated 
by a horiZontally-striped area) touching scanner 130, caused 
by rotating the ?nger opposite to that causing image 360. 

[0037] Rotating about a third axis, parallel to the axis of 
the knuckle joints, so that the ?nger points more or less 
perpendicular to the plane of the scanner, Will bring about 
similar variations. Image 370 shoWs more of the skin closer 
to the nail (shoWn as a checked area) touching scanner 130, 
While image 375 shoWs more of the skin closer to the 
knuckle (shoWn as a vertically striped area) touching scan 
ner 130. Calculating the orientation of the ?nger from this 
information is more complex than computing the area, 
principal axes or planar rotation of the print, but may be 
found by methods commonly employed in most ?ngerprint 
matching algorithms. 
[0038] In the preferred embodiment of the present inven 
tion, the ?ngerprint feature extraction and matching soft 
Ware calculates a correspondence betWeen ?ngerprint fea 
tures on the acquired ?ngerprint and a stored model. In 
particular, an overall angle of rotation is part of that corre 
spondence. The angle of rotation of the correspondence 
transformation gives an alternative estimate for the rotation 
in the plane (images 350 and 355). This method is more 
reliable, but more computationally expensive than that 
described above regarding images 350 and 355, and if 
absolute, not relative, rotation is needed, this method 
requires a registration print With knoWn rotation to be 
provided before use. 

[0039] The positions of the ?ngerprint features relative to 
some ?ducial point in the print, such as centroid 230 
described above, Will vary With the spatial orientation of the 
?nger. For instance a minutia (a feature of a ?ngerprint used 
for identi?cation) normally found near centroid 230 of the 
contact area With the ?nger directly over scanner 130, Would 
be close to the bottom of ?ngerprint image 220 if the ?nger 
Were rolled forWard, or to the right if the ?nger Were rolled 
to the left. Using several of these features and combining the 
rotation estimates Will provide a robust estimate of the 
average feature displacement. Displacement in the direction 
of the ?nger axis can be interpreted as rotation about an axis 
parallel to the knuckle articulations, as in images 370 and 
375, and orthogonal displacements can be interpreted as 
rotations about the ?nger axis, as in images 360 and 365. 
Thus, an estimate of the ?nger rotation about all three axes 
can be obtained. 

[0040] Therefore it is possible from ?ngerprint image 220 
to generate data regarding six degrees of freedom (the ?nger 
“pose”). These six degrees of freedom correspond to the six 
degrees of freedom of a rigid body in space. The x and y 
coordinates correspond to the centroid position, the Z coor 
dinate corresponds to the force estimate, and the pitch, roll 
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and yaW are derived as described directly above for the three 
axes of rotation. HoWever, because the ?nger is not totally 
free to move in space, because it is constrained by connec 
tion to the hand, many values of pitch, roll and yaW are 
dif?cult to present to the scanner, or Would give no image. 
This may be compensated for by generating scaled up values 
from the easily producable ranges, or by using an integration 
of relative movements, again similar to a mouse’s function 
ality, much like the methods discussed above regarding the 
tWo dimensional location of a cursor on a screen. 

[0041] Hence, scanner 130 according to the present inven 
tion Would permit a user to provide information correspond 
ing to all six degrees of freedom of a rigid body. This 
information could be used in a variety of three-dimensional 
and virtual reality applications. HoWever, scanner 130 may 
easily be used for purely tWo dimensional applications, such 
as directing a cursor on a computer screen. 

[0042] It should be noted that some users may be able to 
control the aspect ration of the ellipse, making it narroWer as 
in image 340 or Wider as in image 345. Such parameters may 
be estimated from ?ngerprint image 220 by principal com 
ponents analysis. 

[0043] Also, if a second ?nger is placed in contact With 
scanner 130, another area of “on” pixels Will be present in 
the image. This can easily be detected using methods 
common in the prior art, and a second set of pose parameters 
extracted. A complete second set of control parameters may 
be extracted, thus giving many more degrees of freedom, 
and the possibility of detection of taps of the second ?nger, 
equivalent to mouse button clicks. These parameters could 
be used to control a second 3-dimensional object or vieW 
point, or a second application, or could be used in parallel 
With the ?rst ?nger. For instance, the ?rst ?nger could be 
used for pointing, and the second ?nger could be used to 
provide control button functionality. 

[0044] Alternatively, the present invention may ?lter out 
secondary ?ngerprint images 220 as spurious if the appli 
cation Warrants, to prevent false readings by accidental 
brushing of scanner 130 by other ?ngers. 

[0045] While the user’s independent control of more than 
tWo ?ngers is very limited, up to ten ?ngers could be placed 
in contact With the scanner, and additional control param 
eters could be derived from them. For instance, if the user is 
controlling the relative and absolute positions of ?ve objects 
in tWo dimensions, the positions of the tips of the ?ve ?ngers 
could be tracked and used as control parameters for the 
objects. Another example Would be that of interpreting 
tapping one ?nger doWn next to the ‘pointing’ ?nger, Which 
could be considered to be equivalent to a single mouse 
button click. HoWever, tapping tWo ?ngers doWn could be 
interpreted as a double click. 

[0046] Although the present invention is of obvious use 
fulness as a pointer for a graphically-based computer inter 
face or other computer application, the system incorporates 
both the control device functionality as Well as ?ngerprint 
authentication. 

[0047] An overvieW of the operation of the present inven 
tion may be seen from the How diagram of FIG. 4. An image 
of the ?ngerprint, such as ?ngerprint image 220, is scanned 
at 410. The scanned ?ngerprint image data Would then be 
saved or transmitted for ?ngerprint image acquisition at 420. 
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[0048] This process of scanning and acquiring ?ngerprint 
images could function in one of several Ways. First, the 
?ngerprint image scanning 410 could be a continuous scan 
of the ?ngerprint image, With the ?ngerprint image scanner 
outputting the ?ngerprint images as a streaming video signal 
or other continuous encoded signal. In such a case, the 
?ngerprint image Would be acquired at 420 by a frame 
grabber or other hardWare designed to obtain discrete time 
samples of video. Such a frame grabber Would store a 
representation of the ?ngerprint image only at those times 
When the system is prepared to process the image data. 

[0049] Alternatively, the ?ngerprint image scanner itself 
may only scan the ?ngerprint image at those times When the 
system is prepared to process the image data. In such a case 
the steps of ?ngerprint image scanning 410 and ?ngerprint 
image acquisition are linked and are performed simulta 
neously. The ?ngerprint image Would be scanned at 410 and 
then immediately stored in a dynamically accessible 
memory, either Within the system or in computer 100 itself. 

[0050] It should be noted that in either approach to ?n 
gerprint image scan and acquisition described above, that 
image scanning and image acquisition may be performed by 
a single unit, connected units, or by a combination of units 
With computer 100. In addition, other methods of scanning 
and acquiring the ?ngerprint image data may become obvi 
ous to those skilled in the art, and may be used in accordance 
With the present invention. 

[0051] A variety of interconnected steps may be per 
formed next, as shoWn in FIG. 4 as steps 430 to 480, to be 
described in detail beloW. 

[0052] For the system to be used as a simple pointing 
device, the step of extracting the ?ngerprint coordinate at 
450 is essential. This extraction may be accomplished in a 
variety of Ways. One method Would be to ?nd the Weighted 
center-of-area or centroid 230 of ?ngerprint image 220, as 
described above. Again, a variety of methods of obtaining a 
coordinate value for the ?ngerprint image 220 Will be 
obvious or knoWn to those skilled in the art of the present 
invention. 

[0053] The acquired ?ngerprint image may also be pro 
cessed by a feature extraction program at 430, Which 
extracts common ?ngerprint features such as minutae. The 
data regarding these features may be used either to extract 
information regarding other degrees of freedom of the ?nger 
imaged, as described above, or in ?ngerprint authentication. 
The methods of extracting such information is Well knoWn 
in the art by those skilled in the art of the present invention. 

[0054] The calculation of information related to such 
additional degrees of freedom of the imaged ?nger is 
performed at 460. Such calculations may be made either 
solely from the ?ngerprint image acquired at 420, or in 
conjunction With ?ngerprint features recogniZed at 430. A 
variety of methods for performing such calculations are 
described in detail above, or are Well knoWn by, or obvious 
to, those skilled in the art of the present invention. 

[0055] The remaining steps 440, 470 and 480 of FIG. 4 
relate to the ?ngerprint authentication function of the present 
invention. As mentioned above, since the ?nger is repeatedly 
in touch With scanner 130 during the normal operation of the 
computer, the ?ngerprint can be scanned Whenever a point 
ing operation is carried out, and its identity determined or 
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veri?ed using ?ngerprint authentication system as described 
herein. Thus, any operation that may only be performed by 
an authoriZed user may be automatically authoriZed by 
verifying the ?ngerprint captured at the time of the pointing 
action initiating the operation. This system is similar in 
operation to that described by Fitzpatrick et al. in Us. Pat. 
No. 5,420,936, “Method and Apparatus for Accessing Touch 
Screen Desktop Objects via Fingerprint Operation,” Which 
is incorporated herein by reference. 

[0056] The general operation of the authentication process 
may be understood in terms of the folloWing overvieW. This 
process is provided as an example of the presently preferred 
embodiment of the present invention. Alternative processes 
for providing the same result Will be obvious to those skilled 
in the art of the present invention. 

[0057] A ?ngerprint image acquired at 420 Whose features 
are extracted at 430 is then compared With stored ?ngerprint 
characteristics of authoriZed users by a ?ngerprint recogni 
tion system at step 440. 

[0058] Stored ?ngerprint characteristics are maintained in 
a database and accessed at step 480. The process of retriev 
ing this stored data may be performed in a variety of 
manners, including transferring relevant data at poWer-up of 
computer 100, input in the ?ngerprint recognition system of 
a neW set of ?ngerprint features, and a number of other 
alternatives Which Will be obvious to those skilled in the art 
of the present invention. The key requirement of step 480 is 
that relevant ?ngerprint data is provided to the ?ngerprint 
recognition system at step 440 so as to be available When 
authentication is to be performed. 

[0059] The ?ngerprint recognition process at step 440 
results in a determination that the ?ngerprint either matches 
those stored for the authoriZed user, or fails either because 
of a mismatch or incomplete ?ngerprint. The results may be 
expressed as a numerical value, Which is assigned at step 
470 as a status ?ag. The status ?ag, along With the ?nger 
coordinates extracted at steps 450 and 460, are transmitted 
to the relevant computer softWare at step 490. This trans 
mission may be accomplished by an actual transmission of 
the data betWeen scanner 130 and computer 100, if steps 420 
through 480 are performed by a separate system, or by 
transfer of data Within the softWare of computer 100, if those 
steps perform their various calculations using softWare resi 
dent in computer 100, as described beloW. 

[0060] The manner of determining the authentication ?ag 
may vary depending upon the needs of the system and 
system softWare of computer 100. For example, in practice 
not all restricted operations Will be initiated through the 
pointing device. In such cases, the computer system may 
require a separate authentication step, With computer 100 
prompting the user to present the ?nger to the scanner for a 
good quality, veri?able print Which can be veri?ed to 
authoriZe the use of the operation. Asimilar process could be 
required Where the passively acquired ?ngerprint is of poor 
quality and hence cannot be veri?ed because insuf?cient 
features are extracted. 

[0061] Another authoriZation method Would have the 
authentication ?ag set for an long or inde?nite period, once 
an initial authentication is obtained, thereby alloWing secure 
transactions to be performed Without further authentication. 
For example, the ?ag can be designed to be automatically 
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unset after a given period of time, or after any of a variety 
of other criteria are met. Examples of such criteria might be 
initiation of a high value transaction, or the execution of a 
sequence of out-of-the-ordinary transactions, Which may 
raise reasonable suspicions that the operator is not the 
authoriZed operator. 

[0062] In any of the above cases Where the authentication 
?ag is unset, the ?ag may be reset by the ?nger being 
presented for authentication, either passively, as described 
above, or actively, by computer 100 prompting the user to 
present the ?nger for authentication. If veri?ed, the ?ag is set 
again, and the timeout period and other status indicators 
reset. Thus, during normal operation, the ?ag may be 
continuously or periodically reset Without the user being 
prompted to present the ?nger for authentication, ensuring a 
high level of security is maintained Without interrupting the 
operator’s Work ?oW. If ever a high quality ?ngerprint is 
obtained that does not match an authoriZed user, the authen 
tication ?ag can be immediately unset and the operation of 
computer 100 suspended. 

[0063] A Wide variety of more complex schemes for 
timeouts and the setting and unsetting of one or more 
security ?ags, including the use of security ?ags With 
multiple values, perhaps representing, Will be apparent to 
those skilled in the art of the present invention. Such 
additional values or ?ags might represent different levels of 
security, operations With higher standards of authentication, 
or varying levels of reliability of the match of the acquired 
?ngerprint image With the stored authoriZed ?ngerprints. 
These alternatives Will often be dictated by the requirements 
of the softWare of computer 100, and are fully in accordance 
With the present invention. 

[0064] While the ?ngerprints are continuously being 
scanned, a complex ?ngerprint veri?cation system could use 
the neWly acquired print images to adapt its model of the 
correct print. This Would alloW the system to automatically 
adapt to the effects of aging or neWly acquired creases and 
scars Without the need for a neW enrollment (training of the 
system to story authentication data). 

[0065] In addition to constantly verifying that the user is 
an authoriZed user, the system can also be used to passively 
identify the operator in an environment Where multiple 
people use the same electronic device and it is important to 
knoW Which particular operator is using the device at a given 
time. One situation Where this feature might be useful in a 
retail environment, Where a number of sales representatives 
may use a speci?c point-of-sales terminal, but the person 
entering a given transaction must be identi?ed. In this case 
a standard piece of ?ngerprint identi?cation softWare could 
be combined With the device, and identi?cation, security 
authoriZation and pointing could be carried out at the same 
time. HoWever, a variety of applications and softWare con 
?gurations Will become apparent to those skilled in the art. 

[0066] It should be noted that any or all of the steps 430 
to 480 described above may be carried out in a variety of 
Ways. Fingerprint scanner 130 may contain separate image 
processing hardWare for performing these steps. These steps 
may also be performed by softWare modules operating 
Within computer 100 itself, using the central processing unit 
of computer 100 to perform the algorithms. Alternatively, 
the steps may be performed Within computer 100 by addi 
tional hardWare, either hardWare already present or provided 
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expressly for the purpose of performing these steps. For 
example, the algorithms may be run on specialized signal 
processing hardWare, such as IBM Corporation’s MWAVE 
processor, or the ?ngerprint database may be stored on a 
removable smart card or other data storage device. 

[0067] It should also be noted that Without loss of gener 
ality, Whenever a threshold is mentioned above, that a 
system Without a threshold is also implied, since this is 
equivalent to a system With a threshold set equal to Zero. 

[0068] One concern With the authentication function of the 
present invention is that some people may believe that such 
operations interfere With their privacy. For this reason, a 
preferred embodiment of the present invention Would have 
a method of disabling the ?ngerprint reading function. For 
example, steps 440, 470 and 480 may be disabled Without 
interfering With the operation scanner 130 of the present 
invention as a pointing device With six degrees of freedom. 
Furthermore, steps 430 and 460 may be disabled, leaving the 
operation of scanner 130 as a simple tWo-dimensional 
pointer, similar to a traditional touchpad. In such a case 
?ngerprint image scanner 130 is disabled from obtaining 
minutae data for ?ngerprint image 220 While still obtaining 
overall shape and location data on ?ngerprint image 220. 

[0069] The disabling feature could be achieved in a variety 
of Ways. For example, if a single chip did the scanning and 
calculation of the ?ngerprint parameters, With a separate 
?ngerprint recognition system performing the authentica 
tion, an external signal or sWitch, or softWare parameter in 
computer 100, could enable or disable transmission of 
acquired ?ngerprint image data by the scanning chip to the 
?ngerprint recognition system. On some systems the device 
could be used solely as a pointing and control device, 
Without a ?ngerprint recognition system being available. For 
example, computer 100 could be provided With an option to 
install the ?ngerprint recognition system as a hardWare 
and/or softWare upgrade to a scanner 130 With the single 
chip described above. This Would alloW the manufacturer of 
computer 100 to design a single model Which provides the 
option of providing either a loWer cost system Without 
authentication and a premium system With such authentica 
tion. 

[0070] While the present invention has been described 
With respect to a mobile computer 100, clearly it may be 
adapted for use in other environments as Well, Which may 
utiliZe alternative image acquisition methods. Obviously, an 
image scanner may be incorporated into the keyboard, 
mouse or display of a desktop computer or computer ter 
minal. Additional alternative applications could include any 
graphical application Where information or access is 
restricted based on user identity, such as bank ATMs, auto 
matic ticketing systems, electronic cash registers, dedicated 
information kiosks, etc. Fingerprint data may be either 
contained in a database in the system itself, or in removable 
data storage devices such as smart cards. The Wide variety 
of such applications Will become apparent to those skilled in 
the art after revieW of the present invention. 

[0071] There has been disclosed herein a system and 
method for combined ?ngerprint acquisition for user authen 
tication and for acquiring control parameters for operation of 
a computer. Various modi?cations to the present invention 
Will become apparent to those skilled in the art from the 
foregoing description and accompanying draWings. Accord 
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ingly, the present invention is to be limited solely by the 
scope of the folloWing claims: 

What is claimed is: 
1. A system for imaging a ?ngerprint for input of pointing 

information for a computer, said system comprising: 

a ?ngerprint image acquisition scanner for acquiring a 
?ngerprint image of a ?nger; and 

an image processor for extracting from said ?ngerprint 
image at least one contact parameter other than any 
optional authentication status data for said ?ngerprint 
image. 

2. The system of claim 1, further comprising: 

a feature extraction processor for extracting representa 
tive features from said ?ngerprint image; 

a memory for storing representative features of at least 
one authoriZed user; and 

a feature comparison processor for comparing said stored 
representative features With said extracted representa 
tive features, and generating authentication status data 
therefrom. 

3. The system of claim 1 further comprising a data 
transmission circuit for transmitting contact parameter infor 
mation to the computer. 

4. The system of claim 3 Wherein said contact parameter 
information is used by the computer for controlling the 
position of an on-screen cursor. 

5. The system of claim 1 Wherein said contact parameter 
comprises a spatial location coordinate. 

6. The system of claim 1 Wherein said contact parameter 
comprises the three-dimensional orientation of the ?nger. 

7. The system of claim 1 Wherein said contact parameter 
comprises a measure of force applied to said scanner by the 
?nger. 

8. The system of claim 7 Wherein said image processor 
calculates said force by calculating a Weighted sum of pixels 
comprising said ?ngerprint image. 

9. The system of claim 1 Wherein said system derives the 
angle of rotation of said ?ngerprint image from calculating 
the principal axis of the active pixels in said ?ngerprint 
image. 

10. The system of claim 9 Wherein said calculating the 
principal axis of the active pixels in said ?ngerprint image 
comprises comparison of said active pixels With a threshold 
value. 

11. The system of claim 1 Wherein said image processor 
calculates Which portion of the ?nger’s surface is in contact 
With said scanner. 

12. The system of claim 11 Wherein said calculation of 
Which portion of the ?nger’s surface is in contact With said 
scanner comprises estimation by using a correspondence of 
?ngerprint features. 

13. The system of claim 11 Wherein said image processor 
estimates the angular rotation of the ?nger from said calcu 
lation of Which portion of the ?nger’s surface is in contact 
With said scanner. 

14. The system of claim 13 Wherein said image processor 
estimates six degrees of freedom from said acquired ?nger 
print image. 
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15. A system for imaging a ?ngerprint for input of 
pointing information for a computer, said system compris 
ing: 

a ?ngerprint image acquisition scanner for acquiring a 
?ngerprint image of a ?nger; and 

an image processor for extracting from said acquired 
?ngerprint image a tWo dimensional coordinate pair 
and a third coordinate representing the applied force of 
the ?nger. 

16. The system of claim 15 Wherein said image processor 
extracts said third coordinate representing applied force of 
the ?nger by computing the area of said acquired ?ngerprint. 

17. The system of claim 15 Wherein said image processor 
further extracts three coordinates representing the rotation of 
the ?nger. 

18. A system for imaging a ?ngerprint for input of 
pointing information for a computer, said system compris 
mg: 

a ?ngerprint image acquisition scanner for acquiring a 
?ngerprint image of a ?nger; and 

an image processor for extracting from said acquired 
?ngerprint image parameters representing the six 
degrees of freedom of the ?nger. 

19. The system of claim 18 further comprising a data 
transmission circuit for transmitting said parameters to the 
computer for controlling position and rotation in a three 
dimensional model. 

20. The system of claim 2, Wherein said feature compari 
son processor sets a security status ?ag When said acquired 
?ngerprint image matches said stored representative features 
of one authoriZed user. 

21. The system of claim 20 Wherein said security status 
?ag is unset after a predetermined time period since said 
security status ?ag Was most recently set. 

22. The system of claim 20 Wherein said system repeat 
edly acquires ?ngerprint images and compares said stored 
representative features With said extracted representative 
features of said acquired ?ngerprint images during normal 
operation of the computer. 

23. The system of claim 20 Wherein said system unsets 
said security status ?ag When a predetermined security 
violation is detected. 

24. The system of claim 20 further comprising a data 
transmission circuit for transmitting a command to the 
computer requesting a prompt to the user to present a ?nger 
for ?ngerprint acquisition When said feature comparison 
processor cannot accurately determine Whether said 
extracted representative features match said stored represen 
tative features. 

25. The system of claim 1 Wherein the computer displays 
a derived representation of the acquired ?ngerprint image. 

26. The system of claim 1 Wherein the computer displays 
a representation of said at least one contact parameter. 

27. The system of claim 1 further comprising a data 
transmission circuit for transmitting said at least one contact 
parameter to the computer for controlling softWare operating 
in the computer. 

28. The system of claim 1 Wherein said contact parameter 
comprises a status contact parameter indicating Whether the 
?nger is in contact With said ?ngerprint image scanner. 
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29. The system of claim 28 Wherein a predetermined 
series of transitions of said status contact parameter is 
interpreted as equivalent to clicking a button on a mouse. 

30. The system of claim 1 Wherein a plurality of ?nger 
print parameters are extracted When a plurality of ?ngers are 
in contact With said scanner. 

31. The system of claim 2 Wherein said ?ngerprint image 
scanner may be disabled from obtaining minutae data for 
said ?ngerprint image While obtaining overall shape and 
location data on said ?ngerprint image. 

32. The system of claim 2 Wherein said feature compari 
son processor may be disabled by the softWare on the 
computer. 

33. The system of claim 2 Wherein the computer displays 
a representation of said authentication status data. 

34. The system of claim 1 Wherein the computer displays 
a representation of said ?ngerprint image. 

35. A method of imaging a ?ngerprint for input of 
pointing information for a computer, said method compris 
ing: 

a) acquiring a ?ngerprint image from an acquisition 
scanner for acquiring a ?ngerprint image of a ?nger; 
and 

b) processing said ?ngerprint image to extract from said 
?ngerprint image at least one contact parameter other 
than any optional authentication status data for said 
?ngerprint image. 

36. The method of claim 35, Wherein said step of pro 
cessing said ?ngerprint image further comprises: 

c) extracting representative features from said ?ngerprint 
image; 

d) storing representative features of at least one autho 
riZed user; and 

a) comparing said stored representative features With said 
extracted representative features. 

37. The method of claim 35 further comprising the step of 
transmitting said contact parameter to the computer. 

38. The method of claim 37 Wherein said contact param 
eter is used by the computer for controlling the position of 
an on-screen cursor. 

39. The method of claim 35 Wherein said contact param 
eter comprises a spatial location coordinate. 

40. The method of claim 35 Wherein said contact param 
eter comprises the three-dimensional orientation of the ?n 
ger. 

41. The method of claim 35 Wherein said contact param 
eter comprises a force parameter representing the force 
applied to said scanner by the ?nger. 

42. The method of claim 41 Wherein said force parameter 
is obtained by calculating a Weighted sum of pixels com 
prising said ?ngerprint image. 

43. The method of claim 42 Wherein said contact param 
eter comprises an angle of rotation parameter representing 
the angle of rotation of said ?ngerprint image. 

44. The method of claim 43 Wherein said contact param 
eter is derived by calculating the principal axis of the active 
pixels in said ?ngerprint image. 



US 2001/0036299 A1 

45. The method of claim 44 wherein said calculating the 
principal axis of the active pixels in said ?ngerprint image 
comprises comparison of said active pixels With a threshold 
value. 

46. The method of claim 35 further comprising calculat 
ing a surface parameter representing Which portion of the 
?nger’s surface is in contact With said scanner. 

47. The method of claim 46 Wherein said surface param 
eter is calculated using a correspondence of ?ngerprint 
features. 

48. The method of claim 36, Wherein step f) further 
comprises setting a security status ?ag When said acquired 
?ngerprint image matches said stored representative features 
of one authoriZed user. 

49. The method of claim 48 Wherein said security status 
?ag is unset after a predetermined time period since said 
security status ?ag Was most recently set. 

50. The method of claim 49 Wherein said system repeat 
edly performs steps a) through f) during normal operation of 
the computer, and unsets said security status ?ag When a 
predetermined security violation is detected. 

51. The method of claim 48 further comprising: 

g) transmitting a command to the computer requesting a 
prompt to the user to present a ?nger for ?ngerprint 
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acquisition When said feature comparison processor 
cannot accurately determine Whether said extracted 
representative features match said stored representative 
features. 

52. The method of claim 35 Wherein said step b) of 
processing said ?ngerprint image further comprises apply 
ing a dilation operator to said ?ngerprint image. 

53. The method of claim 36 Wherein said stored repre 
sentative features are adaptively changed to correspond to 
changes in the authoriZed user’s ?ngerprint over time. 

54. Asystem for authentication of the identity of a user of 
a data entry device, said system comprising: 

a ?ngerprint image acquisition scanner for acquiring a 
?ngerprint image of a ?nger; 

an image processor for extracting from said ?ngerprint 
image at least one contact parameter other than any 
optional authentication status data for said ?ngerprint 
image; and a data transmission circuit for transmitting 
contact parameter information to the computer. 

55. The system of claim 53 Wherein said authentication 
data is provided to authoriZe an electronic transaction. 


