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TERMINAL DEVICE AND METHOD FOR 
REQUESTING USER CERTIFICATION FROM 

HOST COMPUTER 

BACKGROUND OF THE INVENTION 

[0001] 1. Field of the Invention 

[0002] The present invention relates to a terminal device 
and method for requesting user certi?cation from a host 
computer When accessing the host computer. 

[0003] 2. Description of the Related Art 

[0004] According to conventional user certi?cation used 
When a server host computer is accessed from a terminal 
device, it is common for the host computer to request a user 
to input a passWord and to identify the user as authentic if 
the input passWord is the same as a registered passWord. 

[0005] Therefore, there is a serious problem in that, if 
another person knoWs the user’s passWord, the person can 
use it to access the host computer. 

SUMMARY OF THE INVENTION 

[0006] Accordingly, it is-an object of the present invention 
to provide a user certi?cation system for preventing a host 
computer from being accessed by a person other than a user, 
even if the person knoWs the user’s passWord, and a terminal 
device for requesting user certi?cation from the host com 
puter. 

[0007] In addition, it is another object of the present 
invention to provide a user certi?cation system capable of 
preventing access to a host computer from a terminal device 
other than that of the user operated by a person imperson 
ating the user, and a terminal device for use With the system. 

[0008] To these ends, according to an aspect of the present 
invention, the foregoing objects have been achieved through 
provision of a terminal device capable of accessing a host 
computer Which performs user certi?cation based on a 
certi?cation code received from the terminal device, includ 
ing: input means for inputting a passWord assigned to a user; 
storage means for holding unique information about the 
terminal device; generating means for generating a certi? 
cation code based on the passWord and the unique informa 
tion; and transmitting means for transmitting the certi?ca 
tion code to the host computer. 

[0009] According to another aspect of the present inven 
tion, the foregoing objects have been achieved through 
provision of a method for a terminal device to request user 
certi?cation from a host computer Which performs user 
certi?cation based on a certi?cation code received from the 
terminal device, the method including the steps of: inputting 
a passWord assigned to a user; reading unique information 
stored in the terminal device; generating a certi?cation code 
based on the passWord and the unique information; and 
transmitting the certi?cation code to the host computer. 

[0010] According to a further aspect of the present inven 
tion, the foregoing objects have been achieved through 
provision of a user certi?cation system including a host 
computer and a plurality of terminal devices capable of 
accessing the host computer, in Which the plurality of 
terminal devices each include: input means used to input a 
passWord assigned to a user; storage means for holding 

Oct. 25, 2001 

unique information about the terminal device; generating 
means for generating a certi?cation code based on the 
passWord and the unique information; and transmitting 
means for transmitting the certi?cation code to the host 
computer, and the host computer includes: receiving means 
for receiving the certi?cation code; and certi?cation means 
for performing user certi?cation based on the received 
certi?cation code. 

[0011] According to yet another aspect of the present 
invention, the foregoing objects have been achieved through 
provision of a computer-readable storage medium holding 
an information processing program for controlling a com 
puter in a terminal device to request user certi?cation from 
a host computer, the program including codes for causing the 
computer to perform the steps of: inputting a passWord 
assigned to a user; reading unique information stored in the 
terminal device; generating a certi?cation code based on the 
passWord and the unique information; and transmitting the 
certi?cation code to the host computer. 

[0012] Other objects and advantages besides those dis 
cussed above shall be apparent to those skilled in the art 
from the description of a preferred embodiment of the 
invention Which to folloWs. In the description, reference is 
made to accompanying draWings, Which form a part thereof, 
and Which illustrate an eXample of the invention. Such 
eXample, hoWever, is not exhaustive of the various embodi 
ments of the invention, and therefore reference is made to 
the claims Which folloW the description for determining the 
scope of the invention. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0013] FIG. 1 is a functional block diagram shoWing a 
terminal device according to an embodiment of the present 
invention. 

[0014] FIG. 2 is a hardWare block diagram shoWing the 
terminal device shoWn in FIG. 1.FIG. 

[0015] FIG. 3 is an eXample of an image displayed When 
a passWord is requested. FIG. 

[0016] FIG. 4 is a draWing shoWing an eXample of a 
certi?cation code. 

[0017] FIG. 5 is a ?oWchart shoWing a process for pass 
Word combining. 

[0018] FIG. 6 is an eXample of the format of an identi? 
cation code. 

[0019] FIG. 7 is a ?oWchart shoWing a process for detect 
ing a passWord request. 

[0020] FIG. 8 is an eXample of the format of a passWord 
request command. 

[0021] FIG. 9 is another eXample of the format of a 
passWord request command. 

DESCRIPTION OF THE PREFERRED 
EMBODIMENT 

[0022] One preferred embodiment of the present invention 
Will be described beloW, With reference to the attached 
draWings. 
[0023] An outline of the embodiment is that, With unique 
identi?cation codes (e.g., serial numbers) assigned to termi 
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nal devices, each terminal device sends one identi?cation 
code together With a passWord input by a user in response to 
a passWord request from a host computer, and the host 
computer uses the sent identi?cation code and passWord to 
perform user certi?cation. In this manner, if a certain user’s 
passWord Was leaked to another person, the person cannot be 
authenticated unless the person inputs the user’s passWord 
from the user’s terminal device to the host computer. In 
other Words, access to the host computer using the leaked 
passWord is impossible. 

[0024] FIG. 1 shoWs a block diagram of a terminal device 
10 according to the embodiment. A display unit 1 displays 
information such as a message. Akeyboard 2 is used to input 
ordinary character strings, commands and passWords. A 
passWord request detector 3 detects a passWord request from 
information received from a host computer 11. An identi? 
cation code memory 5 holds as non-volatile information an 
identi?cation code unique to the terminal device 10. A 
passWord combining unit 4 combines a passWord input from 
the keyboard 2 and the identi?cation code stored in the 
identi?cation code memory 5. A communication unit 6 
receives the passWord request etc. from the host computer 
11, and transmits a communication request and a passWord 
to the host computer 11. 

[0025] FIG. 2 shoWs a hardWare block diagram of the 
terminal device 10. A central processing unit (CPU) 21 
controls the units of the terminal device 10, and executes 
various programs stored in a read only memory (ROM) 23 
and a hard disk drive (HDD) 25. In particular, the CPU 21 
realiZes the functions of the passWord request detector 3 and 
the passWord combining unit 4. A communication interface 
(UP) 22 realiZes communication With the communication 
unit 6 betWeen the terminal device 10 and the host computer 
11. The ROM 23 holds ?xed data and programs so that they 
cannot be reWritten, and includes an area to be used as the 
identi?cation code memory 5. A random access memory 
(RAM) 24 is used as a Work area for the CPU 21, and 
temporarily holds data such as an input passWord. The HDD 
25 holds various data and programs as non-volatile infor 
mation. Also programs corresponding to processes 
(described beloW With ?oWcharts) are stored in either the 
ROM 23 or the HDD 25. In place of the HDD 25 as a 
non-volatile storage unit, a ?oppy disk drive or the like may 
be provided, or all necessary programs may be stored in the 
ROM 23 Without particularly providing a non-volatile stor 
age unit like the HDD 25. 

[0026] A user certi?cation process Will be described 
beloW. Initially, When the communication betWeen the ter 
minal device 10 and the host computer 11 is established in 
response to an access request from the user of the terminal 
10, the host computer 11 transmits an input request to the 
terminal device 10 for a user name and a passWord. 

[0027] The passWord request issued from the host com 
puter 11 is input to the passWord request detector 3 via the 
communication unit 6. As described beloW, the passWord 
request detector 3 sends ordinary characters unchanged to 
the display unit 1 When receiving them, While the passWord 
request detector 3 sends a passWord request message to the 
display unit 1 for setting a passWord mode and informs the 
passWord combining unit 4 of a passWord request When the 
request is received. An example of an image displayed on 
the display unit 1 in accordance With the passWord request 
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is shoWn in FIG. 3. When a passWord is input from the 
keyboard 2 in response to the passWord request, the pass 
Word combining unit 4 reads an identi?cation code from the 
identi?cation code memory 5, and combines the identi?ca 
tion code and the passWord. 

[0028] One example of passWord combining is shoWn in 
FIG. 4. In this example, a composite passWord is formed by 
adding the input passWord to the end of the identi?cation 
code. The composite passWord formed by the passWord 
combining unit 4 is transmitted to the host computer 11 via 
the communication unit 6. The host computer 11 performs 
user certi?cation, based on the composite passWord. In the 
host computer 11, passWords formed in the above manner by 
combining the identi?cation codes of terminal devices and 
the passWords of the terminal devices’ users have been 
registered beforehand. 

[0029] FIG. 5 shoWs a ?oWchart illustrating a passWord 
combining process. In-step S1, a character string input from 
the keyboard 2 by the user is acquired. In step S2, it is 
determined Whether or not the present mode is a passWord 
mode. If the present mode is not a passWord mode, the 
process proceeds to step S5. If the present mode is a 
passWord mode, the process proceeds to step S3, in Which 
the identi?cation code stored in the identi?cation code 
memory 5 is read. In step S4, the acquired character string 
and the identi?cation code are combined. In step S5, the 
composite character string formed in the passWord mode, or 
a character string input in non-passWord mode is transmitted 
by the communication unit 6. 

[0030] FIG. 6 shoWs one example of the format of the 
identi?cation code stored in the identi?cation code memory 
5. The terminal device 11 can be uniquely identi?ed based 
on the identi?cation code. The identi?cation code memory 5 
is formed at speci?c addresses of the ROM 23 etc. 

[0031] FIG. 7 shoWs a ?oWchart illustrating a process for 
detecting a passWord request. Data (characters) transmitted 
from the host computer 11 are received by the communica 
tion unit 6, and the data are sent to the passWord request 
detector 3. In step S10, the communication unit 6 is used to 
acquire data from the host computer 11. In step S11, the 
passWord request detector 3 determines Whether the received 
data are a passWord request or ordinary data. If the received 
data is ordinary data, the passWord mode is released in step 
S13. If the received data is a passWord request, the process 
proceeds to step S12, in Which the passWord mode is set. 

[0032] FIG. 8 shoWs one example of the format of a 
passWord request command. Based on the format, the pass 
Word request detector 3 determines Whether the data from 
the host computer 11 are passWord data or ordinary data. In 
FIG. 8, the character string has at its start a code (“03” in 
hexadecimal) that is different from a character code, Which 
alloWs the character string to be discriminated from ordinary 
data. FIG. 9 shoWs another example of the format of the 
passWord request command. In FIG. 9, “03” in hexadecimal 
represents the start of a passWord request command, and 
“04” in hexadecimal represents the end of the passWord 
request command. 

[0033] As described above, according to this embodiment, 
a user’s passWord and a code unique to each terminal device 
are used to form a composite passWord, and the composite 
passWord is used for user certi?cation. Thus, if a person 
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other than the user knows the user’s password, that person 
cannot access a host computer unless using the user’s 
terminal device, thereby preventing serious damage and 
security breaches. 

[0034] The type of the terminal device 10 is not limited to 
a desktop type but may be-a portable type. Concerning the 
portable type of terminal device 10, When it is carried by its 
user, a person other than the user cannot access the host 
computer 11, even if that person knoWs the passWord. 

[0035] In the case Where an identical user uses a plurality 
of terminal devices, composite passWords formed by com 
bining the identi?cation codes of the terminal devices and 
the user’s passWord are registered in a host computer, 
Whereby the user can use the plurality of terminal devices 
With the same passWord, and the host computer cannot be 
accessed from the other terminal devices, using the same 
passWord. Thus, if the passWord Was leaked to a person other 
than the user, the host computer cannot be accessed by the 
person. 

[0036] In the foregoing embodiment, the terminal device 
10 combines an input passWord and a read identi?cation 
code to generate a neW passWord, and transmits it to the host 
computer 10. HoWever, With the passWord and the identi? 
cation code transmitted to the host computer 11, they may be 
combined by the host computer 11. OtherWise, the host 
computer 11 may perform user certi?cation by indepen 
dently verifying the passWord and the identi?cation code. 

[0037] In the foregoing embodiment, passWord combining 
is performed by simply combining an input passWord and a 
read identi?cation code. HoWever, logical operations such as 
a logical sum and an exclusive OR, a transpose, and a 
permutation may be properly combined. In addition, such a 
type of combining process may be stored as a unique process 
in the ROM 23 of each terminal device. In this case, Without 
using the identi?cation code, only the passWord may be 
processed by the unique process. 

[0038] In the foregoing embodiment, a user inputs a 
passWord from a keyboard Whenever a host computer trans 
mits a passWord request. HoWever, in the case Where the 
user’s terminal device cannot be used by a person other than 
the user, in order that time for inputting the passWord may 
be omitted, by once inputting the passWord from the key 
board so that the passWord can be stored in the hard disk 
drive of the terminal device, the stored passWord may be 
read in response to the passWord request. 

[0039] According to the foregoing embodiment, if a per 
son other than a user knoWs the user’s passWord, a host 
computer cannot be accessed With the passWord by a ter 
minal device other than the user’s device, Whereby serious 
damage and security breaches are prevented. 

[0040] According to the present invention, main necessary 
units are realiZed by softWare, Whereby they can be inex 
pensively formed. 

[0041] The present invention may be applied to a system 
composed of plurality of apparatuses (e.g., main computer 
unit, interface unit, and display) and to a one-unit apparatus 
as far as the functions of the embodiment are realiZed. 

[0042] In addition, the present invention includes also a 
system in Which, in order that each unit may operate to 
realiZe the functions of the embodiment, a softWare program 
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code that realiZes the functions of the embodiment is sup 
plied to a computer (CPU or microprocessor unit) in an 
apparatus or system connected to each unit, and each unit is 
controlled to operate by the computer in the apparatus or 
system in accordance With the supplied code. In this case, 
the program code read from a storage medium realiZes the 
functions of the embodiment. Accordingly, the program 
code, means for supplying the program code to the com 
puter, such as a storage medium holding the program, 
constitute the present invention. 

[0043] Concerning the storage medium for supplying the 
program code, for example, a ?oppy disk, a hard disk, an 
optical disk, a magneto-optical disk, a CD-ROM, a CD-R, a 
magnetic tape, a non-volatile memory card, a ROM, and so 
forth, may be used. 

[0044] In a system in Which a computer executes a read 
program code, Whereby the functions of the embodiment are 
realiZed and based on the program code, the functions of the 
embodiment are realiZed in association With an operating 
system or application softWare functioning in the computer, 
needless to say, the program code is included in the scope of 
the present invention. 

[0045] Needless to say, the present invention includes a 
system in Which a program code read from a storage medium 
is Written in a memory of a feature expansion board provided 
on a computer or feature expansion unit connected to the 
computer, and based on the program code, all or part of 
actual processing is performed by a CPU provided on the 
feature expansion board or feature expansion unit, Whereby 
realiZing the functions of the embodiment. 

[0046] When the present invention is applied to the stor 
age medium, a program code corresponding to the above 
described ?oWcharts may be stored in the storage medium. 

[0047] Although the present invention has been described 
in its preferred form With a certain degree of paricularity, 
many apparently Widely different embodiments of the inven 
tion can be made Without departing from the spirit and the 
scope thereof. It is to be understood that the invention is not 
limited to the speci?c embodiment thereof except as de?ned 
in the appended claims. 

What is claimed is: 
1. Aterminal device capable of accessing a host computer 

Which performs user certi?cation based on a certi?cation 
code received from said terminal device, comprising: 

input means for inputting a passWord assigned to a user; 

storage means for holding unique information about said 
terminal device; 

generating means for generating a certi?cation code based 
on said passWord and said unique information; and 

transmitting means for transmitting said certi?cation code 
to the host computer. 

2. A terminal device according to claim 1, Wherein said 
unique information is an identi?cation code for said terminal 
device. 

3. A terminal device according to claim 2, Wherein said 
generating means combines said passWord and said identi 
?cation code to generate said certi?cation code. 
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4. A terminal device according to claim 2, wherein said 
generating means generates said certi?cation code by using 
a predetermined computation for processing said passWord 
and said identi?cation code. 

5. A terminal device according to claim 2, Wherein said 
generating means generates as said certi?cation code a 
combination of said passWord and said identi?cation code. 

6. A terminal device according to claim 1, Wherein said 
unique information is a process for processing said pass 
Word, and said generating means generates said certi?cation 
code by processing said passWord based on the process. 

7. A terminal device according to claim 1, Wherein said 
terminal device further comprises detection means for 
detecting a passWord request from the host computer, and 
When said passWord request is detected by said detection 
means, said generating means generates said certi?cation 
code. 

8. A terminal device according to claim 7, Wherein said 
detection means detects said passWord request by detecting 
a predetermined code from information received from the 
host computer. 

9. A method for a terminal device to request user certi 
?cation from a host computer Which performs user certi? 
cation based on a certi?cation code received from said 
terminal device, said method comprising the steps of: 

inputting a passWord assigned to a user; 

reading unique information stored in said terminal device; 

generating a certi?cation code based on said passWord 
and said unique information; and 

transmitting said certi?cation code to the host computer. 
10. A method according to claim 9, Wherein said unique 

information is an identi?cation code for said terminal 
device. 

11. A method according to claim 10, Wherein, in the 
generating step, said passWord and said identi?cation code 
are combined to generate said certi?cation code. 

12. A method according to claim 10, Wherein, in the 
generating step, said passWord and said identi?cation code 
are processed by a predetermined computation to generate 
said certi?cation code. 
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13. A method according to claim 10, Wherein, in the 
generating step, a combination of said passWord and said 
identi?cation code is generated as said certi?cation code. 

14. A method according to claim 9, Wherein said unique 
information means a process for processing said passWord, 
and in the generating step said passWord is processed based 
on the process to generate said certi?cation code. 

15. A method according to claim 9, Wherein said method 
further comprises the step of detecting a passWord request 
from the host computer, and When said passWord request is 
detected in the detecting step, the generating step is per 
formed. 

16. A method according to claim 15, Wherein, in the 
detecting step, said passWord request is detected by detect 
ing a predetermined code from information received from 
the host computer. 

17. A user certi?cation system comprising a host com 
puter and a plurality of terminal devices capable of access 
ing the host computer, 

in Which said plurality of terminal devices each include: 
input means used to input a passWord assigned to a 
user; storage means for holding unique information 
about said terminal device; generating means for gen 
erating a certi?cation code based on said passWord and 
said unique information; and transmitting means for 
transmitting said certi?cation code to the host com 
puter, and 

the host computer includes: receiving means for receiving 
said certi?cation code; and certi?cation means for 
performing user certi?cation based on the received 
certi?cation code. 

18. A computer-readable storage medium holding an 
information processing program for controlling a computer 
in a terminal device to request user certi?cation from a host 
computer, said program comprising codes for causing the 
computer to perform the steps of: inputting a passWord 
assigned to a user; reading unique information stored in said 
terminal device; generating a certi?cation code based on 
said passWord and said unique information; and transmitting 
said certi?cation code to the host computer. 

* * * * * 


