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(57) ABSTRACT 
Software, methods, and systems for representing devices on 
a computer network are described. In one embodiment, the 
system of the invention includes a topology service. The 
topology service includes a protocol interface mechanism, 
an engine, and a database support mechanism. The topology 
service is coupled With a data storage mechanism. In a more 
speci?c embodiment, the protocol interface mechanism, 
engine, and database support mechanism each con?gured to 
operate as independent components. 
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COMPUTER NETWORK TOPOLOGY SERVICE 
ARCHITECTURE 

BACKGROUND OF THE INVENTION 

[0001] 1. Field of the Invention 

[0002] The present invention relates to computer netWork 
architectures, and, more speci?cally, to softWare for man 
aging computer and communications netWorks. More par 
ticularly, the present invention provides softWare, systems, 
and apparatus for managing softWare entities and hardWare 
over a computer netWork. The present invention has appli 
cations in the areas of computer science, computer netWork 
management, and computer softWare. 

[0003] 2. The Related Art 

[0004] The demands on computer netWork managers have 
groWn exponentially as the siZe and eXtensiveness of com 
puter netWorks has groWn over the past decade. Starting 
from the relatively simple task of maintaining communica 
tion among a relatively small number of mainframe com 
puters, netWork managers must noW coordinate operations 
among thousands of computers, printers, servers, and other 
netWorked devices. With the advent of the J ava® and JiniTM 
programming languages, even household devices Will soon 
become linked over computer netWorks running on house 
hold “intranets” that in turn are linked to the WorldWide 
Internet. Thus, there appears to be no end in sight to the 
increasing burden on netWork managers. 

[0005] To control and coordinate the softWare associated 
With the myriad of netWorked computers and other devices, 
netWork managers employ softWare designed to track, estab 
lish communications With, and control various softWare 
entities or processes that eXist independently or represent the 
netWorked devices. Entities that represent netWorked 
devices are also referred to herein as “agents”. The softWare 
used by the netWork manager interacts With various “plat 
form-level” softWare services to enable the netWork man 
ager to locate and interact With the various entities running 
on the netWork. Various services are provided to identify the 
entities, retrieve needed data about the properties and states 
of the entities, and store that information for use by other 
entities and user applications. In particular, a topology 
service is used to provide a logical representation of the 
devices on the netWork. The representations can be acted 
upon by the applications. 

[0006] The number of entities being processed by the 
netWork management softWare can be great for large com 
puter netWorks. Managing such a large number of entities 
can sloW system performance dramatically. Also, many 
systems rely on the same central softWare service to process 
both communications connection and manage entity data. 
This reliance on a single service to process such diverse yet 
vital tasks creates a risk of catastrophic netWork failure if the 
central softWare service fails. Such risks and decreased 
performance are not acceptable for large-scale netWorks that 
must be available tWenty-four hours a day, seven days a 
Week. 

[0007] Therefore, it Would be bene?cial to provide a 
topology service for a computer netWork management archi 
tecture that can process large numbers of devices and that 
continues to operate even if a central piece of the netWork 
management softWare fails. The present invention meets 
these and other needs. 
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SUMMARY OF THE INVENTION 

[0008] The present invention meets the above-described 
needs by providing, in one aspect, a computer netWork entity 
topology system for computer and communications netWork 
management architectures that has high processing capacity 
and is robust. The design of the topology softWare, system, 
and methods provided by the present invention can be scaled 
readily to handle ef?ciently the demands of ever-groWing 
computer and communications netWorks and can be run in 
processes separate from other netWork management func 
tions. Such a capability reduces the risk of a catastrophic 
netWork management failure. 

[0009] In a ?rst aspect, the present invention provides a 
system for representing devices on a computer netWork. In 
one embodiment, the system of the invention includes a 
topology service. The topology service includes a protocol 
interface mechanism, an engine, and a database support 
mechanism. The topology service is coupled With a data 
storage mechanism. In a more speci?c embodiment, the 
protocol interface mechanism, engine, and database support 
mechanism each con?gured to operate as independent com 
ponents. The con?guration is arranged such that either the 
protocol mechanism, the engine, or the database support 
mechanism components can be substituted With a second 
such component Without substantial recon?guration of the 
remaining components. In another embodiment, the engine 
includes a series of objects that de?ne computer netWork 
topology nodes. The nodes include information about the 
devices on the netWork. 

[0010] In another aspect, the present invention includes a 
method for representing devices on a computer netWork. In 
one embodiment, the method of the invention devices on a 
computer netWork are identi?ed. A topology object is cre 
ated to represent the device. The object is associated With the 
device. The associated object is stored in a database man 
aged by a topology service, such as just described. In another 
embodiment, the method provided by the invention includes 
receiving an alarm noti?cation regarding a device having an 
associated topology object stored in the database. The topol 
ogy object is eXtracted from the database and acted on by the 
topology object in accordance With the alarm. The step of 
acting includes, according to another embodiment of the 
invention, the sub-steps of updating an alarm count in the 
topology object, propagating a notice to other topology 
nodes associated With the topology object, storing informa 
tion related to the alarm and the database, and notifying 
other services on the computer netWork. 

[0011] In yet another aspect, the present invention pro 
vides computer-readable media and data signals that are 
con?gured to cause a computer to implement the computer 
controlled steps of providing a topology service on a com 
puter netWork. The topology service is con?gured to create 
and manage topology objects representing devices on the 
netWork. The computer is further controlled by the media 
and signals to create topology objects representing devices 
and associating the objects With the devices. Furthermore, 
the computer is further controlled by the media and signals 
to store the associated topology objects in a database man 
aged by the topology service. 

[0012] These and other aspects and advantages Will 
become apparent When the Description beloW is read in 
conjunction With the accompanying DraWings. 
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BRIEF DESCRIPTION OF THE DRAWINGS 

[0013] FIG. 1 is an illustration of certain software and 
hardware elements in a computer netWork in accordance 
With the present invention. 

[0014] FIG. 2 is a schematic illustration of Topology 
Service 112 in greater detail. 

[0015] FIG. 3A is an illustration of a object hierarchy. 

[0016] FIG. 3B is an illustration of the relationship 
betWeen a node on the object hierarchy of FIG. 3A and UI 
102 of FIG. 1. 

[0017] FIG. 4 is a ?oWchart of one embodiment of an 
initialiZation process in accordance With one embodiment of 
With the present invention. 

[0018] FIG. 5 is a ?oWchart of a node creation process in 
accordance With one embodiment of the present invention. 

[0019] FIG. 6 is a ?oWchart of an alarm propagation 
process in accordance With one embodiment of the present 
invention. 

[0020] FIG. 7 is a ?oWchart illustrating step 612 of FIG. 
6 in greater detail. 

[0021] FIG. 8 is an illustration of the propagation of 
information among related topology nodes in accordance 
With one embodiment of the present invention. 

[0022] FIG. 9 is a ?oWchart of an “SetRequest” process in 
accordance With one embodiment of the present invention. 

[0023] FIG. 10 is a ?oWchart of an “SetParentIDs” pro 
cess in accordance With one embodiment of the present 
invention. 

[0024] FIG. 11 is a ?oWchart of an “GetRequest” process 
in accordance With one embodiment of the present inven 
tion. 

[0025] FIG. 12 is a ?oWchart of an “ActionRequest” 
process in accordance With one embodiment of the present 
invention. 

[0026] 
netWork. 

FIG. 13 is a schematic illustration of a computer 

[0027] FIG. 14 is a schematic illustration of a computer 
system. 

DESCRIPTION OF SOME EMBODIMENTS OF 
THE INVENTION 

[0028] The present invention provides an computer net 
Work topology service that handles devices and other entities 
installed on a computer or communications netWork. The 
topology service provided by the present invention is 
capable of handling large number of devices and entities and 
can be installed and operated separately from other netWork 
management softWare components to provide thereby more 
robust operations in the case one or more such components 
fails. The topology service provided by the present invention 
can be scaled readily to handle greater volumes of network 
traffic. 

[0029] FIG. 1 at 100 illustrates various softWare and 
hardWare components used to manage computer netWork 
operations in accordance With one embodiment of the 
present invention. Generally, computer netWork softWare 
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and hardWare operations can be organiZed conceptually into 
three layers: an Application layer, a Platform layer, and a 
HardWare layer. The Application layer generally comprises 
user interface (“UI”) softWare 102 designed to alloW net 
Work operators to communicate With softWare and hardWare 
installed on the netWork. Such communications include, but 
are not limited to, sending requests, receiving alarms, receiv 
ing status reports, locating devices, and controlling devices. 
A HardWare layer represent the various devices installed on 
the netWork, such as devices 108 (“Devicel”) through 110 
(“Devicen”). EXamples of devices include communications 
devices, routers, severs, modems, computers, printers, net 
Work interface cards, and hubs. Still more eXamples of 
applications and devices Will be apparent to those having 
skill in the computer science and computer netWork arts. In 
particular, the softWare, systems, and methods described 
herein can be applied to communications netWorks by 
analogy to the presentation provided for communications 
netWorks embodiments of the present invention. Such adap 
tation can be made by those of skill in the computer science, 
netWork, and communications arts Where needed. 

[0030] BetWeen the Application and HardWare layers is 
the Platform layer. This layer comprises netWork manage 
ment softWare designed to alloW the netWork administrator 
operating an application such as UI 102 access to entities 
and devices on the netWork. The netWork management 
softWare also operates to enable communications among 
various entities installed on the netWork, including event 
communications. In one embodiment, the netWork commu 
nications are handled by a central Management Information 
Server (“MIS”) 104 that coordinates messages sent betWeen 
entities running on each of the netWork layers. MIS 104 
interacts With various services for netWork management 
services in addition to its oWn services. In particular, MIS 
104 interacts With a Topology Service 112 (described in 
greater detail beloW) that in turn is coupled With a Database 
114 (also described in greater detail beloW), an Event 
Distribution Service (“EDS”) 116 that processes event sig 
nals and propagates those signals to various “listener” 
entities on the netWork, and a Logging/Alarm Service 118. 
The latter tWo services provide resources for managing 
netWork entities, events generated by the entities, and 
alarms. EXamples of EDS 116 and services can be found in 
co-pending US. patent applications Ser. Nos. 
(Attorney Docket No. P3548) and (Attorney Docket 
No. 3556) each of Which is incorporated herein by reference 
for all purposes. The platform level entities further include 
a Message Protocol Adapter (“MPA”) 106 that alloWs com 
munication betWeen devices 108-110 and MIS 104. One 
eXample of an MPA can be found in co-pending US. patent 
applications Ser. Nos. and (Attorney Docket 
Nos. P3559 and P3546). 
[0031] Topology Service 112 also communicates through 
MIS 104 and, optionally, With EDS 116. The Topology 
Service provides resources for managing information about, 
including the location, identity, and state of the entities on 
the netWork. In one embodiment, Topology Service 112 
includes management objects 120-122 that correspond to the 
entities and devices on the netWork. Alternatively, these 
objects can be located elseWhere. In a more particular 
embodiment, management objects 120-122 include GDMO 
de?ned objects that represent the devices on the netWork. 
HoWever, the invention can include management objects 
having any suitable de?nition. In another embodiment, 
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Topology Service 112 is a process separate from MIS 104. 
In still another embodiment, Topology Service 112 runs on 
a separate processor to reduce computational overhead on 
the processor running MIS 104. Those having skill in the 
computer science and netWork arts Will appreciate that such 
an embodiment includes the advantages of greater speed 
since the processing chores of the Topology Service and 
MIS are divided betWeen tWo processors. In addition, using 
a second processor to run Topology Service processes 
reduces the chance that both the Topology Service and MIS 
Will fail simultaneously. In still another embodiment, Topol 
ogy Service 112 functions Within the same process as MIS 
104. 

[0032] The architecture of Topology Service 112 is 
described in greater detail With respect to FIG. 2. In the 
illustrated embodiment, Topology Service 112 includes 
three elements: Protocol Interface 204, Engine 206, and 
Persistence Support 208. In one embodiment, each of these 
layers is modular, i.e., the layer can be removed from the 
others and replaced With another version or implementation 
Without signi?cant alternation of the remaining layers. For 
eXample, a CMIS-con?gured Protocol Interface can be sub 
stituted With a CORBA-con?gured Protocol Interface. Pro 
tocol Interface 204 provides communications support 
betWeen Engine 206 and the other netWork components, 
especially MIS 104 and the netWork 210. In one embodi 
ment, Protocol Interface 204 processes messages received 
from the MIS and sends responses back to the MIS. Such 
processing includes encoding and decoding, veri?cation, 
access control (security), scoping, ?ltering and interfacing 
With Engine 206. 

[0033] In one embodiment, Protocol Interface 204 pro 
cesses messages using Common Management Information 
Services (“CMIS”) protocol. In a more speci?c embodiment, 
Protocol Interface 204 includes the folloWing classes: Pend 
ingRequest, RespElement, MsgFilter, CMISTopoContainer 
(including CMISTopoNode, CMISTopoNodeDB, CMISTo 
poTypeDB, CMISTopoType, CMISTopoVieWDB, CMIS 
TopoVieW, CMISTopoVieWNode as described beloW), and 
AttrInfo. These classes are shoWn in greater detail in Table 
1-Table 5. 

[0034] The PendingRequest class handles the incoming 
requests to Topology Service 112. Such requests include 
veri?cation, scoping, collecting linked responses, and deliv 
ering responses to the requester. One embodiment of the 
implementation of the PendingRequest class is shoWn as a 
decomposition in Table 1. Of course, other equivalent imple 
mentations Will be apparent to those having skill in the 
computer science and netWork arts. 

TABLE 1 

PendingRequest 
MessageSAP *sap 
ObjReqMess *origimsg 
Boolean isierror 
MessType erritype 
Boolean accessicontrolled 
U32 cbsipending 
enum ReqStatus {STARTING, INLSERVICE, 
WAITING, COMPLETED, CANCELLED} 
ReqStatus status 
static Result verifyirequesto 
Result buildilisto 

Oct. 18, 2001 

TABLE 1-continued 

Result startireqo 
Result doicreateireqo 
void getidone(ObjResMess *) 
void setidone(ObjResMess *) 
void delidone(ObjResMess *) 
void cridone(ObjResMess *) 
void actionidone(ObjResMess *) 
MessId getimsgiido 
const Asnl Value &geti?lter() 
Callback reqicomplete 
static RWTQueue<PendingRequest, 
RWTValSlist<PendingRequest>> qipendingireqs 
RWTQueue<RespElement, 
RWTValSlist<RespElement>> respiq 

[0035] verify_request0 veri?es the incoming request 
for validity and access control. It also sets the 
access_controlled attribute of the object to indicate 
Whether check_access returned “alloW” or 
“unknown”. If check_access returns “deny” a 
response is send back immediately Without forming 
a neW PendingRequest. 

[0036] build_list0 performs scoping. If an earlier call 
to check_access returned “Unknown”, then check 
_access Will be called at each of the sub-requests in 
the scope. Build_list0 also increments the counter 
cbs_pending for each of the sub-requests formed in 
the scope. 

[0037] start_req0 services the queue of the Pendin 
gRequest. This can be done serially or in a multi 
threaded fashion. 

[0038] do_create_req0 performs the create operation. 

[0039] get_done0, set_done0, del_done0, cr_done0, 
action_done0 are called at the end of performing an 
operation on a GDMO object. Each then decrements 
the counter cbs_ending and determines Whether to 
send a response based upon the sync of the request. 

[0040] get_msg_id0, get ?lter0are utility functions to 
get the values from the incoming message. 

[0041] RespElement holds the node on Which an operation 
Was performed and the response itself. In one embodiment, 
if the sync in the message is BEST_EFFORT there Will be 
only one instance of this class, but if the sync is ATOMIC 
there Will be an instance for each of the responses in the 
scope of the PendingRequest. One eXample of RespElement 
is shoWn as a decomposition in Table 2. Of course, other 
equivalent implementations Will be apparent to those having 
skill in the computer science and netWork arts. 

TABLE 2 

RespElement 
Message *rmsg 
Node *node 

[0042] MsgFilter is used for performing ?ltering. In one 
embodiment, MsgFilter is used to perform CMIS ?ltering 
and is a subclass of the Protocol Management Interface 
(“PMI”) ?lter class. In a more speci?c embodiment, Msg 
Filter overrides the need_type, need_value, end_?lter meth 
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ods of the base class. One example of MsgFilter is shown as 
a decomposition in Table 3 

TABLE 3 

MsgFilter 
FilterResult ?lteriresult 
Result needitype(constAsn1 Value 8:) 
Result needivalue (const Asnl Value 8:) 
void endi?lter(FilterResult) 
FilterResult geti?lteriresulto 

[0043] Get_?lter_result0 returns the result of the ?ltering 
operation, MATCH or NO_MATCH. Of course, other 
equivalent implementations Will be apparent to those having 
skill in the computer science and netWork arts. 

[0044] CMISTopoContainer is an abstract class, Which has 
virtual methods to perform CMIS operations on GDMO 
de?ned topology objects. There is a subclass de?ned corre 
sponding to each of the GDMO objects for the topology. In 
one embodiment, include the subclasses CMISTopoNode, 
CMISTopoNodeDB, CMISTopoTypeDB, CMISTopoType, 
CMISTopoVieWDB, CMISTopoVieW, CMISTopoVieWN 
ode. An eXample of CMISTopoContainer is shoWn as a 
decomposition in Table 4, other equivalent implementations 
Will be apparent to those having skill in the computer science 
and netWork arts. 

TABLE 4 

CMISTopoContainer 
PendingRequest *ptripendireq 
AsnlValue oi 
AsnlValue oc 

AsnlValue pkgs 
AsnlValue nb 
AsnlValue criattrilist 
AsnlValue actionireply 
AsnlValue attrirespilist 
ObjResMess *respimsg 
virtual Result startigetireq(PendingRequest *, 
const AsnlValue &getlist) = 0 
virtual Result startisetireq(PendingRequest *, 
const AsnlValue &setlist) = 0 
virtual Result starticrireq(PendingRequest *, 
const AsnlValue &crlist) = 0 
virtual Result startidelireq(PendingRequest *, 
const AsnlValue &dellist) = 0 
virtual Result startiactionireq(PendingRequest *, 
const AsnlValue &actiontype, 
const AsnlValue &actioninfo) = 0 
virtual Result startieventireg(EventReg *) = O 

[0045] ptr_pend_req is a pointer to the object that 
forWarded the pending request. 

[0046] oi, oc, pkgs, nb represent some attributes for 
the GDMO object. 

[0047] start _get_req0, start_set_req0, start_cr_req0, 
start_del_req0, start_action_req0 are member func 
tions that instantiate the appropriate Node object 
from the behavior layer, perform ?ltering, the cor 
responding CMIS operation, and the response. 

[0048] An eXample of the CMISTopoNode subclass is 
shoWn as a decomposition in Table 5 beloW. The other 
subclasses (CMISTopoNodeDB, CMISTopoTypeDB, 
CMISTopoType, CMISTopoVieWDB, CMISTopoVieW, 
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CMISTopoVieWNode) can be constructed by analogy. Other 
equivalent implementations Will be apparent to those having 
skill in the computer science and netWork arts. 

TABLE 5 

CMISTopoNode 
static RWTPtrHashMap<Oid, AttrInfo, 
hashioid, cmpioid>hashiforiattriinfo 
Result startigetireq(PendingRequest *, 
const AsnlValue &getlist) 
Result startisetireq(PendingRequest *, 
const AsnlValue &setlist) 
Result starticrireq(PendingRequest *, 
const AsnlValue &crlist) 
Result startidelireq(PendingRequest *, 
const AsnlValue &dellist) 
Result startiactionireq(PendingRequest *, 
const AsnlValue &actiontype, 
const AsnlValue &actioninfo) 
static RWTPtrHashMap<Oid, AttrInfo, 
hashioid, cmpioid>hashiforiattriinfo 
static nodeichangeifunc(U32 id, U32 changes) 

[0049] hash_for_attr_info maintains a hash for all the 
attributes belonging to this GDMO object. The ele 
ment of the hash is an object of AttrInfo class 
described beloW. 

[0050] node_change_func0 is called Whenever the 
transaction on the Node object is committed. This 
function forms an attribute value change noti?cation, 
Which needs to be issued along With the set response. 

[0051] The above-mentioned AttrInfo class is used to store 
information about an attribute, like the Oid, value and other 
MDR related information such as ?ltering info. An eXample 
of the implementation of this class is shoWn as a decompo 
sition in Table 6 beloW. Other equivalent implementations 
Will be apparent to those having skill in the computer science 
and netWork arts. 

TABLE 6 

AttrInfo 
Oid attrioid 
AsnlValue attriasn 
AttributeIndeX iX 
AttributeProps prop 
FilterMatchRule matchirule 
AsnlValue defaultiasnivalue 
const AsnlValue &getiasnival() 
const AsnlValue &getidefaultiasnival() 
AttributeIndeX getiattriindexo 
AttributeProps getiattripropso 
FilterMatchRule getimatchiruleo 

[0052] Engine 206 provides the services supported by 
Topology Service 112 (i.e., the “behavior” of the Topology 
Service). In one embodiment, Engine 206 provides the API 
for Protocol Layer 204, and implements a group of C++ 
classes to create and manage nodes on a management tree 
(such as shoWn in FIG. 3 Which Will be discussed in greater 
detail beloW). In a more speci?c embodiment, Engine 206 
supports the classes TopoNode, TopoVieW, TopoTransac 
tion, TopoVieWNode, and TopoType. These classes and 
subclasses Will be discussed in greater detail beloW. 

[0053] In one particular embodiment, the subclasses Con 
tainer and Bus inherit from the TopoNode class. The addi 
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tional subclasses Array, Monitor, and BusContainer inherit 
from the Container subclass. TopoNode provides the bulk of 
the functionality and the attributes to support it. The Con 
tainer class is used for all the objects that are also vieWs, and 
supports the classes such as Monitor, Array, and BusCon 
tainer that provide speci?c behavior and attributes for those 
types of objects. Bus is another instance of the TopoNode 
class With behavior provided for bus points. This embodi 
ment, folds the functionalities of TopoNode, TopoVieW, and 
TopoVieWNode into a single C++ class. 

[0054] In a more particular embodiment, the above-de 
scribed TopoNode class and Array, Monitor, and BusCon 
tainer subclasses map GDMO types as shoWn in Table 7 and 
Table 8 beloW. 

TABLE 7 

Behavior Class GDMO topoType 

TopoNode Device, Server, Hub, HLR, SunWs, BTS, 
Interface, XCDR, Host, BSC, OMC, VLR, 
Bridge, Printer, Router, Sun, SparcCenter, 
Java, SparcZ, SparcIX, Ultra, SparcZO, 
Sparcl, SparclO, SparcIPX, SparcIPC, 
Sparc, Ultra1, SparcS, Ultra2, Link 

Bus Bus 

Container MSC, SubnetWork, Universe, Network, 
LinkContainer 

Array Array 
Monitor Hexagon, OrnniSector, HeXagonlZO, Circle 
BusContainer BusContainer 

[0055] 

TABLE 8 

User Type Derived From API Class 

A Sun, Device, Bus, Link TopoNode 
B Container Container 
C Array Array 
D BusContainer BusContainer 
E LinkContainer Container 

[0056] Class decompositions are provided beloW. 

Class TopoType { 
public: 

// methods for transactions 
static int beginitransactiono; 
static void, abortitransaction?nt Xid); 
static void commititransaction?nt Xid); 
// method to register for topoType noti?cations, the 

// TypeChangeFunc takes a reference to TopoType. 
void setitypeichange(TypeChangeFunc); 
static TopoType & ?ndiinstance?nt Xid, RWCString 
typename); 
void createiinstance?nt Xid, TopoType&); 
void deleteiinstance?nt Xid, RWCString typename); 
RWCString getinameo; 
const RWTPtrSlist<TopoType> & getiderivedifromo const; 
RWTPtrSlist<TopoType> getialliderivedifromo const; 
RWBoolean isiderivedifrom (const TopoType 8:); 
const RWTPtrSlist<TopoType> & getibaseiofo const; 
RWTPtrSlist<TopoType> getiallibaseiofo const; 
short getimaxivisibleilevelo const; 
short getimaxitopologyilevelo const; 
short getidraWimethodO const; 
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-continued 

RWCString & getidefault layer() const; 
const RWTPtrSlist<TopoType>& getilegaliarcso const; 
RWTPtrSlist<TopoType> get allilegaliarcso const; 
RWBoolean isilegaliarc (const TopoType &)const; 
const RWTPtrSlist<TopoType>& getilegalichildreno const; 
RWTPtrSlist<TopoType> get allilegalichildreno const; 
RWBoolean isilegalichild (const TopoType &) const; 
RWDBBlob & getiuserdatao const; 
void addiarc (const TopoType &); 
void addichild (const TopoType &); 
void setidrawimethod (short method); 
void setidefaultilayer (RWCString layer); 
void setiuserdata (const RWDBBlob & attributes); 

Class TopoNode { 
public: 

static int beginitransactiono; 
static void abortitransaction?nt Xid); 
static void commititransaction?nt Xid); 
// method to register for topoNode noti?cations 
void setinodeichange(NodeChange Func); 
void setiviewichange(VieWChangeFunc); 
void setiviewnodeichange (VieWNodeChangeFunc); 
TopoNode& ?ndiinstance?nt Xid, int id); 
void createiinstance?nt Xid, TopoNode&); 
void deleteiinstance?nt Xid, int id); 
// support for actions 
static RWTValSlist<int> getitoponodesibyiname (const 
RWCString& 
name, int match, int depth=O); 
static RWTValSlist<int> getitoponodesibyitype (const 
RWCString& 

type); 
static RWTValSlist<int> getitoponodesibyimo (const RWDBBlob& 
m0); 
static RWTValSlist<int> getiallinodeso; 
static RWTValSlist<int> getiallivieWsO; 
int getiid() const; 
const RWDBBlob & getimoiseto const; 
const RWCString & getiname const; 
const RWCString & getitypenameo const; 
const RWCString & getilayero const; 
RWDBBlob & get userdata() const; 
const RWTPtrSlist<DisplayStatus> & getidisplayistatuso 
const; 
const Geolocation & getigeoilocationo const; 
const RWTPtrSlist<TopoNode> & getiparentso const; 
const RWTValSlist<int> & getiparentiidso const; 
const RWTPtrSlist<TopoNode> & getichildreno const; 
const RWTValSlist<int> & getichildreniidso const; 
const RWTPtrSlist<TopoNode> & getipeerso const; 
RWTValSlist<int> & getipeeriidso const; 
const RWTPtrSlist<TopoNode> & getipropipeerso const; 
RWTValSlist<int> & getipropipeeriidso const; 
int getistateo const; 
int getiseverityo const; 
int getipropagatediseverityo const; 
int getialarmicount (Severity severity) const; 
RWBoolean getipropagationo const; 
void setiname (const RWCString & name); 
void setitypename (const RWCString & typename); 
void setimoiset (const RWDBBlob &blob); 
void setilayer (const RWCString &layer); 
void setigeoilocation (Geolocation &location); 
void setidisplayistatus (const RWTPtrSlist<DisplayStatus> 
&list) 
void setistate (int state); 
void setiseverity (int severity); 
void setialarmicount (Severity severity, int value); 
void increaseialarmicount (Severity severity); 
void decreaseialarmicount (Severity severity); 
void setipropagation (RWBoolean propagation); 
void addiparent (const TopoNode &); 
void removeiparent (const TopoNode &); 
void setiparentiids (const RWTValSlist<int> ids); 
void addipeer (const TopoNode &); 
void removeipeer (const TopoNode &); 
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void setipeeriids (const RWTValSlist<int> ids); 
void setipropipeeriids (const RWTValSlist<int> ids);}; 
Class Container: public TopoNode { 

TopoType" type; 
public: 

// view node related 
static int getiposition (int parentId, int childId) const; 
static setiposition (int parentId, int childId, const Point 
86); 
// view speci?c 
const RWTvalSlist<int> getichildren() const; 
const RWCString & getibackgroundiimageo const; 
const RWCString & getimapicon?gurationi?le() const; 
const RWCString & getiinitialigeoiareao const; 
int getizoomivalueo const; 
int getizoomifocuso const; 
int getiiconiscaleo const; 
int getilabeliscaleo const; 
void setibackgroundiimage(RWCString &); 
void setimap con?gurationi?le(RWCString &); 
void setiinitialigeoiarea(RWCString &); 
void setizoomivalue (int Zoom) const; 
void setizoomifocus (int focus) const; 
void setiiconiscale (int iconiscale) const; 
void setilabeliscale (int labeliscale) const;}; 

Class Monitor: public Container { 
int rotation; 
RWTPtrSlist<TopoNode> visibleichiIdren; 

public: 
const RWTPtrSlist<TopoNode> & getivisibleichildreno const; 
void setivisibleichiIdren(RWTValSlist<int> & list) const;}; 

Class Array: public Container { 
int arrayiorienation; 
int arrayinumicolumns; 
ArrayCellSiZe arrayicellisize; 

public: 
int getiarrayiorientationo const; 
int getiarrayinumicolumnso const; 
ArrayCellSiZe getiarrayicellisizeo const; 
void setiarrayiorientation (int orientation) const; 
void setiarrayinumicolumns (int orientation) const; 
void setiarrayicellisize (const ArrayCellSiZe 
arrayicellisize) const;}; 

Class Bus: public TopoNode { 
RWTPtrSlist(Point) busipoints; 

public: 
RWTPtrSlist(Point) getibusipointso const; 
void setibusipoints(RWTPtrSlist(Point)& busipoints) const;}; 

Class BusContainer: public Container { 
RWTPtrSlist(Point) busipoints; 

public: 
RWTPtrSlist(Point) getibusipointso const; 
setibusipoints(RWTPtrSlist(Point)& busipoints)const;}; 

Class Point { 
int x, y, Z; 

public: 
Point(int ix = 0, int my = 0, int f2 = O); 
Point(const Point& p): x(p.x), y(p.y), Z(p.Z); 
void set (int ix, int my, int iz); 
Point& operator = (const Point& p); 
RWBoolean operator == (const Point& other) const;}; 

Class ArrayCellSiZe { 
public: 

TopologyArrayCellSiZe(); 
int width; 
int height;}; 

[0057] Persistence Layer 208 provides support for the 
operation of Database 114. In one embodiment, Persistence 
Layer 208 consists only of a TopoPersist class that is 
con?gured to provide a persistence service for the topology 
objects in a Engine 206, including support for the creation, 
deletion and modi?cation of the persistent attributes of the 
topology objects. In a more speci?c embodiment, the service 
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is provided within the context of transactional semantics. 
This provides the ability to make atomic, consistent changes 
to several attributes of one or more topology objects. In 
another embodiment, the TopoPersist class uses a commer 
cial relational database management system (“RDBMS”) to 
provide the persistent storage using a database schema. One 
example of the TopoPersist class is shown below as a 
decomposition in Table 9. Other implementations can be 
determined by those of skill in the computer science and 
network arts. 

TABLE 9 

TopoPersist() 
TopoPersist(persistiserver,repositoryiname) 
beginitransaction()—returns a transactioniid 
commititranscation(transactioniid) 
rollbackitransaction(transactioniid) 
modifyinode(transactioniid, topoinode, 
attributeimap) 
readinode(transactioniid, topoinode, attributeimap) 
createinode(transactioniid, topoinode, 
attributeimap) 
deleteinode(transactioniid, topoinode) 
readitype(transactioniid, topoitype, attributeimap) 
createitype(transactioniid, topoitype, attributeimap) 
deleteitype(transactioniid, topoitype) 

[0058] The operation of the Topology Service of the 
invention will be described with respect to an object or node 
hierarchy illustrated in FIGS. 3A and 3B. FIG. 3A illus 
trates a “management information tree” comprising a root 
node 302 from which extends nodes 304-324 that are 
organized into sub-hierarchies. Using the methods, systems, 
and software provided by the present invention, information 
on any of the nodes in the tree can be obtained for various 
uses, such as display on UI 102 as illustrated in FIG. 3B in 
which a representation of node 314 shown at 314‘. 

[0059] FIGS. 4-12 illustrate the operation of one embodi 
ment of Topology Service 112. FIG. 4 illustrates an embodi 
ment of a process by which Topology Service 112 initializes 
various “topology nodes” that represent various entities on 
the network, such as illustrated in FIG. 3A. At step 402 
container objects are created to contain the instances of the 
above-described topology objects. Examples of such objects 
include the above-described TopoNode objects, TopoType 
objects, and TopoView objects. Other examples will be 
familiar to those of skill in the art. At step 404 the Topology 
Service is seeded with TopoType objects for each device 
type. In one embodiment, these objects include pre-de?ned 
device types as well as user-de?ned device types. In another 
embodiment, the objects are kept in memory and stored 
persistently. At step 406 the Root Node, e.g., node 302 in 
FIGS. 3A and 3B, is created. 

[0060] FIG. 5 illustrates an embodiment of the creation of 
the remaining topology nodes (e.g., nodes 304-324 in FIGS. 
3A and 3B). Starting at step 502 each device and/or entity 
installed on the network is identi?ed. According to one 
embodiment, such identi?cation can be done using an appli 
cation, such as represented at 102 in FIG. 1, or by pre 
de?nition. An example of an application for discovering 
devices and/or entities is provided in co-pending US. patent 
application Ser. No. (Attorney Docket No. P3557), 
?led on even date herewith and which is incorporated herein 
by reference in its entirety and for all purposes. Alterna 
tively, the Topology Service can include a facility to perform 
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device/entity discovery. At step 504, TopoNode objects are 
associated With the discovered devices (including agents 
associated With the devices) and/or entities. In one embodi 
ment, “Zero-caching” of the created objects is employed. In 
this embodiment, only those objects being used by the 
Topology Service are put into memory; and these objects are 
destroyed When no longer needed by the Topology Service. 
In another embodiment, objects holding vieWs and leaf 
nodes are held in memory. 

[0061] FIGS. 6 and 7 illustrate an embodiment of the 
invention in Which Topology Service 112 processes and 
propagates alarms received from agents, entities, and 
devices on the netWork. Starting at step 602 alarms sent by 
a device or entity are received by Log/Alarm Service 118 via 
EDS 116. The alarm is logged at step 604 by Log/Alarm 
Service 118, Which sends a noti?cation of the alarm to 
Topology Service 112 via EDS 116 at step 606. At step 608, 
the Topology Service receives the noti?cation and extracts 
the managed objects at step 610. The Topology Service then 
acts on the managed objects at step 612. 

[0062] The action taken on the managed objects by Topol 
ogy Service 112 is described in greater detail in FIG. 7. 
Starting at 702, the Topology Service determines Which 
TopoNodes represent the managed objects. At step 704 the 
alarm count for those TopoNodes is updated and the alarms 
are propagated to the relevant nodes. In one embodiment, 
propagation is performed for all nodes that have a “parent” 
relationship to the TopoNode of the managed object report 
ing the alarm in addition to any nodes de?ned to receive 
such updates. One eXample of such propagation is provided 
in FIG. 8. There, node 312 reports an alarm. After updating 
the TopoNode for the alarm state, the alarm is propagated to 
TopoNodes 310, 308, 304, and 302 as illustrated by arroWs 
P1-P4. In addition, the alarm is also propagated to TopoNode 
324 as shoWn by arroW P5. Although TopoNode 324 is not 
a parent, in the eXample illustrated by FIG. 8 is has been 
designated to receive such noti?cations. Returning to FIG. 
7, at step 708 the alarm information is Written to a database 
that holds the TopoNodes updated in step 708. The noti? 
cations of the updates of the TopoNodes are sent as events 
to EDS 116 Which processes the events. 

[0063] FIGS. 9-12 illustrate embodiments of the mainte 
nance of the TopoNodes. FIG. 9 illustrates one embodiment 
of a process to change one or more parameters of one or 
more TopoNode objects using a “Set Request” CMIP com 
mand. At step 902 the Topology Service receives a SetRe 
quest command from an application (e.g., UI 102), agent, 
entity, or the like. The command is parsed to determine the 
TopoNode identi?ers at step 904. At step 906 the identi?ed 
TopoNodes are acted upon in accordance With the instruc 
tions provided in the command received at step 902. At step 
908 one or more events are sent to notify relevant entities of 
the changes made to the identi?ed TopoNodes. 

[0064] FIG. 10 illustrates an embodiment of the present 
invention for performing a “SetParentIDs” command. Start 
ing at 1002 a determination is made as to Whether a 
parent-child relationship identi?ed in the command eXists. If 
the relationship does not eXist, then processing is terminated 
as indicated by the “no” branch of step 1002. If the rela 
tionship does exist, the “yes” branch of step 1002 is fol 
loWed to step 1004 Where a determination is made Whether 
the relationship is valid. If the relationship is not valid, then 
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processing is terminated as indicated by the “no” branch of 
step 1004. OtherWise, the “yes” branch of step 1004 is 
folloWed to step 1006 Where the parent-child relationship list 
of the relevant TopoNode objects is modi?ed in accordance 
With the SetParentID command. The neW parent status is 
then updated for the child at step 1008. 

[0065] FIG. 11 illustrates one embodiment of the present 
invention for a process for performing a “GetRequest” on 
TopoNodes managed by the Topology Service of the inven 
tion. Starting at 1102, the Topology Service receives a 
GetRequest and parses the request at step 1104 to obtain 
TopoNode identi?ers and scope and ?lter information. At 
step 1106, the Topology Service checks the scope and ?lter 
information provided by the request. At step 1108, the 
relevant TopoNodes are retrieved, and, at step 1110, the 
objects are ?ltered and processed according to the request. 

[0066] FIG. 12 illustrates one embodiment of the present 
invention for performing an “ActionRequest” on TopoNodes 
managed by the Topology Service of the invention to 
perform a database inquiry. The Topology Service receives 
the request at step 1202. The action is parsed at step 1204 to 
obtain the necessary database query parameters. The query 
is performed at step 1206 and the results are returned at step 
1208. 

[0067] The present invention employs various process 
steps involving data stored in computer systems. These steps 
are those requiring physical manipulation of physical quan 
tities. Usually, though not necessarily, these quantities take 
the form of electrical or magnetic signals capable of being 
stored, transferred, combined, compared, and otherWise 
manipulated. It is sometimes convenient, principally for 
reasons of common usage, to refer to these signals as bits, 

values, elements, variables, characters, data structures, or 
the like. It should be remembered, hoWever, that all of these 
and similar terms are to be associated With the appropriate 
physical quantities and are merely convenient labels applied 
to these quantities. 

[0068] Further, the manipulations performed are often 
referred to in terms such as identifying, running, or com 
paring. In any of the operations described herein that form 
part of the present invention these operations are machine 
operations. Useful machines for performing the operations 
of the present invention include general-purpose digital 
computers or other similar devices. In all cases, there should 
be borne in mind the distinction betWeen the method of 
operations in operating a computer and the method of 
computation itself. The present invention relates to method 
steps for operating a computer in processing electrical or 
other physical signals to generate other desired physical 
signals. 
[0069] The present invention also relates to an apparatus 
for performing these operations. This apparatus may be 
specially constructed for the required purposes, or it may be 
a general-purpose computer selectively activated or recon 
?gured by a computer program stored in the computer. The 
processes presented herein are not inherently related to any 
particular computer or other apparatus. In particular, various 
general-purpose machines may be used With programs Writ 
ten in accordance With the teachings herein, or it may be 
more convenient to construct a more specialiZed apparatus 
to perform the required method steps. The required structure 
for a variety of these machines Will appear from the descrip 
tion given beloW. 






