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(57) ABSTRACT 

Apparatus and methods for managing key material in cryp 
tographic assets are disclosed. The methods can include 
de?ning ?rst key material to be delivered to a cryptographic 
asset, Wherein the ?rst key material has a cryptoperiod 
having an expiration. Second key material to be delivered to 
the cryptographic asset is also de?ned. An automatic deliv 
ery of the second key material is scheduled such that the 
second key material Will be delivered automatically to the 
cryptographic asset at or before the expiration of the cryp 
toperiod of the ?rst key material. The methods can include 
de?ning a set of equipment classes, and registering at least 
one cryptographic asset With each equipment class. Cryp 
tographic assets selected from the registered cryptographic 
assets are grouped into secure communication services, 
thereby de?ning secure communication interfaces betWeen 
the cryptographic assets. Key material for each communi 
cations interface is de?ned, and an automatic delivery of the 
key material to the selected cryptographic assets is sched 
uled. The apparatus and methods of the invention provide an 
integrated key management system suitable for managing 
key material in a plurality of cryptographic assets from a 
single system. 
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APPARATUS AND METHODS FOR MANAGING 
KEY MATERIAL IN CRYPTOGRAPHIC ASSETS 

RELATED APPLICATIONS 

[0001] This application is a continuation of application 
Ser. No. 09/422,292, ?led Oct. 21, 1999. This application 
claims priority from US. Provisional Patent Application Ser. 
No. 60/105,386, ?led Oct. 23, 1998, the contents of Which 
are hereby incorporated by reference. The subject matter 
disclosed herein is related to the subject matter disclosed in 
application Ser. No. 09/422,152, ?led Oct. 21, 1999, now 
US. Pat. No. 6,212,280. 

FIELD OF THE INVENTION 

[0002] The present invention relates generally to cryptog 
raphy systems. More particularly, the present invention 
relates to an automated key management system that 
includes apparatus and methods for managing key material 
in cryptographic assets. 

BACKGROUND OF THE INVENTION 

[0003] As an organiZation’s need to provide con?dential 
ity and authenticated access to a user’s data increases, so 
does its need for cryptographic services. Cryptography pro 
vides a convenient Way to ensure that data can be accessed 
(either remotely or locally) only by legitimate users With a 
valid “need to access,” and that this data is accessed in a 
manner that keeps its content private to all but the legitimate 
accessing party. As the number of cryptographic devices 
used Within an organiZation groWs, the management of the 
key material needed to operate these devices becomes more 
dif?cult. Moreover, the organiZation is typically required to 
perform both symmetric and asymmetric key management. 

[0004] An eXample of an organiZation that requires secure 
management of key material for a heterogeneous set of 
cryptographic devices is a bank. Many banking customers 
require secure remote access to their account balances and 
authenticated requests for account WithdraWals. The banks 
themselves must be able to Wire money from institution to 
institution in a secure and authenticated manner. Data con 

?dentiality, data integrity, and data authenticity are obvious 
security requirements supporting these banking services. 

[0005] Cryptography and cryptographic techniques pro 
vide a vehicle for achieving data con?dentiality, data integ 
rity, and data authenticity. As cryptography and crypto 
graphic techniques are implemented, key management 
naturally folloWs. Traditionally, key management has tended 
to be a unique “stove pipe” function implemented in each 
cryptographic system (e.g., a Wire transfer system) as a 
unique dedicated key management system. The key man 
agement systems (Which provide point solutions) are typi 
cally proprietary and are speci?cally tailored to one type of 
cryptographic equipment from one manufacturer. Addition 
ally, eXisting key management systems tend to be highly 
user intensive. For eXample, distribution of key material to 
automated teller machines (ATMs) typically occurs via 
physical channels using tWo person control. 

[0006] Traditionally, banks have addressed the key man 
agement needs for each banking service (e.g., ATM trans 
actions, Electronic Funds Transactions (EFTs), etc.) as a 
separate and distinct consideration. As banks eXpand their 
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set of services, hoWever, to include, for eXample, remote 
“home banking” and remote deployment of cash machines, 
each of these services Will also require different key man 
agement to support the cryptography involved in implement 
ing the service. 

[0007] FIG. 1 provides an eXemplary scenario in Which a 
conventional key management system is employed in a 
banking netWork. As shoWn, an acquiring bank 58 is in 
communication With an issuing bank 50. Issuing bank 50 can 
be, for eXample, a bank in Which a particular customer holds 
an account. Acquiring bank 58 can be, for eXample, a bank 
at Which the customer initiates a transaction. For eXample, 
the customer might WithdraW money from an ATM at 
acquiring bank 58. Acquiring bank 58 communicates the 
transaction to issuing bank 50 so that the banks can reconcile 
the transaction betWeen them. Acquiring bank 58 and issu 
ing bank 50 can be the same bank, or different banks. 

[0008] Typically, banks communicate With one another via 
a ?nancial netWork 54. Some Well-knoWn ?nancial netWorks 
include Cirrus, Plus, S.W.I.F.T., etc. Financial netWork 54 
facilitates the reconciliation of transactions betWeen acquir 
ing bank 58 and issuing bank 50. As shoWn, issuing bank 50 
is in communication With ?nancial netWork 54 via a public 
sWitched telephone netWork (PSTN) 52. Similarly, acquiring 
bank 58 is in communication With ?nancial netWork 54 via 
a PSTN 56. 

[0009] As shoWn, acquiring bank 58 can be in communi 
cation With an ATM 76, a home banking client 92, a 
Wholesale banking terminal 64, and any number of other 
types of equipment. Preferably, acquiring bank 58 includes 
a Wholesale server 60 that communicates via a PSTN 62 
With Wholesale banking terminal 64. Wholesale banking 
terminal 64 can be a computer or other Workstation via 
Which a Wholesale banking operator can control electronic 
funds transfers (EFTs) for eXample. Acquiring bank 58 can 
also include an ATM host 72 that communicates via a PSTN 
74 With ATM 76. Acquiring bank 58 can also include a home 
banking server 88 that interfaces via a communications 
netWork 90 With a home banking client 92. Typically, 
communications netWork 90 is the Internet, although it 
could be any communications netWork, such as a LAN, 
WAN, or intranet. 

[0010] To maintain privacy and security on the commu 
nications netWorkjust described, cryptography is typically 
employed to secure the communications links. FIG. 1 shoWs 
the “disjointed” key management of each banking service 
When a conventional key management system is employed. 
That is, each banking service (ATM, EFT, home banking, 
etc.) makes use of a separate key management system that 
is dedicated to that service. The system as a Whole, therefore, 
comprises a plurality of key management systems, each of 
Which is separately maintained. 

[0011] For eXample, Wholesale server 60 is also in com 
munication via a key management interface 66 With a 
Wholesale KM system 68. Wholesale KM system 68 is in 
communication via a KM interface 70 With Wholesale bank 
ing terminal 64. Wholesale KM system 68 manages (i.e., 
generates and distributes) key material for Wholesale bank 
ing terminal 64. Key material can include the key itself, as 
Well as attributes that describe the key, such as its name, 
version, key type, eXpiration date, etc. 
[0012] KM interfaces 66 and 70 can be separate physical 
interfaces, although, in general, they need not be. KM 
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interfaces 66 and 70 are “virtual” interfaces, i.e., they can 
include any vehicle by Which Wholesale KM system 68 can 
manage key material to secure the communications link 
betWeen Wholesale banking terminal 64 and Wholesale 
server 60. 

[0013] Similarly, ATM 76 is in communication via a KM 
interface 78 With an ATM KM system 80. ATM KM system 
80 manages the key material for ATM 76. As shoWn, ATM 
host 72 can also interface With a netWork security processor 
(NSP) 82. NSP 82 is in communication via a KM interface 
84 With an ATM host KM system 86. ATM host KM system 
86 manages the key material for ATM host 72. ATM KM 
system 80 and ATM host KM system 86 typically share key 
material. Typically, ATM key management requires tWo 
person, physical delivery. That is, each of tWo persons is 
required to physically deliver part of a “split” key to ATM 
76. In this Way, KM interfaces 78 and 84 are not physical 
interfaces, but virtual. 

[0014] As home banking typically occurs via the Internet, 
home banking server 88 is usually coupled to a secure 
sockets layer (SSL) accelerator 98, Which provides for 
secure communications over a public netWork such as the 
Internet. A home banking KM system 94 communicates via 
a KM interface 96 With home banking server 88. Home 
banking KM system 94 manages the key material for home 
banking client 92 via KM interfaces 93, 95. 

[0015] To date, the limited number of ATMs and electronic 
transaction interfaces has alloWed the less comprehensive 
“point” key management systems to survive. With the explo 
sion of remote ATMs (i.e., ATMs located in non-bank 
locations), the addition of numerous remote users, and the 
subsequent key management needs of each (i.e., each user 
requiring management of keying resources), the key man 
agement situation is fast becoming unmanageable. Addition 
ally, the rapidity With Which cryptographic algorithms 
become obsolete exacerbates the key management problem. 
It is Well knoWn that key management systems typically 
evolve from a cryptographic product; hoWever, developers 
of key management systems typical develop these systems 
to support a particular cryptographic device. Since a single 
cryptographic device usually cannot support all of a user’s 
cryptographic needs, users are frequently required to man 
age many different types of devices using different key 
management systems. 

[0016] It Would be advantageous, therefore, to organiZa 
tions such as banks to have a comprehensive integrated key 
management system that ef?ciently and securely manages 
all banking key management needs (e.g., from remote ATM 
to remote home banking user). That is, it Would be much 
more ef?cient for an organiZation to use a single system that 
can handle multiple devices, than it Would be to use many 
different key management systems to perform the same 
function. Similarly, consolidation and automation in a secure 
frameWork improves the efficiency and frequency of key 
management activities, thus making the cryptographic sys 
tems more secure. Thus, there is a need in the art for an 

automated, integrated, key management system for manag 
ing key material for a plurality of heterogeneous crypto 
graphic assets. 

SUMMARY OF THE INVENTION 

[0017] The present invention satis?es these needs in the 
art by providing apparatus and methods for managing key 

Oct. 4, 2001 

material for a plurality of cryptographic assets. According to 
one aspect of the invention, a method for managing key 
material in cryptographic assets comprises de?ning ?rst key 
material to be delivered to a cryptographic asset, Wherein the 
?rst key material has a cryptoperiod having an expiration. 
Second key material to be delivered to the cryptographic 
asset is also de?ned. De?ning the ?rst or second key 
material can include de?ning a number of keys to be 
delivered to the cryptographic asset and, for each key to be 
delivered, de?ning a key type. De?ning the ?rst or second 
key material can also include receiving the ?rst or second 
key material from a remote key management system. The 
key material can be encrypted under a protection key and 
stored in the system. 

[0018] An automatic delivery of the second key material 
to the cryptographic asset is scheduled such that the second 
key material Will be delivered automatically to the crypto 
graphic asset at or before the expiration of the cryptoperiod 
of the ?rst key material. A distribution method can be 
associated With the cryptographic asset. Based on the dis 
tribution method, a minimum lead time required to deliver 
the key material to the cryptographic asset is determined. 
The automatic delivery of the second key material to the 
cryptographic asset can then be scheduled based on the 
distribution method and on the minimum lead time. The 
apparatus and methods of the invention can determine 
Whether the key material Was successfully delivered to the 
cryptographic asset. If not, then the key material is redeliv 
ered until it is successfully delivered to the cryptographic 
asset. 

[0019] To de?ne a netWork of cryptographic assets, an 
operator of the system can ?rst de?ne a set of equipment 
classes. At least one cryptographic asset can then be regis 
tered With each equipment class. Cryptographic assets 
selected from the registered cryptographic assets can then be 
grouped into secure communication services. Thus, secure 
communication interfaces can be de?ned betWeen the cryp 
tographic assets. 

[0020] In another aspect of the invention, a method is 
provided for managing key material in a plurality of cryp 
tographic assets having a communications interface de?ned 
therebetWeen. According to this aspect of the invention, a 
key management interface is de?ned betWeen a crypto 
graphic processor and the cryptographic assets. A crypto 
graphic processor is used to generate key material to secure 
the communications interface. The key material is then 
distributed from the cryptographic processor to the crypto 
graphic assets via the key management interface. 

[0021] In still another aspect of the invention, a method is 
provided for managing key material for cryptographic assets 
that includes generating, via a cryptographic processor, key 
material for each of a plurality of cryptographic assets, and 
then distributing the key material to the cryptographic assets 
via a key management interface coupled to the crypto 
graphic processor. 

[0022] According to the invention, a method for managing 
key material in cryptographic assets can include generating 
?rst key material, and distributing the ?rst key material to a 
cryptographic asset. The cryptographic asset is monitored to 
determine, based on a cryptoperiod of the ?rst key material, 
Whether the ?rst key material has expired. Second key 
material is also generated for the cryptographic asset, and if 
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the ?rst key material has expired, the second key material is 
automatically distributed to the cryptographic asset. 

[0023] In another aspect of the invention, a method for 
securing a communications interface is provided. A set of 
equipment classes is de?ned, With at least one cryptographic 
asset registered With each equipment class. Cryptographic 
assets selected from the registered cryptographic assets are 
grouped into secure communication services, thereby de?n 
ing secure communication interfaces betWeen the crypto 
graphic assets. Key material for each communications inter 
face is then de?ned, and the automatic delivery of the key 
material to the selected cryptographic assets is scheduled. 

[0024] Apparatus for managing key material for crypto 
graphic assets according to the invention comprises a cryp 
tographic processor that generates key material for each of 
a plurality of cryptographic assets, and a controller having a 
key management interface, that receives the key material 
from the cryptographic processor and distributes the key 
material to the cryptographic assets via the key management 
interface. 

[0025] In another aspect of the invention, apparatus for 
managing key material for cryptographic assets comprises a 
cryptographic processor that de?nes ?rst and second key 
material to be delivered to a cryptographic asset, Wherein the 
?rst key material has a cryptoperiod having an expiration, 
and a controller that schedules an automatic delivery of the 
second key material to the cryptographic asset such that the 
second key material Will be delivered automatically to the 
cryptographic asset at or before the expiration of the cryp 
toperiod. 

[0026] Apparatus for managing key material for crypto 
graphic assets can include computer executable instructions 
for performing a method according to the invention. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0027] The foregoing summary, as Well as the folloWing 
detailed description of the preferred embodiments, is better 
understood When read in conjunction With the appended 
draWings. For the purpose of illustrating the invention, there 
is shoWn in the draWings an embodiment that is presently 
preferred, it being understood, hoWever, that the invention is 
not limited to the speci?c apparatus and methods disclosed. 

[0028] FIG. 1 provides an exemplary scenario in Which a 
conventional key management system is employed. 

[0029] FIG. 2 provides an exemplary scenario in Which a 
key management system according to the present invention 
is employed. 

[0030] FIG. 3 is a softWare context diagram for a key 
management system according to the present invention. 

[0031] FIGS. 4A-4D provide a Work?oW diagram for a 
key management system according to the present invention. 

[0032] FIG. 5 depicts a softWare architecture for a pre 
ferred embodiment of the present invention. 

[0033] FIG. 6 is a process How for a preferred embodi 
ment of the present invention. 

[0034] FIG. 7 shoWs a human machine interface for a 
preferred embodiment of the present invention. 
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[0035] FIG. 8 is a ?oWchart of an automated scheduling 
process used in conjunction With the present invention. 

[0036] 
system. 

[0037] FIG. 10 depicts a device initialiZation and key 
delivery process. 

FIG. 9 shoWs the connectivity of a remote rekey 

[0038] FIG. 11 is a ?oWchart of an IKMS initialiZation 
process. 

[0039] FIG. 12 shoWs a simpli?ed set of message 
exchanges that are used to complete the Factory InitialiZa 
tion phase of a remote rekeying protocol according to the 
present invention. 

[0040] FIG. 13 shoWs a simpli?ed set of message 
exchanges that are used to complete the Device InitialiZation 
phase of a remote rekeying protocol according to the present 
invention. 

[0041] FIG. 14 shoWs a simpli?ed set of message 
exchanges that are used to deliver key material securely to 
a device. 

DETAILED DESCRIPTION OF PREFERRED 
EMBODIMENTS 

[0042] OvervieW 

[0043] FIG. 2 provides an exemplary scenario in Which an 
integrated key management system (IKMS) according to the 
present invention is employed. FIG. 2 depicts an IKMS 100 
supporting a plurality of banking services that employ 
heterogeneous cryptographic assets. It should be under 
stood, hoWever, that the use of a bank is merely exemplary, 
and that the apparatus and methods of the present invention 
can be employed by any organiZation that manages crypto 
graphic equipment. 
[0044] As discussed above in connection With FIG. 1, an 
acquiring bank 58 is in communication With an issuing bank 
50 via a ?nancial netWork 54. Acquiring bank 58 and issuing 
bank 50 can be the same bank, or different banks. Preferably, 
issuing bank 50 is in communication With ?nancial netWork 
54 via a public sWitched telephone netWork (PSTN) 52. 
Similarly, acquiring bank 58 is in communication With 
?nancial netWork 54 via a PSTN 56. It should be understood, 
hoWever, that PSTNs are exemplary, and that any public or 
private communications netWork can be used. 

[0045] As shoWn, acquiring bank 58 can be in communi 
cation With an ATM 76, a home banking client 92, a 
Wholesale banking terminal 64, and any number of other 
types of equipment. Preferably, acquiring bank 58 includes 
a Wholesale server 60 that communicates via a PSTN 62 
With Wholesale banking terminal 64. Acquiring bank 58 can 
also include an ATM host 72 that communicates via a PSTN 
74 With ATM 76, and a home banking server 88 that 
interfaces via a communications netWork 90 With a home 
banking client 92. Preferably, communications netWork 90 is 
the Internet, although it can be any communications netWork 
such as a LAN, WAN, or intranet. 

[0046] In contradistinction to the scenario of FIG. 1, FIG. 
2 shoWs the “integrated” key management of a plurality of 
banking services When a key management system according 
to the present invention is employed. That is, each banking 
service (ATM, EFT, home banking, etc.) makes use of the 
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same key management system that manages key material for 
all the banking services. Thus, there is no longer a need to 
maintain a separate key management system for each bank 
ing service. 

[0047] For example, as shoWn in FIG. 2, IKMS 100 is in 
communication With Wholesale server 60 via a KM interface 
66‘ and With Wholesale banking terminal 64 via a KM 
interface 70‘. Similarly, IKMS 100 is in communication With 
home banking server 88 via a KM interface 96‘, and With 
home banking client 92 via a KM interface 95‘ over com 
munications netWork 90. Finally, IKMS 100 is also in 
communication With ATM server 72 via a KM interface 84‘, 
and With ATM 76 via a KM interface 78‘. Thus, a single 
IKMS is in communication With a plurality of equipment 
types, each of Which requires, in general, different key 
management. 

[0048] For example, as described above, ATMs typically 
require tWo-person physical delivery of split key material, 
and employ symmetric cryptographic algorithms. Home 
banking systems, on the other hand, typically manage key 
material over the Internet and employ asymmetric algo 
rithms. Thus, the plurality of cryptographic assets that IKMS 
100 manages can be said to be heterogeneous. That is, in 
general, they require different key material and employ 
different cryptographic algorithms. 

[0049] An integrated key management system according 
to the present invention provides a number of bene?ts. For 
example, it can support key generation and key distribution 
for numerous types of equipment and for both symmetric 
and asymmetric algorithms. An “asymmetric” key algorithm 
involves tWo separate keys (e.g., one key to encrypt and 
another to decrypt) that are based on a mathematical rela 
tionship in Which one key cannot be calculated (at least in 
any reasonable amount of time) from the other key. In a 
“symmetric” algorithm, the encryption key and the decryp 
tion key are typically the same. 

[0050] By automating the management of key material, 
the IKMS can reduce operating and maintenance costs 
associated With supporting multiple, “point” key manage 
ment systems. The IKMS can also save time because there 
is no longer a need to have an operator intervene at every 
step of the process. The IKMS can provide secure storage of 
key material for a plurality of cryptographic assets, and thus, 
can alloW for key recovery during disasters, equipment 
failure, laW enforcement action, etc. It can support secure, 
automated distribution of keys to equipment on a scheduled 
basis, and rapid redistribution of previously distributed key 
material to restore secure communications services. It can 

support secure key distribution to remote cryptographic 
equipment over both public and private communications 
netWorks. Examples of public communications netWorks 
include public sWitch telephone netWork (PSTNs), or the 
Internet. Examples of private communications netWorks 
include local area netWorks (LANs) or leased lines. Typi 
cally, leased lines are part of the PSTN. 

[0051] The IKMS can integrate multiple cryptographic 
activities in a single Workstation or netWork, and can support 
future groWth of key management capabilities, such as 
distribution methods and additional algorithm types, Without 
adding neW support systems. 

[0052] Generally, the present invention focuses on the 
automated management of key material across an organiZa 
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tion With a diverse (i.e., heterogeneous) set of cryptographic 
assets. The IKMS can simplify the key management process, 
While supporting the secure management of key material, for 
a plurality of heterogeneous cryptographic devices. It can 
manage key material for a variety of equipment types, and 
for a variety of algorithms, over the entire life cycle of the 
key material (i.e., from generation to destruction). 

[0053] A preferred embodiment of the present invention 
includes both hardWare and softWare components. It can 
include a server or computer that runs an operating system, 
a relational database, and key management application soft 
Ware. Cryptographic functionality can be implemented in a 
cryptographic module, Which can be implemented in hard 
Ware or softWare. This cryptographic functionality can 
include the generation, encryption, decryption, randomiZa 
tion, and translation of key material (both symmetric and 
asymmetric) and of key distribution messages. A preferred 
embodiment of the present invention includes a hardWare 
cryptographic module. An IKMS server and IKMS applica 
tion softWare provide control for the cryptographic hardWare 
module. 

[0054] The IKMS can operate as a single system, or it can 
interact With similar systems to form a key management 
netWork. In this Way, key material can be moved securely 
betWeen systems to support backup operations and to dis 
tribute management responsibilities. This architecture can 
support a variety of netWork organiZations that include, for 
example, centraliZed generation and distribution, centraliZed 
generation With distributed distribution, and distributed gen 
eration and distribution. Key material can be encrypted and 
sent from one system to another via e-mail. Preferably, the 
key material is encrypted along With the message body 
containing the encrypted key data. This ensures con?denti 
ality of the key management messages passed betWeen 
systems. 

[0055] An IKMS according to the present invention can 
provide secure remote rekey of cryptographic devices con 
nected via public or private netWorks. The implementation 
of this remote rekey capability can simplify the key man 
agement of cryptographic devices that are remote from the 
key management center. Many cryptographic devices 
require physical tWo-person delivery of key material (i.e., 
Where tWo people are required to ensure that the secret key 
is, in fact, secret). Remote rekey can eliminate the need for 
anyone to visit the equipment during the keying process. The 
key can be delivered securely over a netWork in a manner 
that ensures that the secret key is not compromised. 

[0056] Thus, the apparatus and methods of the present 
invention alloW one or more users to generate, distribute, 
and manage cryptographic key materials for heterogeneous 
cryptographic assets Within an organiZation, from a single or 
netWorked group of Workstations or computers. Notably, the 
system can provide life cycle key management for each 
cryptographic asset it manages. Preferably, these life cycle 
management activities span the entire life of the key material 
(i.e., from generation to destruction), and can include, for 
example, registration of accounts (i.e., the netWork of com 
puters managing the key material), registration of system 
operators, registration of equipment to receive the key 
material, registration of equipment types, and registration of 
keying services (e.g., the cryptographic link betWeen tWo or 
more pieces of equipment). 
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[0057] The system can also manage automated scheduling 
of key generation, distribution, and replacement, and the 
generation of key material for a variety of encryption 
algorithms (e.g., Data Encryption Standard (DES), triple 
DES, Rivest-Shamir-Adleman (RSA), DSA, Dif?e Hellman, 
etc.). IKMS can import keys from “foreign” generation 
systems, and audit security critical events (such as distribu 
tion of key and creation of key). The system can generate 
reports, such as key holdings, registered con?guration of 
cryptographic netWorks, equipment holdings, etc. It can 
manage secure distribution of key material, automated 
destruction of key material upon expiration/replacement, 
supersession of key material, secure remote rekey of equip 
ment over open netWorks, and so on. 

[0058] Thus, the apparatus and methods of the present 
invention can help an organiZation improve its system’s 
security, While adapting to the organiZation’s unique security 
policies. A preferred embodiment of the present invention 
includes a softWare management system, and a commer 
cially available hardWare cryptographic engine. The soft 
Ware management system manages and tracks life cycle 
activities, and directs the activities of the hardWare crypto 
graphic engine. The cryptographic engine performs encryp 
tion, decryption, and signature functions. 

[0059] Signi?cant features of this system include its abil 
ity to securely generate and store key material for a variety 
of equipment and algorithm types. It is anticipated that the 
system should be able to manage numerous types of cryp 
tographic equipment from numerous manufacturers and, 
preferably, it has a built-in ability to expand the suite of 
equipment it can manage. The system has the ability to 
automate the key generation and distribution processes 
based on information recorded in its database about the 
equipment and its connectivity. It can handle system failures 
by providing secure recovery methods for securely stored 
key material. It can securely archive key material to support 
key recovery. It can manage both symmetric and asymmetric 
key material and equipment using either or both of these 
types of key. It can manage key material over its entire life 
(i.e., from generation to destruction), and it can support 
secure remote rekey over open (i.e., public) netWorks. It 
controls cryptographic assets through a unique database 
driven operator interface that is simple and straightforWard 
to use. It can import key material from other systems for 
secure storage and secure distribution to equipment regis 
tered With this system. 

[0060] Apparatus and Methods for Managing Key Mate 
rial in Heterogeneous Cryptographic Assets 

[0061] This section describes a preferred embodiment of 
the apparatus and methods of the present invention. Gener 
ally, the services that IKMS provides include accounting, 
registration (accounts, equipment type, equipment, and 
cryptographic equipment relationships), key generation, 
automated and manual secure key distribution, remote rekey, 
key import, key supersession, report generation, key man 
agement auditing, system maintenance, cryptographic sup 
port, secure key material storage, and messaging. 

[0062] FIG. 3 is a softWare context diagram for an inte 
grated key management system (IKMS) 100 according to 
the present invention. As shoWn in FIG. 3, IKMS 100 can 
support a plurality of interfaces. For example, an operator 
interface 104 is used to enable the system (e.g., via operating 
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system log-on and tWo user application log-on), to con?gure 
the system, to direct activities, and to establish automated 
schedules. Once the system is enabled, automated activities 
can occur through other interfaces. Preferably, the system 
can support three types of operators 106: operating system 
administrators, database administrators, and IKMS special 
ists (i.e., operators of the IKMS application). Preferably, 
IKMS requires tWo IKMS specialists to be logged on 
simultaneously, although other log-on mechanisms can be 
implemented depending on the needs of the individual 
implementation. For example, token access might be 
employed. 
[0063] A “Cryptographic Processor Engine (CPE)” inter 
face 108 supports cryptographic processing. CPE 110 can 
perform key generation, random number generation, encryp 
tion, decryption, translation, and signing. IKMS application 
softWare 102 manages CPE 110 and directs its action. CPE 
110 enhances security by isolating cryptographic functions 
to a protected boundary and by accelerating cryptographic 
processes. The CPE function can be implemented as a 
hardWare or softWare module. It is anticipated that a pre 
ferred embodiment Will utiliZe a hardWare module that 
interfaces through a PCI bus 108. One or more modules (or 
cards) can be used to provide the CPE function. 

[0064] A “Floppy Disk” interface 116 supports distribu 
tion of cryptographic material (keys and certi?cates) to 
commercial cryptographic equipment and other IKMS sys 
tems via a ?oppy disk or other removable data storage 
medium 118. Normally, ?oppy disk interface 116 is used as 
a backup distribution interface. 

[0065] An “Other IKMS Systems” interface 120 can be 
used to distribute key material, IKMS certi?cates, reports, 
and distribution con?rmation messages betWeen IKMS 
accounts (i.e., other IKMS systems 122). Interface 120 can 
be supported through e-mail, With the actual data being 
transmitted via an attachment. Interface 120 is also used to 
backup critical IKMS data betWeen one IKMS account and 
its backup IKMS account. Data backup is typically sup 
ported by TCP/IP With the data link betWeen the tWo 
accounts protected by encryption to ensure data privacy. 

[0066] An “Impact Printer” interface 124 supports sym 
metric key distribution to cryptographic devices requiring 
physical delivery of key material (such as ATMs, ?nancial 
sWitches, and NSPs). Physical keys are split, and each split 
is printed on a separate PIN mailer form using printer 126. 
The split keys are sent to tWo different people for manual 
entry into the cryptographic device. Interface 124 can also 
be used to print key parts that can later be associated to form 
a key in the ?eld. 

[0067] An “ATM System” interface 128 is used to rekey 
an ATM 130 over the netWork using a remote rekey process. 
Whenever a request for rekey is received from an ATM Host, 
the requests can be validated and then processed automati 
cally—Without operator intervention. A Diffie-Hellman key 
exchange can be used to generate tWo unique session KEKs 
for the rekey exchange. AKEK (key encryption key) is a key 
used to protect another key. The neW key (to be sent to the 
ATM) is encrypted in the KEK. The Whole message is then 
encrypted in the second unique session key (to provide data 
privacy), and sent to the ATM Host system. 

[0068] A “NetWork Security Processor (NSP)” interface 
132 can be used to rekey an NSP 134 over a netWork using 
































