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ENTERTAINMENT APPARATUS AND LOADING 
METHOD FOR DIGITAL INFORMATION 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

[0001] This application is based upon and claims the 
bene?t of priority from the prior Japanese Patent Applica 
tions No. 2000-058045, ?led Mar. 2, 2000, and No 2001 
052360, ?led Feb. 27, 2001, the entire contents of Which are 
incorporated herein by reference. 

BACKGROUND OF THE INVENTION 

[0002] 1. Field of the Invention 

[0003] The present invention relates to an entertainment 
apparatus capable of executing processing for a game based 
on digital information recorded on a recording medium such 
as a CD-ROM (Compact Disk Read Only Memory) or a 
DVD-ROM (Digital Versatile Disk Read Only Memory), or 
capable of generating predetermined music and images. 
More speci?cally, the present invention relates to a loading 
mechanism for loading digital information on an internal 
memory of the entertainment apparatus from an external 
recording medium. 

[0004] 2. Description of the Related Art 

[0005] A conventional entertainment apparatus, Which is 
implemented as a computer dedicated to entertainment such 
as a game, does not comprise a recording medium With a 
large capacity, Which is implemented by a hard disk, in 
general. Namely, the use of a secondary recording medium 
having digital information such as a program code for a 
game, data and the like recorded thereon is indispensable to 
such entertainment apparatus. A CPU is con?gured to 
execute processing for entertainment such as a game based 
on digital information, Which is read from the secondary 
recording medium and recorded on the memory as required. 

[0006] In other Words, the presence of loading function, 
Which reads digital information from the secondary record 
ing medium such as a CD-ROM and records it on the 
memory as required, becomes important to the entertain 
ment apparatus. 

[0007] The loading function can be implemented by use of 
the CPU provided in the entertainment apparatus. Namely, 
in a BIOS (Basic Input Output System) or a program for 
entertainment, there is described a procedure for causing the 
CPU to read digital information from the secondary record 
ing medium and to record it on the memory of the enter 
tainment apparatus as required, Whereby making it possible 
to implement the loading function. In this case, digital 
information recorded on the secondary recording medium is 
generally compressed in vieW of the reduction in the data 
capacity and the provision of security. Resultantly, the CPU 
also executes decompression of data read from the second 
ary recording medium. 

[0008] HoWever, the CPU primarily executes entertain 
ment processing. For this reason, it is unfavorable that the 
CPU is caused to execute reading of data from the secondary 
recording medium and decompression of data. Namely, 
there may occur a defect in Which processing that the CPU 
should originally execute is not suf?ciently carried out if the 
CPU is caused to execute excessive processing. 
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[0009] Moreover, from a safety standpoint including the 
copy protection of digital information and the protection of 
computer virus infection, due consideration must be given to 
the entertainment apparatus since the entertainment appara 
tus may be connected to other recording mediums or net 
Works. Satisfactory consideration of this point is not alWays 
given to the conventional entertainment apparatus. 

SUMMARY OF THE INVENTION 

[0010] The main object of the present invention is to 
improve an entertainment apparatus that can solve the 
aforementioned problem. 

[0011] More speci?cally, an object of the present inven 
tion is to provide the technique for implementing an enter 
tainment apparatus that is capable of executing the reading 
of a program code from an external recording medium 
Without putting an excessive load on a CUP and that is 
provided With satisfactory consideration of the security. 

[0012] According to a ?rst aspect of the present invention, 
there is provided an entertainment apparatus including a 
main processor for executing predetermined entertainment 
processing based on digital information loaded on an inter 
nal memory, the apparatus comprising: a loading mechanism 
including an auxiliary processor for reading information of 
Which at least a part is encrypted from a given recording 
medium, decrypting the read information to generate the 
digital information, and loading the generated digital infor 
mation on the internal memory. 

[0013] “Digital information” includes a program code, 
data necessary for executing the program code, various 
kinds of parameters, and data necessary for executing the 
reproduction of an image and/or sound. 

[0014] In the entertainment apparatus of the ?rst aspect, 
When the digital information is loaded by the loading 
mechanism, the digital information can be decrypted. There 
fore, the high-safe loading becomes possible. 

[0015] The entertainment apparatus of the ?rst aspect may 
be arranged to comprise a security module having a decryp 
tion key recorded thereon, Wherein the auxiliary processor 
obtains the decryption key from the security module to 
decrypt the read information. 

[0016] The entertainment apparatus of the ?rst aspect may 
be arranged so that the information read from the given 
recording medium is compressed and encrypted, and the 
auxiliary processor further executes decompression of the 
decrypted information. In such entertainment apparatus, 
since the siZe of digital information is reduced by compres 
sion, time required for loading is decreased, so that high 
speed loading becomes possible. 

[0017] It may be arranged that a queue is provided 
betWeen the auxiliary processor and the internal memory, 
and the generated digital information is loaded on the 
internal memory via the queue by a direct memory access 
transfer. 

[0018] It may be arranged that the security module com 
prises an exchangeable single chip. When higher safety is 
needed such as a case in Which someone cracks cipher, an 
update of the security module may be carried out by 
exchanging the single chip. 
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[0019] According to a second aspect of the present inven 
tion, there is provided an entertainment apparatus including 
a main processor for executing predetermined entertainment 
processing based on digital information loaded on an inter 
nal memory, the apparatus comprising: a loading mechanism 
including an auxiliary processor for reading information of 
Which at least a part is encrypted from a given recording 
medium; and a security module having a decryption key 
recorded thereon, for decrypting the information read by the 
auxiliary processor using the decryption key, Wherein the 
auxiliary processor decompresses the decrypted information 
to generate the digital information and loads the generated 
digital information on the internal memory. 

[0020] In the second aspect, it may be arranged that a 
queue is provided betWeen the auxiliary processor and the 
internal memory, and the generated digital information is 
loaded on the internal memory via the queue by a direct 
memory access transfer. 

[0021] It may be arranged that the security module com 
prises an exchangeable single chip. 

[0022] According to a third aspect of the present inven 
tion, there is provided a semiconductor device provided in 
an entertainment apparatus including a section for executing 
predetermined entertainment processing based on digital 
information loaded on an internal memory, the semiconduc 
tor device comprising: means for reading information of 
Which at least a part is encrypted from a given recording 
medium, decrypting the read information to generate 
decrypted data, generating the digital information based on 
the decrypted data, and loading the generated digital infor 
mation on the internal memory. 

[0023] According to a fourth aspect of the present inven 
tion, there is provided a semiconductor device provided in 
an entertainment apparatus including an executing section 
for executing predetermined entertainment processing based 
on digital information loaded on an internal memory and a 
decrypting section for decrypting information, the semicon 
ductor device comprising: means for reading information of 
Which at least a part is encrypted from a given recording 
medium, causing the decrypting section to decrypt the read 
information in order to obtain decrypted data, generating the 
digital information based on the decrypted data, and loading 
the generated digital information on the internal memory. 

[0024] According to a ?fth aspect of the present invention, 
there is provided a semiconductor device provided in an 
entertainment apparatus including means for executing pre 
determined entertainment processing based on digital infor 
mation loaded on an internal memory, the semiconductor 
device comprising: means for reading information of Which 
at least a part is encrypted from a given recording medium, 
decrypting the read information to generate decrypted data, 
decompressing the decrypted data to generate the digital 
information, and loading the generated digital information 
on the internal memory. 

[0025] According to a sixth aspect of the present inven 
tion, there is provided a semiconductor device provided in 
an entertainment apparatus including an executing section 
for executing predetermined entertainment processing based 
on digital information loaded on an internal memory and a 
decrypting section for decrypting information, the semicon 
ductor device comprising: means for reading information of 
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Which at least a part is encrypted from a given recording 
medium, causing the decrypting section to decrypt the read 
information in order to obtain decrypted data, decompress 
ing the decrypted data to generate the digital information, 
and loading the generated digital information on the internal 
memory. 

[0026] According to a seventh aspect of the present inven 
tion, there is provided a computer program for a computer 
having a main processor for executing predetermined enter 
tainment processing based on digital information loaded on 
an internal memory, the computer program causing the 
computer to execute the steps of: reading information of 
Which at least a part is encrypted from a given recording 
medium; decrypting the read information to generate the 
digital information; and loading the generated digital infor 
mation on the internal memory. 

[0027] According to a eighth aspect of the present inven 
tion, there is provided a loading method adapted to a 
computer having a main processor for executing predeter 
mined entertainment processing based on digital informa 
tion loaded on an internal memory, the method comprising 
the steps of: reading information of Which at least a part is 
encrypted from a given recording medium; decrypting the 
read information to generate the digital information; and 
loading the generated digital information on the internal 
memory by a direct memory access transfer. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0028] The above object and other objects and advantages 
of the present invention Will become more apparent upon 
reading of the folloWing detailed description and the accom 
panying draWings in Which: 

[0029] FIG. 1 is a con?guration vieW of an entertainment 
apparatus according to one embodiment of the present 
invention; and 

[0030] FIG. 2 is an explanatory vieW illustrating a pro 
cedure for loading digital information according to the 
embodiment of the present invention. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENT 

[0031] Apreferred embodiment of an entertainment appa 
ratus according to the present invention Will be speci?cally 
explained With reference to the draWing accompanying 
thereWith. 

[0032] (Con?guration of the Entertainment Apparatus) 

[0033] FIG. 1 illustrates a con?guration example of the 
entertainment apparatus according to this embodiment. 

[0034] This entertainment apparatus is a kind of computer 
that can be used as, for example, a game apparatus. This 
entertainment apparatus comprises a main bus MB and a 
subbus SB, Which are connected to each other via a center 
bus CB having a queue 1. Then, various kinds of function 
implementing elements are connected to the main bus MB 
and the subbus SB, Whereby con?guring the entertainment 
apparatus. 

[0035] A CPU 2, a memory 3, an image processor 4 and 
a DMAC 5 are connected to the main bus MB. A disk drive 
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6, an I/O processor 7, a sound processor 8, a security module 
9, a controller 11, a memory card 12, and a ROM 13 are 
connected to the subbus SB. 

[0036] The CPU 2 is a semiconductor device including a 
microprocessor serving as a main processor. The micropro 
cessor integrally controls the entirety of this entertainment 
apparatus to makes it possible to execute game processing as 
one example of entertainment processing and reproduction 
processing of image and sound based on various data 
necessary to execute game processing. Prior to the execution 
of entertainment processing, at the time of starting the 
entertainment apparatus, the microprocessor reads a boost 
program from the ROM 13 connected to the subbus SB to 
execute the boost program such that an OS for implementing 
a kernel function is boosted. 

[0037] The memory 3 provides a Working area to the CPU 
2, and is formed of, for example, a RAM. Digital informa 
tion, for example, a program code for game processing and 
data and the like, Which is read from a secondary recording 
medium M to be described later, is recorded on the memory 
3 as required and Written thereon. 

[0038] In the explanation given beloW, as the need for 
making a distinction betWeen the program code for game 
processing and data comes about, the former is referred to as 
“application.” 

[0039] The image processor 4 generates image data, Which 
is necessary to display a desired image on a display unit (not 
shoWn), in cooperation With the CPU 2 based on digital 
information recorded on the memory 3 as required. Image 
data includes, for example, polygon data for expressing a 
game character and the like and texture data having its color 
information. This image processor 4 is also implemented as 
one example of the semiconductor device. This image 
processor 4 speci?cally comprises a geometry processing 
unit, a decoder, a rendering processing unit, and a mecha 
nism for displaying generated image data on the display unit. 
The geometry processing unit performs a coordinate trans 
formation of data read in the course of game processing 
among digital information recorded on the memory 3 as 
required. The decoder decodes the content of geometry 
processing. The rendering processing unit generates image 
data in frame unit based on data (draWing data) obtained by 
geometry processing. 

[0040] The queue 1 temporarily saves digital information 
exchanged betWeen the main bus MB and the subbus SB. In 
this embodiment, for example, the queue 1 temporarily 
saves information, Which is exchanged betWeen the memory 
3 and the I/O processor 7 or betWeen the memory 3 and the 
controller 11 or the memory card 12, or betWeen these 
devices and other device in queue form. 

[0041] The disk drive 6 mounts the secondary recording 
medium M composed of, for example, a CD-Rom or a 
DVD-ROM, and reads digital information including the 
application and data recorded on this secondary recording 
medium M. The application that We explain here is a 
program code, Which is used to perform control of the 
progress of game and reproduction of image and sound 
according to such control. Data that We explain here is one 
that is used in reproducing the above image and sound. In 
this embodiment, it is assumed that the application and data 
are compressed; thereafter they are partially encrypted and 
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recorded on the secondary recording medium. It is noted that 
the encryption may be provided to the overall compressed 
program code and data. 

[0042] The U0 processor 7 is a semiconductor device 
functioning as an auxiliary processor With respect to the 
CPU 2. The U0 processor 7 has a function of controlling the 
disk drive 6 to read the aforementioned digital information 
from the secondary recording medium M and to decrypt 
and/or decompress read digital information after decrypting 
in cooperation With the security module 9. The U0 processor 
7 also has a function of Writing information on the queue 1. 
A program (control program) for implementing these func 
tions at the I/O program is recorded on, for example, the 
ROM 13, and is executed at the time of booting the 
entertainment apparatus. 

[0043] The security module 9 is a semiconductor device, 
Which is formed of an exchangeable single chip, has a 
dedicated processor, Which functions to ensure the safety of 
the entertainment apparatus, and a memory. This security 
module 9 stores a decryption key, Which is used When the 
I/O processor 7 performs decrypt processing of digital 
information. In performing the aforementioned decode pro 
cessing, the security module 9 sends a necessary decryption 
key to the I/O processor 7. it is noted that the security 
module 9 can perform the decrypting of encrypted digital 
information even singly. 

[0044] The sound processor 8 is connected to a predeter 
mined speaker (not shoWn). The sound processor 8 reads 
data, Which corresponds to a sound command sent from the 
I/O processor 7 or a ?rst DMAC 10 to be described later, 
from a sound memory (not shoWn) in Which such data is 
stored, Whereby generating sound data to be outputted to the 
speaker. Accordingly, the speaker outputs a predetermined 
sound such as a sound effect of the game, BGM With Which 
the image is accompanied, and so on under control of the 
sound processor 8. 

[0045] The controller 11 and the memory card 12 are 
connected to the subbus SB via an input terminal (not 
shoWn), and their operations are made possible by execution 
of the device driver. 

[0046] The controller 11 Works as an input unit for input 
ting the game player’s Will to the entertainment apparatus 
such that, for example, the game player can input a request 
for cursor movement to upper and loWer, and right left 
directions, or a request for executing some processing. 

[0047] The memory card 12 is one that has a ?ash ROM 
built in a card medium With a given siZe. In a case Where a 
game is one that generates accumulative data in the course 
of progress, the memory card 12 is used to record the game 
data at the time When a player, Who enjoys the game, stops 
the game in progress or ends the game. It is noted that there 
is a case in Which a ?ash ROM is built in the controller 11 
in place of the memory card 12 or together With the memory 
card 12. 

[0048] <<Loading method>> 

[0049] An explanation Will be next given of a loading 
method of digital information in the above-con?gured enter 
tainment apparatus. 

[0050] As mentioned above, the entertainment apparatus 
of this embodiment is designed such that the CPU 2 executes 
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predetermined entertainment processing based on digital 
information read from the secondary recording medium M 
and recorded on the memory 3 as required. Accordingly, 
prior to execution of entertainment processing, loading of 
digital information from the secondary recording medium M 
must be carried out in this entertainment apparatus. 

[0051] According to this embodiment, this loading is 
carried out by the procedure illustrated in FIG. 2 under 
control of the I/O processor 7 and DMAC 5. It is herein 
assumed that digital information is compressed beforehand 
and the part thereof is encrypted and recorded on the 
secondary recording medium M. 

[0052] When the secondary recording medium M is 
mounted on the disk drive 6, the I/O processor 7 controls the 
disk drive 6 to read digital information recoded on the 
secondary recording medium M (step S101). When the I/O 
processor 7 ?nishes reading digital information, the I/O 
processor 7 gains access to the security module 9 to search 
a decryption key corresponding to a cryptographic key, and 
fetches the decryption key (step S102). Then, the I/O pro 
cessor 7 decrypts the encrypted part using this decryption 
key and decompresses the compressed part of decrypted 
information. 

[0053] The 1/0 processor 7 sequentially records decom 
pressed digital information on the queue 1 in queue form in 
a given siZe (step S103). 

[0054] Digital information recoded on the queue 1 is 
sequentially recorded on the memory 3 as required under 
control of the DMAC 5 (step S104). 

[0055] When necessary digital information is recorded on 
the memory 3, the CPU 2 reads the digital information and 
constructs an environment Where predetermined entertain 
ment processing can be executed (step S105). 

[0056] The above explained the case in Which the decrypt 
ing and decompression Were performed by the I/ O processor 
7. HoWever, the decrypting may be performed by the secu 
rity module 9 and the decompression may be performed by 
the I/O processor 7. In this case, the I/O processor 7 sends 
digital information read from the secondary recording 
medium by the above-mentioned procedure to the security 
module 9 by Which the decrypting is executed to obtain 
information subjected to decrypting. 

[0057] Moreover, the present invention alloWs the loading 
in the case Where digital information is subjected to only 
compression or only encryption and then recorded on the 
secondary recording medium M. Namely, in the case Where 
digital information is subjected to only compression and 
then recorded on the secondary recording medium, decrypt 
processing at the security module 9 is omitted, Whereby 
alloWing the loading. In the case Where digital information 
is subjected to only decrypting and then recorded on the 
secondary recording medium, digital information is 
recorded on the queue 1 When being decrypted, Whereby 
alloWing the loading. The distinction betWeen digital infor 
mation subjected to only compression and digital informa 
tion subjected to only decrypting is made possible by 
interpreting Whether data structure of the ?rst part is one that 
is de?ned by the I/O processor 7. 

[0058] Thus, the entertainment apparatus of this embodi 
ment comprises the loading function including the I/O 
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processor 7, Which reads the encrypted information from the 
secondary recording medium M, decrypts encrypted infor 
mation read to generate digital information, and loads gen 
erated digital information on the memory 3, Whereby mak 
ing it possible to perform the loading Whose safety is 
ensured at high speed. 

[0059] Moreover, the I/O processor 7 is designed to per 
form the above decrypting in cooperation With the security 
module 9 formed of exchangeable single chip. For this 
reason, only security module 9 may be exchanged in order 
to replace the cryptographic key and the decryption key 
corresponding thereto. Accordingly, even if the entertain 
ment apparatus is connected to other recording mediums or 
netWorks, the copy of digital information and the computer 
virus infection can be prevented, making it possible to 
implement the entertainment apparatus With consideration 
of safety, Which has not been suf?ciently given to the prior 
art. 

[0060] Furthermore, the queue 1 is provided betWeen the 
I/ O processor 7 and the memory 3 as required, so that digital 
information is recorded on the memory 3 via the queue 1. 
Decoding and decompression processing and recording of 
digital information on the memory 3 can be asynchronously 
carried out. The recording of digital information on the 
memory 3 is designed to be carried out by DMAC, Whereby 
restraining the increase in the load put on the CPU 2 at the 
time of loading. 

[0061] The above embodiment explained the example of 
the loading mechanism implemented using the entertain 
ment apparatus With the con?guration as illustrated in FIG. 
1 The present invention, hoWever, an be implemented by 
causing a general-purpose computer mounting OS thereon 
read and execute a computer program (application excepting 
the device driver) ex post facto, in addition the aforemen 
tioned embodiment. Moreover, the above loading mecha 
nism can be implemented in cooperation With the processor, 
one or a plurality of semiconductor devices having a pro 
gram for providing a given function the processor, and the 
above computer. 

[0062] As is obvious from the above explanation, the 
present invention can provide the entertainment apparatus 
that is capable of executing the reading of digital informa 
tion from an external recording medium Without putting an 
excessive load on a main processor and that is provided With 
satisfactory consideration of the safety. 

[0063] Various embodiments and changes may be made 
thereunto Without departing from the broad spirit and scope 
of the invention. The above-described embodiment intended 
to illustrate the present invention, not to limit the scope of 
the present invention. The scope of the present invention is 
shoWn by the attached claims rather than the embodiment. 
Various modi?cations made Within the meaning of an 
equivalent of the claims of the invention and Within the 
claims are to be regarded to be in the scope of the present 
invention. 

What is claimed is: 

1. An entertainment apparatus including a main processor 
for executing predetermined entertainment processing based 
on digital information loaded on an internal memory, the 
apparatus comprising: 



US 2001/0024503 A1 

a loading mechanism including an auxiliary processor for 
reading information of Which at least a part is encrypted 
from a given recording medium, decrypting the read 
information to generate the digital information, and 
loading the generated digital information on the inter 
nal memory. 

2. The entertainment apparatus according to claim 1, 
further comprising a security module having a decryption 
key recorded thereon, Wherein the auxiliary processor 
obtains the decryption key from the security module to 
decrypt the read information. 

3. The entertainment apparatus according to claim 1, 
Wherein the information read from the given recording 
medium is compressed and encrypted, and the auxiliary 
processor further executes decompression of the decrypted 
information. 

4. The entertainment apparatus according to claim 1, 
Wherein a queue is provided betWeen the auxiliary processor 
and the internal memory, and the generated digital informa 
tion is loaded on the internal memory via the queue by a 
direct memory access transfer. 

5. The entertainment apparatus according to claim 2, 
Wherein the security module comprises an exchangeable 
single chip. 

6. An entertainment apparatus including a main processor 
for executing predetermined entertainment processing based 
on digital information loaded on an internal memory, the 
apparatus comprising: 

a loading mechanism including an auxiliary processor for 
reading information of Which at least a part is encrypted 
from a given recording medium; and 

a security module having a decryption key recorded 
thereon, for decrypting the information read by the 
auxiliary processor using the decryption key, 

Wherein the auxiliary processor decompresses the 
decrypted information to generate the digital informa 
tion and loads the generated digital information on the 
internal memory. 

7. The entertainment apparatus according to claim 6, 
Wherein a queue is provided betWeen the auxiliary processor 
and the internal memory, and the generated digital informa 
tion is loaded on the internal memory via the queue by a 
direct memory access transfer. 

8. The entertainment apparatus according to claim 6, 
Wherein the security module comprises an exchangeable 
single chip. 

9. A semiconductor device provided in an entertainment 
apparatus including a section for executing predetermined 
entertainment processing based on digital information 
loaded on an internal memory, the semiconductor device 
comprising: 

means for reading information of Which at least a part is 
encrypted from a given recording medium, decrypting 
the read information to generate decrypted data, gen 
erating the digital information based on the decrypted 
data, and loading the generated digital information on 
the internal memory. 

10. A semiconductor device provided in an entertainment 
apparatus including an executing section for executing pre 
determined entertainment processing based on digital infor 
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mation loaded on an internal memory and a decrypting 
section for decrypting information, the semiconductor 
device comprising: 

means for reading information of Which at least a part is 
encrypted from a given recording medium, causing the 
decrypting section to decrypt the read information in 
order to obtain decrypted data, generating the digital 
information based on the decrypted data, and loading 
the generated digital information on the internal 
memory. 

11. A semiconductor device provided in an entertainment 
apparatus including means for executing predetermined 
entertainment processing based on digital information 
loaded on an internal memory, the semiconductor device 
comprising: 
means for reading information of Which at least a part is 

encrypted from a given recording medium, decrypting 
the read information to generate decrypted data, 
decompressing the decrypted data to generate the digi 
tal information, and loading the generated digital infor 
mation on the internal memory. 

12. A semiconductor device provided in an entertainment 
apparatus including an executing section for executing pre 
determined entertainment processing based on digital infor 
mation loaded on an internal memory and a decrypting 
section for decrypting information, the semiconductor 
device comprising: 

means for reading information of Which at least a part is 
encrypted from a given recording medium, causing the 
decrypting section to decrypt the read information in 
order to obtain decrypted data, decompressing the 
decrypted data to generate the digital information, and 
loading the generated digital information on the inter 
nal memory. 

13. A computer program for a computer having a main 
processor for executing predetermined entertainment pro 
cessing based on digital information loaded on an internal 
memory, the computer program causing the computer to 
execute the steps of: 

reading information of Which at least a part is encrypted 
from a given recording medium; 

decrypting the read information to generate the digital 
information; and 

loading the generated digital information on the internal 
memory. 

14. A loading method adapted to a computer having a 
main processor for executing predetermined entertainment 
processing based on digital information loaded on an inter 
nal memory, the method comprising the steps of: 

reading information of Which at least a part is encrypted 
from a given recording medium; 

decrypting the read information to generate the digital 
information; and 

loading the generated digital information on the internal 
memory by a direct memory access transfer. 


