
US 20010023467A1 

(19) United States 
(12) Patent Application Publication (10) Pub. No.: US 2001/0023467 A1 

Fishler et al. (43) Pub. Date: Sep. 20, 2001 

(54) EFFICIENT TRANSFER OF DATA AND Related US. Application Data 
EVENTS BETWEEN PROCESSES AND 
BETWEEN PROCESSES AND DRIVERS IN A (63) Continuation of application No. 08/377,303, ?led on 
PARALLEL, FAULT TOLERANT MESSAGE Jan. 23, 1995, noW abandoned. 
BASED OPERATING SYSTEM 

Publication Classi?cation 

(76) Inventors; Leonard R_ Fishler, cupertino, CA (51) Int. Cl.7 .......................... .. G06F 13/38; G06F 13/40 
Thomas MI Clark, Santa Cruz, U-S- Cl- ............................................................ .. 

CA (Us) (57) ABSTRACT 
A parallel, fault-tolerant computer system in Which data is 

Correspondence Address; transferred betWeen processes in a single CPU by tWo 
FENWICK & WEST LLP methods. In a ?rst method, the data is copied each time it is 
TWO PALO ALTO SQUARE transferred. In a second method, the data is not copied, but 
PALO ALTO, CA 94306 (Us) is passed through a shared memory, queueing system. The 

?rst method is used to ensure fault-tolerance and linear 
expandability. The second method is used to minimiZe the 

(21) Appl, No; 09/867,783 time required for inter-process communication. Use of the 
shared memory queueing system alloWs for faster commu 

(22) Filed: May 29, 2001 nication betWeen processes executing in a same CPU. 

‘(F/0 1 l O 9~ 

1 1? 

MS 
I 

11.0\ Process 

I151 

Disk 
LAN Controller controuer 

workstation f 



Patent Application Publication Sep. 20, 2001 Sheet 1 0f 12 US 2001/0023467 A1 

a '1 I09“) 
r __ 

T LqL l ’ 
19 Shared ‘1!;- -" 1 ‘:"5' 

no ' \ Ms Segment / "-5 '38 
130 E , Disk 12 

2 \ F3 /Q\7Y§l15 Process /‘ 
:10 Process 

V V QIO LibraryV V Disk 
Driver 

HQJ'» 

Memory 

C laq 106/ 
l } 

__-—-—-—-—? V 

I “k; 45'4\ l IS?) 
I we \ MS Shared / . . 

Fs DlSll’lbU 
He‘ TCPIIP 7 Y 

c Process I 48 
P <—> 

u , \\V(V/ \vv 
|9 l-‘l QIO Library \ 

Q 
LAN M 

H ‘t f '5‘? \ Driver emery 

Ho] 1142 116) 
Disk 

'05- LAN Controller controller 

‘ l T 

Fig_1 [ Workstation l1’ 



Patent Application Publication Sep. 20, 2001 Sheet 2 0f 12 US 2001/0023467 A1 

3' ' E "I. h g :- 'llliilli‘li 

' i i 2“ ‘2g 3% i=3 Bimini r a i 8 r4 ‘“ 

2% 

.. 5'3 
9 E m a, 

§§i$§ E2 ‘ngge 1: 
“in. g 

0 c 

o A g 

R\ rl\\ \h 
‘> m 

I E "iii 
35 ‘ii ‘3 ' u' G. lunl Ii nlll 

k 





Patent Application Publication 

SM_MD_RE'I'URN_ 

Sep. 20, 2001 Sheet 4 0f 12 

Inbound Message Flow 

SM__MD_RETURN_ 

US 2001/0023467 A1 

Ombmmd 
ARPQ 



Patent Application Publication Sep. 20, 2001 Sheet 5 0f 12 US 2001/0023467 A1 

Outbound Message Flow 

w 05" 4m‘ 
J 

U0 TCPIIP Process 
Buffer 
Free List 

SM__Q__PUT_ G. 
SM_Q_PUT_ S Q.PUT.MSG. 

SM_MD_REI'URN_ 

Handler 

fli’f‘f' 

I 

4 1%: 
Outbound 

405 ‘my ‘H0 ‘Ht ‘115 
l i Z / '\ 

TLAM TLAM Driver/[H Inbound Inbound Outbound 
Outhoxmd‘ Inbound RETURN IPQ lPQ ARPQ ARPQ 
Q J Q Q 
MINT: 4 J 



Patent Application Publication 

IPB Hardware or 
Same CPU Copy 

File System 

TCP/IP Protocol 

File System 
Message System 

Sep. 20, 2001 Sheet 6 0f 12 

109*) 

FIG. 6 

Message System 

US 2001/0023467 A1 

650 

6 3a 

a‘ / (534 

Hardware 6 g ( 

£/ / . 63S’ 
3613E?|emet /" 

Controller 

L 
LJW a, ' 39 
----—.—2 



Patent Application Publication Sep. 20, 2001 Sheet 7 0f 12 US 2001/0023467 A1 

7 0a‘ a Client Applicatio 
Process 

‘____________ 

7 0‘) Socket Library 

7 a .. File I , Message System 

7 a? 

IPB-Haxdwareor 
75? r‘ Copy 

7 I 3‘ TCPIIP Protoco 
Process * 

'7 \“t "'"~ Message Symm Channel //6;é 
Hardware 

:: 3613,3615 / 
639 

‘ s13. 3615D' 7 ark / ‘we Ethernet 
I ,KI/O Controllers 

7% =" 
L)‘ N’ "' 937 

FIG. 7 



Patent Application Publication Sep. 20, 2001 Sheet 8 0f 12 US 2001/0023467 A1 

30%“ Client Applica?o 
' ‘ Process 

3517 

8 ‘+0 _. a'io L551." 

$ I?!» ~ \ TCP/IP Protoco l ‘i 3 6 
‘PM , ~ / 

7W0 V~ ‘Q10 Libra-rt Channel 

? ‘5’ / Hardware 

M, ¢ 613,3615 Drive 3613,. 3615 J 

8 39 /’ Conh'ollers 

x 
LEE/~63? 

56.8 



Patent Application Publication Sep. 20, 2001 Sheet 9 0f 12 US 2001/0023467 A1 

19/01 Queue Structure 

‘i 0l\‘ 'Tzg : . ‘(5L0 
q ¢9<)\~\ Q Name MD L15‘ / 

_/_ q .11 

:1 0b‘ \ First MD Pu 

‘\ Ob\ Last MD Pu 
“ 7 9.? 

O€\ MD Coum. 
q Module ID cf 30 
q 10 1 Q Am-ibutes f 

3 Creator ‘1 ‘('0 
la“ Module ID m / 

User De?ned Provided 
C(H‘k QGetPu' .GELQ 
‘1 “A User De?ned Funmon 

Q Put Ptr War 
i’rovided 

‘U? User De?ned PU'ILQ 
Control Block Function M \ 

P" ~7 9-0 
User De?ned A 750 
Control Block 

FIG. 9 



Patent Application Publication Sep. 20, 2001 Sheet 10 0f 12 

3,7, mwyww, Message Structure 

US 2001/0023467 A1 

‘00% ofxrlpbv ~ NU 

w w / Next MD Pu- Top Message Bu?'er O 
l 

40 ‘A, Prev MIDPtr HD1015‘? Data Bu?erfqo 
ComMDPtr B1) DataBuf 4W1 

101$ ' 
Valid 54' 

10th’ BD Pu Message {I04 
Dan 

~a - User Dam Read Pu 

me- - I User Data Wnte Pu R I Q 

1031‘ Return Q Pu- / l0 1 i 

q 1-,] Second Message Descriptor 
A * vuvrhrfyn = w 

OM‘?! Next MD Pu- Second Message Bn?‘et 
‘all’, PrevMDPu' 3D ‘05/471 Data Bu?'er/m {0' 

‘0H; Com MD Pn- BD 13m Buf 1/0 ‘1 9t’ 

Valid 1 BD Ptr 
101k - Message 10 ’ 

Data / H 
?gly_ User Data Read Ptr 

I104; 
10x1 Use: Data Write Pu 

4U n a l 

‘*Addi?ml Message Descriptors FIG. 10 

linkedduoughtheComMDPu 



Patent Application Publication Sep. 20, 2001 Sheet 11 0f 12 US 2001/0023467 A1 

Bu?‘er Descriptor Strucmre 

‘030 \ Buffer Descriptor (BD) m L'Lo\ Data Buffer 

Descriptor Type ‘ 
H 09% =(BD) 

l I |&“ data__buffcr_1ength 

FIG. 11 



Patent Application Publication Sep. 20, 2001 Sheet 12 0f 12 US 2001/0023467 A1 

Event Mask ‘1° 2 

2534 2 

(5116’. 
€V¢? | 1, if 

Fig. 12(a) 

Secondary Mask 

12.64 \\ 

I104 "\ 

\ 
I bit 

Queue not empty 

Fig. 12(b) 



US 2001/0023467 A1 

EFFICIENT TRANSFER OF DATA AND EVENTS 
BETWEEN PROCESSES AND BETWEEN 

PROCESSES AND DRIVERS IN A PARALLEL, 
FAULT TOLERANT MESSAGE BASED 

OPERATING SYSTEM 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

[0001] This application is a continuation of application 
number Ser. No. 08/377,303, ?led on Jan. 23, 1995. This 
application is also related to US. Pat. No. 6,032,267, 
entitled “Apparatus and Method for Ef?cient Modularity in 
a Parallel Fault Tolerant, Message Based Operating Sys 
tem,” of Fishler and Clark, issued Feb. 29, 2000, and Which 
is herein incorporated by reference. 

APPENDICES 

[0002] This application is ?led With three Appendices, 
Which are a part of the speci?cation and are herein incor 
porated by reference. The Appendices are: 

[0003] Appendix A: Descriptions of QIO library rou 
tines for a shared memory queueing system. 

[0004] Appendix B: A description of socket calls 
supported in a preferred embodiment of the inven 
tion. 

[0005] Appendix C: A list of QIO events occurring in 
a preferred embodiment of the present invention. 

BACKGROUND OF THE INVENTION 

[0006] 1. Field of the Invention 

[0007] This invention relates to operating system softWare 
and, more particularly, to a method and apparatus for 
increasing the ef?ciency of data transfer betWeen processes 
and betWeen processes and drivers in a data processing 
system. 

[0008] 2. Description of Related Art 

[0009] Conventional multiprocessor computers and mas 
sively parallel processing (MPP) computers include multiple 
CPUs, executing the same instructions or executing different 
instructions. In certain situations, data passed betWeen the 
processors is copied When it is passed from one processor to 
another. In conventional fault tolerant computers, for 
example, data is backed up and checkpointed betWeen the 
CPUs in furtherance of the goals of fault tolerance, linear 
expandability, and massive parallelism. Thus, in fault toler 
ant computers, data is duplicated betWeen CPUs and if one 
CPU fails, processing can be continued on another CPU With 
minimal (or no) loss of data. Such duplication of data at the 
processor level is highly desirable When used to ensure the 
robustness of the system. Duplication of data, hoWever, can 
also sloW system performance. 

[0010] In some conventional systems, data is transferred 
betWeen softWare processes by a messaging system in Which 
data is physically copied from one process and sent to the 
other process. This other process can either be executing on 
the same CPU or on a different CPU. The messaging system 
physically copies each message and sends each message one 
at a time to the receiving process. 

Sep. 20, 2001 

[0011] When the copied data is used for purposes of 
checkpointing betWeen processors, for example, it is desir 
able that the data be physically copied. At other times, 
hoWever, the data is merely passed betWeen processes to 
enable the processes to communicate With each other. In this 
case, there is no need to physically copy the data When the 
processes reside in the same CPU. At such times, it may take 
more time to copy and transmit the data betWeen processes 
than it takes for the receiving process to actually process the 
data. When data is transferring betWeen processes executing 
on the same CPU, it is not ef?cient to copy data sent betWeen 
the processes. 

[0012] Traditionally fault-tolerant computers have not 
alloWed processes or CPUs to share memory under any 
circumstances. Memory shared betWeen CPUs tends to be a 
“bottleneck” since one CPU may need to Wait for another 
CPU to ?nish accessing the memory. In addition, if memory 
is shared betWeen CPUs, and if one CPU fails, the other 
CPU cannot be assured of a non-corrupt memory space. 
Thus, conventionally, messages have been copied betWeen 
processes in order to force strict data integrity at the process 
level. 

[0013] On the other hand, passing data betWeen processes 
by duplicating the data is time-consuming. To improve 
execution time, programmers tend to Write larger processes 
that incorporate several functions, instead of breaking these 
functions up into more, smaller processes. By Writing feWer, 
larger processes, programmers avoid the time-delays caused 
by copying data betWeen processes. Large processes, hoW 
ever, are more dif?cult to Write and maintain than smaller 
processes. What is needed is an alternate mechanism for 
passing data betWeen processes in certain circumstances 
Where duplication of data takes more time than the process 
ing to be performed and Where duplication of data is not 
critical for purposes of ensuring fault tolerance. 

SUMMARY OF THE INVENTION 

[0014] The present invention provides an apparatus and 
method for improving the ef?ciency of data transfer betWeen 
processes and betWeen processes and drivers in a fault 
tolerant, message based operating system. In the present 
invention, processes can communicate With each other 
through tWo distinct methods. First, processes can commu 
nicate With each other using a conventional messaging 
system, Where data is copied each time it is transferred 
betWeen processes. This ?rst method is used primarily for 
functions relating to fault tolerance, linear expandability and 
parallelism Where it is desirable, or at least acceptable, to 
duplicate the data being transferred. Second, processes can 
communicate With each other by using a shared memory 
queueing system (sometimes shortened to “shared memory”, 
“queued I/O” or “QIO”). This method is used primarily for 
functions relating to server processing, LAN protocol pro 
cessing, and transmitting data betWeen processes running on 
the same processor. 

[0015] The shared memory queueing system alloWs pro 
cesses executing on the same processor to transmit data 
Without copying the data each time it is transferred. This 
increase in inter-process speed also makes it possible to 
divide the processes into small, functional modules. Process 
modularity can be “vertical,” e.g., a single large process can 
be broken doWn into several smaller processes With a 
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minimum loss of time lost due to transferring data between 
the processes. Process modularity can also be “horizontal,” 
e.g., various client processes can access one server process 

through the shared memory queueing system. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0016] The invention Will noW be described With reference 
to the accompanying draWings, Wherein: 

[0017] FIG. 1 is a block diagram shoWing a fault tolerant, 
parallel data processing system incorporating a shared 
memory queueing system. 

[0018] FIG. 2 is a block diagram shoWing a ?rst processor 
of FIG. 1. 

[0019] FIG. 3 is a block diagram shoWing a second 
processor of FIG. 1. 

[0020] FIG. 4 shoWs hoW a TCP/IP process and a TLAM 
IOP (Tandem LAN Access Method I/O Process) each 
receive messages from a LAN by Way of a shared message 
queueing system. 

[0021] FIG. 5 shoWs hoW the TCP/IP process and the 
TLAM IOP each send messages to the LAN by Way of the 
shared message queueing system. 

[0022] FIG. 6 shoWs a data path of data output from an 
application process to a LAN in a system that does not 
include a shared memory queueing system. 

[0023] FIG. 7 shoWs a data path of data output from an 
application process to a LAN in a ?rst embodiment of the 
present invention. 

[0024] FIG. 8 shoWs a data path of data output from an 
application process to a LAN in a second embodiment of the 
present invention. 

[0025] FIG. 9 shoWs a format of a queue in the shared 
memory queueing system. 

[0026] FIG. 10 shoWs a format of a message stored in the 
queue of FIG. 9. 

[0027] FIG. 11 shoWs a format of a buffer descriptor, 
Which is a part of the message of FIG. 10. 

[0028] FIGS. 12(a) and 12(b) shoW masks used by the 
shared memory queueing system during a QIO event. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

[0029] The folloWing description is of the best presently 
contemplated modes of carrying out the invention. This 
description is made for the purpose of illustrating the general 
principles of the invention and is not to be taken in a limiting 
sense. In general, the same reference numbers Will be used 
for the same or similar elements. 

[0030] FIG. 1 is a block diagram shoWing a fault tolerant, 
parallel data processing system 100 incorporating a shared 
memory queueing system. FIG. 1 includes a node 102 and 
a Workstation 104 that communicate over a Local Area 
NetWork (LAN) 105. Node 102 includes a processor 106 and 
a processor 108, connected by Inter-Process or Bus (IPB) 
109. IPB 109 is a redundant bus, of a type knoWn by persons 
of ordinary skill in the art. Although not shoWn in FIG. 1, 
system 100 is a fault tolerant, parallel computer system, 
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Where at least one processor checkpoints data from other 
processors in the system. Such a fault tolerant system is 
described generally in, for eXample, in US. Pat. No., 4,817, 
091 to KatZman et al., Which is herein incorporated by 
reference. The present invention, hoWever, can be imple 
mented on a variety of hardWare platforms Without departing 
from the scope of the invention. 

[0031] It should be understood that the “processes” shoWn 
in FIG. 1 and throughout this document preferably are 
implemented as softWare program instructions that are 
stored in memory and performed by a CPU. Similarly, 
“drivers” are understood preferably to be implemented as 
softWare program instructions that are stored in memory and 
performed by a CPU. References to a process being “in” a 
processor or a CPU generally means that the process is 
stored in memory of the CPU and is eXecuted by the CPU. 

[0032] Processor 106 includes a CPU 110 and a memory 
112 and is connected to a disk controller 114 and a disk drive 
116. Memory 112 includes a softWare process 120, a soft 
Ware disk process 122, and a shared memory segment 124, 
Which includes queues 125, as discussed beloW. Processes 
120 and 122 access shared memory segment 124 through a 
QIO library routines 126. Messages sent using the shared 
memory segment and QIO library 126 are sent Without 
duplication of data. 

[0033] Process 120 communicates over IPB 109 through 
use of a message system (MS) 128 and a ?le system (FS) 
130. The message system 128 is described in, e.g., “Intro 
duction to Guardian 90 Internal Design,” Chapter 6, Tandem 
Part No. 024507. File system 128 is described in, e.g., 
“Guardian Programmer’s Guide,” Tandem Part No. 096042 
and “System Procedure Calls De?nition Manual,” Vol. 1 and 
2, Tandem Part Nos. 026148 and 026149, each of Which is 
incorporated by reference. 

[0034] Disk process 122 sends data to disk 116 through a 
softWare disk driver 132 and disk controller 114. Node 102 
is connected to LAN 105 through a LAN controller 140. A 
processor 108 of node 102 includes a CPU 142 and a 
memory 144. Memory 144 includes a TCP/IP process 146 
and an NFS distributor process 148, Which communicate 
through a shared memory segment 150 by use of QIO library 
routines 152. As described beloW, shared memory segment 
150 includes a plurality of queues 151. 

[0035] TCP/IP process 146 communicates With IPB 109 
through a message system 154 and a ?le system 156, as 
described above. TCP/IP process 146 communicates With 
LAN controller 140 through a softWare LAN driver 158 by 
Way of QIO library 152. Again, communication using shared 
memory segment 150 does not involve copying data, While 
communication using message system 154 and ?le system 
156 does involve copying data. Although not shoWn in FIG. 
1, some implementations of the present invention also may 
use message system 154 and ?le system 156 to communicate 
betWeen processes in a single processor. For eXample, 
process 120 may also communicate With disk process 122 
using the ?le and message systems. 

[0036] Thus, FIG. 1 shoWs a shared memory queueing 
system to be used for communication betWeen processes 
120, 122 and betWeen processes 146, 148. FIG. 1 also shoWs 
communication using a shared memory queuing system 
betWeen process 146 and LAN driver 158. 
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[0037] FIG. 2 is a block diagram showing processor 106 
of FIG. 1. FIG. 2 shows four types of processes: a plurality 
of ODBC Server processes 214, a plurality of Disk processes 
122, a plurality of Object Server processes 218, and a 
DOMS Distributor process 220. “ODBC” stands for “Open 
Database Connectivity.” ODBC is a database client/server 
methodology that conforms to a standard for remote SQL 
database access, promoted by Microsoft Corporation. 
“DOMS” stands for “Distributed Object Management Sys 
tem” and is a CORBA compliant distributed object man 
agement server. Each of processes 214, 122, 218, and 220 
has an associated message system 230, a ?le system 232, a 
QIO sockets library 234, and a QIO library 236. (Libraries 
234 and 236 are subsets of library 126 of FIG. 1). Examples 
of the contents of libraries 234 and 236, are shoWn in 
Appendices A and B. 

[0038] FIG. 2 shoWs a ?rst method of sending messages 
betWeen processes, Which involves copying the data of 
messages. Message 260 of FIG. 2 is received on IPB 109 
from a process of processor 108 via message system 230 by 
Disk process 122. This type of message also can be sent 
betWeen any of the processes in a single processor. For 
example, it may be desirable that a process be able to reside 
on any processor. In that case, the process must be able to 
receive messages both from processes in other processors 
and processes in the same processor and must send and 
receive message through its message system 230. 

[0039] FIG. 2 also shoWs a second method of sending 
messages betWeen processes, in Which messages are sent by 
Way of the shared memory queuing system. In FIG. 2, 
process 214 has an associated queue 240 holding messages 
270 from other processes (e.g., from process 122). The 
details of such a queue are discussed beloW in connection 
With FIGS. 9-11. Each of processes 214, 218, and 220 has an 
associated input queue. Process 122 has an associated com 
mand queue 250 that holds messages 272 sent by other 
processes. 

[0040] FIG. 3 is a block diagram shoWing processor 108 
of FIG. 1 including shared memory segment 150. FIG. 3 
shoWs ?ve processes: an ODBC Distributor process 314, an 
NFS Distributor process 316, an FTP Server process 318, a 
DOMS Distributor process 320, and a TCP/IP Protocol 
process 146. “NFS” stands for “NetWork File System,” 
Which is a remote ?le server standard of Sun Microsystems, 
Inc. FTP stands for “File Transfer Protocol,” Which is a 
communications protocol used for transferring data betWeen 
computer systems. “TCP/IP” stands for “Transmission Con 
trol Protocol/Internet Protocol” and is a communications 
protocol used to communicate betWeen nodes. 

[0041] Each of processes 314, 316, 318, and 320 has an 
associated message system 330, a ?le system 332, a QIO 
sockets library 334, and a QIO library 336. (Libraries 334 
and 336 are subsets of QIO library 152 of FIG. 1). Examples 
of the contents of library 336, Which is used to access shared 
memory 150, are shoWn in Appendix A. Examples of the 
contents of library 334 is shoWn in Appendix B. 

[0042] TCP/IP Protocol process 146 has an associated 
QIO library 336 for accessing shared memory 150 and three 
I/O drivers 338. Drivers 338 also communicate With TCP/IP 
process 146 using the shared memory queueing system in a 
manner shoWn in FIGS. 4 and 5. 

[0043] FIG. 3 shoWs messages 260 being sent to a process 
in another processor by Way of message system 330 and ?le 
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system 332. Speci?cally, FIG. 3 shoWs a message 260 being 
sent from process 318 to a disk process 122 shoWn in FIG. 
2 over IPB 109. Thus, messages are sent betWeen processes 
in processors 106 and 108 using the messaging system. 
Messages can also be sent betWeen processes Within pro 
cessor 108 using the messaging system. As discussed above, 
the message system 330 duplicates data When it sends a 
message. 

[0044] FIG. 3 also shoWs a second method of sending 
messages betWeen processes Within a single processor and 
betWeen processes and drivers Within a single processor. In 
this second method, messages are sent by Way of the shared 
memory queueing system. In FIG. 3, process 314 has an 
associated queue 340 holding messages 370 from other 
processes (e. g., from process 146). The details of a queue are 
discussed beloW in connection With FIGS. 9-11. Each of 
processes 314, 316, 318, and 320 has an input queue 
associated thereWith. Process 146 has an associated com 
mand queue 350 that holds messages 372 sent by other 
processes. 

[0045] FIGS. 2 and 3 demonstrate hoW use of a shared 
memory queueing system encourages “horiZontal modular 
ity” and “vertical modularity” of processes. Because there is 
little overhead involved in transmitting data to or from a 
processor a driver When using the shared memory queueing 
system, a programmer can easily break a function doWn into 
individual processes such as the processes shoWn in FIGS. 
3 and 4. Vertical modularity involves a higher level process, 
such as process 214, communicating With a loWer level 
process, such as process 122. HoriZontal modularity 
involves a plurality of processes, such as processes 314, 316, 
318 and 320, communicating With the same loWer level 
process, such as process 146. 

[0046] FIGS. 4 and 5 shoW examples, respectively, of tWo 
processes receiving messages over LAN 105 by Way of a 
driver that accesses the shared memory queueing system. 
FIG. 5 also shoWs the processes sending messages over 
LAN 105 by Way of the same driver. In each of the examples 
of FIGS. 4 and 5, it is assumed that certain set-up functions 
have been previously performed. For example, each process 
has “registered” itself With the shared memory queueing 
system and has received a module ID (see “SM_MOD 
ULE_ID_CREATE” of the QIO library routines in Appendix 
A). The processes use their unique module ID for all 
interactions With the shared memory queueing system. At 
registration, each process has an option of de?ning What 
percentage of shared memory it is alloWed to consume. In a 
preferred embodiment, a process is a alloWed to consume up 
to 100% of the shared memory as a default. Each process 
also requests “pool space” from the shared memory queue 
ing system. The pool is used as a “private” space for the 
process to allocate data structures, such as control buffers. 

[0047] Each process also registers itself With LAN driver 
158 through, e.g., a call to the SM_DR_REGISTER routine 
of Appendix A. This routine registers a process With a 
designated LAN and With a designated port. The routine also 
creates an input queue and an output queue in shared 
memory for the process and returns a queue ID to the 
process for each queue created. Thus, in FIG. 4, TCP/IP 
process 402 registers tWice to obtain inbound and outbound 
ARP queues and inbound and outbound IP queues. An 
inbound, queue is used to receive messages from LAN 105. 
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As is described above in connection With FIGS. 2 and 3, a 
process also may have other input and output queues for, 
e.g., communicating With other processes and/or other driv 
ers. These queues are created through SM_Q CREATE of 
Appendix A. The outbound queue is used to hold message 
descriptors for data to be sent to LAN 105. The driver/ 
interrupt handler 158 maintains a table stored in memory 
that is used to route inbound messages to the correct inbound 
queue. A client process can then retrieve messages from its 
inbound queue. 

[0048] FIG. 4 shoWs hoW a TCP/IP process 402 and a 
TLAM IOP (Tandem LAN Access Method I/O Process) 404 
each receive messages from LAN 105 by Way of the shared 
message queueing system. TCP/IP process 402 uses knoWn 
TCP/IP protocol and receives both IP and ARP messages. 
Thus, TCP/IP process 402 has tWo inbound queues and tWo 
outbound queues. TLAM IOP 404 uses an industry standard 
interface for accessing a LAN. TLAM IOP 404 is based on 
the IEEE 802.2 Logical link control standard and supports 
Type 1 connection-less service as Well as the MULTILAN 
NETBIOS protocol. “MULTILAN” is a trademark of Tan 
dem Computers, Inc. Thus, TLAM IOP 404 can connect to 
various types of LANs. 

[0049] When driver 158 receives a message from LAN 
105, it places the message on an inbound queue for a correct 
process and aWakens the process that is identi?ed in that 
queue’s creator module ID ?eld (see FIG. 9). Thus, for 
example, in FIG. 4, an incoming message may be placed in 
either a TLAM inbound queue 406, an inbound IP queue 
414, or an inbound ARP queue 416. The driver/interrupt 
handler 158 looks at the table stored in memory to determine 
in Which queue to place an incoming message, depending on 
the recipient indicated by the message, and to determine 
Which process to aWaken. 

[0050] Processes are aWakened With a “QIO event”. A 
QIO event uses the computer’s operating system to set a 
QIO bit in an event mask, such as that shoWn in FIG. 12(a) 
and a bit in a QIO secondary mask (see FIG. 12(b) to 
indicate that the process’s queue is not empty. When an 
event occurs, the operating system Wakes up the receiving 
process, i.e., the process goes from a Wait state to a ready 
state. If the event mask 1200 has a QIO bit 1202 set, the 
process checks the QIO secondary mask 1204. When the 
“QUEUE_NOT_EMPTY” bit 1206 is set, the process con 
sumes data from an associated queue. Examples of QIO 
events are shoWn in Appendix C. 

[0051] A process consumes messages from an inbound 
queue by calling, e.g., SM_Q_GET_MSG of Appendix A. 
This routine gets a message from the top of the queue. Driver 
158 sets up the inbound queue so that the return queue 
pointer 1022 (see FIG. 10) points to the driver’s return 
queue 410. Thus, the process simply calls, e.g., 
SM_MD_RETURN of Appendix A to return the buffer to 
driver 158 for reuse. 

[0052] FIG. 5 shoWs hoW TCP/IP process 402 and TLAM 
IOP 404 send messages to LAN 105 by Way of the shared 
message queueing system. To send a message, a process 
calls, e.g., SM_Q_PUT_MSG of Appendix A, Which 
invokes the PUT routine in the outbound queue speci?ed. 
This places the message on an outbound queue de?ned by 
the driver. The process may, but is not required to, indicate 
a return queue so that driver 158 Will return the message 
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after it is sent. Thus, When TLAM IOP 404 calls 
SM_Q_PUT_MSG, the message to be sent invokes the 
“PUT” routine of TLAM outbound queue 406. Similarly, 
When TCP/IP 402 calls SM_Q_PUT_MSG for an ARP 
message, the message to be sent invokes the “PUT” routine 
of outbound ARP queue 418. When TCP/IP 402 calls 
SM_Q_PUT_MSG for an IP message, the message to be 
sent invokes the “PUT” routine of outbound IP queue 412. 

[0053] In a preferred embodiment, driver 158 does not 
place the message on the queue but ?rst checks to see if the 
message can be sent to LAN 105. If so, driver 158 sends the 
message. OtherWise, driver 158 places the message on a 
queue internal to the driver. When an interrupt occurs, driver 
158 checks Whether there are outgoing messages queued. If 
so, the driver removes the message from its internal queue 
and sends it. The message buffer is returned to the buffer free 
list if no return queue Was speci?ed in the queue structure. 

[0054] When a process Wants to disconnect from LAN 105 
it calls, e.g., SM_DR_DEREGISTER of Appendix A. This 
routine deletes the inbound and outbound queues for the 
process and removes the process from the driver’s internal 
routing table. 

[0055] The shared memory queueing system of the present 
invention alloWs improvements in the content and organi 
Zation of processes in the system and improves the ef?ciency 
of data paths traveled by data in the system. For example, the 
present invention alloWs an ef?cient implementation of the 
OSI seven-layer communication protocol, Which is used to 
send and receive data over a LAN using TCP/IP. The 
folloWing discussion of FIGS. 6-8 shoWs hoW use of a 
shared memory queueing system increases the speed and 
ef?ciency of implementation of the OSI model in a fault 
tolerant computer system. 

[0056] FIG. 6 shoWs a data path for transmitting data 
betWeen an application process 602 and an Ethernet LAN 
639 in a system that does not include shared memory 
queueing. Client application process 602 includes a socket 
library 604, a ?le system 606, and a message system 608. 
Message system 608 sends data to a TCP/IP protocol process 
612, Which can be either in the same processor or in another 
processor. Transmission to the same processor is effected by 
copying the data and transmitting it to message system 614 
of TCP/IP process 612. Transmission to another processor is 
effected by copying the data and transferring it over IPB 109 
(see FIG. 1), Where it is copied again before being handed 
to TCP/IP process 612. 

[0057] TCP/IP process 612 includes a message system 
614, a ?le system 616, and a TCP/IP protocol procedure 618. 
Message system 614 and ?le system 616 are shoWn tWice to 
indicate that they are used both for input to process 612 and 
for output from process 626. Message system 626 sends data 
to a TLAM I/O process 616, Which can be either in the same 
processor or in another processor. Transmission to the same 
processor is effected by copying the data and transmitting it 
to messaging system 628 of TLAM I/O process 626. Trans 
mission to another processor is effected by copying the data 
and transferring it over IPB 109, Where it is copied again 
before being handed to TLAM I/O process 626. 

[0058] TLAM I/O process 626 includes message system 
628, a TLAM procedure 630, a 3613 driver 632, and a kernel 
I/O driver 634. Driver 634 passes data to channel hardWare 
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636, Which passes the data to an Ethernet controller 638. 
Ethernet controller 638 passes the data to the LAN 639. A 
disadvantage of the data path of FIG. 6 is that the data must 
be copied at least once each time it is passed through the 
message system, i.e., at 640, 650. 

[0059] FIG. 7 shoWs a data path for transmitting data 
betWeen an application process 702 and LAN 639 in a ?rst 
embodiment of the present invention, including both a 
messaging system and a shared memory queueing system. 
Client application process 702 includes a socket library 704, 
a ?le system 706, and a message system 708. Message 
system 708 sends or receives data to or from a TCP/IP 
protocol process 712, Which can be either in the same 
processor or in another processor. Transmission to the same 
processor is effected by copying the data and transmitting it 
to message system 714 of TCP/IP process 714. Transmission 
to another processor is effected by copying the data and 
transferring it over IPB 109, Where it is copied again before 
being handed to the process. 

[0060] TCP/IP process 712 includes message system 714, 
and a TCP/IP protocol procedure 718. Message system 714 
is used to send and receive data from process 702. In FIG. 
7, data is sent and received from TCP/IP process 712 to 
driver 742 in the manner shoWn in FIGS. 5 and 6. Thus, in 
the present invention, data passes through the message 
system feWer times and data is copied feWer times (i.e., at 
point 750) during transmission, resulting in a time savings 
and more ef?cient processing When sending and receiving 
data from a LAN. 

[0061] FIG. 8 shoWs a data path data for transmitting data 
betWeen an application process 802 and LAN 639 in a 
second embodiment of the present invention. Client appli 
cation process 802 includes a special socket library 850 and 
a QIO library 840. Process 802 queues data through the 
socket library and the QIO library. To receive data through 
the shared memory queueing system, TCP/IP process 812 
must be in the same processor as process 802. Transmission 
to and from another processor is effected by copying the data 
and transferring it over IPB 109 via the message system of 
FIG. 1 (not shoWn in FIG. 8). Transmission betWeen 
processes in the same processor generally is effected through 
the shared memory queueing system. 

[0062] TCP/IP process 812 retrieves messages from the 
queueing system through routines in its QIO library 840. 
Thus, in the second embodiment, data passes through the 
message system only When it is desirable to duplicate the 
data (such as for checkpointing and backup purposes) and/or 
When the data is sent over IPB 109. This reduced copying of 
data results in a great time savings and ef?ciency in imple 
menting inter-process communication betWeen processes in 
a single processor that send and receive messages (e. g., as in 
a netWork multimedia application that sends and receives 
large amounts of data over a LAN 

[0063] FIG. 9 shoWs a format 900 of a queue in the shared 
memory segments 124, 150. Queue 240 of FIG. 2, for 
example, has the format of FIG. 9. A queue includes a 
descriptor type 901, a human readable queue name 902, a 
?rst message descriptor (MD) pointer 904, a last message 
descriptor pointer 906, a message descriptor count 908, 
queue attributes 910, a creator module ID 912, a pointer 914 
to a user-de?ned “GET-Q” function 940, a pointer 916 to a 
user-de?ned “PUT-Q” function 950, and a pointer 918 to a 
user-de?ned control block 960. 
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[0064] Descriptor type 901 indicates that this data struc 
ture is a queue. Queue name 902 is a name of the queue, such 
as “ODBC DIST IN Q”. First message descriptor (MD) 
pointer 904 points to a ?rst message descriptor 922 of a ?rst 
message in a doubly linked list of messages 920. Last 
message descriptor pointer 906 points to a ?rst message 
descriptor 924 of a last message in doubly linked list 920. 
The format of a message is described beloW in connection 
With FIGS. 10 and 11. 

[0065] Message descriptor count 908 holds the number of 
messages in the doubly linked list 920. Queue attributes 910 
includes attributes of the queue, e.g., Whether a process 
should be aWakened When data is PUT to its inbound queue. 
Creator module ID 912 is an ID of a module (or process) that 
created the queue. The shared memory system generally 
aWakens this process Whenever a queue has become non 
empty (see, e.g., FIG. 4 and 5). Pointer 914 points to a 
user-de?ned “GET-Q” function. The GET-Q function is a 
function that is performed Whenever a GET function is 
performed to get information from the queue. It alloWs the 
user-de?ned function to be performed in addition to or 
instead of a standard “GET” function in the QIO library. For 
example, if the queue is an inbound queue for an I/O driver, 
a user-de?ned GET function might initiate an I/O operation 
by the driver. The driver may also keep track of a number of 
outstanding I/Os and may adjust this number Whenever a 
GET (or PUT) is performed. As another example, a GET 
may cause a housekeeping routine to be performed by the 
process that created the queue. 

[0066] Pointer 916 points to a user-de?ned “PUT-Q” func 
tion, Which is performed Whenever a PUT function is 
performed to put information into the queue. It alloWs the 
user-de?ned function to be performed in addition to or 
instead of a standard “PUT” function. For example, in a 
queue associated With a LAN driver, the PUT-Q function 
may invoke a transport layer routine to output information to 
LAN 105. Pointer 918 points to a user-de?ned control block 
960. Often this control block is a control block needed by 
one or both of the PUT-Q and GET-Q functions. For 
example, the control block might be a control block for a 
driver that outputs information When the information sent to 
the queueing system. 

[0067] FIG. 10 shoWs a format of a message stored in 
doubly linked list 920 of FIG. 9. A message is made up of 
linked message descriptors. Messages (made up of one or 
more linked message descriptors) are then linked together as 
shoWn in list 920 of FIG. 9. FIG. 10 shoWs message 
descriptors 922 and 922‘, Which are joined in a linked list by 
pointers 1014 and 1014‘ to form a message. A message 
descriptor includes a descriptor type 1004, a next message 
descriptor pointer 1010, a previous message descriptor 
pointer 1012, a continued message descriptor pointer 1014, 
a buffer descriptor (BD) pointer 1016, a user data read 
pointer 1018, a user data Write pointer 1020, and a return 
queue pointer 1022. 

[0068] In FIG. 10, message descriptors 922 and 922‘ form 
a single message. Descriptor type 1004 indicates that the 
descriptor is a message descriptor. Next message descriptor 
pointer 1010 points to the ?rst message descriptor of a next 
message stored in doubly linked list 920. Previous message 
descriptor pointer 1012 points to the ?rst message descriptor 
of a previous message stored in doubly linked list 920. 
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Continued message descriptor pointer 1014 points to a next 
message descriptor in the current message. Scattered data 
needs multiple message descriptors and a single message 
may be formed of multiple message descriptors pointing to 
data in different buffer locations. Buffer descriptor (BD) 
pointer 1016 points to a buffer descriptor 1030, Which is 
described in more detail beloW in connection With FIG. 11. 
Buffer descriptor 1030 points to a data buffer 1040. 

[0069] User data read pointer 1018 is a pointer into buffer 
1040 indicating a location 1044 in data buffer 1040 Where 
reading should commence (or has stopped). User data Write 
pointer 1020 is a pointer into buffer 1040 indicating a 
location 1046 in data buffer 1040 Where Writing should 
commence (or has stopped). Return queue pointer 1022 
points to a return queue. When a message is returned, via the 
shared memory queueing system (i.e., When processing of 
the message is complete), the returned message is placed on 
the return queue if a return queue is speci?ed. For example, 
the current process may need to count messages sent. Instead 
of putting the message into a “free memory pool” When it is 
removed from the queue, the message is placed on the return 
queue for further processing by the current process. Other 
message descriptors in a message may have different, sec 
ondary return queue pointers 1022‘ or no return queue 
pointers. These secondary return queue pointers are pro 
cessed by individual processes associated With the primary 
return queue. 

[0070] FIG. 11 shoWs a format of a buffer descriptor 1030, 
Which is a part of the message of FIG. 10. Buffer descriptor 
1030 includes a descriptor type 1102, a data buffer base 
pointer 1108, a data buffer limit pointer 1110, and a data 
buffer length 1112. Descriptor type 1102 indicates that the 
descriptor is a buffer descriptor. Data buffer base pointer 
1108 points to a base of data buffer 1140 in memory. Data 
buffer limit pointer 1110 points to an end of data buffer 1140. 
Data buffer length 1108 is the length of data buffer 1040. 

[0071] In summary, use of a shared memory queueing 
system increases the speed of operation of communication 
betWeen processes in a single processor and, thus, increases 
the overall speed of the system. In addition, use of a shared 
memory queueing system frees programmers to implement 
both vertical modularity and horiZontal modularity When 
de?ning processes. This increased vertical and horiZontal 
modularity improves the ease of maintenance of processes 
While still alloWing efficient transfer of data betWeen pro 
cesses and betWeen processes and drivers. Moreover, the 
described embodiment includes a message system in Which 
data is copied during transmission. Such copying is desir 
able, e.g., to ensure fault tolerance. Execution speed lost by 
copying messages betWeen processors is acceptable because 
of the added reliability gained by checkpointing these inter 
processor transmissions. 

[0072] In describing the preferred embodiments, a number 
of speci?c technologies used to implement the embodiments 
of various aspects of the invention Were identi?ed and 
related to more general terms in Which the invention Was 
described. HoWever, it should be understood that such 
speci?city is not intended to limit the scope of the claimed 
invention. 

We claim: 
1. In a data processing system, a method for transferring 

a message betWeen a plurality of processes, the data pro 
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cessing system having at least a ?rst processor With a ?rst 
memory, a second processor With a second memory, and an 
inter-processor bus, the method comprising: 

designating a portion of the ?rst memory to be a shared 
memory segment; 

creating an input queue in the shared memory segment for 
a ?rst process of the ?rst processor; 

storing in the input queue, by a second process of the ?rst 
processor, a pointer to a message to be transferred; 

retrieving by the ?rst process, the message pointed to by 
the stored pointer; and 

using the inter-processor bus to copy the message to the 
second memory of the second processor to increase 
fault tolerance in the data processing system. 

2. In a data processing system, a method for transferring 
a message betWeen a plurality of processes using a single 
memory, the data processing system having at least a pro 
cessor With a memory, the method comprising: 

designating a portion of the memory to be a shared 
memory segment; 

creating an input queue in the shared memory segment for 
a ?rst process of the processor; 

storing in the input queue, by a second process of the 
processor, a pointer to a message to be transferred; and 

retrieving by the ?rst process, the message pointed to by 
the stored pointer. 

3. The method of claim 2, Wherein the data processing 
system additionally includes an inter-processor bus, and 
further comprising: 

using the inter-processor bus to copy the message to a 
memory of a second processor to increase fault toler 
ance in the data processing system. 

4. In a data processing system, a method for transferring 
a message betWeen a plurality of processes, the data pro 
cessing system having at least a ?rst processor With a ?rst 
memory, a second processor With a second memory, and an 
inter-processor bus, the method comprising: 

designating a portion of the ?rst memory to be a shared 
memory segment; 

creating an input queue in the shared memory segment for 
a ?rst process of the ?rst processor; 

storing in the input queue, by a second process of the ?rst 
processor, a pointer to a message to be transferred; 

retrieving by the ?rst process, the message pointed to by 
the stored pointer; and 

using a messaging system to transfer a copy of the 
message to a third process to increase fault tolerance in 
the data processing system. 

5. The method of claim 4, Wherein the ?rst process is 
executed by the ?rst processor using the ?rst memory, and 
the third process is executed by the second processor, using 
the second memory, the method further comprising: 

transferring the message betWeen the ?rst and the third 
processes over the inter-processor bus. 
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6. The method of claim 4, wherein the ?rst and third 
processes are both executed by the ?rst processor, using the 
?rst memory. 

7. In a data processing system, a method for transferring 
a message betWeen processes and a driver, the data process 
ing system having at least a ?rst processor With a ?rst 
memory, the method comprising: 

designating a portion of the ?rst memory to be a shared 
memory segment; 

creating an input queue in the shared memory segment for 
the driver; 

storing in the input queue, by a ?rst process, a pointer to 
a message to be transferred; 

retrieving by the driver, the message pointed to by the 
stored pointer; and 

using a message system to transfer a copy of the message 
to a second process to increase fault tolerance in the 
data processing system. 

8. The method of claim 7, Wherein the data processing 
system includes a second processor With a second memory 
and an inter-processor bus, and Wherein the ?rst process is 
executed by the ?rst processor using the ?rst memory, and 
the second process is executed by the second processor, 
using the second memory, the method further comprising: 

transferring the message betWeen the ?rst and the second 
processes over the inter-processor bus. 

9. The method of claim 7, Wherein the ?rst and second 
processes are both executed by the ?rst processor, using the 
?rst memory. 

10. In a data processing system, a method for transferring 
a message Within a driver, the data processing system having 
at least a ?rst processor With a ?rst memory, the method 
comprising: 

designating a portion of the ?rst memory to be a shared 
memory segment; 

creating an input queue for a ?rst component of the driver 
in the shared memory segment; 
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storing in the input queue, by a second component of the 
driver, a pointer to a message to be transferred; 

retrieving by the ?rst component of the driver, the mes 
sage pointed to by the stored pointer; and 

using a message system to transfer a copy of the message 
to a process to increase fault tolerance in the data 
processing system. 

11. The method of claim 10, Wherein the data processing 
system includes a second processor With a second memory 
and an inter-processor bus, and Wherein the driver is 
executed by the ?rst processor using the ?rst memory, and 
the driver is executed by the second processor, using the 
second memory, the method further comprising: 

transferring the message betWeen the ?rst and the second 
processes over the inter-processor bus. 

12. The method of claim 11, Wherein the driver and the 
process are both executed by the ?rst processor, using the 
?rst memory. 

13. Amethod of transferring a message betWeen processes 
in a data processing system having at least a ?rst processor 
With a ?rst memory, a second processor With a second 
memory, and an inter-processor bus, comprising the steps, 
performed by the data processing system, of: 

allocating a shared memory segment in the ?rst memory 
of the data processing system; 

creating an input queue for a ?rst process in the ?rst 
processor in the shared memory segment; 

storing, by a second process in the ?rst processor, in the 
input queue of the ?rst process, a pointer to a message 
to be transferred; 

retrieving by the ?rst process, the message pointed to by 
the pointer stored in the input queue of the ?rst process; 
and 

using the inter-processor bus to copy the message to the 
second memory of the second processor to increase 
fault tolerance in the data processing system. 

* * * * * 


