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S‘IQIEgEEENTH STREET In an external storage, an I/O process is continued Without 
’ any intervention of a user or a host system at failure of a 

_ controller. When a failure occurs in a controller, a host 
(21) Appl' NO" 09/835’494 system 10 recognizes the failure of the controller. Before the 

- failure is noti?ed to the user and a lication to sto the 'ob 22 Fld: A .17 2001 PP P J ’ 
( ) 1 6 pr ’ the substitutive controller reads the SCSI-ID possessed by 

Related US Application Data an SCSI port of the failed controller from a shared memory, 
registers the SCSI-ID of the SCSI port to the SCSI port 

(63) Continuation of application NO_ 09/421,235, ?led on associated With the substitutive controller, and erases by a 
Oct' 20, 1999, which is a Continuation of application port address resetting facility 45 of the substitutive control 
NO_ 08/738,590, ?led on Oct 29, 1996, HOW pat NO_ ler the SCSI-ID possessed by an SCSI port of the failed 
6,052,795 controller. Thanks to the provision, since the SCSI-ID speci 

?ed at issuance of an I/O request is transferred betWeen the 
(30) Foreign Application Priority Data controllers, the user or the host system need not alter the I/O 

request issuing route. Moreover, While the host system does 
Oct. 30, 1995 (JP) ......................................... .. 07-282072 not recognize the error, the transfer can be conducted. 
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EXTERNAL STORAGE 

BACKGROUND OF THE INVENTION 

[0001] The present invention relates to a technology to 
guarantee high reliability in operation of a plurality of 
controllers for input/output (I/O) devices in a computer 
system, and in particular, to a method of redundantly arrang 
ing controllers capable of transferring a process therebe 
tWeen Without intervention of the user and host systems 
When failure occurs in one of the controllers in an external 
storage subsystem adopting a Small Computer Systems 
Interface (SCSI) in Which the controllers are arranged at 
least in a duplicated con?guration and the controllers can be 
accessed from the host systems. 

[0002] In a system con?guration employing the SCS in 
Which a plurality of controllers and a storage shared betWeen 
at least tWo controllers are connected by an interface cable 
in a daisy chain to the host systems, the plural controllers 
respectively have different port addresses such as SCSI-IDS. 
Ordinarily, these controllers process I/O requests designated 
according to pertinent port addresses speci?ed by the host 
systems. 

[0003] JP-A-4-364514 describes a system in Which the 
controllers are arranged in a multiplex con?guration such 
that 1/0 requests from a host apparatus to storages connected 
to the plural controllers are processed at a high speed. In 
such a conventional system, When failure occurs in one of 
the controllers, and When the host system alters the speci 
?cation of the controller to execute the I/O request, it is 
possible that the I/O request is processed by a normal 
controller. HoWever, in a system in Which the host system 
and the plural controllers are connected to each other in a 
daisy chain, considerations have not been given to a proce 
dure in Which When failure occurs in a controller, the process 
is transferred to a normal controller for the execution thereof 
Without intervention of the host system. 

[0004] After issuing an I/ O request to a controller, the host 
system ordinarily monitors termination of the I/ O request by 
a timer in the host system. When the 1/0 is not terminated 
even When the monitor time predetermined by the host 
system lapses after the issuance of the I/O request, the host 
system assumes the state temporarily as an error. Conduct 
ing processes such as bus recovery process of an SCSI bus, 
the host system tries to re-issue the same I/O request With 
speci?cation of the port address of the failed controller. 

[0005] When the controller does not respond to the reis 
sued I/O request, the host system regards the state as a 
permanent error and hence does not thereafter issue any I/O 
request to the failed controller. Upon failure of a controller 
in the conventional system, When the host system recogniZes 
the permanent error, the data process thereof is interrupted. 
Therefore, even When there are disposed a plurality of 
controllers, user intervention is required to continuously 
execute the data process of the host system When failure 
occurs in the Pertinent controller. 

[0006] Furthermore, When there are disposed a plurality of 
host systems, and When a controller fails and enters a 
hang-up situation With the bus occupied by the failed 
controller, another data process being executed betWeen 
another host system and another controller is also inter 
rupted. User intervention is also required to recover the 
interrupted data process. 
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SUMMARY OF THE INVENTION 

[0007] It is therefore an object of the present invention to 
provide a failure recovery method and system in Which 
When a failure occurs in a controller, the process thereof is 
transferred to a normal controller to continuously perform 
the data process Without any intervention by the host system 
or user. 

[0008] Additionally, When the failed controller has not yet 
received the I/O request from the host system and hence the 
error has not been assumed, it is necessary to possibly 
suppress I/O requests to the failed controller to prevent an 
abnormal operation. Consequently, in accordance With the 
present invention, the transfer of the port address and control 
information is executed after suppressing an event in Which 
the host systems issue I/O requests thereto. 

[0009] To achieve the object above according to the 
present invention, a normal controller has a function to 
receive control information of the failed controller and a 
function to reference the port address of the failed controller 
to add the contents thereof to its oWn port address. Further 
more, the normal controller possesses a function to reset the 
port address in the failed controller to thereby erase the port 
address. 

[0010] Due to these functions, the normal controller can 
receive the port address and control information of the failed 
controller and accept and execute the I/O request issued to 
the failed controller. In the operation, a method may be 
employed in Which the port address is reset by the pertinent 
failed controller. 

[0011] Moreover, according to the present invention, there 
is disposed a function that the normal controller monitors a 
bus such as an SCSI bus upon detection of the failure to 
thereby decide Whether or not the failed controller has 
already received the I/O request from the host system. When 
the failed controller has already received the I/O request 
from the host system, the transfer of the port address and 
control information of the failed controller is terminated to 
prevent the host system from recogniZing the permanent 
error so as to continue the process of the host system Without 
any intervention by the user or host system. 

[0012] In addition, When the normal controller is execut 
ing an I/O process upon detection of a failure in a controller, 
it is assumed that the failed controller does not yet receive 
the I/O request from the host sziste’M. According to the 
present invention, there is provided a function to detect the 
condition such, that the transfer of the port address and 
control information of the failed controller is accomplished 
during the I/O process execution of the normal controller. 

[0013] As a result, I/O requests from the host system to the 
failed controller can be suppressed until the port address 
transfer process is completed. In addition, When a bus such 
as an SCSI bus is not being used by any controller upon 
detection of the failure, it is considered that the failed 
controller has not yet received the I/O request from the host 
system. According to the present invention, there is provided 
a function in Which the condition is detected and the normal 
controller selects the failed controller such that the transfer 
of the port address and control information is executed after 
the selection is accomplished. Due to this function, I/O 
requests from the host system to the failed controller can be 
suppressed until the port address transfer process is com 
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pleted. Owing to adoption of the construction of this type, in 
a situation in Which a failed controller have received an I/O 
request and the execution of the I/O process has not been 
terminated With a bus such as an SCSI bus kept exclusively 
reserved by the failed controller, a normal controller detects 
the state, completes reception of the port address and control 
information, and resets the failed controller Within the I/O 
monitor time of the host system. This makes it possible that 
any subsequent I/O requests to the failed controller can 
received for execution thereof by the normal controller. As 
a result, the system can respond to the I/O request re-issued 
from the host system and hence the interruption of the 
process of the host system as Well as the inhibition of 
issuance of I/O requests from the host system can be 
prevented. 
[0014] Moreover, upon detection of a failure in a control 
ler, the normal controller can suppress I/O requests from the 
host system to the failed controller. Therefore, When the 
failed controller has not yet received the I/O request, the host 
system need not recognize the error and any subsequent I/O 
requests can be received by the normal controller, thereby 
implementing the nonstop system operation. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0015] These and other objects and advantages of the 
present invention Will become apparent by reference to the 
folloWing description and accompanying draWings Wherein: 

[0016] FIG. 1 is a hardWare con?guration diagram shoW 
ing an embodiment of the present invention; 

[0017] FIG. 2 is a diagram of processing sequence of host 
system at failure of a controller in the embodiment of FIG. 

1; 
[0018] FIG. 3 is a diagram brie?y shoWing processing to 
be executed depending on states of the disk subsystem in the 
embodiment of FIG. 1; 

[0019] FIG. 4 is a ?oWchart of processing executed upon 
detection of the controller failure, speci?cally, processing 
executed When the SCSI bus is in the bus free state in the 
embodiment of FIG. 1; 

[0020] FIG. 5 is a ?oWchart of processing executed upon 
detection of the controller failure, speci?cally, processing 
executed When the bus is in use in the embodiment of FIG. 
1; 
[0021] FIG. 6 is a hardWare con?guration diagram of 
another embodiment according to the present invention; and 

[0022] FIG. 7 is a schematic diagram shoWing a method 
of implementing the SCSI-ID transfer in the con?guration of 
the embodiment of FIG. 6. 

DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

[0023] Description Will noW be given in detail of an 
embodiment according to the present invention. 

[0024] In FIG. 1, reference numerals 10 and 20 indicate 
host systems as central processors to conduct data process 
ing and a numeral 70 denotes a disk array subsystem as a 
peripheral unit in a dual controller structure. In the consti 
tution of the disk array subsystem 70, a numeral 60 desig 
nates standalone disks for storing therein data of the host 
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systems, numerals 30 and 40 are controllers to supervise 
data transfers betWeen the host systems 10,20 and the 
standalone disks 60, and numeral 50 stands for a shared 
memory to transmit information betWeen the controllers 
30,40. Reference numeral 71 indicates another peripheral 
unit including an input/output (I/O) device 72 and a con 
troller 73 to control the I/O device 72. 

[0025] The host systems 10 and 20 are connected via an 
SCSI bus to the controllers 30, 40, and 73. In the constitution 
of the controller 30, numeral 31 indicates an SCSI port to 
control an SCSI bus on the host system side, numeral 32 is 
a cache memory, numeral 33 denotes a device-side SCSI 
port to control the SCSI bus connecting the standalone disks 
to the controller 30, numeral 34 designates a microprocessor 
to control overall operations of the controller 30, numeral 35 
is a port address resetting facility to reset the SCSI port of 
the controller 40, numeral 36 is a data transfer controller to 
execute a data transfer betWeen the host system 10 and the 
cache memory 32, and numeral 37 indicates an array data 
transfer controller to execute a data transfer betWeen the 
cache memory 32 and the standalone disk 60. 

[0026] The data transfer controller 36 has a function to 
Write, When transferring data from the host system 10 to the 
cache memory 32, the contents of data in the cache memory 
42 of the controller 40 as Well. In addition, the array data 
transfer controller 37 possesses a function to generate redun 
dant data for data buffered in the cache memory 32. This 
function can also be employed to restore data. 

[0027] The controllers 30 and 40 mutually have the same 
con?guration. Speci?cally, for each constituent element of 
the controller 30, a reference number obtained by adding ten 
to the reference number of the constituent element indicates 
a partner or associated constituent element in the controller 
40. The port address resetting facility 45 can reset the SCSI 
port 31 of the controller 30. The port address resetting 
facilities 35 and 45 reset port addresses, i.e., SCSI-IDs 
preserved by the SCSI ports 41 and 31 in the respective 
controllers 30 and 40. According to the SCSI standards, the 
SCSI-IDs can be erased in the next arbitration phase. 

[0028] In addition, since the data transfer controller 36 has 
a function to Write data in the cache memory 32, any data 
items transferred from the host systems 10 and 20 are 
redundantly buffered in the respective cache memories 32 
and 42. Accordingly, even When a failure occurs in one of 
the controllers, the remaining controller can receive the 
process of the failed controller to execute the process using 
the data in its oWn cache memory. 

[0029] The I/ O process How Will be described according to 
an example in Which the host system 10 achieves a data 
transfer via the controller 30. The host system 10 issues an 
I/O request With an SCSI-ID designating the controller 30. 
In the controller 30, the SCSI port 31 keeping the SCSI-ID 
therein receives the I/O request and then passes the request 
to the microprocessor 34. The microprocessor 34 analyZes 
the I/O request and then instructs the data transfer controller 
36 to execute a data transfer betWeen the host system 10 and 
the disk 60. 

[0030] The transfer data is provisionally buffered in the 
cache memory 32 and is then Written also in the cache 
memory 42 in contemplation of a possible failure in the 
controller 30. In this connection, the SCSI-ID is set by the 
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microprocessor 34 at initialization of the SCSI port 31, for 
example, When the system is powered. The SCSI-ID is saved 
in the shared memory 50 at the same time. Also stored in the 
shared memory 50 is control information so that the process 
can be continuously, executed by a normal controller When 
one of the controller system fails in the dual controller 
con?guration. 

[0031] Referring noW to the process sequence of the host 
system at failure of the controller shoWn in FIG. 2, descrip 
tion Will be given of a method of continuing an I/O operation 
of the host system 10 according to the present invention. 

[0032] First, the internal construction of the host system 
10 Will be described, In FIG. 2, numeral 81 is an application 
program for executing data processing to perform various 
requests from the user, numeral 82 denotes a ?le system for 
keeping therein data structure and controlling I/O requests, 
numeral 83 indicates a device driver for converting an I/O 
request into a request mode suitable for a peripheral unit, 
numeral 84 stands for an SCSI card for transmitting an I/O 
request to the SCSI bus, numeral 85 is a transfer I/O buffer, 
and numeral 86 designates a system log in Which failure 
information of the host systems is accumulated. 

[0033] Next, description Will be generally given of 5 the 
processing of the host system 10 When a failure occurs in the 
controller 30 of the disk subsystem. Receiving an I/O 
request occurring in the application 81, the ?le system 82 
issues an I/O request to the SCSI bus 80 via the device driver 
83 and SCSI card 84. On receiving the request, When the 
controller 30 detects a failure in the disk subsystem, the 
controller 30 reports Check Condition for the I/O request. 

[0034] Next, the device driver 83 issues a Request Sense 
command to receive Sense Data Which is detailed failure 
information. According to the Sense Data, the device driver 
83 recogniZes the state of the controller 30. As a result, the 
driver 83 issues again (retries) the same I/O request. Since 
the failed controller 30 cannot either execute the re-issued 
I/O request, the device driver 83 instructs an operation to 
discard the process associated With the I/O request and 
repeats the operation, for example, by Retry after an Abort 
message. After this operation, the driver 83 recogniZes the 
state as a permanent error to notify the condition to the ?le 
system 82. 

[0035] Receiving the permanent error report, the ?le sys 
tem 82 does not thereafter issue any I/O request to the disk 
subsystem 70. The ?le system 82 then erases non-re?ection 
data of the I/O buffer 85 and records a failure occurrence in 
the system log, and then sends an error message via the 
application program 81 to the user. Consequently, the integ 
rity of updated data cannot be preserved betWeen the appli 
cation program 81, ?le stem 2, and disk subsystem depend 
ing on cases. Consequently, in any case to Which the present 
invention is not applied, the user is required to stop the 
application program and the like to restore the disk sub 
system so as to thereafter execute again a sequence of 
processes possibly having caused the mismatching of data in 
the host system. 

[0036] As another example of general processing, there 
exists a case in Which the controller 30 cannot report Check 
Condition to the device driver 83 even When failure occurs. 
Namely, the controller 30 does not notify the occurrence of 
the failure to the device driver 83. On this occasion, the 
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device driver 83 checks the state of the disk subsystem by 
monitoring the state according to a ?xed period of time 
indicated by a timer. When the response is not received 
Within the ?xed period of time, the device driver conducts, 
as in the example above, the process beginning at the 
re-issuance (retry) of the same I/O request. 

[0037] Referring to FIG. 1, description Will be given of an 
advantageous feature in Which the I/O process can be 
continued Without conducting the user operation in accor 
dance With the present invention. The controllers 30 and 40 
update monitor information items of the respective control 
lers in the shared memory 50 at a ?xed interval of time; 
moreover, the controllers mutually reference monitor infor 
mation thereof. 

[0038] When the controllers 30 and 40 are respectively 
receiving I/O requests issued respectively from the host 
systems 10 and 20, and When a failure occurs in the 
controller 30, the monitor information of the controller 30 in 
the shared memory 50 is updated by the controller 30 to 
information indicating the failure, or the information is not 
updated even When a ?xed period of time lapses. Referenc 
ing the monitor information in the shared memory 50, the 
controller 40 detects the failure of the controller 30, reads 
the SCSI-ID of the SCSI port 31 and control information of 
the controller 30 from the shared memory 50, and adds by 
the microprocessor 44 the SCSI-ID of the SCSI port 31 to 
the SCSI port 41. 

[0039] Additionally, using the SCSI port resetting facility 
45, the controller 40 erases the SCSI-ID possessed by the 
SCSI port 31. This enables the SCSI port 41 to accept an I/O 
request issued from the host system 20 and an I/O request 
issued from the host system 10 so thale’ the retry of the host 
system 10 is received for execution thereof by the controller 
40. 

[0040] When the retry is normally executed, a normal 
execution of the I/O request is reported to the ?le system 82 
and the processing of the host system 10 is normally 
continued. The control information includes transit infor 
mation in relation to transfers of data from the cache 
memories 32 and 42 to standalone disks 60. Consequently, 
upon receiving the control information, the controller 40 can 
transfer, in place of the controller 30, the duplicated data 
Written in the cache memory 42, as alternative data of the 
Write data maintained as non-re?ection data in the cache 
memory 32. 

[0041] Since the method of failure detection and control 
information transfer of the controller 30 is not the inherent 
characteristic of the present invention and has already been 
described in detail in the Japanese Patent Application No. 
7-139781.(?led on Jun. 7, 1995) by the applicant of the 
present invention, description thereof Will be avoided. 

[0042] For the transfer by the controller 40 of the SCSI-ID 
of the SCSI port 31 to the SCSI port 41 and the transfer of 
control information of the controller 30 to the controller 40 
described above, the associated processing is required to be 
appropriately accomplished according to the state of the 
controller 30. OtherWise, the transfers cannot be correctly 
carried out. According to the present invention, the status of 
the failed controller 30, more speci?cally, the state of 
reception by the failed controller 30 of the I/O request from 
the host system is determined on the basis of the usage state 
(signal state) of the SCSI bus. 
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[0043] In the following examples, description Will be 
given of a case in Which a failure takes place in the controller 
30 of FIG. 1 and the process is continued by the normal 
controller 40. 

[0044] Referring next to FIG. 3, description Will be given 
of processing to be executed according to the state of the 
disk subsystern. 

[0045] In general, it is difficult to completely forecast 
operation to be achieved by the failed controller When an I/O 
request is received from the host system 10. Therefore, When 
the failed controller 30 has not yet received the I/O request 
from the host system 10 When the failure of the controller 30 
is detected by the controller 40, the transfer process of the 
SCSI-ID including the addition of the SCSI-ID to the SCSI 
port 41 and the resetting of the SCSI port 31 is executed as 
early as possible so that the controller 40 receives the I/O 
request. 

[0046] HoWever, When an I/O request is issued from the 
host system 10 With speci?cation of the SCSI-ID during the 
transfer process of the SCSI-ID, the controllers 30 and 40 
possess the same SCSI-ID and hence the operation of the 
SCSI bus becomes unstable. In this situation, according to 
the present invention, there is provided a method in Which 
the SCSI bus 80 is dedicatedly occupied by one controller 
during the SCSIID transfer process so as to suppress the I/O 
request issuance from the host system 10. 

[0047] In accordance With the present invention, the con 
troller 40 monitors the utiliZation status (signal state) of the 
SCSI bus 80 to decide Whether or not the controller 30 has 
already received the I/O request from the host system 10, 
thereby executing a process associated With the decision. 

[0048] In one of the utiliZation statuses of the SCSI bus 80, 
the SCSI bus 80 is possibly in the bus free state When a 
failure is detected in the controller 30. In this case, the SCSI 
bus 80 is possibly in the bus free state. Since the controller 
30 has not yet received the I/O request, the controller 40 
executes a host operation (the initiator operation) such that 
the controller 40 selects the controller 30 to exclusively 
occupy the SCSI bus 80. This makes it possible to suppress 
the issuance of an I/O request from the host system 10 such 
that the controller 40 conducts the transfer of the SCSI-ID 
during this period. 

[0049] In one of the utiliZation statuses of the SCSI bus 80, 
it may be possible that the controller 40 is executing an I/O 
process through the SCSI bus 80 When a failure is detected 
in the controller 30. In this situation, it may be possible that 
the controller 40 is executing an I/O process through the 
SCSI bus 80. On this occasion, the controller 30 has not 
received the I/O request and hence the SCSI bus 80 is set to 
the bus free state at termination of the I/ O process and an I/O 
request may possibly be issued from the host system 10. To 
overcome this difficulty, the controller 40 also completely 
executes the SCSI-ID transfer during the execution of the 
pertinent I/O process. If the SCSI-ID transfer is not corn 
pleted during the execution of the pertinent I/O, the con 
troller 40 does not send the report of the I/O terrnination 
status until the ID transfer is completely ?nished. 

[0050] In one of the utiliZation statuses of the SCSI bus 80, 
the SCSI bus is possibly being used When a failure is 
detected in the controller 30. In this case, the system is in a 
state in Which the arbitration or selection is being executed 
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according to the SCSI standards, a state in Which another 
SCSI device connected to the SCSI bus 80 is using the SCSI 
bus 80, or a state in Which the controller 30 has already 
received the I/O request from the host system 10. 

[0051] In this situation, the controller 40 monitors the 
BSY signal of the SCSI bus 80. In association With the 
monitor period, When the BSY signal continues for a period 
of time equal to or more than the period of time in Which the 
arbitration phase is changed via the selection phase to the 
message out phase according to the SCSI standards, it can be 
decided that the signal is the BSY signal indicating an I/O 
process in execution, not the BSY signal of the bus rnaster 
ship arbitration. After the signal decision, the controller 40 
executes the SCSI-ID transfer process at a high speed. 

[0052] If another SCSI device is using the SCSI bus 80, 
the controller 30 has not received the I/ O request. Therefore, 
the controller 40 achieves the transfer process at a high 
speed While another SCSI device is using the SCSI bus 80. 

[0053] If the controller 30 has already received the I/O 
request from the host system 10, the failed controller 30 has 
already stopped its operation With the SCSI bus 80 exclu 
sively possessed by the controller 30. Since the device driver 
83 is monitoring the I/O operation by the internal tirner, the 
controller 40 is required to execute the SCSI-ID transfer 
before the host system 10 conducts the Bus Reset and Retry 
so that the controller 40 responds to the Retry. The monitor 
period of the controller 40 to monitor the SCSI bus 80 is 
shorter than the I/O process rnonitor period of the host 
system 10. Consequently, the controller 40 is required to 
completely achieve the SCSI-ID transfer prior to the bus 
resetting indication from the host system. This can be 
satisfactorily achieved due to the provision described above. 

[0054] Referring to FIGS. 4 and 5, description Will be 
given of a procedure to acquire the state of the disk sub 
system by monitoring the SCSI bus and an associated 
procedure of transferring the SCSI-ID. 

[0055] Description Will be given of a case in Which the 
SCSI bus 80 is in the bus free state When a failure of the 
controller 30 is detected by the controller 40 in FIG. 4. 

[0056] Since the SCSI bus 80 is in the bus free state (step 
400), the controller 40 recogniZes that the controller 30 has 
not yet received the I/ O request from the host system 10. The 
controller 40 then instructs the SCSI port 41 to start the 
initiator operation to participate in the arbitration of, the 
SCSI bus 80 (step 401). 

[0057] As a result, When the controller 40 remains in the 
arbitration (Y in step 402), the controller 40 speci?es in the 
selection phase the SCSI-ID of the SCSI port 31 of the failed 
controller 30. In this situation, even if a failure occurs in the 
controller 30, the SCSI port 31 norrnally functions in most 
cases. Consequently, there is set a state in Which the SCSI 
port 31 of the controller 30 exclusively occupies the SCSI 
bus 80 (step 404). In this state, the controller 40 adds the 
SCSI-ID possessed by the SCSI port 31 to the SCSI port 41 
(step 405) and then resets the SCSI port 31 (step 406). The 
SCSI bus 81 exclusively occupied by the controller 30 is 
released by resetting the SCSI port 31 and is returned to the 
bus free state. Thereafter, the controller 40 receives the I/O 
request from the host system 10 (step 413). The U0 process 
5 continue in this Way Without any intervention by the user. 
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[0058] When the controller 40 cannot remain in the arbi 
tration (N in step 402), it is decided Whether or not the 
controller 40 is selected by the host system 20 in the 
selection phase (step 403). If the controller 40 is selected by 
the host system (Y in step 403), there is set a state in Which 
the controller 40 dedicatedly occupies the SCSI bus 80. In 
this state, the controller 40 receives the I/O request from the 
host system (step 407) and then provisionally interrupts the 
processing. The controller 40 adds the SCSI-ID possessed 
by the SCSI port 31 to the SCSI port 41 (step 408) and then 
resets the SCSI port 31 (step 409). After resetting the port 
31, the controller 40 executes the I/O request from the host 
system (step 410) and then restores the SCSI bus 80 to the 
bus free state. At this point, the controller 40 receives the I/O 
request from the host system 10 (step 413). 

[0059] If the controller does not remain in the arbitration 
(No in step 402) and is not selected by the host system (No 
in step 403), the controller 40 assumes a state in Which the 
controller 30 having received the I/O request from the host 
system 10 or another SCSI device dedicatedly occupies the 
SCSI bus 80. In this situation, While the state is kept 
unchanged, the controller 40 adds the SCSI-ID possessed by 
the SCSI port 31 (step 411) to the SCSI port 41 and then 
resets the SCSI port 31 (step 412). If the controller 30 
exclusively occupies the SCSI bus 80, the SCSI bus 80 is 
restored to the bus free state by resetting the SCSI port 31. 
If another SCSI device dedicatedly occupies the SCSI bus 
80, the SCSI bus 80 is restored to the bus free state When the 
I/O process of the SCSI device is terminated. Thereafter, the 
controller 40 accepts the I/O request from the host system 10 
(step 413). 
[0060] Referring next to FIG. 5, description Will be given 
of a processing procedure in a case in Which the BSY signal 
of the SCSI bus 80 is asserted at detection of the failure of 
the controller 30 (step 500). 

[0061] The controller 40 ?rst determines Whether or not 
the controller 40 is executing an I/O request from the host 
system (step 501). If this is not the case (No in step 501), the 
controller 40 continuously monitors the state of the SCSI 
bus 80 for a period of time equivalent to the period in Which 
the arbitration phase according to the SCSI standards is 
changed via the selection phase to the message out phase 
(step 502). 
[0062] At detection of the failure, if the controller 40 is 
executing an I/O operation (Y in step 501) or the controller 
40 is selected by the host system during the monitor opera 
tion of the SCSI bus 80 (left branch in step 502), there is 
assumed a state in Which the SCSI bus 80 is exclusively 
occupied by the controller 40 and the controller 30 has not 
received the I/O request. In this state, prior to reporting the 
termination status of the I/O execution (step 503), the 
controller 40 adds the SCSI-ID possessed by the SCSI port 
31 to the SCSI port 41 (step 504) and then resets the SCSI 
port 31 (step 505). After resetting the port 31, the controller 
40 noti?es the I/O termination status and then terminates the 
I/O operation (step 506). 

[0063] The SCSI bus 80 is set to the bus free state When 
the I/O execution process is terminated, and the controller 40 
receives any subsequent I/O request from the host system 
10. In this fashion, it is possible to continuously execute the 
I/O process Without user intervention. 
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[0064] When the bus free state is detected during the 
monitor operation of the SCSI bus 80 (central branch in step 
502), the process at bus free detection of FIG. 4 is executed. 

[0065] If the controller 40 is not executing an I/O opera 
tion and the SCSI bus 80 is not released during the monitor 
operation (right branch in step 502), the controller 40 
recogniZes that the controller 30 or another SCSI device 
exclusively occupying the SCSI bus is executing an I/O 
operation. Continuing the SCSI bus monitoring operation 
(step 508), the controller 40 adds the SCSI-ID possessed by 
the SCSI port 31 to the SCSI port 41 (step 509) and then 
resets the SCSI port 31 (step 510). 

[0066] When the controller 30 exclusively occupies the 
SCSI bus 80, the bus 80 is returned to the bus free state by 
resetting the SCSI port 31. When another SCSI device 
exclusively occupies the SCSI bus 80, the bus 80 is returned 
to the bus free state When the I/O operation of the SCSI 
device is terminated. Thereafter, the controller 40 receives 
the I/O request from the host system 10. If the bus is released 
before the SCSI port 31 is completely reset (broken line in 
step 508), there is executed the process at detection of the 
bus free state shoWn in FIG. 4. 

[0067] As a result of the processing procedure, the I/O 
request from the host system 10 can be executed by the 
controller 40 When a failure occurs in the controller 30, 
thereby preventing the permanent error. Consequently, the 
data processing of the system 10 can be normally continued. 

[0068] Referring next to FIGS. 6 and 7, description Will 
be given that the present invention can be implemented in a 
con?guration of the controller not including the port address 
resetting facility. 
[0069] FIG. 6 is a diagram shoWing the con?guration 
developed by removing the port address resetting facility 
from the controller of FIG. 1. Numerals 90 and 100 indicate 
controllers respectively conducting functions of the control 
lers 30 and 40 of FIG. 1 and a numeral 50 indicates a shared 
memory to supply information betWeen the controllers 90 
and 100. 

[0070] In an internal constitution of the controller 90, a 
numeral 34 is a microprocessor controlling overall operation 
of the controllers, numeral 31 indicates an SCSI port Which 
can be controlled only by the microprocessor 34, numeral 32 
denotes a cache memory, numeral 33 stands for a device 
side SCSI port, numeral 36 designates a data transfer con 
troller, and a numeral 37 is an array data transfer controller. 
The controllers 90 and 100 are of the same con?guration. In 
the folloWing paragraphs, description Will be given of an 
example in Which the controller 90 receives an I/O request 
from the host system 10 of FIG. 1 and the controller 100 
receives an I/O request from the host system of FIG. 1. FIG. 
7 is a diagram shoWing an SCSI-ID transfer processing 
procedure With its abscissa representing lapse of time. 

[0071] When a failure occurs in the controller 90, the 
controller 100 detects the failure and then sets at a particular 
address in the shared memory 50 a failure ?ag indicating the 
occurrence of the failure in the controller 90. Thereafter, the 
controller 100 reads the SCSI-ID of the SCSI port 31 and 
control information of the controller 90 from the shared 
memory 50, and adds by the microprocessor 44 the SCSI-ID 
to the SCSI port 41. In contrast thereto, the controller 90 
recogniZes its oWn failure according to the failure ?ag in the 
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shared memory 50 and enters a Wait state in Which by use of 
an internal timer, the controller 90 does not execute its oWn 
operation for a period of time equivalent to the period of 
time in Which the transfer processing of the controller 100 is 
completely executed. 

[0072] The controller 90 determines through the Wait 
operation the completion of the processing of the controller 
100 and then erases by the microprocessor 34 the SCSI-ID 
possessed by the SCSI port 31. As a result, the SCSI-ID 
transfer process is terminated and then the SCSI port 41 is 
enabled to receive the I/O request from the host system of 
FIG. 1. 

[0073] Since the SCSI-ID process can be conducted With 
out using the port address resetting facility as described 
above, the present invention is also effective in the con?gu 
ration not including the port address resetting facility. It is 
also to be assumed that When a failure occurs in the 
controller 90, the microprocessor 34 and SCSI port 31 
function normally. 

[0074] While the present invention has been described 
With reference to the particular illustrative embodiments, it 
is not to be restricted by those embodiments but only by the 
appended claims. It is to be appreciated that those skilled in 
the art can change or modify the embodiments Without 
departing from the scope and spirit of the present invention. 

1. A failure recovery method for use in a data processing 
system including at least one host system, a plurality of 
controllers, and an interface cable connecting said host 
system to said controllers in a daisy chain, said controllers 
respectively including therein I/O ports being connected to 
said interface cable and having mutually different IDs, an 
I/O device being controlled by a group of at least tWo 
controllers, the method comprising the steps of: 

detecting, When a failure is detected in a controller of said 
group, a utiliZation state of said interface cable by a 
controller as a substitutive unit of a failed controller of 
said group; 

deciding, according to the utiliZation state of said inter 
face cable, a state of reception by said failed controller 
of an I/O request from said host system; 

suppressing by a substitutive controller, When the I/O 
request is not yet received by said failed controller as 
a result of the decision, reception of the I/O request by 
said failed controller; adding an ID of an I/O port 
related to said failed controller to an I/O port of said 
substitutive controller; and resetting the I/ O port related 
to said failed controller; and 

adding by said substitutive controller, When the I/O 
request is already received by said failed controller as 
a result of the decision, the ID of said I/O port related 
to said failed controller to the I/O port of said substi 
tutive controller and resetting the I/O port related to 
said failed controller before said host system recog 
niZes a permanent error in said failed controller. 

2. A failure recovery method according to claim 1, 
Wherein, in resetting the I/O port related to said failed 
controller, reset is carried out by hardWare resetting means 
in said substitutive controller. 

3. A failure recovery method according to claim 1, 
Wherein, in resetting the I/O port related to said failed 
controller, said substitutive controller further includes the 
steps of: 
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indicating to said failed controller to reset the I/O port 
related to said failed controller after lapse of a prede 
termined period of time; and 

adding the ID of the I/O portion related to said failed 
controller to the I/O port of said substitutive controller 
Within said predetermined period of time. 

4. A failure recovery method according to claim 1, 
Wherein said interface cable is a Small Computer Systems 
Interface bus cable. 

5. A data processing system, comprising: 

at least one host system; 

a plurality of controllers; and 

an interface cable connecting said host system to said 
controllers in a daisy chain, said controllers respec 
tively including therein I/O ports being connected to 
said interface cable and having mutually different IDs; 

an I/O device being commonly controlled by a group of 
at least tWo controllers; and 

a shared memory being commonly accessed from said 
group, each of controllers in said group including a 
microprocessor, 

the microprocessor in each of said controllers including: 

means for detecting a failure in a controller of said group 
according to contents of said shared memory; 

means for detecting a utiliZation state of said interface 
cable via an I/O port; 

means for deciding, according to the utiliZation state of 
said interface cable, a state of reception by said failed 
controller of an I/O request from said host system; 

means for suppressing, When the I/O request is not yet 
received by said failed controller as a result of the 
decision, reception of the I/O request by said failed 
controller; adding an ID of the I/O port related to said 
failed controller to an I/O port of a controller of its oWn; 
and indicating to reset the I/ O port related to said failed 
controller; and 

means for adding, When the I/O request is already 
received by said failed controller as a result of the 
decision, the ID of the I/O port related to said failed 
controller to the I/O port of the controller of its oWn; 
and indicating to reset the I/ O port related to said failed 
controller before said host system recogniZes a perma 
nent error in said failed controller. 

6. Adata processing system according to claim 5, Wherein 
each of the controllers of said group includes hardWare 
resetting means responsive to an indication from said reset 
indicating means for resetting the I/O port related to said 
failed controller. 

7. A data processing system according to claim 5, 
Wherein: 

said reset indicating means Writes a failure ?ag at a 
predetermined address in said shared memory, said ?ag 
indicating an occurrence of a failure; 

a processor in said failed controller functions as means for 
reading said failure ?ag from said shared memory and 
resetting the I/O port related thereto after lapse of a 
predetermined period of time; and 
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said reset indicating means adds the ID of the I/O port 
related to said failed controller to the I/O port related to 
oWn controller Within said predetermined period of 
time. 

8. Adata processing system according to claim 5, Wherein 
said interface cable is an SCSI bus cable. 

9. An external storage for use in a data processing system 
including a host system, an external storage including a 
plurality of controllers respectively having therein ports 
possessing identi?ers as individual port addresses and a 
group of storages controlled by and shared betWeen said 
plural controllers, and an interface cable connecting in a 
daisy chain said host system to said plural controllers having 
the ports therein, said plural controllers and storages being 
accessible from said host system, 

said external storage having a function that at occurrence 
of a failure in a controller excepting at least one 
controller, a normal controller detects the failure, ref 
erences a port address of a failed controller, receives 
control information of said failed controller, and adds 
control information to the port address thereof. 

10. An external storage according to claim 9, further 
including a shared memory for each of said plural control 
lers for storing therein the port address and control infor 
mation of each of said controllers and thereby transmitting 
information betWeen said controllers. 

11. An external storage in a data processing system 
including host system, an external storage including a plu 
rality of controllers respectively having therein ports pos 
sessing identi?ers as individual port addresses and a group 
of storages controlled by and shared betWeen said plural 
controllers, and an interface cable connecting in a daisy 
chain said host system to said plural controllers having the 
ports therein, said plural controllers and storages being 
accessible from said host system, 

said external storage having a function that at occurrence 
of a failure in a controller excepting at least one 
controller, a normal controller detects the failure, ref 
erences a port address of a failed controller, receives 
control information of said failed controller, and adds 
the control information to the port address thereof, 

a controller having a port address resetting facility for 
resetting the port address of said failed controller and 
erasing an ID thereof in such a manner that the con 
troller resets the port address of said failed controller, 
that said failed controller does not respond to subse 
quent I/O requests from said host system, and that said 
normal controller having received the port address 
responds to the I/O requests. 

12. An external storage according to claim 11, Wherein, at 
occurrence of the failure in the controller, in a state in Which 
said host system has not executed an I/O request to said 
failed controller and said interface cable connecting said 
host system to said controllers is not being used, 

a normal controller executes selection for said failed 
controller to acquire a bus mastership betWeen said 
normal controller and said failed controller, thereby 
suppressing issuance of an I/O request from said host 
system to said failed controller during a transfer pro 
cess of the port address by said normal controller. 
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13. An external storage according to claim 11, Wherein, at 
occurrence of the failure in the controller, in a state in Which 
said host system has not executed an I/O request to said 
failed controller and said normal controller is using the bus, 
said normal controller completes the transfer process of the 
port address of said failed controller during the processing of 
the I/O request issued from said host system and then 
noti?es termination of the I/O request, thereby suppressing 
issuance of an I/O request from said host system to said 
failed controller during the transfer process of the port 
address by said normal controller. 

14. An external storage according to claim 11, Wherein; 

said interface cable is an SCSI cable; 

said normal controller monitors, When the bus is in use at 
occurrence of the failure in the controller, a BSY signal 
of the bus to determine Whether or not the bus is being 
used by another device connected to the bus, Whether 
or not the system is in a transit state from an arbitration 
phase to a selection phase according to the SCSI 
standards, and Whether or not said failed controller 
already received an I/O request from said host system, 

said normal controller executes, When the bus is released 
during the monitor operation, selection for said failed 
controller to attain a bus mastership betWeen said 
normal and failed controllers, 

said normal controller completes, When said normal con 
troller is selected during the monitor operation, the 
transfer process of the port address of said failed 
controller during the processing of the I/O request 
issued from said host system and then noti?es termi 
nation of the I/O request, and 

said normal controller terminates during the monitoring 
period the transfer process of the port address of said 
failed controller. 

15. An external storage according-to claim 14, Wherein 
the monitoring period of the bus mastership is set to be equal 
to or more than a period of time in Which the arbitration 
phase is changed via the selection phase to a message out 
phase according to the SCSI standards so as to con?rm that 
the BSY signal is not associated With arbitration of the bus 
mastership but is caused by an I/O execution process, 
thereby executing the transfer of the port address of said 
failed controller. 

16. An external storage in a data processing system 
including a host system, an external storage including a 
plurality of controllers respectively having therein ports 
possessing identi?ers as individual port addresses and a 
group of storages controlled by and shared betWeen said 
plural controllers, and an interface cable connecting in a 
daisy chain said host system to said plural controllers having 
the ports therein, said plural controllers and storages being 
accessible from said host system, Wherein: 

at occurrence of a failure in a controller excepting at least 
one controller, a failed controller recogniZes the failure 
thereof and enters a Wait state Without executing a 
control operation thereof in at least a period of time 
equal to time in Which said normal controller conducts 
a transfer process of control information of said failed 
controller and addition of a port address; 
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after said normal controller Which recognized the failure 
?nishes the transfer and addition processes, said failed 
controller erases the port address of said failed con 
troller; and 

said norrnal controller Which received the port address of 
said failed controller responds to a subsequent I/O 
request issued from said host system since the port 
address of said failed controller is already erased. 

17. An external storage according to claim 16, Wherein 

at occurrence of the failure in the controller, in a state in 
Which said host system has not executed an I/O request 
to said failed controller and said interface cable con 
necting said host systems to said controllers is not 
being used, said norrnal controller executes selection 
for said failed controller to acquire a bus rnastership 
betWeen said norrnal controller and said failed control 
ler, thereby suppressing issuance of an I/ O request from 
said host system to said failed controller during the 
transfer process of the port address by said norrnal 
controller. 

18. An external storage according to claim 16, Wherein, at 
occurrence of the failure in a controller, in a state in Which 
a host system has not executed an I/O request to said failed 
controller and said norrnal controller is using the bus, said 
norrnal controller completes the transfer process of the port 
address of said failed controller-during the processing of the 
I/O request issued from said host system and then noti?es 
termination of the I/O request, thereby suppressing issuance 
of an I/O request from said host system to said failed 
controller during the transfer process of the port address by 
said norrnal controller. 

19. An external storage according to claim 16, Wherein: 

When the bus is in use at occurrence of the failure in the 
controller, said norrnal controller rnonitors a BSY sig 
nal of the bus to determine Whether or not the bus is 
being used by another device connected to the bus, 
Whether or not the system is in a transit state from an 
arbitration phase to a selection phase according to the 
SCSI standards, and Whether or not said failed control 
ler already received the I/O request from said host 
system; 

When the bus is released during the monitor operation, the 
normal controller executes selection for said failed 
controller to attain a bus rnastership betWeen said 
normal and failed controllers; 

When said norrnal controller is selected during the monitor 
operation, said norrnal controller completes the transfer 
process of the port address of said failed controller 
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during the processing of the I/O request issued from 
said host system and then noti?es the termination of the 
I/O request; and 

said norrnal controller terrninates during the monitoring 
period the transfer process of the port address of said 
failed controller. 

20. An external storage according to claim 16, Wherein the 
monitoring period of the bus rnastership is set to be equal to 
or more than a period of time in Which the arbitration phase 
changes via the selection phase to a message out phase so as 
to con?rrn that the BSY signal is not associated With 
arbitration of the bus rnastership but is caused by an I/O 
execution process, thereby executing the transfer of the port 
address of said failed controller. 

21. A host system and an external storage connected by an 
interface cable in a con?guration including a host system, an 
external storage including a plurality of controllers respec 
tively having therein ports possessing identi?ers as indi 
vidual port addresses and a group of storages controlled by 
and shared betWeen said plural controllers, and an interface 
cable connecting in a daisy chain said host system to said 
plural controllers having the ports therein, said plural con 
trollers and said storages being accessible from said host 
system, 

said external storage having a function that at occurrence 
of a failure in a controller excepting at least one 
controller, said norrnal controller detects the failure, 
references the port address of the failed controller, 
receives control information of said failed controller, 
and adds the control information to the port address 
thereof, 

said host system having a function that in a state in Which 
a controller having received an I/O request issued from 
the host system cannot respond thereto due to occur 
rence of a failure in the controller, said host system 
rnonitors an I/O cornpletion report from the controller, 
issues again the I/O request to said failed controller 
after lapse of the predetermined monitoring period, 
executes a recovery process including a resetting opera 
tion, recogniZes a permanent error When the controller 
does not respond to the recovery process, and noti?es 
the error to the application, and 

said norrnal controller completing an operation including 
the reference, transfer, and additional port address 
processes before the permanent error is recogniZed, 
thereby preventing a report of the permanent error to an 
application of said host system. 

* * * * * 


