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METHOD AND APPARATUS OF ENCIPHERING 
AND DECIPHERING DATA USING MULTIPLE 

KEYS 

BACKGROUND OF THE INVENTION 

[0001] The present invention relates to an enciphering 
method, deciphering method, recording and reproducing 
device, deciphering device, deciphering unit device, record 
ing medium, recording-medium manufacturing method, and 
key control method Which are for preventing the digitally 
recorded data from being copied from a recording medium. 

[0002] Compact disks and laser disks have been available 
as recording mediums that record digitiZed data (e.g., docu 
ments, sound, images, or programs). Floppy disks and hard 
disks have been used as recording mediums for computer 
programs and data. In addition to those recording mediums, 
a DVD (digital video disk), Which is a large-capacity record 
ing medium, has been developed. 

[0003] Since the aforementioned various digital recording 
mediums record the digital data (including the compressed 
or encoded data, Which can be decoded later) as it is, the 
recorded data can be copied easily to another recording 
medium Without impairing the quality of sound or the 
quality of image, Which enables a large number of repro 
ductions to be made, contributing to literary piracy. 

[0004] In summary, When the data is copied from a digital 
recording medium, the data can be copied With the sound 
quality and picture quality of the master remaining 
unchanged, or Without the deterioration of sound quality or 
picture quality. This has caused the problem of permitting 
the Wrongful conduct of making unauthoriZed copies of the 
original and selling them Without paying a royalty. 

BRIEF SUMMARY OF THE INVENTION 

[0005] Accordingly, it is an object of the present invention 
to provide an enciphering method, deciphering method, 
recording and reproducing device, deciphering device, deci 
phering unit device, recording medium, recording-medium 
manufacturing method, and key control method Which are 
for preventing an unauthoriZed copy of digital recording 
mediums. 

[0006] According to one aspect of the present invention, 
there is provided an enciphering method comprising the 
steps of: enciphering data With a ?rst key; and enciphering 
the ?rst key With each of a plurality of predetermined second 
keys. 
[0007] According to another aspect of the present inven 
tion, there is provided a recording medium having informa 
tion items recorded thereon, the information items compris 
ing: ?rst information obtained by enciphering data With a 
?rst key; and second information obtained by enciphering 
the ?rst key With each of a plurality of predetermined second 
keys. 
[0008] According to another aspect of the present inven 
tion, there is provided a recording medium manufacturing 
method comprising the steps of: obtaining ?rst information 
by enciphering data With a ?rst key; obtaining second 
information obtained by enciphering the ?rst key With each 
of a plurality of predetermined second keys; and recording 
the ?rst and second information on the same recording 
medium. 
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[0009] According to another aspect of the present inven 
tion, there is provided a deciphering method comprising the 
steps of: inputting ?rst information obtained by enciphering 
data With a ?rst key and second information obtained by 
enciphering the ?rst key With each of a plurality of prede 
termined second keys; deciphering the ?rst key using at least 
one of the second keys to obtain the ?rst key; determining 
by a speci?c method Whether or not the obtained ?rst key is 
correct; and deciphering the data using the ?rst key after the 
determination to obtain the data. 

[0010] According to another aspect of the present inven 
tion, there is provided a deciphering device comprising: 
input means for inputting ?rst information obtained by 
enciphering data With a ?rst key and second information 
obtained by enciphering the ?rst key With each of a plurality 
of predetermined second keys; storage means for storing at 
least one of the second keys; and deciphering means for 
deciphering the ?rst key from the second information input 
ted from the input means using at least one of the second 
keys in the storage means, determining by a speci?c method 
Whether or not the obtained ?rst key is correct, and deci 
phering the data from the ?rst information using the ?rst key 
after the determination to obtain the data. 

[0011] According to another aspect of the present inven 
tion, there is provided a recording and reproducing device 
comprising: reading means for reading ?rst information and 
second information from a recording medium on Which the 
?rst information obtained by enciphering data With a ?rst 
key and the second information obtained by enciphering the 
?rst key With each of a plurality of predetermined second 
keys have been stored; storage means for storing at least one 
of the second keys; and deciphering means for deciphering 
the ?rst key from the second information read by the reading 
means using at least one of the second keys in the storage 
means, determining by a speci?c method Whether or not the 
obtained ?rst key is correct, and deciphering the data from 
the ?rst information using the ?rst key after the determina 
tion to obtain the data. 

[0012] According to another aspect of the present inven 
tion, there is provided a key control method comprising the 
steps of: causing a ?rst caretaker to take custody of a 
plurality of predetermined second keys; causing a second 
caretaker to take custody of ?rst information obtained by 
enciphering data With a ?rst key and second information 
obtained by enciphering the ?rst key With each of the 
predeter- mined second keys; and causing a third caretaker 
to take custody of at least one of the second keys. 

[0013] According to another aspect of the present inven 
tion, there is provided a deciphering device comprising: 
reading means for reading ?rst information, second infor 
mation, and third information from a recording medium on 
Which the ?rst information obtained by enciphering data 
With a ?rst key, the second information obtained by enci 
phering the ?rst key With each of a plurality of predeter 
mined second keys, and the third information used for key 
determination have been stored; storage means for storing at 
least one of the second keys; ?rst deciphering means for 
deciphering one of the enciphered ?rst keys selected in the 
order determined from the second information using one 
second key selected in the order determined from the second 
keys stored in the storage means, determining on the basis 
of the deciphering result and the third information Whether 
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or not the ?rst key obtained by the deciphering is correct, 
and repeating the selection and the determination until the 
?rst key determined to be correct has been obtained; and 
second deciphering means for deciphering the data from the 
?rst information using the ?rst key the ?rst deciphering 
means has determined to be correct. 

[0014] According to another aspect of the present inven 
tion, there is provided a deciphering device comprising: a 
?rst unit built in a driving unit of a recording medium or 
connected to the driving unit of the recording medium 
Without the CPU bus of a computer, including: means for 
transferring ?rst information obtained by enciphering the 
data read from the recording medium With a ?rst key, second 
information obtained by enciphering the ?rst key With each 
of a plurality of predetermined second keys, and third 
information used for key determination in such a manner 
that at least the second information and third information are 
transferred safely Without being externally acquired; and a 
second unit connected to the ?rst unit via the CPU bus of the 
computer including: means for receiving the ?rst informa 
tion, second information, and third information from the ?rst 
unit via the CPU bus of the computer in such a manner that 
at least the second information and third information are 
received safely Without being externally acquired; storage 
means for storing at least one of the second keys; ?rst 
deciphering means for deciphering one of the enciphered 
?rst keys selected in the order determined from the second 
information using one second key selected in the order 
determined from the second keys stored in the storage 
means, determining on the basis of the deciphering result 
and the third information Whether or not the ?rst key 
obtained by the deciphering is correct, and repeating the 
selection and the determination until the ?rst key determined 
to be correct has been obtained; and second deciphering 
means for deciphering the data from the ?rst information 
using the ?rst key the ?rst deciphering means has deter 
mined to be correct. 

[0015] According to another aspect of the present inven 
tion, there is provided a deciphering device comprising: 
reading means for reading ?rst information, second infor 
mation, third information, and fourth information from a 
recording medium on Which the ?rst information obtained 
by enciphering a third key With a ?rst key, the second 
information obtained by enciphering the ?rst key With each 
of a plurality of predetermined second keys, the third 
information used for key determination, and the fourth 
information obtained by enciphering data With the third key 
have been stored; storage means for storing at least one of 
the second keys; ?rst deciphering means for deciphering one 
of the enciphered ?rst keys selected in the order determined 
from the second information using one second key selected 
in the order determined from the second keys stored in the 
storage means, determining on the basis of the deciphering 
result and the third information Whether or not the ?rst key 
obtained by the deciphering is correct, and repeating the 
selection and the determination until the ?rst key determined 
to be correct has been obtained; second deciphering means 
for deciphering the third key from the ?rst information using 
the ?rst key the ?rst deciphering means has determined to be 
correct; and third deciphering means for deciphering the 
data from the fourth information using the third key obtained 
by the second deciphering means. 
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[0016] According to another aspect of the present inven 
tion, there is provided a deciphering method comprising the 
steps of: reading ?rst information, second information, and 
third information from a recording medium on Which the 
?rst information obtained by enciphering data With a ?rst 
key, the second information obtained by enciphering the ?rst 
key With each of a plurality of predetermined second keys, 
and the third information used for key determination have 
been stored; deciphering one of the enciphered ?rst keys 
selected in the order determined from the second informa 
tion using one second key selected in the order determined 
from the second keys, determining on the basis of the 
deciphering result and the third information Whether or not 
the ?rst key obtained by the deciphering is correct, and 
repeating the selection and the determination until the ?rst 
key determined to be correct has been obtained; and deci 
phering the data from the ?rst information using the ?rst key 
determined to be correct. 

[0017] According to another aspect of the present inven 
tion, there is provided a deciphering method comprising the 
steps of: transferring ?rst information obtained by encipher 
ing the data read from a recording medium With a ?rst key, 
second information obtained by enciphering the ?rst key 
With each of a plurality of predetermined second keys, and 
third information used for key determination from a ?rst unit 
built in a driving unit of the recording medium or connected 
to the driving unit of the recording medium Without the CPU 
bus of a computer to a second unit via the CPU bus of the 
computer in such a manner that at least the second infor 
mation and third information are transferred safely Without 
being externally acquired; and in the second unit, decipher 
ing one of the enciphered ?rst keys selected in the order 
determined from the second information using one second 
key selected in the order determined from the second keys 
stored in the storage means, determining on the basis of the 
deciphering result and the third information Whether or not 
the ?rst key obtained by the deciphering is correct, repeating 
the selection and the determination until the ?rst key deter 
mined to be correct has been obtained, and deciphering the 
data using the ?rst key determined to be correct. 

[0018] According to another aspect of the present inven 
tion, there is provided a deciphering method comprising the 
steps of: reading ?rst information, second information, third 
information, and fourth information from a recording 
medium on Which the ?rst information obtained by enci 
phering at least a third key With a ?rst key, the second 
information obtained by enciphering the ?rst key With each 
of a plurality of predetermined second keys, the third 
information used for key determination, and the fourth 
information obtained by enciphering data With the third key 
have been stored; deciphering one of the enciphered ?rst 
keys selected in the order determined from the second 
information using one second key selected in the order 
determined from the second keys, determining on the basis 
of the deciphering result and the third information Whether 
or not the ?rst key obtained by the deciphering is correct, 
and repeating the selection and the determination until the 
?rst key determined to be correct has been obtained; deci 
phering the third key from the ?rst information using the ?rst 
key determined to be correct; and deciphering the data from 
the fourth information using the third key obtained. 

[0019] According to another aspect of the present inven 
tion, there is provided a deciphering unit device that receives 
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information via the CPU bus of a computer from a bus 
transfer unit built in a driving unit of a recording medium or 
connected to the driving unit of the recording medium 
Without the CPU bus of the computer and deciphers data on 
the basis of the information, the deciphering unit device 
comprising: means for receiving ?rst information obtained 
by enciphering the data read from the recording medium 
With a ?rst key, second information obtained by enciphering 
the ?rst key With each of a plurality of predetermined second 
keys, and third information used for key determination from 
the bus transfer unit via the CPU bus of the computer in such 
a manner that at least the second information and third 
information are received safely Without being externally 
acquired; storage means for storing at least one of the second 
keys; ?rst deciphering means for deciphering one of the 
enciphered ?rst keys selected in the order determined from 
the second information using one second key selected in the 
order determined from the second keys stored in the storage 
means, determining on the basis of the deciphering result 
and the third information Whether or not the ?rst key 
obtained by the deciphering is correct, and repeating the 
selection and the determination until the ?rst key determined 
to be correct has been obtained; and second deciphering 
means for deciphering the data from the ?rst information 
using the ?rst key the ?rst deciphering means has deter 
mined to be correct. 

[0020] In each of the above categories, the data may 
include at least one of key information, documents, sound, 
images, and programs. 

[0021] With the present invention, only the correct party 
having at least one of the second keys can get the ?rst key 
and therefore can get the plain data of the data enciphered 
using the ?rst key. As a result, the Wrongful conduct of 
making unauthoriZed copies and selling the thus copied 
mediums can be prevented, thereby protecting copyrights. 

[0022] Moreover, With the present invention, even if the 
data ?oWing over the signal line connecting the enciphering 
unit to the deciphering unit is stored, the stored data cannot 
be reproduced or used, because the data is the enciphered 
data. In addition, because the information necessary for 
enciphering the data is created on the basis of, for example, 
random numbers, and cannot be reproduced later, the stored 
data cannot be reproduced or used, even if the second key 
(master key) in the deciphering unit has been broken. As a 
result, the Wrongful conduct of making unauthoriZed copies 
and selling the thus copied mediums can be prevented, 
thereby protecting copyrights. 

[0023] Still furthermore, With the present invention, 
because the enciphering unit and deciphering unit can be 
designed separately from the essential portion of the repro 
ducing section of the digital recording and reproducing 
apparatus, even if the cipher is broken, the enciphering unit 
and deciphering unit have only to be replaced to overcome 
this problem. 

[0024] Additional objects and advantages of the present 
invention Will be set forth in the description Which folloWs, 
and in part Will be obvious from the description, or may be 
learned by practice of the present invention. The objects and 
advantages of the present invention may be realiZed and 
obtained by means of the instrumentalities and combinations 
particularly pointed out in the appended claims. 
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BRIEF DESCRIPTION OF THE SEVERAL 
VIEWS OF THE DRAWING 

[0025] The accompanying draWings, Which are incorpo 
rated in and constitute a part of the speci?cation, illustrate 
presently preferred embodiments of the present invention 
and, together With the general description given above and 
the detailed description of the preferred embodiments given 
beloW, serve to explain the principles of the present inven 
tion in Which: 

[0026] FIG. 1 is a block diagram of a system according to 
a ?rst embodiment of the present invention; 

[0027] FIG. 2 is a ?oWchart for the operation of the ?rst 
embodiment; 
[0028] FIG. 3 illustrates an example of a format in Which 
the enciphered key and the enciphered data are stored on a 
recording medium; 
[0029] FIG. 4 is a diagram to help explain a case Where 
the data is stored from the CPU BUS; 

[0030] FIG. 5 is a block diagram of a system according to 
a second embodiment of the present invention; 

[0031] FIGS. 6A and 6B shoW examples of the internal 
structure of the key judging section; 

[0032] FIG. 7 is a ?oWchart for the operation of the 
second embodiment; 

[0033] FIG. 8 is a ?oWchart for the operation of the 
second embodiment; 

[0034] FIG. 9 is a block diagram of a system according to 
a third embodiment of the present invention; 

[0035] FIG. 10 is a ?oWchart for the operation of the third 
embodiment; 
[0036] FIG. 11 is a diagram t 0 help explain the key 
control method; and 

[0037] FIG. 12 is a diagram to help explain the encipher 
ing operation. 

DETAILED DESCRIPTION OF THE 
INVENTION 

[0038] Hereinafter, referring to the accompanying draW 
ings, embodiments of the present invention Will be 
explained. 
[0039] In the embodiments, the operation of enciphering a 
certain data item a using key K is expressed as EK(a) and the 
operation of deciphering a certain data item a using key K 
is expressed as DK(a). By this Way of expression, the 
operation of enciphering and deciphering a certain data item 
a using key K is expressed as DK(EK(a)), for example. 

[0040] In the embodiments, there is a case Where a certain 
data item is ?rst deciphered and then the deciphered data 
item is enciphered to restore the original data item. This is 
based on the fact that the deciphering of the data has the 
same function as the enciphering of the data. Speci?cally, to 
return the enciphered data to the original data, the key used 
for deciphering must be knoWn. Once the key is knoWn, 
enciphering the deciphered data produces the original data 
that Was ?rst deciphered. If the cipher key is x and the data 
item is y, the operation Will be expressed as: 
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[0041] In the embodiments, explanation Will be given 
using an example of a system that reads the image data 
compressed and enciphered according to the MPEG 2 data 
compression standard from a DVD and enciphers, decodes, 
and reproduce the read-out data. 

[0042] (First Embodiment) 
[0043] Hereinafter, a ?rst embodiment of the present 
invention Will be explained. 

[0044] FIG. 1 is a block diagram of a system according to 
a ?rst embodiment of the present invention. FIG. 2 is a 
?oWchart for the operation of the ?rst embodiment. 

[0045] The system related to the ?rst embodiment is 
connected to the CPU BUS of the CPU (not shoWn) used for 
reproduction in a computer, such as a personal computer. 
The system is designed to alloW the enciphered data (ESK 
(Data) explained later) to How over the CPU BUS. FIG. 1 
shoWs only the sections related to the CPU used for repro 
duction. 

[0046] As shoWn in FIG. 1, the system of the ?rst embodi 
ment comprises a DVD driving unit (not shoWn) that reads 
the data from a DVD 101, an enciphering unit 107 that is 
connected to the DVD driving unit Without the CPU BUS or 
is built in the DVD driving unit, and a deciphering unit 114. 

[0047] The enciphering unit 107 and deciphering unit 114 
are connected to the CPU BUS 110. The deciphering unit 
114 outputs the data via, for example, an I/O port, not via the 
CPU BUS. That is, in the embodiment, the input and output 
of the data is carried out Without the CPU BUS, Whereas the 
CPU BUS is used for the data transfer betWeen the enci 
phering unit 107 and the deciphering unit 114. 

[0048] The enciphering unit 107 includes a demodulation/ 
error correction circuit 117, a demodulation/error correction 
circuit 118, and an enciphering circuit 104. Although in FIG. 
1, the enciphering unit 107 has tWo enciphering circuits 104, 
it is assumed that it actually has one enciphering circuit. The 
enciphering unit 107 is assumed to be composed of a single 
independent IC chip. The demodulation/error correction 
circuit 117 and demodulation/error correction circuit 118 
may be provided in the unit (the DVD driving unit) in the 
preceding stage, not in the enciphering unit 107. 

[0049] The deciphering unit 114 includes a deciphering 
circuit 112 and a session key creation circuit 111 that creates 
a second session key SK‘. In the embodiment, the decipher 
ing unit 114 is assumed to include an MPEG decoder circuit 
115 and a converter circuit 116 that converts the digital 
enciphered image data into analog data. Although in FIG. 1, 
the deciphering unit 114 has four deciphering circuits 112, it 
is assumed that it actually has one deciphering circuit. The 
deciphering unit 114 is assumed to be composed of a single 
independent IC chip. 

[0050] In each of the enciphering unit 107 and deciphering 
unit 114, a master key, explained later, has been registered. 
It is assumed that the master key has been recorded in a 
secret area in each of the enciphering unit chip and the 
deciphering unit chip so that the user cannot externally take 
out the master key. 

[0051] Acontrol section (not shoWn) is assumed to control 
the entire system. The control section is realiZed by, for 
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example, executing a program on the CPU in the computer. 
Concrete examples of control by the control section include 
an instruction to read the data from a DVD, the speci?cation 
of data transfer destination, and an instruction to output the 
data from the deciphering unit 114. The control section may 
be triggered, for example, by the user via a user interface, or 
by a process in an application program. 

[0052] In the ?rst embodiment, a ?rst session key is 
represented by SK, a second session key SK‘, the master key 
MK, and image data (i.e., the data to be enciphered) Data. 

[0053] In FIG. 1, numeral 102 indicates EMK(SK) created 
by enciphering the ?rst session key SK using the master key 
MK, 103 ESK(Data) created by enciphering the image data 
Data using the ?rst session key SK, 105 the master key MK, 
106 a second session key SK‘, 108 DMK(SK‘) created by 
deciphering the second session key SK‘ using the master key 
MK, 109 ESK‘(EMK(SK)) created by enciphering the ?rst 
session key EMK(SK) enciphered With the master key MK 
using the second session key SK‘, and 113 the ?rst session 
key SK. 

[0054] As shoWn in FIG. 3, it is assumed that on the DVD 
101, EMK(SK) created by enciphering the ?rst session key 
SK using the master key MK is recorded in the key recording 
area (lead-in area) in the innermost circumference portion 
and the ESK(Data) created by enciphering the image data 
Data using the ?rst session key SK is recorded in the data 
recording area (data area). 

[0055] Hereinafter, the operation of the ?rst embodiment 
Will be explained by reference to the ?oWchart of FIG. 2. 

[0056] At step S1, the ?rst session key EMK(SK) enci 
phered using the master key MK is read from the DVD 101, 
on Which the DVD driving unit (not shoWn) has recorded the 
?rst session key, and then is loaded into the enciphering unit 
107. At that time, the demodulation/error correction circuit 
117 performs demodulation and data error correction. 

[0057] At step S2, in the deciphering unit 114, the session 
key creation circuit 111 creates a second session key SK‘ 
using random numbers, such as time data from a clock (not 
shoWn). Then, the deciphering circuit 112 deciphers the 
created second session key SK‘ using the master key MK to 
create DMK(SK‘) and sends it to the enciphering unit 107 via 
the CPU BUS 110. 

[0058] As the timing of generating random numbers (e.g., 
the timing of inputting time information), for example, the 
timing With Which the signal indicating that the DVD 101 
has been loaded into the DVD driving unit is asserted may 
be used. 

[0059] The session creation circuit 111 may be composed 
of a random-number generator that is as long as the key. 
When a key is created using random numbers all of Whose 
bits may take Us or Is, it is necessary to perform a check 
process to prevent all of the bits from taking Us or Is. 

[0060] At step S3, using the master key MK, the encipher 
ing circuit 104 of the enciphering unit 107 enciphers 
DMK(SK‘) received via the CPU BUS 110. 

[0061] Namely, from 
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[0062] a second session key SK‘ created at the session key 
creation circuit 111 of the deciphering unit 114 can be 
obtained. 

[0063] The second session key SK‘ created at the session 
key creation circuit 111 is designed to prevent its contents 
from being knoWn even if it is stolen on the CPU BUS 110. 

[0064] Then, at step S4, using the second session key SK‘, 
the enciphering unit 107 enciphers the enciphered ?rst 
session key EMK(SK) recorded on the DVD 101 to create 
ESK‘(EMK(SK)), and sends this to deciphering unit 114. 

[0065] Then, at step S5, the deciphering circuit 112 of the 
deciphering unit 114 deciphers ESK‘(EMK(SK)) received via 
the CPU BUS 110 using the second session key SK‘ and 
produces: 

DSKV(ESKV(EMK(SK)))=EMK(SK) 
[0066] Furthermore, EMK(SK) obtained at the deciphering 
circuit 112 is deciphered using the master key MK to 
produce: 

DMK(EMK(SK))=SK 

[0067] Thus, this gives the ?rst session key SK. 

[0068] After the ?rst session key SK has been obtained as 
described above, at step S6, the image data ESK(Data) 
enciphered using the ?rst session key SK recorded on the 
DVD 101 by the DVD driving unit (not shoWn) is read out 
and loaded into the enciphering unit 107. At that time, the 
demodulation/error correction circuit 118 performs demodu 
lation and corrects errors in the data. Then, ESK(Data) is sent 
to the enciphering unit 107 via the CPU BUS 110. 

[0069] At step S7, the deciphering circuit 112 of the 
deciphering unit 114 deciphers ESK(Data) received via the 
CPU BUS 110 using the ?rst session key SK and produces: 

DSK(ESK(Data)=Data 

[0070] Then, the enciphered image data is deciphered to 
produce Data. 

[0071] Then, step S6 and step S7 are repeated until for 
example, the process of the data to be deciphered (i.e., 
ESK(Data)) has been completed or the stop of the process has 
been requested. 

[0072] When the image data Data thus obtained has been 
compressed according to, for example, the MPEG2 data 
compression standard, the image data is decoded at an 
MPEG decoder circuit 115. After the decoded signal has 
been converted by a D/A converter circuit 116 into an analog 
signal, the analog signal is sent to an imaging device (not 
shoWn), such as a television, Which reproduces the image. 

[0073] Step 1 may be executed before or after step S2 and 
step S3. 

[0074] Step S6 and step S7 may be executed by the 
method of carrying out the steps in units of ESK(Data), the 
method of reading a speci?c number of ESK(Data) at step 
S6, storing the read-out data in a buffer temporarily, and then 
deciphering ESK(Data) in the buffer at step S7, or the method 
of carrying out step S6 and step S7 in a pipeline processing 
manner. 

[0075] Moreover, the deciphering circuit 112 may transfer 
the image data ESK(Data) to the MPEG decoder circuit 115 
in units of one Data item or a speci?c number of Data items. 
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[0076] As described above, With the ?rst embodiment, 
When the data is reproduced from a medium on Which the 
digitiZed data has been enciphered and recorded (When the 
enciphered data is deciphered), the deciphered data is pre 
vented from ?oWing over the CPU BUS of the computer and 
the second session key SK‘ used to encipher the ?rst session 
key necessary for deciphering the enciphered data ?oWing 
over the CPU BUS is created on the basis of information that 
changes each time the data is reproduced, such as time 
information. Therefore, even When the data ?oWing over the 
CPU BUS 110 is stored from signal lines 210 into a digital 
storage medium 211 as shoWn in FIG. 4, the data cannot be 
reproduced of used. 

[0077] As a result, the Wrongful conduct of making unau 
thoriZed copies and selling the thus copied mediums can be 
prevented, thereby protecting copyrights. 

[0078] Furthermore, With the embodiment, as seen from 
FIG. 1, because the circuits used for enciphering and 
deciphering can be designed separately from the essential 
portion of the reproducing section of the digital recording 
and reproducing apparatus, such as a DVD, even if the 
cipher is broken, the deciphering unit 114 (or the encipher 
ing unit 107 and deciphering unit 114) has only to be 
replaced to overcome this problem. 

[0079] While in the ?rst embodiment, the enciphering unit 
107 has one enciphering circuit, it may have tWo enciphering 
circuits. Moreover, although in the embodiment, the deci 
phering unit 114 has one deciphering circuit, it may have 
tWo, three, or four deciphering circuits. In these cases, it is 
desirable that the enciphering circuits should be paired With 
the corresponding deciphering circuits and each pair be used 
independently or in a shared manner. 

[0080] When a set of an enciphering circuit and the 
corresponding deciphering circuit is used independently, an 
enciphering method different from that in another encipher 
ing circuit and deciphering circuit may be used in the 
enciphering circuit and its corresponding deciphering circuit 
in the independent set. 

[0081] (Second Embodiment) 
[0082] Hereinafter, a second embodiment of the present 
invention Will be explained. 

[0083] What Will be explained in the second embodiment 
is an example suitable for a case Where a plurality of 
predetermined master keys are prepared and one or more of 
them are allocated to deciphering unit makers (or DVD 
makers and distributors). 

[0084] FIG. 5 is a block diagram of the system according 
to the second embodiment of the present invention. An 
example of the operation of the second embodiment is 
shoWn in the ?oWchart of FIGS. 7 and 8. 

[0085] The system related to the second embodiment is 
connected to the CPU BUS of the CPU (not shoWn) used for 
reproduction in a computer, such as a personal computer. 
The system is designed to alloW the enciphered data (ESK 
(Data)) to How over the CPU BUS. FIG. 5 shoWs only the 
sections related to the CPU used for reproduction. 

[0086] As shoWn in FIG. 5, the system of the second 
embodiment comprises a DVD driving unit (not shoWn) that 
reads the data from a DVD 101, an enciphering unit 107 that 
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is connected to the DVD driving unit Without the CPU BUS 
or is built in the DVD driving unit, and a deciphering unit 
114a. 

[0087] The enciphering unit 107 and deciphering unit 
114a are connected to the CPU BUS 110. The deciphering 
unit 114a outputs the data via, for example, an I/O port, not 
via the CPU BUS. That is, in the second embodiment, the 
input and output of the data is carried out Without the CPU 
BUS, Whereas the CPU BUS is used for the data transfer 
betWeen the enciphering unit 107 and the deciphering unit 
114a. 

[0088] The enciphering unit 107 includes a demodulation/ 
error correction circuit 117, a demodulation/error correction 
circuit 118, and an enciphering circuit 104. Although in FIG. 
5, the enciphering unit 107 has tWo enciphering circuits 104, 
it is assumed that it actually has one enciphering circuit. The 
enciphering unit 107 is assumed to be composed of a single 
independent IC chip. The demodulation/error correction 
circuit 117 and demodulation/error correction circuit 118 
may be provided in the unit (the DVD driving unit) in the 
preceding stage, not in the enciphering unit 107. 

[0089] The deciphering unit 114a includes a deciphering 
circuit 112 and a session key creation circuit 111 that creates 
a second session key SK‘, and a key judging circuit 120. 

[0090] FIGS. 6A and 6B shoW examples of the structure 
of the key judging circuit 120. The key judging circuit 120 
includes a deciphering circuit 112, a comparison circuit 121, 
and a gate circuit 122. In the second embodiment, it is 
assumed that the deciphering unit 114a incorporates an 
MPEG decoder circuit 115 and a conversion circuit 116 that 
converts the deciphered digital image data into analog image 
data. 

[0091] Although in FIG. 5 and FIGS. 6A and 6B, the 
deciphering unit 114a has a total of ?ve deciphering circuits 
112, including the tWo deciphering circuits 112 in the key 
judging circuit 120, it is assumed that it actually has one 
deciphering circuit. 

[0092] The deciphering unit 114a is composed of a single 
independent IC chip. 

[0093] In each of the enciphering unit 107 and deciphering 
unit 114a, master keys, explained later, have been registered. 
It is assumed that the master keys have been recorded in a 
secret area in each of the enciphering unit chip and the 
deciphering unit chip so that the user cannot externally take 
out the master keys. 

[0094] Acontrol section (not shoWn) is assumed to control 
the entire system. The control section is realiZed by, for 
example, executing a program on the CPU in the computer. 
Concrete examples of control by the control section include 
an instruction to read the data from a DVD, the speci?cation 
of data transfer destination, and an instruction to output the 
data from the deciphering unit 114a. The control section 
may be triggered, for example, by the user via a user 
interface, or by a process in an application program. 

[0095] In the second embodiment, there are an n number 
of types of master keys. A ?rst session key is represented by 
SK, a second session key SK‘, the n-th master key MKt (t s in 
the range of 1 to n), and image data (i.e., the data to be 
enciphered) Data. 
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[0096] In FIG. 5, numeral 102-1 indicates cre 
ated by enciphering the ?rst session key SK using the master 
key MKi, 102-2 ESK(SK) created by enciphering the ?rst 
session key SK using the ?rst session key SK itself, 103 
ESK(Data) created by enciphering the image data Data using 
the ?rst session key SK, 105 the master key Mm, 106 a 
second session key SK‘, 108 DMKJ-(SK‘) created by decipher 
ing the second session key SK‘ using the master key MKj, 
109-1 ESK‘(EMKi(SK)) created by enciphering the ?rst ses 
sion key enciphered With the master key MKi 
using the second session key SK‘, 109-2 ESK‘(ESK(SK)) 
created by enciphering the ?rst session key ESK(SK) enci 
phered With the ?rst session key SK itself using the second 
session key SK‘ and 113 the ?rst session key SK. 

[0097] Several methods can be considered as to hoW to set 
the number of types of created by enciphering the 
?rst session key SK recorded on the DVD 101 using the 
master key MKi and hoW to set the number of types of master 
key MKJ- the deciphering unit 114a has in it. For example, 
they are as folloWs. 

[0098] (Method 1) One master key (i is in the 
range of 1 to n) is recorded on the DVD 101. The decipher 
ing unit 114a has an n number of master keys MKJ- (j=1 to n) 
in it. 

[0099] (Method 2) An n number of master keys (i=1 to n) are recorded on the DVD 101. The deciphering 

unit 114a has one master key MKJ is in the range of 1 to 
n) in it. 

[0100] (Method 3) This is an expansion of Method 2. An 
n number of master keys (i=1 to n) are recorded 
on the DVD 101. The deciphering unit 114a has an m 
(2<m<n) number of master keys MKJ- (j=1 to n) in it. The m 
number of master keys have been selected from the n 
number of master keys beforehand. 

[0101] As a concrete example, n=100 or n=400 and m=2, 
3, 4, or 10. The present invention is not limited to these 
values. 

[0102] (Method 4) This is the reverse of Method 3. An m 
(2<m<n) number of master keys (i=1 to n) are 
recorded on the DVD 101. The m number of master keys 
have been selected from an n number of master keys MK] 
(j=1 to n) beforehand. The deciphering unit 114a has an n 
number of master keys MKJ- (j=1 to n) in it. 

[0103] (Method 5) An n number of master keys (i=1 to n) are recorded on the DVD 101. The deciphering 

unit 114a has an n number of master key MKJ- (j=1 to n) in 
it. 

[0104] Method 3 to Method 5 have the same deciphering 
procedure. 

[0105] As shoWn in FIG. 3, it is assumed that on the DVD 
101, one (in the case of Method 1) or more (in the case of 
Method 2 to Method 5) created by enciphering the 
?rst session key SK using the master key MKi are recorded 
in the key recording area (lead-in area) in the innermost 
circumference portion and ESK(Data) created by encipher 
ing the image data Data using the ?rst session key SK is 
recorded in the data recording area (data area). 

[0106] It is assumed that an n number of master keys MK] 
(in the case of Method 1, Method 4, or Method 5), one 
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master key MKJ- (in the case of Method 2), or an m number 
of master keys MKJ- (in the case of Method 3) have been 
registered in the deciphering unit 114a. 

[0107] A predetermined master key is assumed to have 
been registered in the deciphering unit 107. 

[0108] Hereinafter, Method 1, Method 2, and Method 3 to 
Method 5 Will be explained in that order. 

[0109] First, the operation of the second embodiment in 
the case of Method 1 Will be explained by reference to the 
?oWcharts of FIGS. 7 and 8. 

[0110] At step S11, the ?rst session key ESK(SK) enci 
phered using the ?rst session key SK itself is read from the 
DVD 101, on Which the DVD driving unit (not shoWn) has 
recorded the ?rst session key, and then is loaded into the 
enciphering unit 107. At that time, the demodulation/error 
correction circuit 117 performs demodulation and data error 
correction. 

[0111] At step S12, the ?rst session key (i in the 
range of 1 to n, Where i is unknoWn here) enciphered using 
the master key MKi is read from the DVD 101, on Which the 
DVD driving unit (not shoWn) has recorded the master key, 
and then is loaded into the enciphering unit 107. At that time, 
the demodulation/error correction circuit 117 performs 
demodulation and data error correction. 

[0112] At step S13, the session key creation circuit 111 of 
the deciphering unit 114 creates a second session key SK‘ 
using random numbers, such as time data from a clock (not 
shoWn). Then, the deciphering circuit 112 deciphers the 
created second session key SK‘ using the master key MKJ 
is in the range of 1 to n, Where j is predetermined) to create 
DMKJ-(SK‘) and sends it to the enciphering unit 107 via the 
CPU BUS 110. 

[0113] As the timing of generating random numbers (e.g., 
the timing of inputting time information), for example, the 
timing With Which the signal indicating that the DVD 101 
has been loaded into the DVD driving unit is asserted may 
be used. 

[0114] The session creation circuit 111 may be composed 
of a random-number generator that is as long as the key, for 
example. When a key is created using random numbers all 
of Whose bits may take Us or 1s, it is necessary to perform 
a check process to prevent all of the bits from taking Us or 
1s. 

[0115] At step S14, using the master key MKJ has a 

predetermined value in the range of 1 to n), the enciphering 
circuit 104 of the enciphering unit 107 enciphers DMKJ-(SK‘) 
received via the CPU BUS 110. 

[0116] Namely, from 

EMKJ'(DMKj(SK'))=SKv 
[0117] a second session key SK‘ created at the session key 
creation circuit 111 of the deciphering unit 114a can be 
obtained. 

[0118] The second session key SK‘ created at the session 
key creation circuit 111 is designed to prevent its contents 
from being knoWn even if it is stolen on the CPU BUS 110. 

[0119] Then, at step S15, using the thus obtained second 
session key SK‘, the enciphering unit 107 enciphers the 
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enciphered ?rst session key ESK(SK) recorded on the DVD 
101 to create ESK‘(ESK(SK)), and sends this to deciphering 
unit 114a in via CPU BUS 110. 

[0120] Similarly, at step S16, using the thus obtained 
second session key SK‘, the enciphering unit 107 enciphers 
the enciphered ?rst session key recorded on the 
DVD 101 to create ESK‘(EMKi(SK)), and sends this to 
deciphering unit 114a. 

[0121] Then, at step S17, the deciphering circuit 112 of the 
deciphering unit 114a deciphers ESK‘(ESK(SK)) received via 
the CPU BUS 110 using the second session key SK‘ and 
produces: 

DSKKESKV(ESK(SK)))=ESK(SK) 

[0122] Similarly, at step S18, the deciphering circuit 112 
of the deciphering unit 114a deciphers ESK‘(EMKi(SK)) 
received via the CPU BUS 110 using the second session key 
SK‘ and produces: 

DsKy (EsKv (EMKi(SIa))=EMKi(SK) 

[0123] Because the master key MKi used in creating 
is unknoWn, the ?rst session key SK is found using 

the key judging circuit 120 as folloWs. 

[0124] First, the principle of the key judging process Will 
be explained. 

[0125] When is deciphered using all of the 
master keys MKJ- (j=1 to n), this gives: 

[0126] Of these, one SKiJ- (j=1 to n) is the ?rst session key 
sK. 

[0127] Using the ESK(SK), it is determined Which one of 
the created SKiJ- (j=1 to n) is the ?rst session key SK. 

[0128] Then, When ESK(SK) is deciphered using all of the 
candidates SKiJ- (j=1 to n) of the ?rst session key, this gives: 

[0129] Here, When the same master key MKJ- as the master 
key MKi used in creating is used in the deciphering 
unit, or When i=j, this gives SK“(i, j)=SKiJ-=SK. 

[0130] Therefore, When a check is made to see if SK“(i, 
j)=SKij (j=1 to n) holds for each SKiJ- (j=1 to n), this gives SKU 
that meets SK“(i, j)=SKij (j=1 to n) as the ?rst session key SK. 
The one corresponding to j giving the SKiJ- is the master key 
used in the present session. 

[0131] The operation is expressed in C language notation 
as folloWs: 

} 
else EXITDMISMATCH; 
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[0132] The second line in the above procedure indicates 
the operation of deciphering using MKi and sub 
stituting the result into DS1[i]. 

[0133] The third line in the procedure indicates the opera 
tion of deciphering ESK(SK) using SKi and substituting the 
result into DS2[i]. 

[0134] The fourth line in the procedure indicates the 
operation of judging Whether nor not DS1[i] coincides With 
DS2[i]. 
[0135] The ninth line in the procedure indicates the opera 
tion executed When DS1[i] does not coincide With DS2[i]. 

[0136] For example, in FIGS. 6A and 6B, the deciphering 
circuit 112 in the key judging circuit 120 deciphers 

for j=1 using master key MKj, giving: 
SKij=DMKj(EMKi(SK)) 

[0137] Then, the deciphering circuit 112 deciphers 
ESK(SK) using SKij, giving: 

SKH=DSKij(ESK(SK)) 
[0138] Next, the comparison circuit 121 compares SK“ 
With SKij. If they coincide With each other, the gate circuit 
122 Will be controlled so as to output the stored SKij (FIG. 
6A) or SK“ (FIG. 6B) as the ?rst session key SK. 

[0139] If they do not coincide, j is incremented by one and 
the same operation Will be carried out until the ?rst session 
key SK has been obtained. 

[0140] After the ?rst session key SK has been obtained as 
described above, at step S20, the image data ESK(Data) 
enciphered using the ?rst session key SK recorded on the 
DVD 101 by the DVD driving unit (not shoWn) is read out 
and loaded into the enciphering unit 107. At that time, the 
demodulation/error correction circuit 118 performs demodu 
lation and corrects errors in the data. Then, ESK(Data) is sent 
to the enciphering unit 107 via the CPU BUS 110. 

[0141] At step S21, the deciphering circuit 112 of the 
deciphering unit 114a deciphers ESK(Data) received via the 
CPU BUS 110 using the ?rst session key SK and produces: 

DSK(ESK(Data)=Data 
[0142] Then, the enciphered image data is deciphered to 
produce Data. 

[0143] Then, step S20 and step S21 are repeated until for 
example, the process of the data to be deciphered (i.e., 
ESK(Data)) has been completed or the stop of the process has 
been requested. 

[0144] When the image data Data thus obtained has been 
compressed according to, for example, the MPEG2 data 
compression standard, the image data is decoded at an 
MPEG decoder circuit 115. After the decoded signal has 
been converted by a D/A converter circuit 116 into an analog 
signal, the analog signal is sent to an imaging device (not 
shoWn), such as a television, Which reproduces the image. 

[0145] Any one of step S11, step S12, and steps S13 and 
S4 may be executed ?rst. 

[0146] Moreover, either step S15 and step S17 or step S16 
and S18 may be executed ?rst. 

[0147] Step S20 and step S21 may be executed by the 
method of carrying out the steps in units of ESK(Data), the 
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method of reading a speci?c number of ESK(Data) at step 
S20, storing the read-out data in a buffer temporarily, and 
then deciphering ESK(Data) in the buffer at step S21, or the 
method of carrying out step S20 and step S21 in a pipeline 
processing manner. 

[0148] Moreover, the deciphering circuit 112 may transfer 
the image data ESK(Data) to the MPEG decoder circuit 115 
in units of one Data item or a speci?c number of Data items. 

[0149] As described above, With the second embodiment, 
even When the data ?oWing over the CPU BUS 110 is stored, 
the data cannot be reproduced of used, as in the ?rst 
embodiment. 

[0150] As a result, the Wrongful conduct of making unau 
thoriZed copies and selling the thus copied mediums can be 
prevented, thereby protecting copyrights. 
[0151] Furthermore, With the second embodiment, the 
information that directly indicates the master key used to 
encipher the ?rst session key recorded on the recording 
medium is not necessary, Which enables a suitable master 
key to be selected and used in a predetermined range in 
recording the data on a DVD. In addition, the second 
embodiment has the advantage that it can allocate master 
keys in a speci?c unit, such as a DVD maker or a DVD 
distributor. 

[0152] With the second embodiment, because the circuits 
used for enciphering and deciphering can be designed sepa 
rately from the essential portion of the reproducing section 
of the digital recording and reproducing apparatus, such as 
a DVD, even if the cipher is broken, the deciphering unit 
114a (or the enciphering unit 107 and deciphering unit 114a) 
has only to be replaced to overcome this problem. 

[0153] While in the second embodiment, the enciphering 
unit 107 has one enciphering circuit, it may have tWo 
enciphering circuits. Moreover, although in the embodi 
ment, deciphering unit 114a has one deciphering circuit, it 
may have tWo, three, four, or ?ve deciphering circuits. In 
these cases, it is desirable that the enciphering circuits 
should be paired With the corresponding deciphering circuits 
and each pair be used independently. 

[0154] When a set of an enciphering circuit and its cor 
responding deciphering circuit is used independently, an 
enciphering method different from that in another encipher 
ing circuit and deciphering circuit may be used in the 
enciphering circuit and its corresponding deciphering circuit 
in the independent set. 

[0155] Next, the operation of the second embodiment in 
the case of Method 2 Where an n number of (i=1 
to n) have been recorded on the DVD 101 and the decipher 
ing unit 114a includes one MKJ has a value in the range of 
1 to n) Will be explained by reference to the ?oWcharts of 
FIGS. 7 and 8. 

[0156] At step S11, the ?rst session key ESK(SK) enci 
phered using the ?rst session key SK itself is read from the 
DVD 101, on Which the DVD driving unit (not shoWn) has 
recorded the ?rst session key, and then is loaded into the 
enciphering unit 107. At that time, the demodulation/error 
correction circuit 117 performs demodulation and data error 
correction. 

[0157] At step S12, the ?rst session key (i =1 to 
n) enciphered using the master key MKi is read from the 


















