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(57) ABSTRACT 
A removable memory device includes a memory for storing 
individual information therein, a memory manager for pro 
tecting the memory When the removable memory device is 
not connected to a portable terminal device and for allowing 
access thereto When the removable memory device is con 
nected, a data input/output part as a data sending/receiving 
port to/from a data input/output part of the portable terminal 
device, and a controller for detecting an interconnection With 
the portable terminal device through the data input/output 
part and for controlling the memory manager. The remov 
able memory device protects the individual information 
stored Within it from being illegally used. 
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REMOVABLE MEMORY DEVICE FOR PORTABLE 
TERMINAL DEVICE 

BACKGROUND OF THE INVENTION 

[0001] 1. Field of the Invention 

[0002] The present invention relates to removable 
memory devices. In particular, the present invention relates 
to a removable memory device for a portable terminal 
device that can be removably connected to such a portable 
terminal device as, e.g., a portable telephone and can store 
therein ID information, a telephone number list, and so on, 
etc., inherent in each portable terminal device. 

[0003] 2. Description of the Related Art 

[0004] Such a portable terminal device as a portable 
telephone comprises a memory device Which stores therein, 
for example, such a telephone number list as abbreviated 
dialing numbers or such individual information as ID infor 
mation inherent in each portable terminal device, entered by 
a user. When a user Wants to exchange the portable terminal 
device With another due to user’s upgrading to a neWer 
device, it is desirable to enable copying of the individual 
information already stored in the portable terminal device 
used so far to a neW portable terminal device and also to 
enable use of the neW portable terminal device With the same 
individual information. 

[0005] Disclosed in Japanese Patent Application Laid 
Open Publication No. Hei-4-302245 is a system Wherein an 
information memory device for storing information neces 
sary for operation of a radio telephone set, i.e., operation 
lock/unlock information, radio telephone participation infor 
mation, or attached function restriction information, private 
information (i.e., individual information) such as a tele 
phone number list, as explained in Japanese Patent Appli 
cation Laid-Open Publication No. Hei-4-302245, is made in 
the form of an ID card or a chip and the information memory 
device is arranged to be removably connected to the radio 
telephone device. 

[0006] In that system, When it is desired to exchange the 
radio telephone device With a neWer device, by just remov 
ing the information memory device from the old radio 
telephone device and then attaching it to the neW radio 
telephone device, the user can use the neW radio telephone 
device under the same environment (that is, the same 
individual information) as that of the old radio telephone 
device. 

[0007] HoWever, the prior art radio telephone device has a 
problem that, since anyone can simply remove the informa 
tion memory device therefrom, When another user removes 
the information memory device from other’s radio telephone 
device and attaches the information memory device to his or 
her oWn radio telephone device, he or she can use it With use 
of the other’s individual information. 

SUMMARY OF THE INVENTION 

[0008] In vieW of the above, the present invention has 
been made, and an object of the present invention is to 
provide a removable memory device for a portable terminal 
device Which, When a user Wants to exchange an old portable 
terminal device With neW one and to use the neW portable 
terminal device With individual information used so far, can 
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reliably shift the individual information, can shorten a time 
necessary for the information shift to a large extent and can 
prevent easy illegal use of the individual information of the 
portable terminal device by others. 

[0009] With the removable memory device for the por 
table terminal device in accordance With the present inven 
tion, When a user Wants to exchange an old terminal device 
With neW one, the user is required to protect an individual 
information already stored in the memory device. 

[0010] In more detail, the memory device has a controller 
for judging an input command from a personal computer 
connected to the portable terminal device When the memory 
device is disconnected from the portable terminal device and 
a memory manager for protecting the memory at the time of 
the removal. 

[0011] When the removable memory device of the present 
invention is illegally removed from the portable terminal 
device, the individual information stored in the memory is 
erased. 

[0012] More speci?cally, the memory device has a con 
troller for detecting a connection With the portable terminal 
and a memory manager having a function of erasing the 
memory. 

[0013] The removable memory device in accordance With 
the present invention can be removed from the portable 
terminal device When a remove command (e.g., passWord) is 
entered. 

[0014] For this reason, When Wanting to exchange the 
terminal device, the user can exchange the individual infor 
mation in a short time and also can prevent the user or a third 
party from illegally removing the memory device from the 
terminal device. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0015] The above-mentioned objects and advantages of 
the invention Will become more apparent from the folloWing 
detailed description When read in conjunction With the 
accompanying draWings, With like reference numerals indi 
cating corresponding parts throughout, and Wherein: 

[0016] FIG. 1 is a block diagram of a removable memory 
device in accordance With a ?rst embodiment of the present 
invention. 

[0017] FIG. 2 is a con?guration for explaining the shifting 
operation of individual information of a portable terminal 
device using the removable memory device in accordance 
With the present invention. 

[0018] FIG. 3 is a ?oWchart for explaining the shifting 
operation of the individual information of the portable 
terminal device using the removable memory device in 
accordance With the present invention. 

[0019] FIG. 4 is a ?oWchart for explaining the operation 
of the removable memory device according to the ?rst 
embodiment of the present invention When the removable 
memory device Was illegally removed from the portable 
terminal device. 

[0020] FIG. 5 is a block diagram of a removable memory 
device and a part of a portable terminal device in accordance 
With a second embodiment of the present invention. 
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[0021] FIG. 6 is a ?owchart for explaining the operation 
of the removable memory device according to the second 
embodiment of the present invention When the removable 
memory device Was illegally removed from the portable 
terminal device. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

[0022] The present invention Will be explained in connec 
tion With the draWings. Embodiments of the present inven 
tion Will then be explained in detail With reference to the 
draWings. First, a related system Will be discussed. 

[0023] Explanation Will noW be made as to hoW to copy 
the individual information to another portable terminal 
device in a related portable terminal device. 

[0024] Initially, a ?rst portable terminal device, as a copy 
originator, is connected to such an intermediate controller as 
a personal computer to transfer the individual information 
already stored in the memory device of the ?rst portable 
terminal device to the intermediate controller. Next, after the 
?rst portable terminal device is removed from the interme 
diate controller, a second portable terminal device, as a copy 
destinator, is connected to the intermediate controller to 
transfer to the second portable terminal device the individual 
information transferred from the ?rst portable terminal 
device to the intermediate controller. The second portable 
terminal device stores in its oWn memory device the indi 
vidual information transferred from the intermediate con 
troller, at Which stage the copying operation of the individual 
information is completed. 

[0025] HoWever, the related method has had a problem 
that the individual information is ?rst transferred from the 
?rst portable terminal device to the intermediate controller 
and then stored in the memory device of the second portable 
terminal device, so that there is a danger that erroneous 
transfer of the individual information or data destruction 
during transmission may take place and an increased amount 
of information involves a longer transfer time. 

[0026] FIG. 1 is a block diagram of a removable memory 
device in accordance With a ?rst embodiment of the present 
invention. 

[0027] A removable memory device 1 is made up of a 
memory 5 for storing individual information therein, a 
memory manager 6 for protecting the memory When the 
removable memory device 1 is not connected to a portable 
terminal device and for alloWing access thereto When the 
removable memory device is connected, a data input/output 
part 4 as a data sending/receiving port to/from a data 
input/output part 2 of the portable terminal device, and a 
controller 3 for detecting an interconnection With the por 
table terminal device through the data input/output part 4 
and for controlling the memory manager 6. 

[0028] Explanation Will next be made as to the shifting 
operation of the individual information of the portable 
terminal device using the removable memory device in 
accordance With the present invention, by referring to FIGS. 
2 and 3. FIG. 2 is a con?guration for explaining the shifting 
operation of the individual information of the portable 
terminal device using the removable memory device in 
accordance With the present invention, and FIG. 3 is a 
?oWchart for explaining the operation thereof. Explanation 
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Will be made herein as to the shifting operation of the 
individual information stored in portable terminal device A 
in FIG. 2 to a portable terminal device B, by referring to 
steps (F-1) to (F-16) in FIG. 3. 

[0029] First of all, by connecting the portable terminal 
device A to a personal computer 10, the portable terminal 
device A is put in its maintenance mode (step (F-1)). The 
maintenance mode may either be automatically entered 
When the portable terminal device A is connected to the 
personal computer 10, or the maintenance mode may be 
entered after a command to enter the maintenance mode is 

input via the personal computer 10. 

[0030] In most systems, a command is required to enter 
the maintenance mode, but some systems alloW for an 
automatically-entered maintenance When the portable ter 
minal device A is connected to the personal computer 10. 

[0031] The personal computer 10 acts as an information 
input/output apparatus for inputting commands, etc., to the 
portable terminal device or for displaying thereon informa 
tion received from the portable terminal device. In the 
maintenance mode of the portable terminal device, the 
portable terminal device can do transactions on various 
types of maintenances. In the maintenance mode, When it is 
not associated With the removable memory device, the 
portable terminal device shifts to various types of mainte 
nance modes (steps (F-2), (F-16)). 

[0032] In this maintenance mode, next, a maintenance 
operator selects a removable mode for the removable 
memory device 1. More speci?cally, the operator enters a 
remove command into the portable terminal device A con 
nected to the personal computer 10 (steps (F-2) and (F-3)). 
This remove command is accepted by the controller 3 of the 
removable memory device 1 via the data input/output part 2 
of the Portable terminal device A and the data input/output 
part 4 of the removable memory device 1 (refer to FIG. 1). 

[0033] The controller 3, after accepting the remove com 
mand, requires a passWord from the maintenance operator. 
The maintenance operator, in response to the passWord 
request, enters the passWord (passWord for the removal) 
from the personal computer 10 (step (F-4)). When the 
controller 3 ?nds a passWord coincidence betWeen the 
operator-entered passWord and a passWord stored in the 
removable memory device 1 (step (F-5)), the controller 3 
issues to the memory manager 6 a command to protect the 
memory 5 (step (F-6)). In the step (F-5), When the mainte 
nance operator removes the removable memory device 1 
from the portable terminal device A Without ?nding a 
passWord coincidence in the controller 3, the contents stored 
in the memory 5 is erased and the memory 5 is initialiZed. 
The removable memory device 1 may be removed from the 
portable terminal device A Without erasing the contents 
stored in the memory 5. In this case, as described later, When 
the portable terminal device B mounted the removable 
memory device 1 is connected to the personal computer 10, 
the contents stored in the memory 5. The passWord stored in 
the removable memory device 1 is typically only changeable 
by a user With system privileges or the like, and cannot be 
changed by a normal user. This passWord may be stored in 
the removable memory device (either in the controller 3 or 
the memory 5) during manufacture of the removable 
memory device 1, for example. 
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[0034] The memory manager 6, When receiving the 
instruction, protects the memory 5 and then issues a noti? 
cation of completion of the memory protection to the 
controller 3 (step (F-7)). The controller 3, When receiving 
the noti?cation, informs the personal computer 10 that the 
portable terminal device A is removable from the personal 
computer 10 via the portable terminal device A (step (13-8)). 
The personal computer 10, When receiving the removable 
noti?cation, informs the maintenance operator to remove the 
portable terminal device A from the personal computer 10 
and to remove the removable memory device 1 from the 
portable terminal device A. 

[0035] The maintenance operator, after receiving the 
removal notice by means of the personal computer 10, 
removes the removable memory device 1 from the portable 
terminal device A (step (F-9)), mounts the removable 
memory device 1 into the portable terminal device B With 
protecting the contents stored in the memory 5, connects the 
portable terminal device B to the personal computer 10, 
selects a connection mode of the removable memory device 
1 from the maintenance mode (F-1), and then enters on the 
personal computer 10 a connect command to the portable 
terminal device B (steps (F-2) and (F-3)). 
[0036] Even When the controller 3 receives this connect 
command, as in the remove command explained previously, 
the controller 3 demands the passWord of the maintenance 
operator (step (F-10)). When the controller 3 ?nds a coin 
cidence of the passWord entered by the maintenance opera 
tor (step (F-11)), the controller issues a memory release 
instruction to the memory manager 6 (step (F-12)). In the 
step (F-11), When the maintenance operator removes the 
removable memory device 1 from the portable terminal 
device A Without ?nding a passWord coincidence in the 
controller 3, the contents stored in the memory 5 is erased 
and the memory 5 is initialiZed. 

[0037] This instruction causes the memory manager 6 to 
release the memory 5 and to inform the controller 3 of 
completion of the memory release (step (F-13)). The con 
troller 3, after receiving the noti?cation, informs the per 
sonal computer 10 of completion of the connection of the 
removable memory device 1 via the portable terminal device 
B (step (F-14)). Thereafter, the maintenance operator is 
permitted to separate the portable terminal device B from the 
personal computer 10. After the portable terminal device B 
is separated from the personal computer 10, the operator can 
use the portable terminal device B (step (F-15)). 

[0038] Explanation Will then be made as to the operation 
of the removable memory device 1 according to the ?rst 
embodiment When the operator removes the removable 
memory device 1 from the portable terminal device Without 
folloWing the above procedure, by referring to a ?oWchart of 
FIG. 4. 

[0039] The controller 3, When con?rming a connection of 
the portable terminal device through the data input/output 
part 4 (step (S-1)) and the memory protection is not carried 
out (step (S-2)) and the memory 5 is not neWly mounted 
(step (5-3)) (that is, When incorrect removal is carried out), 
issues a memory erase instruction to the memory manager 6. 
The memory manager 6, When receiving the memory erase 
instruction, completes erasing of the contents stored in the 
memory 5 and then informs the controller 3 of completion 
of the memory erase. The controller 3, after receiving the 
noti?cation, neWly utiliZes the memory 5 (step (S-4)). 
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[0040] In the step (5-2), When the memory protection is 
carried out, the contents stored in the memory 5 is not erased 
even if the maintenance operator removes the removable 
memory device 1 from the portable terminal device A. In the 
step (5-3), When the memory 5 is neWly mounted, the 
memory 5 is initialiZed. 

[0041] When the operator connects the removable 
memory device 1 to the portable terminal device Without 
folloWing the aforementioned procedure, the present inven 
tion can be arranged so that the portable terminal device 
prohibits its operation using the individual information 
stored in the removable memory device 1 connected thereto. 

[0042] As has been explained in the foregoing, the remov 
able memory device in accordance With the present inven 
tion is arranged so that an operator is required to enter the 
remove command (passWord) after connected from the 
personal computer and at the time of connection, operator’s 
input of the connect command (passWord) from the personal 
computer causes the memory to be released. This enables the 
memory having the individual information already stored 
therein to be protected, so that illegal access can be pre 
vented and shift of the individual information can be easily 
realiZed even at the time of exchange betWeen portable 
terminal devices. 

[0043] Asecond embodiment of the invention is shoWn in 
FIG. 5. In that ?gure, the controller 3‘ is provided in the 
portable terminal device A‘, Which is external to the remote 
memory device 1‘. FIG. 6 is a ?oWchart for explaining the 
operation according to the second embodiment. In FIG. 6, 
When the removable memory device 1‘ is disconnected from 
a portable terminal device A‘ and then later reconnected to 
the same portable terminal device A‘ or to another portable 
terminal device (step S-5), and the memory 5 is not pro 
tected (step S-6), and the memory 5 is not neWly mounted 
(step S-7), the controller 3‘ issues a command to the memory 
manager 6 to erase the contents stored in the memory 5 if the 
memory 5 is not protected. After a non-protected memory 5 
has been erased, the memory manager 6 informs the con 
troller 3‘ of completion of the memory erase (via the data 
input output part 4 of the removable memory device 1‘ and 
the data input/output part 2 of the portable terminal device 
A‘). The controller 3‘, after receiving the noti?cation, neWly 
utiliZes the memory 5 (step S-8). Thus, in the second 
embodiment, the memory 5 is not immediately erased under 
command of a controller 3 external to the removable 
memory device 1‘ after disconnection of a removable 
memory device 1‘ from a portable terminal device A‘, in 
Which the removable memory device has a non-neW, non 

protected memory (as in the ?rst embodiment), but instead 
the erasure is performed by a controller 3‘ external to the 
removable memory device 1‘ at a time When the removable 
memory device 1‘ is reconnected to a portable terminal 
device A‘ (having a controller 3‘ housed therein). In an 
alternative embodiment, the controller is housed in the 
personal computer 10. 

[0044] While embodiments have been described herein, 
modi?cation of the described embodiments may become 
apparent to those of ordinary skill in the art, folloWing the 
teachings of the invention, Without departing from the scope 
of the invention as set forth in the appended claims. For 
example, other Ways of disabling the removable memory 
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device may be contemplated While remaining Within the 
teachings of the invention, such as, for example, disabling 
the data input/output part 4 or the memory manager 6, and 
not erasing the memory 5. For the data input/output part, this 
Would require a control signal (not shoWn in FIG. 1) from 
the controller 3 to the data input/output part 4, Where that 
control signal Would disable the data input/output part 4. 

[0045] Further, in the embodiments of the invention, a 
maintenance operator enters commands, a passWord, and so 
on, from a personal computer 10. HoWever, the maintenance 
operator may be able to enter them from a portable terminal 
device A. 

[0046] Moreover, in the embodiments of this invention, 
the maintenance operator enters commands, a passWord, and 
so on, but a user of a portable terminal device A may be able 

to enter them. 

What is claimed is: 
1. A removable memory device for a portable terminal 

device for storing individual information including opera 
tion of the portable terminal device therein to be removed 
from said portable terminal device, comprising: 

an input port con?gured to receive a command for remov 
ing the removable memory device from the portable 
terminal device; and 

a control unit con?gured to protect information Within the 
removable memory device When a veri?cation com 

mand is received by the input port. 
2. A removable memory device for a portable terminal 

device as set forth in claim 1, Wherein said veri?cation 
command is entered based on a request output through an 
information input/output device connected to said portable 
terminal device, and Wherein said veri?cation command is 
received by said control unit through said information 
input/output device. 

3. A removable memory device for a portable terminal 
device as set forth in claim 2, Wherein said information 
input/output device is a personal computer. 

4. A removable memory device for a portable terminal 
device as set forth in claim 1, Wherein, When said removable 
memory device is illegally separated from said portable 
terminal device, the information stored Within said remov 
able memory device is erased. 

5. A removable memory device for a portable terminal 
device as set forth in claim 1, Wherein, When said removable 
memory device is illegally connected to said portable ter 
minal device, said removable memory device prohibits 
operation of said portable terminal device using the infor 
mation stored Within said removable memory device. 

6. A removable memory device for a portable terminal 
device as set forth in claim 2, Wherein said control unit is 
housed in said information input/output device. 

7. A removable memory device for a portable terminal 
device as set forth in claim 1, Wherein said control unit is 
housed in said portable terminal device. 

8. A removable memory device for a portable terminal 
device, the removable memory device con?gured to store 
individual information related to operation of the portable 
terminal device, the removable memory device comprising: 
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an input port con?gured to receive an operator command 
for removing the removable memory device from the 
portable terminal device, the operator command being 
entered through a computer communicatively con 
nected to the portable terminal device; and 

an erase unit con?gured to erase the information Within 

the removable memory device When both a) and b) 
occur, Where a) a particular passWord is not entered 
through the computer, and b) the removable memory 
device is removed from the portable terminal device. 

9. A removable memory device for a portable terminal 
device as set forth in claim 8, Wherein, When the particular 
passWord is entered through the computer, the removable 
memory device is alloWed to be removed from the portable 
terminal device Without erasing any of the information 
stored Within the removable memory device. 

10. A system for alloWing for protecting information 
stored Within a removable memory device that is connect 
able to a portable terminal device, the information relating 
to operation of the portable terminal device, the system 
comprising: 

an input port con?gured to receive a command for remov 
ing the removable memory device from the portable 
terminal device; and 

a control unit con?gured to Protect information Within the 
removable memory device When a veri?cation com 
mand is received by the input port. 

11. Asystem as set forth in claim 10, Wherein said control 
unit is housed in said removable memory device. 

12. Asystem as set forth in claim 10, Wherein said control 
unit is housed in said portable terminal device. 

13. A system for transferring individual information 
stored in a removable memory device initially coupled to a 
?rst portable terminal device, to a second portable terminal 
device for Which said removable memory device is to be 
later coupled, the system comprising: 

a computer con?gured to place said ?rst portable terminal 
device in a maintenance mode When said ?rst portable 
terminal device is coupled to said computer, 

said ?rst portable terminal device including a data input/ 
output part for receiving a remove command for said 
removable memory device When said ?rst portable 
terminal device is coupled to said computer While in 
said maintenance mode, 

a controller con?gured to accept the remove command 
and to output a request for a passWord to be entered via 
said computer, 

Wherein said controller compares the entered passWord to 
a stored passWord to determine Whether there is a 

coincidence, 

Wherein, if there is a coincidence, said controller protects 
the information stored in said removable memory 
device and informs said computer that said removable 
memory device can be removed from said ?rst portable 
terminal device, and 

Wherein, When said second portable terminal device is 
coupled to said computer and said removable memory 
device is coupled to said second portable terminal 
device and placed in a connection mode, said controller 
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requests to enter the password via said computer in 
order to allow said second portable terminal device to 
access the information stored in said removable 
memory device Without erasing the information. 

14. A system as set forth in claim 13, Wherein said 
controller is housed in said removable memory device. 

15. A system as set forth in claim 13, Wherein said 
controller is housed in both said ?rst and second portable 
terminal devices. 

16. A method for providing removal of a memory device 
for a portable terminal device con?gured to store individual 
information related to operation of the portable terminal 
device, the method comprising the steps of: 

a) receiving an operator command for removing the 
removable memory device from the portable terminal 
device, the operator command be entered through a 
computer communicatively connected to the portable 
terminal device; 

Aug. 23, 2001 

b) based on the received operator command, requesting 
entry of a particular passWord to be entered through the 
computer; and 

c) erasing the information Within the removable memory 
device When both i) and ii) occur, Where i) the particu 
lar passWord is not entered through the computer in 
response to the request made in the step b), and ii) the 
removable memory device is removed from the por 
table terminal device. 

17. Amethod for a portable terminal device as set forth in 
claim 16, Wherein, When the particular passWord is entered 
through the computer in response to the request made in the 
step b), the removable memory device is alloWed to be 
removed from the portable terminal device Without erasing 
any of the information stored Within the removable memory 
device. 


