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(57) ABSTRACT 
User and network computer client device (NC) registration 
With an internet service provider (ISP) occurs in tWo phases: 
the ?rst phase With the relationship server and the second 
phase With the ISP. In the ?rst phase, the NC sends the 
relationship server a unique identi?er of the NC manufac 
turer, such as the manufacturer identi?cation number. In the 
preferred embodiment, the NC also transmits an enterprise 
identi?cation number from a smart card uniquely specifying 
the ISP to Which the user Wishes to connect. The relationship 
server queries a relationship database using the manufac 
turer and enterprise identi?cation numbers. In the preferred 
embodiment, the relationship server determines Whether the 
speci?ed manufacturer has authorized connection to the 
speci?ed ISP; if no authorization exists in the relationship 
server database, then the relationship server disconnects 
from the NC. OtherWise, the relationship server transmits 
NC connection information and initial registration contents 
for the ISP to the NC. The NC preferably Writes the initial 
registration contents to the user’s smart card. In the preferred 
embodiment, the initial registration contents is identical for 
all users of the same ISP and is digitally signed by the ISP. 
The second phase of the user registration is entirely gov 
erned by the ISP. Upon authentication of the ISP using the 
authorized usage certi?cate for the ISP Within the NC, the 
ISP is free to overWrite the user’s initial registration contents 
user speci?c ISP account information that the ISP digitally 
signs. In the preferred embodiment, although the initial 
registration contents for the ISP on the user’s smart card is 
overWritten during the second phase of user registration, the 
NC connection information remains the same after registra 
tion With the ISP. Although the ISP is alloWed to overWrite 
this data (either the smart card contents or the NVRAM 
contents) at anytime. 
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INTERNET SERVICE PROVIDER PRELIMINARY 
USER REGISTRATION MECHANISM PROVIDED 

BY CENTRALIZED AUTHORITY 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

[0001] This Application is related to the following Appli 
cations: 

[0002] (1) “Mechanism for Users With Internet Ser 
vice Provider Smart Cards to Roam Among Geo 
graphically Disparate Authorized NetWork Com 
puter Client Devices Without Mediation of a Central 
Authority,” by Frank B. Dancs and James E. Zmuda, 
Attorney Docket No. ORCL4047MCF/SES; 

[0003] (2) “Mechanism for Facilitating Secure Stor 
age and Retrieval of Information on a Smart Card by 
an Internet Service Provider Using Various NetWork 
Computer Client Devices,” by Frank B. Dancs and 
James E. Zmuda, Attorney Docket No. 
ORCL4048MCF/SES; and 

[0004] (3) “Mechanism for Dynamically Binding a 
NetWork Computer Client Device to an Approved 
Internet Service Provider,” by Frank B. Dancs and 
James E. Zmuda, Attorney Docket No. 
ORCL4045MCF/SES. 

[0005] Each of these related Applications is incorporated 
herein by reference. 

BACKGROUND OF THE INVENTION 

[0006] 1. Field of the Invention 

[0007] The present invention is in the ?eld of netWork 
computer client devices (NCs) Which rely upon a netWork 
connection to supply all necessary program ?les and data 
?les and Which accept individual users’ smart cards con 
taining account information With various internet service 
providers (ISPs). The present invention operates in an envi 
ronment in Which a relationship server is a central contact 
point for all NCs. Speci?cally, the present invention 
addresses the need for the relationship server to provide NC 
connection information to an ISP, and to facilitate the 
registration of the user With the ISP Without inordinately 
occupying the relationship server resources. 

[0008] 2. Discussion of the Related Art 

[0009] In a netWork-centric computing environment, the 
three major computing components are a netWork computer 
client device (NC), a server device, and a smart card. The 
NC does not contain a hard disk, and therefore relies upon 
a netWork connection for virtually all program and data. 
Therefore, the NC needs the server device for booting 
security, ?le storage, and system management. The smart 
card is used to identify and authenticate a particular user and 
to carry individual information about the user. The user 
combines his smart card With an NC to access his logical 
Workspace from the NC. 

[0010] In the netWork-centric computing environment, 
there are several business entities. An internet service pro 
vider (ISP) is the entity With Which the user has an agree 
ment to provide basic server resources. An internet access 

provider (IAP) is an entity With Which the ISP has a 
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relationship for provision of its internet protocol (IP) address 
to enable users to connect to the internet. An ISP may 
function as its oWn IAP. An NC client device manufacturer 
builds NCs. 

[0011] When the NC device is ?rst sWitched on, a mecha 
nism is needed for selecting its ISP (and IAP) and properly 
registering With these entities to establish a user account. 

SUMMARY OF THE INVENTION 

[0012] In a netWork centric computing environment, users 
interact With internet service providers (ISPs) through net 
Work computer client devices (NCs). HoWever, When an NC 
is poWered up, it lacks the information necessary to imme 
diately and directly connect to any ISP. To enable connection 
to an ISP, the NC initially connects to a central relationship 
server. Because the central relationship server is a focal 
point in the netWork and could be a system bottleneck, it is 
important to minimiZe the connect time and the amount of 
data traf?c to and from the relationship server. 

[0013] According to the present invention, user and NC 
registration occurs in tWo phases: the ?rst phase With the 
relationship server and the second phase With the ISP. In the 
?rst phase, the NC sends the relationship server a unique 
identi?er of the NC manufacturer. In the preferred embodi 
ment, the unique identi?er of the NC manufacturer is the 
manufacturer identi?cation number. Alternatively, the NC 
device serial number, Which includes a ?eld representing the 
manufacturer identi?cation number, is transmitted to the 
relationship server. In the preferred embodiment, the NC 
also transmits an enterprise identi?cation number from the 
smart card uniquely specifying the ISP to Which the user 
Wishes to connect. The relationship server queries a rela 
tionship database using the manufacturer and enterprise 
identi?cation numbers in order to locate the NC connection 
information for the ISP. In the preferred embodiment, the 
relationship server determines Whether the speci?ed manu 
facturer has authoriZed connection to the speci?ed ISP; if no 
authoriZed usage certi?cate for the ISP signed by the manu 
facturer eXists in the relationship server database, then the 
relationship server disconnects from the NC Without pro 
viding any NC connection information for the ISP. Other 
Wise, the relationship server transmits NC connection infor 
mation for the ISP to the NC. According to the present 
invention, the NC connection information includes an inter 
net access provider (IAP) matrix that includes an IAP 
identi?cation number, the IAP telephone number, and a 
username/passWord pair. The NC preferably Writes the IAP 
matrix to non-volatile memory Within the NC. 

[0014] According to the present invention, the relationship 
server also transmits initial registration contents for the ISP 
to the NC. The NC preferably Writes the initial registration 
contents to the user’s smart card. The initial registration 
contents include the universal resource locator (URL) used 
by the ISP for registration of users With the ISP. In the 
preferred embodiment of the present invention, the initial 
registration contents is identical for all users of the same ISP 
and is digitally signed by the ISP. Upon receiving the initial 
registration contents, the relationship server disconnects 
from the NC, thus ending the ?rst phase of the user regis 
tration. 

[0015] According to the present invention, the second 
phase of the user registration is entirely governed by the ISP. 
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The ISP may ask the user for a credit card, for example. 
Upon authentication of the ISP using the authorized usage 
certi?cate for the ISP Within the NC, the ISP is free to 
overWrite the user’s initial registration contents user speci?c 
ISP account information that the ISP digitally signs. The ISP 
is also free to read any information from the smart card 
Which has been digitally signed by the ISP. In the preferred 
embodiment, although the initial registration contents for the 
ISP on the user’s smart card is overWritten during the second 
phase of user registration, the NC connection information 
remains the same after registration With the ISP. 

[0016] These and other features and advantages of present 
invention are more fully described in the Detailed Descrip 
tion of the Invention in conjunction With the Figures. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0017] FIG. 1 illustrates the distributed computing system 
architecture in accordance With the present invention. 

[0018] FIG. 2 is a block diagram illustrating the logical 
architecture of a netWork computer client device (NC) in 
accordance With the present invention. 

[0019] FIG. 3 is the ?rst ?oW chart illustrating the method 
of operation of the NC in accordance With the present 
invention. 

[0020] FIG. 4 is the second ?rst ?oW chart illustrating the 
method of operation of the NC in accordance With the 
present invention. 

[0021] FIG. 5 is the third ?oW chart illustrating the 
method of operation of the NC in accordance With the 
present invention. 

[0022] FIG. 6 is the fourth ?oW chart illustrating the 
method of operation of the NC in accordance With the 
present invention. 

[0023] FIG. 7 is the ?fth ?oW chart illustrating the method 
of operation of the NC in accordance With the present 
invention. 

[0024] FIG. 8 is the siXth ?oW chart illustrating the 
method of operation of the NC in accordance With the 
present invention. 

[0025] FIG. 9 is the seventh ?oW chart illustrating the 
method of operation of the NC in accordance With the 
present invention. 

[0026] FIG. 10 is the eighth ?oW chart illustrating the 
method of operation of the NC in accordance With the 
present invention. 

[0027] FIG. 11 is the ?rst ?oW chart illustrating the 
method of operation of the relationship server in accordance 
With the present invention. 

[0028] FIG. 12 is the second ?oW chart illustrating the 
method of operation of the relationship server in accordance 
With the present invention. 

[0029] FIG. 13 is the ?rst ?oW chart illustrating the 
method of operation of the internet access provider (IAP) 
and internet service provider (ISP) in accordance With the 
present invention. 

Aug. 23, 2001 

[0030] FIG. 14 is the second ?oW chart illustrating the 
method of operation of the IAP and ISP in accordance With 
the present invention. 

[0031] FIG. 15 illustrates the various ?elds of the non 
volatile memory (NVRAM) random access memory 
(RAM), and read only memory (ROM) Within the NC and 
the contents of the smart card, as Well as indicating Who has 
permission to Write the various ?elds, in accordance With the 
present invention. 

[0032] In the FIGS. 1 through 15, like parts are referred 
to With like reference numerals. The Figures are more 
thoroughly explained in the Detailed Description of the 
Invention. 

DETAILED DESCRIPTION OF THE 
INVENTION 

[0033] The present invention operates in the environment 
of a system for providing managed access to netWork 
computer devices (NCs). NC manufacturers and distributers 
may utiliZe the methods of the present invention to ensure 
that the NCs they manufacturer or distribute are able to 
connect only to internet service providers (ISPs) that they 
authoriZe. Some manufacturers and distributors may provide 
their oWn internet service; other manufacturers or distribu 
tors Will contract With ISP partners to provide internet 
service for the NCs they manufacture or distribute. NCs 
accept and require smart cards to be inserted before becom 
ing operational to connect to an ISP. Each smart card is 
typically associated With an individual user. A smart card 
ultimately Will contain information pertinent to a speci?c 
user’s relationship With one or more speci?c ISPs. 

[0034] According to the managed access environment, a 
speci?c NC Will only provide internet service connectivity 
When a smart card is inserted that has been at least prelimi 
narily registered With a partner ISP of the NCs manufacturer 
or distributor. 

[0035] FIG. 1 illustrates the key components of the man 
aged access environment 100 according to the present 
invention. An NC client 101 accepts a smart card 102. The 
NC client 101 communicates through the telephone system 
103 using a standard telephone line 104, such as POTS 
(plain old telephone service) or ISDN (integrated services 
digital netWork). An internet access provider (IAP) 105 is 
also connected to the telephone system 103, and can be 
reached by dialing its telephone number. The IAP 105 
contains a modem bank (not shoWn) Which receives data 
from its telephone line 106 and transmits the data in the 
appropriate internet format on its internet connection 107 
onto the internet 108. 

[0036] An ISP 109 also has a digital link 110 to the internet 
108 Which alloWs it to receive data sent from the NC client 
101 through the IAP 105. The ISP 109 also sends data to the 
NC client 101 through the IAP 105 modem bank (not 
shoWn). A relationship server 111 is also connected to the 
telephone sWitching netWork 103 through a standard tele 
phone line and can be reached by dialing a speci?c toll free 
number such as 1-800-735-2846, Which corresponds to 
1-800-RELATIONSHIP. The relationship server 111 is con 
nected to a database 112 Which maintains information 
regarding manufacturer or distributer relationships With 
ISPs. 
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[0037] According to present invention, the smart card 102 
may be Written With an alternative relationship server tele 
phone number to be used in the event that relationship server 
111 hard coded into the ROM 202 is stopped or a relation 
ship betWeen the manufacturer and the relationship server 
111 is terminated. The alternative relationship server tele 
phone number is signed by the entity oWning the root public 
key found in the ROM 202. 

[0038] An IAP 105 (Internet Access Provider) is the 
corporate entity providing Internet Protocol (IP) Addresses 
and other boot services; perhaps distinct from the Telecom 
munications company providing communication hardWare. 
An ISP (Internet Service Provider) is the corporate entity the 
NC User has an agreement With to provide content (eg 
NetChannel, AOL, CompuServe). An NC User is an indi 
vidual in possession of an NC smart card 102. An ENTER 
PRISE_ID is a unique identi?er for either an ISP 109 or 
corporate client. 

[0039] FIG. 2 is a block diagram shoWing a possible 
con?guration of an NC client 101 suitable for use in the 
managed access system according to the present invention. 
The NC 101 includes a random access memory (RAM) 201, 
a read only memory (ROM) 202, and a non-volatile random 
access memory (NVRAM) 203 Which are all tied to a 
microprocessor 204 via an internal bus 200. The smart card 
102 connects to a smart card interface unit 205 Which also 
connects to the internal bus 200. A user interface 206 
provides interfaces the internal bus 200 to all the user 
interface apparatus 207. Thus, the user interface 206 accepts 
inputs from a keyboard and drives a display and speaker. A 
peripheral interface 208 connects the internal bus 200 to any 
possible peripherals 209, such as a printer or facsimile 
machine. A netWork interface 210 connects the internal bus 
200 to the telephone netWork 103 through the telephone line 
104. The block diagram illustrated in FIG. 2 for the NC 
client 101 is shoWn by Way of eXample, not by Way of 
limitation. For eXample, the NVRAM 203 is entirely 
optional, RAM 201 can alternatively be used to provide the 
functions as described herein in the conteXt of the preferred 
embodiment as being provided by the NVRAM 203. AWide 
variety of general purpose computing devices can be con 
structed to operated as NCs so long as they include suf?cient 
RAM 201, ROM 202, and NVRAM 203 and can accom 
modate a smart card 102 and netWork connection 104. 
Furthermore, the internal organiZation of the NC client 101 
is not limited to the single bus 200 architecture shoWn in 
FIG. 2. For eXample, the RAM 201, ROM 202, and 
NVRAM 203 might be tied to the microprocessor 204 using 
a memory bus 200, While the smart card interface 205, user 
interface 206, peripheral interface 208 (if present), and 
netWork interface 210 are tied to the microprocessor using 
one or more separate internal busses (not shoWn). NVRAM 
203 is optional; the RAM 201 can be used in the alternative 
to NVRAM 203 to provide the same functions. In addition, 
other elements can be added to the NC client 101. For 
eXample, a separate system controller chip (not shoWn) or 
graphics or cryptographic accelerator (not shoWn) may also 
be included in the NC client 101. 

[0040] The NC client 101 typically does not include a hard 
disk drive Therefore, aside from the small amount of boot 
code and other data stored in the ROM 202, all code and data 
Which the NC client 101 uses is provided to it through its 
netWork connection 104. According to the present invention, 
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managed access requires that a manufacturer’s NCs are tied 
to the manufacturer’s partner ISP 109. Because the NC client 
101 does not have a hard disk drive, the NC client 101 is 
essentially useless Without the manufacturer’s partner ISP 
109. 

[0041] According to the managed access system of the 
present invention, a speci?c manufacturer’s NC client 101 
can only be used With authoriZed services; conversely, the 
NC client 101 is prevented from accessing unauthoriZed 
services according to the present invention. The NC client 
101 is required to connect to the relationship server 111 upon 
its ?rst use When its NVRAM 203 is empty. The relationship 
server 111 maintains a database 112 including all manufac 
turers’ unique identi?cation numbers and the relationships 
those manufacturers have With various ISPs. When the NC 
client 101 is ?rst sWitched on it calls the relationship server 
111 and transmits its unique device identi?cation number. Its 
device identi?cation number is a composite Which includes 
the manufacturer identi?cation number, the model number, 
and the device serial number. The relationship server 111 
looks up the manufacturer identi?cation number in the 
database 112, ?nds the manufacturer, and then scans the list 
of partner ISPs. If the relationship server 111 ?nds a suitable 
ISP partner in the database 112, the relationship server 111 
sends back to the NC client 101 connect information for the 
partner ISP services, and for the various IAPs Which corre 
spond to the partner ISP services. In the event that the 
relationship server 111 is run by an ISP 109, then the 
database 112 contains information regarding Which manu 
facturers have a relationship With the ISP 109. 

[0042] According to the managed access system of the 
present invention, users of authoriZed services may roam to 
various NC clients Which are made by the same manufac 
turer. Additionally, users may roam to various NC clients 
manufactured by different manufacturers so long as the 
different NC manufacturers each authoriZe connection to the 
roaming user’s ISP service. 

[0043] User roaming to various NC client devices made by 
the same manufacturer occurs When a user of NC client A 
made by manufacturer A to connect to an ISP moves to NC 
client B made by manufacturer A and inserts his personal 
smart card 102 to connect to the ISP. In this event, the NC 
client B reads the ENTERPRISE_ID on the smart card 102 
to determine if the ENTERPRISE_ID matches anything the 
NC client B has in its RAM 201. If a match eXists, then a 
check of NVRAM 203 is performed for a valid account With 
a valid IAP 105 to get to the ISP. If the NC client B locates 
a match in NVRAM 203, then the NC client B Will dial the 
local IAP 105 and Will alloW the user to login into the ISP 
109. The ISP 109 holds ‘home’ server information for the 
user and is therefore able to grant access to the user’s ?les 
from Wherever the user is. If the NC client B does not 
contain the ENTERPRISE_ID found on the user’s smart 
card 102, then the NC client B Will call the relationship 
server 111 to ?nd out if there has been a neW agreement 
established by the NC client manufacturer since its last call 
to the relationship server 111. If the manufacturer has indeed 
established a neW partner identi?ed by the user’s ENTER 
PRISE_ID, the NC client 101 doWnloads the neW ISP and 
corresponding IAP information and connects to the neW ISP 
identi?ed by the user’s ENTERPRISE_ID. 

[0044] User roaming to NC client devices made by dif 
ferent manufactures occurs When a user of NC clientAmade 
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by manufacturer A to connect to an ISP moves to NC client 
B made by manufacturer B and inserts his personal smart 
card 102 to connect to the same ISP. If both manufacturers 
A and B have agreements With the desired ISP, then the 
process described above is carried out. The NC client device 
101 is linked to the ISP through the relationship server 
database 112 as long as the NC client manufacturer has an 

agreement in place that matches the ENTERPRISE_ID 
coming from the smart card 102. If manufacturer B does not 
have an agreement With the desired ISP, then the NC client 
B is unable to connect to the ISP. 

[0045] According to the present invention, a single NC 
client 101 may include authoriZation for several ISPs. 
According to an embodiment, the smart card 102 supports 
multiple ENTERPRISE_ID entries so that the user can 
purchase a combination smart card 102 With multiple ISPs 
accounts on it, in Which case the NC client 101 prompts the 
user to choose to Which ISP to attempt connection. Accord 
ing to another embodiment, When the NC client 101 dials the 
relationship server 111, all POP (Point of Presence) infor 
mation for all the ISP partners that NC client manufacturer 
has is loaded into RAM 201. Therefore, one user With an ISP 
A smart card can use the NC client 101 having the correct 
contact information for ISP A. Another user With an ISP B 
smart card can subsequently use the NC client 101 having 
the correct contact information for ISP B. 

[0046] Managed access requires the NC 101 to call a 
relationship server 111 When a blank card is inserted or the 
NVRAM/RAM contents are null and doWnload appropriate 
initialiZation values based on the ENTERPRISE_ID. These 
contents are certi?ed With a private key that only the 
manufacturer or trusted root authority holds. Furthermore, 
the relationship server 111 doWnloads a certi?ed ISP public 
key. 
[0047] NeXt, the NC device 101 calls the ISP and com 
pletes the registration process. The ISP’s registration pro 
cedure Writes home URL, DNS IP addresses, mount point 
and other appropriate information to the smart card 102 
certi?ed by the ISP. In other Words, the ISP completes this 
process by placing a certi?cate on the smart card 102 that 
can be used to certify the contents and that only the ISP 
could have Written the contents. The neXt time the NC 101 
is turned on and the smart card 102 inserted, the NC 101 
validates the contents of the smart card 102 by using the 
public key found in the ISP certi?cate, validates the ISP 
public key by using the public found in the ROM. Thus, the 
manufacturer is the root of the entire certi?cation hierarchy. 
When the NC client 101 boots, it reads the contents of the 
smart card 102, uses the certi?cate to verify the contents and 
uses the public key stored in ROM 202 to verify the 
certi?cate. 

[0048] The method carried out by the NC client device 
101 using the managed access softWare according to the 
present invention is illustrated in FIGS. 3 through 10 (NC 
?oW charts 1 through 8). The method starts at step 1001 
When the NC client device poWer sWitch is turned on. If at 
any time during the method illustrated in NC ?oW charts 1 
through 8 the user’s smart card 102 is pulled out of the NC 
client device 101, then the method for managed access 
returns immediately to step 1001. 

[0049] At step 1002, the NC client device 101 checks to 
see if a smart card 102 is inserted into the NC’s smart card 
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slot. If no smart card 102 is inserted, then the managed 
access softWare continues to look for the smart card 102 at 
step 1002 until it is inserted. At optional step 1003, if there 
is a Personal Identi?cation Number (PIN) associated With 
the smart card 102, the NC client device 101 asks for the 
user’s personal identi?cation number and compares it With 
the PIN on the smart card 102. If the PINs do not match, then 
the process stops. HoWever, if the PINs do in fact match, 
then the method proceeds to step 1004, if the smart card 
ENTERPRISE ID matches an ENTERPRISE_ID found in 
the nonvolatile memory 203 of the NC client device 101, 
then the method proceeds to step 1005. If there is no match 
betWeen the ENTERPRISE_ID on the smart card 102 and 
that found in NVRAM, then the method according to the 
present invention dials a relationship server 111 at step 1007 
in NC ?oW chart 2. 

[0050] When delivered to the NC client 101 by the rela 
tionship server 111, the root ISP certi?cate is Written to 
NVRAM 203 or RAM 201 so as to enable user roaming to 
different NC client devices 101 authoriZed to connect to the 
same ISP 109 Without depending on the same root public 
key being stored in all ROMs as the root authority. The 
certi?cate controlling usage of any given NC client 101 is 
created by the root authority Whose public key is stored in 
the NC clients’ ROM 202. All root ISP certi?cates are 
created by the root authority and are delivered to the 
relationship server’s database 112. The smart card 102 
contains information that is associated permanently With a 
particular user, and is not subject to the user’s location. This 
includes, for eXample, the user’s current home URL (uni 
versal resource locator), and the NFS/CSFS mount point. 
Information that is associated With the location of the client 
is stored in the NC client’s RAM 201 and/or NVRAM 203. 
This includes, for eXample, the ISP’s IAP connect matriX 
and the DNS (domain name server). 

[0051] The NC client 101 Will store the connection details 
regarding the last successful ISP connection in NVRAM 203 
because the NC client 101 must be able to cope With a poWer 
cycle Without calling the relationship server 111. Upon 
restarting, if the NC client 101 has valid connection infor 
mation already stored in NVRAM 203, the user Will be 
prompted to specify Whether or not the NC client 101 may 
use the connection information already stored in NVRAM 
203 to connect to the IAP 105. In general, if the NC client 
101 has moved to a different telephone number, the user Will 
ansWer “no” and Will force the NC client 101 to call the 
relationship server 111 and to doWnload local telephone and 
IAP connection information. This alloWs the user to prevent 
an NC client 101 Which Was previously used to connect to 
a distant IAP from dialing a non-local telephone number in 
order to connect to the same distant IAP 105. 

[0052] The test performed in step 1004 Will be false if the 
smart card 102 does not contain an ENTERPRISE_ID 
(therefore has an ENTERPRISE_ID of Zero), if there is no 
ENTERPRISE_ID found in non-volatile memory 203, or if 
the smart card 102 and the nonvolatile memory of the NC 
client device 101 store different ENTERPRISE_IDs. HoW 
ever, in the case of a match, the method proceeds to step 
1005 at Which a cryptographic veri?cation of the smart card 
contents is performed using an Internet Service Provider 
(ISP) usage certi?cate found in nonvolatile memory 203. 

[0053] Every NC client 101 has either the manufacturer’s 
or distributor’s public key or the public key of trusted 




















