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METHOD FOR EXTRACTING 
MULTIRESOLUTION WATERMARK IMAGES TO 

DETERMINE RIGHTFUL OWNERSHIP 

FIELD OF THE INVENTION 

[0001] This invention relates to digital Watermarking of 
multimedia data for copyright protection. 

BACKGROUND OF THE INVENTION 

[0002] Digital Watermarking is a process of embedding 
information, sometimes referred to as a signature, directly 
into the media data by making small modi?cations to the 
data. The subsequent extraction of the signature from the 
Watermarked media data may be used to identify the rightful 
oWner, the intended recipients, and the authenticity of a 
media data. Because of the rapid groWth of digital imagery, 
the increasingly easy access to digital media, and the avail 
ability of poWerful digital image manipulation tools, media 
security has become an important issue. Digital Watermarks 
have been proposed as a method for indicating copyright 
oWnership of multimedia data. 

[0003] There are tWo requirements for invisible Water 
marks: First, the Watermarks should be perceptually invis 
ible, i.e., they should not interfere With the media being 
protected; Second, the Watermark should be suf?ciently 
robust to defeat any attempt to eliminate the Watermark, or 
to forge a fake Watermark to establish a counterfeit oWner 
ship claim. They should also be sufficiently robust to With 
stand common signal processing. Particularly, a Watermark 
should be detectable even if common signal processing 
operations have been applied to the Watermarked image. 

[0004] Early developments in digital Watermarking con 
centrated on the ?rst objective Without considering the 
second, resulting in “invisible” Watermarks Which are easily 
circumvented. Recently, Work has been devoted to designing 
robust Watermarking schemes. Perceptual models have been 
incorporated to equaliZe Watermark qualities of perceptual 
invisibility and robustness to signal processing. In some 
applications, it may be advantageous to exploit the human 
visual system’s superior ability to recogniZe a correlated 
pattern. HoWever, in the prior art, instead of directly extract 
ing a Watermark image, the superior recognition ability of 
the human visual system is only used to visualiZe some 
detection results. 

[0005] Previous methods suffer from one or some of the 
folloWing draWbacks. They are not generally robust to signal 
processing The Watermarks are embedded to the visually 
least signi?cant portion of an image. While this approach 
results in Watermarked images With very good visual quality, 
the embedded Watermark is generally vulnerable to signal 
processing, such as J PEG compression, loWpass ?ltering etc. 

[0006] The original un-Watermarked image is needed in 
the detection process. Some previous methods use the origi 
nal un-Watermarked image in the Watermark detection pro 
cess. Typically the Watermark sequence may be ?rst 
extracted by subtracting the original image data from the test 
(potentially Watermarked) image data. While this generally 
increases the detection capability of the Watermarking sys 
tem, and is helpful for some applications, such as identifying 
an illegal distributor, it is not applicable to resolving rightful 
oWnership claim. This is because the authenticity of the 
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claimed “original” image is still questionable. An attacker 
may forge a fake “original” image and a fake Watermark and 
come up With a counterfeit oWnership claim. Requiring the 
Watermark to be dependent on the “original” image in the 
hope that With this constraint the “original” image may not 
be generated after the fake Watermarks does not necessarily 
resolve this problem, because an attacker still has the 
?exibility to manipulate the claimed “original” image to 
computationally search for an original-image-dependent 
fake Watermark, Which has certain correlation With the 
extracted Watermarks. 

[0007] The detector output is not immediately obvious to 
a jury. Some schemes embed some potentially registered 
numbers such as an oWner ID, or image ID, similar to the 
ISBN # of a book. The physical meaning of the extracted bits 
has to be conveyed by an interpreter such as a central 
registration agent, or a technical expert in the court, Which 
may not be straightforWard to a jury. In addition, the number 
of bits that may be embedded and later reliably extracted 
depends on hoW severely the Watermarked image has been 
processed. One has to determine the tradeoff betWeen num 
ber of bits embedded and the robustness of the Watermark to 
signal processing at the time of Watermark insertion. A one 
bit error in the extracted bits may cause the Whole ID 
number to be invalid. Some methods are knoWn Which 
embed a binary image, and hence are easier for a jury to 
understand, hoWever, such techniques still have to use the 
original image in the Watermark extraction process, thus are 
not applicable to resolving rightful oWnership as discussed 
above. Furthermore, such methods do not alloW the Water 
mark detector to adaptively choose the trade-off betWeen the 
degree of robustness and the resolution of the extracted 
Watermark. 

SUMMARY OF THE INVENTION 

[0008] In this invention, a method to “visualize”, in an 
adaptive manner, the invisible Watermarks for proving the 
oWnership is described. A method Which is capable of 
embedding a good resolution meaningful binary Watermark 
image in an image and later extracting different versions of 
that Watermark image With varying resolutions is proposed. 
The method has the nice feature that the Watermark detector 
is alloWed to adaptively choose the trade-off betWeen robust 
ness degree and resolution of the extracted Watermark 
image. 

[0009] A meaningful binary Watermark image is embed 
ded and extracted, Which Will greatly facilitate the process of 
convincing a jury of an oWnership claim. While a statistical 
technique Which may quantify the false alarm detection 
probability should be considered as a fundamental measure 
for a valid oWnership claim, the ability to extract a mean 
ingful Watermark image, i.e., a logo, a registration number, 
or an image recogniZable by a lay person, Will greatly 
facilitate the process of convincing a jury of an oWnership 
claim. A jury usually consists of non-technical people. The 
presentation of an extracted meaningful Watermark image is 
much more convincing than a numerical value. 

[0010] A method for embedding and extracting visually 
imperceptible indicia in an image includes embedding a 
visually imperceptible indicia in an original image; testing a 
test image for an embedded visually imperceptible indica; 
and extracting the visually imperceptible indicia from the 
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test image to determine if the test image is a copy of the 
original image. The method may also include examining 
segments of varying siZes in the image at the decoder for 
detecting each bit of the embedded signature, and alloWs a 
user of the method of the invention to select trade-offs 
betWeen resolution and detection performance, and to select 
an overall level of performance. 

[0011] An object of the invention is to provide a valid, 
robust Watermarking method Which Will facilitate the pro 
cess of convincing a jury of an oWnership claim. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0012] FIG. 1a is a block diagram for the Watermark 
encoder used in the method of the invention. 

[0013] FIG. 1b is a block diagram for the Watermark 
detector used in the method of the invention. 

[0014] FIG. 2a depicts a 64x64 binary Watermark image 
to be embedded. 

[0015] FIG. 2b depicts the extracted binary image When 
the test image does not contain the embedded Watermark. 

[0016] FIG. 3a depicts an original 512x512 “Baboon” 
image. 

[0017] FIG. 3b depicts a Watermarked “Baboon” image. 

[0018] FIG. 4 depicts extracted Watermark images from 
512x512 Watermarked “Baboon”. 

[0019] FIG. 5a depicts an original 512x512 “Lenna” 
image. 

[0020] 
[0021] FIG. 6 depicts extracted Watermark images from 
512x512 Watermarked “Lenna”. 

FIG. 5b depicts a Watermarked “Lenna” image. 

[0022] FIG. 7 depicts extracted Watermark images from 
512x512 Watermarked “Baboon” With JPEG compression 
With quality factor of 15%. 

[0023] FIG. 8 depicts extracted Watermark images from 
512x512 Watermarked “Baboon” With JPEG compression 
With quality factor of 5%. 

[0024] FIG. 9 is a graph shoWing output statistic q as a 
function of JPEG quality factor Q for 512x512 Watermarked 
“Baboon”. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENT 

[0025] The method of the invention provides an opportu 
nity to exploit the human visual system’s (HVS) superior 
ability to recogniZe a correlated pattern. In this invention, a 
Watermark decoder is alloWed to directly extract a mean 
ingful binary Watermark image from the test image to prove 
image oWnership. The human visual system’s superior rec 
ognition ability is exploited to provide persuasive evidence 
of copyright oWnership to a jury. The method is robust and 
Will Withstand common forms of signal processing. As used 
herein, “robust” means that there is a possibility of correct 
detection of each bit folloWing signal processing, therefore, 
a more robust embedding/detection scheme has a higher 
probability that each bit Will be correctly detected folloWing 
signal processing. 
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[0026] The method alloWs extraction of multiresolution 
Watermark images. Images may absorb various amount of 
Watermark implantation Without revealing visual artifacts. 
More importantly, the Watermarked image may undergo 
different types of signal processing before it is input as the 
test image to the Watermark detector. The Watermarks may 
be treated as a signal to be transmitted, and the original 
image may be considered a transmission media. HoWever, 
the channel capacity is variable, depending on the original 
image characteristics, and on the amount of signal process 
ing applied to the Watermarked image. Because channel 
capacity is unknoWn at the time of Watermark insertion, it is 
dif?cult to determine hoW much information may be embed 
ded and later reliably extracted at the Watermark detector. 

[0027] To survive the most severe channel conditions, i.e., 
noisy signal conditions, the embedded data rate should be 
loW, therefore less information may be embedded. HoWever, 
tailoring to the “Worst case” is not desirable, because When 
the channel condition is good, the possibility of extracting 
more information to more effectively convincing a jury is 
sacri?ced. In this approach, a good resolution binary Water 
mark image is alWays embedded. HoWever, the Watermark 
detector has the ?exibility of extracting Watermark images at 
different resolutions. In other Words, the detector has the 
capability to adapt to the channel conditions. When the 
channel condition is good, the detector extracts and present 
a good resolution Watermark image, Which de?nitely Will 
convince a jury of a valid oWnership claim. On the other 
hand, When the channel condition is bad, the detector may 
still be able to extract a coarse resolution Watermark image, 
Which hopefully Will also convince a jury. 

[0028] The method of the invention, Which is capable of 
embedding a good resolution meaningful binary Watermark 
image, one that Will make sense to a jury, eg a logo image, 
in an image, and is later capable of extracting different 
versions of that Watermark image With varying resolutions, 
is disclosed. The method of the invention adaptively chooses 
the trade-off betWeen robustness and resolution of the 
extracted Watermark image. While a statistical technique 
Which may quantify the false alarm detection probability 
should be considered as a fundamental measure for a valid 

oWnership claim, the ability to extract a meaningful Water 
mark image Will greatly facilitate the process of convincing 
a jury of an oWnership claim. 

[0029] FIG. 1a depicts the general architecture of a Water 
mark encoder, generally at 10, using the method of the 
invention. An original image I, 12, is selected for Water 
marking. Image 12 may be transformed, in the preferred 
embodiment, step 14, into a transformed image having a set 
of features, Ii, in preparation for Watermark embedding. Step 
14, hoWever, is not alWays required. A logo image {bi}16, 
may be designated and prepared for embedding. A mean 
ingful signature, or key, SO, 18, (eg an oWner name or ID) 
is ?rst mapped, using a one-Way deterministic function H 
20, to a single parameter Which is then used as a seed of a 
standard random number generator to generate an indepen 
dent identical distribution (i.i.d.) pseudo random sequence 
S1, denoted as {Sh}, Which de?nes each point in the 
sequence. The requirement that the seed of the random 
number generator is derived from a meaningful signature or 
registration number, SO, eliminates the possibility of forging 
a Watermark by manipulating the seed to search for a large 



US 2001/0016058 A1 

detector output value, Which indicates a loW false alarm 
detection probability, as Will be shown later herein. 

[0030] Logo image 16 and key 18 are also referred to 
herein, collectively, as a visually imperceptible indicia, or 
Watermark. Logo image 16 may be an actual logo, or other 
identifying indicia, selected by the copyright oWner, that Will 
be meaningful to a jury, i.e., a jury Will immediately recog 
niZe logo image 16 as something that belongs to the copy 
right oWner. Key 18 is generally an alpha-numeric, a regis 
tration number, such as an ISDN or copyright registration 
number. It is assumed that key 18 Will alWays be used as the 
visually imperceptible idicia, While logo image 16 is an 
optional indicator of oWnership. 

[0031] The logo image 16 is modulated, step 22, With Sn, 
and, With perceptual model 24, Which controls the magni 
tude of Gi(Ii), is inserted, step 26, into Ii, forming a Water 
marked image I‘. The meaningful signature is, in the pre 
ferred embodiment, a 64x64 bit block, Which, When 
projected on and inserted into a 512x512 image block 
provides one bit in every 8x8 block of the original image. 

[0032] Note that if there is no constraint on the procedure 
for generating the seed of the random number generator, 
then an attacker can, by varying the seeds, thoroughly search 
for a random sequence that has good correlation With any 
given image. For example, given any test image, by varying 
the seed, on average, after 107 trials, the detector Will output 
a value Which is larger than 5 (see Table 1). Then the attacker 
may then assert that the test image contains his resulting 
seed. 

[0033] Discussing ?rst a scenario in Which a claimed 
signature is to be detected using a quantitative measure, ?rst 
assume that the logo image bits, {bi}16, of FIG. 1a, are all 
“1”. The folloWing describes hoW to detect the claimed 
signature SO, if the signature is embedded in the test image. 

[0034] Given a set of features {Ii}, derived from the 
original image I, the signature S1i is modulated by Gi(Ii), 
Where Gi(.) could be a function of Ii, and then added to Ii. 
The encoding function E is illustrated in Eq. 

[0035] In the Watermark detector, shoWn generally at 30 in 
FIG. 1b, the test image 32, X, is transformed, step 34, to 
yield a feature set The random sequence {SM} is ?rst 
developed by subjecting S0 to H. Then a correlating signa 
ture {SZi} is generated based on {Sn} and the perceptual 
model 24. Xi is demodulated by SZi, under the control of 
perceptual model 24, to yield extracted Watermarked bits 40, 
if present. S2i may be optimiZed, block 37, to improve 
detector performance. The correlator output q is compared to 
a threshold T to determine if the test image is a Watermarked 
one. Detection of the Watermarks is accomplished via the 
hypothesis testing: 

[0036] HO: Xi=Ii+Ni not Watermarked (0) 

[0037] H1: Xi=Ii+Gi(Ii)S1i+NI Watermarked (1) 

[0038] Where Ni is noise, possibly resulted from some 
signal processing such as JPEG compression, etc.. The 
correlating detector outputs the test statistic q 
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q: 

[0039] Where Yi=XiS2i, n is the siZe of the feature set {X}, 
My is the sample mean of 

[0040] is the sample variance of Yi. 

” (3) 

Z (Yr-W2 
2 _ [:1 

Vy _ n — l 

n (4) 

Z Y. 
My : [:1 

[0041] Assume that the sequence {Yi} is stationary and at 
least 1-dependent (A sequence {Yi}is 1-dependent if (Y1, . 
. . , Yk) and (Yk+n, . . . , Yk+n+m) are independent Whenever 

n>1), and that {SZi} is Zero mean and un-correlated With the 
original image I. Then under HO for large n, q is approxi 
mately a normal distribution With Zero mean and unit 

variance, i.e., q~N(0, 1). 
[0042] Let denote the expectation operator. Under 
Hypothesis H1 and for large n, it is easy to shoW that q 
folloWs a normal distribution N(m, 1), Where 

*1 (5) 

Z (Gt-(1081182.- + M821) 
[:1 _ (Hotlink-S2» + Bum-820ml” 

[0043] Note that E(NiS2i) may not be equal to Zero, since 
Ni could have some correlation With SZi. For example, if the 
feature points are some DCT coef?cients, then the noise 
introduced by Zeroing out some of the coef?cients (due to, 
e.g., coarse quantiZation) is highly correlated With Sn, and 
thus may potentially have high correlation With SZi. 

[0044] To determine if a test image contains the claimed 
Watermarks, the output q is compared to a threshold T. If 
q>T, the test image is declared to have been signed With the 
claimed signature {S 1i}. OtherWise it is not. The threshold T 
that minimiZes the total detection errors (both Type 1 
error—accept the existence of a signature under HO, and 
Type 2 error—reject the existence of a signature under H1) 
is T=m/2. In practice, hoWever, nobody other than the true 
oWner knoWs the value of In People may only care about the 
false alarm detection probability, that is, the probability of 
error detection by accepting the existence of a signature 
When it does not exist. Table 1 depicts the false alarm 
detection probability as a function of the threshold T. 
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Threshold T Pen(q > T) 

0.0013 
2.86 E-7 
9.86 E-10 
6.22 E-16 
7.62 E-24 
1.77 E-33 

[0045] Table 1: False alarm detection probability Perr for 
the Watermarking method presented 

[0046] For a valid oWndership claim, a valid correlating 
signature S2 should satisfy certain constraints. First, it 
should be un-correlated With the original image I. Second, it 
is necessary that the mean value of S2i be Zero. If Gi(.) is 
independent of Ii, then the choice of S2i =Gi S1i is the optimal 
correlating signature Which Will result in the largest mean 
value m under H1. On the other hand, if Gi(.) is a function 
of Ii, and assuming that Gi(.) may be Written as a product of 
tWo terms, i.e., Gi(Ii)=Ui(Ii)Wi is independent of Ii, then a 
good choice of S2i is S1i Wi. 

[0047] It should be noted that setting S2i to Gi(Ii)S1i is 
generally not a good choice. In fact, {Gi(Ii)S1i} is not a valid 
correlating signature, because it depends on the original 
image I. Details of the analysis of selecting S2i may be found 
in W. Zeng and B. Liu, “An invisible Watermark detection 
technique Without using original images for resolving right 
ful ownership of digital images,” submitted to IEEE Tran. 
Image Processing, August 1997. 
[0048] The scheme described above makes any counterfeit 
scheme virtually impossible, and the Watermark detector 
output value truly quanti?es the false alarm detection prob 
ability. HoWever, the physical meaning of the detector 
output value may not be understood by a jury Without the aid 
of expert testimony. In addition to the detector output value, 
Which quanti?es the false alarm detection probability, one 
may extract a meaningful Watermark image (e.g., a logo 
image) from the test image, it Will greatly facilitate the 
process of convincing a jury of an oWnership claim. 

[0049] Extraction of multiresolution binary Watermark 
images 
[0050] The scheme presented above essentially extracts 
one bit information from the entire test image X, i.e., 
Whether the claimed signature 18 (S0) is embedded in the 
test image or not. One may embed/extract more bits by 
segmenting the Whole image into smaller segments, that 
may or may not overlap, and then embed/extract one bit for 
each segment. A segment may be de?ned as a collection of 
data located in various parts of the image. Once the pseudo 
random sequence S1 is generated and divided into smaller 
segments, each of Which corresponds to one segment of the 
original feature set {Ii}, each segment of S1 may be modu 
lated by either +1 or —1, Which is then embedded into the 
corresponding segment of {Ii}. Detection of this one bit 
information for a particular segment is accomplished via the 
hypothesis testing: 

[0051] H0‘: Xi=Ii+Gi(Ii)S1i+Ni a bit of +1 is embed 
ded (6) 

[0052] H1‘: Xi=Ii—Gi(Ii)S1i+Ni a bit of —1 is embed 
ded (7) 
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[0053] Where Ni is noise, and index i corresponds to data 
in one particular segment. Using the test statistic q as shoWn 
in Eq. (2), and assuming that {SZi}, is Zero mean and 
un-correlated With the original image I, q folloWs normal 
distribution N(m, 1) and N(—m, 1) for H0‘ and H1‘ respec 
tively, With m de?ned in Eq. 5. Therefore, the threshold that 
minimiZes the total detection error is T=0. In other Words, 
When q (or equivalently Zi=1n Xi SZi) is greater than 0, a bit 
+1 is extracted; otherWise, a bit —1 is extracted. To minimiZe 
the detection errors, S2 is selected to maximiZe m. If Gi(.) is 
independent of Ii, then the optimal choice of S2i is Gi Sn. On 
the other hand, if Gi(.) is a function of Ii, and assuming that 
Gi(.) may be Written as a product of tWo terms, i.e., Gi(Ii)= 
Ui(Ii) Wi, Where Wi is independent of Ii, then S1i Wi is a good 
choice for SZi. Again, setting S2i to Gi SM is generally not 
a good choice. 

[0054] To be most effective, the method should embed a 
meaningful binary Watermark image. While a large detector 
output value, Which quanti?es the false alarm detection 
probability, should be considered as the fundamental mea 
sure for a valid oWnership claim, the ability to extract a 
meaningful Watermark image is very useful in convincing a 
jury of the claim of oWnership. The extracted Watermark 
image serves as a visual measure of the “invisible” Water 
marks embedded in the test image. It has an additional 
advantage of exploiting the human visual system’s superior 
ability to recogniZe a correlated pattern. It is Well knoWn 
that, unlike traditional data, visual data may be “lossy”, and 
less sensitive to detection errors. Human eyes easily ?lter 
out random noise and recogniZe a correlated pattern, in a 
Way similar to hoW channel coding detects and corrects 
transmission errors. Another advantage is that visual data 
usually has high spatial correlation. This property may be 
used to enhance the detection performance, and Will noW be 
described. 

[0055] It may be seen from Eq. (5) that the larger the siZe, 
n, of each segment, the larger the value of m, and hence the 
smaller the detection error. HoWever, increasing the siZe of 
each segment reduces the total number of bits that may be 
embedded. As a result, the prospective binary Watermark 
image to be embedded has more constraints and less ?ex 
ibility. Instead of enlarging the segment, the method of the 
invention embeds one bit to each small, say, 8x8, image 
block. 

[0056] At the detector, one may usually correctly extract 
one bit from each 8x8 test image block, if the Watermarked 
image does not suffer from much image processing. HoW 
ever, if the Watermarked image does undergo some image 
processing, the bit Will not be extracted reliably and the 
detection error Will increase. In this case, the method 
exploits the spatial correlation of the binary Watermark 
image to improve detection performance. 

[0057] le;.5qReferring noW to FIG. 2c, the number of 
image segments from Which one bit Will be extracted is 
increased by looking also at surrounding, or adjacent, seg 
ments, a, rather than just the current segment, c. Note again 
at the encoder, each Watermark bit is embedded in a small 
block such as an 8x8 block, and at the decoder the image is 
still ?rst segmented into 8x8 blocks. HoWever, at the 
decoder, the segments associated With neighboring bits, a, 
are used to detect the current bit. For example, to extract the 
bit embedded in the current 8x8 image block, c, the sur 
rounding image blocks, a, may also be used. In other Words, 
calculate 
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[0058] Where n‘ is the total number of features Within the 
detection WindoW, and then compare the result to Zero to 
determine the embedded bit of the current block. Note that 
if the test image X does contain the Watermark image, then 

[0059] Where bi is the corresponding bit (+1/—1) embedded 
in a particular 8x8 block. The second term accumulates and 
is the major factor to determine the embedded bit. A bit in 
a homogenous region of the Watermark image usually has 
the same value as the surrounding bits. Thus by increasing 
the number of neighboring blocks involved in extracting one 
bit information embedded in the current block, 

[0060] is increased, thus reducing the detection error. 
HoWever, for information bits around an edge in the binary 
Watermark image, increasing the WindoW siZe may not 
necessarily reduce the detection error, because the bi embed 
ded in other blocks may not have the same sign as the bi 
embedded in the current block. Therefore the extracted 
binary Watermark image may lose its resolution around 
edges, even though it is more robust to signal processing in 
the homogenous region. The trade-off here is robustness of 
detection of each bit vs. resolution of extracted Watermark 
image. An important feature of the method of the invention 
is that the Watermark detector is alloWed to adaptively 
choose the trade-off betWeen robustness and resolution. The 
use of a larger number of segments for detection of a single, 
or current, bit tends to eliminate noise and increase robust 
ness, except at the edges of the image. 

[0061] When the test image does not suffer from signal 
processing, a small detection WindoW. i.e., a relatively small 
number of segments, generally having 8x8 or more bits per 
segment, is chosen and a good resolution Watermark image 
Will be extracted. On the other hand, When the test image 
suffers from severe image processing, robustness is a con 
cern and the number of segments involved for detecting each 
bit should be increased. In this case, by increasing the 
detection WindoW siZe, a coarse resolution Watermark image 
may be extracted. It should be noted that increasing the 
detection WindoW siZe to increase the robustness is different 
from applying some noise-reduction operations, such as 
media ?ltering, to the extracted Watermark image obtained 
by using only one block in the bit extraction process. In the 
latter case, each bit is detected independently ?rst, and each 
is more vulnerable to channel noise. Once enough bits are in 
error, rendering an unrecogniZable extracted image, no 
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noise-reduction operation may recover a recogniZable pat 
tern. HoWever, increasing the detection WindoW may still 
extract a meaningful pattern, as shoWn in FIG. 7. 

[0062] It should also be noted that the computation over 
head for extracting multiresolution Watermark images 
instead of a single Watermark image is very small, because 
the same multiplication operations are shared and only a feW 
additions are needed When the detection WindoW siZe is 
increased. For video Watermarking, the same binary Water 
mark image may be embedded in a group of frames. Since 
the detection WindoW noW has one more dimension, the 
embedded Watermark image is much more robust. HoWever, 
a single frame is subject to the attack of trying to eliminate 
the Watermarks by doing some sort of averaging from the 
neighboring frames. In other Words, the capability of 
extracting the Watermark image from a single test frame may 
be adversely affected. To overcome this problem, the same 
random sequence and the same kind of Watermark image 
may be used for consecutive frames. 

[0063] Starting With a visual-model-based Watermark 
encoding scheme, and applying the detection scheme of the 
invention to extract the binary Watermark image, the method 
of the invention Will be described in relation to test results. 
The test image, shoWn in FIG. 3a, is 512x 512 “baboon” and 
in FIG. 5a is a 512x512 “Lenna”, and the Watermark image 
is a 64x64 binary image shoWn in FIG. 2a, With each bit to 
be embedded into the corresponding 8x8 image block. In the 
visual-model-based Watermark encoding scheme, the image 
is ?rst divided into 8x8 blocks. Then each block is discrete 
cosine transformed (DCT). The Just Noticeable Distortion 
(J ND) is then derived for each coef?cient Ii as BiC(Ii), Where 
Bi is half of the optimiZed image-independent perceptually 
lossless quantization step siZe for each coefficient (or fre 
quency), and C(.), Which is not less than 1, is an increasing 
function of Ii Which accounts for the contrast masking effect 
of human visual system. The feature set {Ii} consists of the 
DCT or Wavelet coef?cients, excluding DC/loWest subband 
coef?cient, Which are larger than the corresponding JNDs, 
and BiC(Ii) is used as Gi(.) in the Watermark insertion 
process illustrated by Eq. A meaningful signature S0, for 
example “SLA”, is mapped to an iid sequence S1 With 
distribution of N(0, 1). S1 is then modulated by the original 
Watermark image and Gi(.), and then embedded into the 
original image according to Eq. In the Watermark 
detector, the signature S0 is presented as the secret key, and 
S2i is chosen as BiSli, Which has been shoWn to be a near 
optimal choice. 

[0064] As mentioned above, the feature set consists 
of DCT/Wavelet coef?cients, excluding DC/loWest subband 
coef?cient, Which are larger than their corresponding Bi. For 
synchroniZation betWeen encoder and decoder, We Will use 
the same seed to generate a random sequence, each element 
of Which corresponding to one coef?cient. But only those 
elements corresponding to feature points Will be used in the 
detection. 

[0065] FIG. 3b depicts the Watermarked “baboon” 
images. FIGS. 3a and 3b appear to be the same. No visual 
difference is observed. The visual model based Watermark 
encoder is doing a good job. Different resolutions of the 
binary Watermark image from the test image under different 
channel conditions are extracted and shoWn in FIG. 4. When 
the Watermarked “baboon” image does not suffer from any 
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signal processing, the extracted versions With different 
detection WindoWs are shoWn in FIG. 4. Several detection 
WindoW siZes are used in the extraction process. In FIG. 4a, 
only the current image block is used. In FIG. 4b, ?ve image 
blocks are used, including the current block, the ones above, 
beloW, to the left, and to the right. In FIG. 4c, a 3x3 WindoW 
of blocks are used, and in FIG. 4d, a 5x5 WindoWs of blocks 
are used. It is seen that FIG. 4a and FIG. 4b provide the best 
resolution of the binary Watermark image. There is some 
random noise presented in the extracted images. The noise 
is easily ?ltered out by human eye. It should be noted that 
if one increases the segment siZe for embedding one infor 
mation bit in the encoding stage (in order to provide an 
identi?er that is robust to signal processing), no such 
detailed information may be embedded and later extracted. 

[0066] As the detection WindoW siZe increases, loWer 
resolution Watermark images are extracted in Which the edge 
parts become more and more jerky (see, e.g., the character 
“7” in FIG. 4d). Hence When the channel condition is good, 
the extracted good resolution Watermark image of FIG. 4a 
or FIG. 4b may be presented to a jury to prove the 
oWnership. Note that, since S2 is generated independent of 
the test image, if the test image does not contain the claimed 
Watermarks, the extracted binary image Will look rather 
random, as shoWn in FIG. 2b. FIG. 6 shoWs the extracted 
Watermark images from the watermarked 512><512 “Lenna” 
image, sampled as in FIG. 4. These appear to be a little bit 
noisier than the corresponding results for “baboon” image. 
This suggests that different images may tolerate different 
amount of Watermarks, and therefore the detection scheme 
should have some adaptability to account for the differing 
robustness. 

[0067] When the Watermarked image is subject to signal 
processing such as JPEG compression, the resolution of the 
extracted binary Watermark image has to be traded for 
robustness. FIG. 7 shoWs the extracted Watermark images 
With different detection WindoWs from the Watermarked 
“baboon” image Which suffers from JPEG compression With 
quality factor of 15%. The extracted image in FIG. 6a is 
hardly recogniZable. It is better to present to a jury the results 
of FIG. 7b or FIG. 7c in Which both “PU” and “EE” are still 
recogniZable. 
[0068] When the JPEG compression quality factor is 5%, 
the extracted image is meaningless, see FIG. 8a. The 
extracted Watermark image in FIG. 8b is difficult to recog 
niZe too, While the extracted Watermark images in FIG. 8c 
and FIG. 8a' are recogniZable (at least true for the larger 
characters “P” and “U”). Note that it might be helpful to 
construct the binary Watermark image in a Way such that the 
content has some hierarchical structure, e.g., for identi?ca 
tion of a hierarchical organiZation, or the IDs for contribu 
tors Who make varying contributions to a composite image, 
and that higher level content consists of more redundant bits. 
It should also be noted that if the detection With quantitative 
measure method presented above is used to detect the 
Watermark in the JPEG compressed Watermarked “baboon” 
image (With quality factor of 5%), then the detector outputs 
a value of 21 Which virtually corresponds to Zero false alarm 
detection probability. Table 1 sets forth the false alarm 
detection probability With respect to the detector output 
value. 

[0069] FIG. 9 depicts the robustness of the detection With 
quantitative measure scheme presented above to JPEG com 
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pression. Note that in this case, the oWnership claimant Will 
present both the signature SO and the original logo image, 
and the correlating signature {SZi} should be {BiS?bi} 
Where bi is the corresponding bit (+1 or —1) of the original 
logo image. This is a valid correlating signature because it 
is still generated independent of any image. 

[0070] It should be noted that there might be cases in 
Which the extracted Watermark images are hardly recogniZ 
able despite the detection WindoW siZe used, While the 
detector output value of the detection With quantitative 
measure method presented above is still large enough to 
signify a loW false alarm detection probability. This again 
suggests that the quantitative measure method presented 
above provides, in the vieW of technical experts, a funda 
mental measure for a valid oWnership claim. HoWever, the 
Watermarking method of this invention makes more sense to 
ordinary people, thus Will greatly facilitate the process of 
convincing a jury of an oWnership claim. Only When the 
Watermarked image has been subject to too much process 
ing, resulting in unrecogniZable extracted Watermark images 
despite the detection WindoW siZe used, should it be neces 
sary to call the technical expert to testify the physical 
meaning of the output value of the detection With quantita 
tive measure Watermarking method described above. 

[0071] The Watermarking method presented has some 
potential applications in managing publicly available mul 
timedia database. For example, it may be incorporated into 
a secure digital camera. It might also be in the interest of 
J PEG2000 (international standard for loW bit rate still image 
coding) community. 
[0072] Although a preferred embodiment of the invention, 
and variations thereof, have been disclosed, it Will be 
appreciated that further modi?cations and variations thereto 
may be made Within the scope of the invention as defmed in 
the appended claims. 

I claim: 
1. Amethod for embedding and extracting visually imper 

ceptible indicia in an image, comprising: 

embedding a visually imperceptible indicia in an original 
image; 

testing a test image for an embedded visually impercep 
tible indica; and 

extracting the visually imperceptible indicia from the test 
image to determine if the test image is a copy of the 
original image. 

2. The method of claim 1 Wherein said embedding 
includes: 

designating a visually imperceptible indicia to be embed 
ded in an original image; 

selecting a key SO; 

generating a pseudo random sequence Si from the key SO; 

modulating the visually imperceptible indicia by the 
pseudo random sequence to develop a signature; and 

inserting the signature into the original image. 
3. The method of claim 2 Wherein said generating 

includes mapping SO, using a one-Way deterministic func 
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tion H, to a single parameter and using the single parameter 
as a seed to generate an independent identical distribution 
pseudo random sequence. 

4. The method of claim 2 Wherein said designating 
includes designating a one-bit visually imperceptible indicia 
and Wherein said inserting includes implanting a single 
indicia in the original image. 

5. The method of claim 2 Wherein said designating 
includes designating multiple one-bit indicia and Wherein 
said inserting includes dividing the original image into 
segments and placing a one-bit visually imperceptible indi 
cia into each segment. 

6. The method of claim 1 Wherein said extracting includes 
demodulating an image feature set by a pseudo random 
sequence to determine the presence of the designated visu 
ally imperceptible indicia. 

7. The method of claim 1 Wherein said testing includes: 

transforming a test image X into an image feature set X; 

developing a random sequence S1i by subjecting a key S0 
to a one-Way deterministic function H; 

generating a correlating signature S2i from SM and a 
perceptual model; and 

comparing the correlating output to a threshold value to 
determine the presence of a Watermark. 

8. The method of claim 1 Wherein said embedding 
includes transforming the original image I into a trans 
formed image Ii. 

9. The method of claim 1 Wherein said embedding and 
said extracting include dividing an image into segments. 

10. The method of claim 9 Wherein said extracting 
includes making use of different number of segments asso 
ciated With neighboring Watermark bits to detect the current 
bit, for an image that has been subject to different levels of 
signal processing. 

11. The method of claim 1 Wherein said embedding a 
visually imperceptible image includes embedding a logo 
image {bi} and embedding a signature SO. 

12. The method of claim 1 Wherein said extracting a 
visually imperceptible image includes extracting a logo 
image {bi} and extracting a signature SO. 

13. A method for embedding and extracting visually 
imperceptible indicia in an image, comprising: 

embedding a visually imperceptible indicia in an original 
image, including 
designating a logo image to be embedded in an original 

image; 
selecting a signature SO; 

generating a pseudo random sequence S1 from the 
signature SO, including 
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mapping SO, using a one-Way deterministic function 
H, to a single parameter and using the single 
parameter as a seed to generate an independent 
identical distribution pseudo random sequence; 

modulating the logo image by the pseudo random 
sequence to develop a visually imperceptable indi 
cia; and 

inserting the visually imperceptable indicia into the 
original image; 

testing a test image for an embedded visually impercep 
tible indica; and 

extracting the visually imperceptible indicia from the test 
image to determine if the test image is a copy of the 
original image. 

14. The method of claim 13 Wherein said designating 
includes designating a one-bit visually imperceptible indicia 
and Wherein said inserting includes implanting a single 
indicia in the original image. 

15. The method of claim 13 Wherein said designating 
includes designating multiple one-bit indicia; Wherein said 
embedding and said extracting include dividing an image 
into segments and Wherein said inserting includes placing a 
one-bit visually imperceptible indicia into each segment. 

16. The method of claim 13 Wherein said extracting 
includes making use of different number of segments asso 
ciated With neighboring visually impeceptible indicia-bear 
ing bits to detect the current bit, for an image that has been 
subject to different levels of signal processing. 

17. The method of claim 13 Wherein said extracting 
includes demodulating an image feature set by a pseudo 
random sequence to determine the presence of the desig 
nated visually imperceptible indicia. 

18. The method of claim 13 Wherein said testing includes: 

transforming a test image X into an image feature set Xi; 

developing a random sequence S1i by subjecting a signa 
ture S0 to a one-Way deterministic function H; 

generating a correlating signature S2i from S1i and a 
perceptual model; and 

comparing the correlating output to a threshold value to 
determine the presence of a signature. 

19. The method of claim 18 Which includes comparing the 
correlating output to a threshold value to determine the 
presence of a Watermark. 

20. The method of claim 13 Wherein said embedding 
includes transforming the original image I into a trans 
formed image Ii. 


