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(57) ABSTRACT 

Preferably a sensor receives a print image from an autho 

riZed person to form a template, and from a candidate to 

form test data. PoWer spectral density (PSD) data for the 
template and candidate are compared, to read out rotation & 

dilation; these are used to adjust the template or candidate 
preparatory to a correlation to ?nd translation. After apply 

ing the translation, and re?nement of the rotation and 
dilation, normalized spatial correlation values (NSCVs) are 
used as a measure of quality of the match—and thresholded 

to make an early rejection or acceptance decision in very 
clear cases. Where the question is closer, isomorphic adjust 
ment is applied to the entire template or candidate for a fairer 
comparison in their overlap area. Such comparison proceeds 
by the same type of PSD analysis—but for multiple subre 
gions in the overlap area. Resulting NSCVs are averaged to 
obtain a measure of quality of the match, Which again is 
thresholded for a ?nal decision in the closer cases. Noise 

variance from the test data, vs. position in the image, is used 
to Weight the importance of comparison With the template in 
each subregion. Nonvolatile memory holds instructions for 
automatic operation. 
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”SYSTEMS & METHODS WITH IDENTITY 
VERIFICATION BY STREAMLINED 

COMPARISON & INTERPRETATION OF 
FINGERPRINTS AND THE LIKE” 

RELATED U.S. PATENT DOCUMENTS 

[0001] A closely related cooWned, copending application 
is Ser. No. 08/709,302 of Lawrence R. Thebaud, ?led Sep. 
9, 1996, and issued , 199 , as US. Pat. No. 
5 . TWo other cooWned, copending applications are 
related: Ser. No. 08/382,220 of J. Kent BoWker and Stephen 
C. Lubard, Ph. D., ?led Jan. 31, 1995, and issued , 
199 , as US. Pat. No. 5 ; and Ser. No. 08/709, 
785 of J. Kent BoWker et al., ?led Sep. 9, 1996, and issued 

, 199 , as US. Pat. No. 5 . All three 

applications are Wholly incorporated by reference into the 
present document. 

FIELD OF THE INVENTION 

[0002] This invention relates generally to systems and 
methods for verifying identity of people, by comparison and 
interpretation of skin patterns such as ?ngerprints; and more 
particularly to novel ?rmWare and softWare stored in appa 
ratus memories, as portions of apparatus, for interpreting 
such patterns and controlling utiliZation devices. With 
respect to certain of the appended claims, the invention 
further relates to systems that include such utiliZation 
devices. 

[0003] A utilization device is, for example, a facility, 
apparatus, means for providing a ?nancial service, or means 
for providing information. The phrase “utilization device” 
thus encompasses, but is not limited to, businesses, homes, 
vehicles, automatic teller machines, time-and-attendance 
systems, database-searching services, and a great many 
other practical systems. An apparatus memory for such 
storage is, for eXample, a programmable read-only memory 
(“PROM”), or a computer-readable disc. 

BACKGROUND OF THE INVENTION 

[0004] Classical methods for evaluation of ?ngerprints. 
toeprints, palmprints and like skin patterns entail location, 
categoriZation and tabulation of minutiae. Efforts to adapt 
these classical techniques for automated print veri?cation 
have received great attention and elaboration, but are fun 
damentally limited by their sensitivity to measurement noise 
at the location of the minutiae. 

[0005] Automated analysis based on minutiae also is 
inherently very dependent on image enhancement—Which 
often breaks doWn When initial data quality is marginal. For 
these reasons some Workers have eXplored other method 
ologies. 
[0006] Some seemingly promising efforts employ holo 
grams—either direct three-dimensional images of prints, or 
holographic Fourier transforms (Which have the advantage 
of being position invariant). Some of these techniques, for 
best results, impose costly demands on special memory 
devices for storing the holograms. These holographic corr 
elators are in essence modern re?nements of much earlier 
tWo-dimensional direct-optical-overlay correlators such as 
that described by Green and HalasZ in US. Pat. No. 3,928, 
842. 
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[0007] An intermediate ground is represented by a feW 
relatively sophisticated patents that use digital computers to 
(1) automatically select one or more distinctive small 
regions—not necessarily minutiae—in a master print or 
“template”, and then (2) automatically look for one or more 
of these selected small regions in a print provided by a 
person Who purports to be the maker of the template. These 
earlier patents particularly include US. Pat. No. 5,067,162 
of Driscoll, US. Pat. No. 5,040,223 of Kamiya, US. Pat. 
No. 4,982,439 of CastelaZ, US. Pat. No. 4,805,223 of 
Denyer, and US. Pat. No. 4,803,734 of Onishi. 

[0008] All of these latter patents describe making ?nal 
veri?cation decisions based upon such comparisons of small 
regions eXclusively—although in some cases a small num 
ber of such regions are considered concurrently. We have 
con?rmed that many ?ngerprints can be analyZed very 
quickly and accurately using just one or tWo regions, but We 
have also found that provision must be made for a signi?cant 
number of prints in Which such short-form efforts are 
indeterminate or at least not adequately reliable. 

[0009] Thus the patents listed just above are ?aWed in 
their ultimate dependence upon isolated, small amounts of 
data—more speci?cally, very small fractions of the available 
information in a candidate user’s print—for all ?ngerprints, 
regardless of the character of the print. The above-men 
tioned related patent document of Thebaud, on the other 
hand, takes into account essentially all the available infor 
mation in a candidate print. 

[0010] Thebaud’s system does so for all prints. We have 
recogniZed that for some types of systems this thoroughness 
and the accompanying time consumption can represent a 
signi?cant draWback, because—in a large majority of 
cases—small regions contain suf?ciently distinctive infor 
mation for a reliable analysis. 

[0011] Some of the patents in the above list do describe 
sound techniques for one or another part of their respective 
processes. Some Workers, such as Driscoll and Kamiya, use 
correlation methods (but electronic-data correlation meth 
ods, not optical correlation methods) to choose the small 
reference sections in the enrollment process—i.e., in form 
ing the template—and also in comparison of those regions 
With features in a candidate user’s print. Denyer similarly 
uses an approximation to such correlation technique. 

[0012] These patents do generally alloW for the possibility 
that the authoriZed user’s template may be shifted, or in 
other Words translated, in placement of the print image on 
the sensor. Some (particularly Driscoll and Denyer) alloW 
for the possibility that the template may be rotated too. 

[0013] Driscoll discusses ?nding a least-squares-?t 
betWeen plural reference regions and a potentially corre 
sponding plurality of test regions in the candidate print. He 
suggests that departures from an ideal rotated pattern of the 
reference regions is to be accounted for by distortion of the 
?ngertip in the course of placement on a sensor, but by his 
reliance on a very small number (typically three, as under 
stood) of Well-separated reference regions his alloWance for 
distortion—and his overall veri?cation decision as Well— 
inherently make use of only a very small fraction of the 
available information. Denyer, too, brie?y mentions (though 
in a much more generaliZed and tangential Way) the possi 
bility of somehoW accounting for distortion. 
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[0014] All of these patent documents except Thebaud’s, 
however, fail to take account of dilations Which an autho 
riZed user’s ?ngertip may undergo—relative to the same 
user’s established template. (By the term “dilations” We 
mean to encompass dilations or contractions as the case may 

be.) Such dilations may arise from variations in the pressure 
With Which the ?nger is applied to an optical or other sensor 
(capacitive, variable-resistance etc.). 

[0015] Such dilations may be expected to have at least a 
component Which is invariant across the entire image, in 
other Words a dilation Without change of ?ngerprint shape— 
an isomorphic dilation. Furthermore all the above-men 
tioned patents fail to make systematic, controlled alloWance 
for dilations and other forms of distortion that are differen 
tial—Which is to say, nonisomorphic. 

[0016] Correlation methods, matched-?lter methods, and 
(loosely speaking) related overlay-style techniques of com 
parison all fail totally in any area Where a reference print is 
mismatched to a candidate print by as little as a quarter of 
the spacing betWeen ridges. It has been found that dilations 
and other distortions can and commonly do produce spuri 
ous mismatches locally—over siZable areas—exceeding 
tWice the spacing betWeen ridges, that is, many times the 
minimum disruption Which destroys correlation and thereby 
recognition. 

[0017] Therefore, failure to account properly for either 
dilation (isomorphic distortion) or distortion (differential 
distortion) results in unacceptably high rates of failure to 
verify or recognize an authorized user—i.e., high rates of the 
so-called “false rejection” or “type 1 error”. Arti?cial mea 
sures aimed at reducing this failure rate lead inevitably to the 
converse: unacceptably high rates of failure to reject unau 
thoriZed users, impostors—i.e., high rates of the so-called 
“false acceptance” or “type 2 error”. 

[0018] For those feW cases in Which abbreviated analysis 
is unreliable, it appears unlikely that adequate account of 
distortions can be made merely by alloWing for random 
variation as betWeen tWo or three cores or distinctive 

regions. The full-coverage paradigm of the Thebaud docu 
ment, by virtue of its ability to use all information available 
in the entire area of overlap betWeen the reference and test 
images, has an immunity to such error, but at the cost of a 
relatively long analysis time—currently several seconds 
(after the ?ngerprint data are fully acquired) per determina 
tion—even for prints Which have very distinctive regions. 

[0019] Similarly none of the prior-art patents noted makes 
use of decisional doWnWeighting of data from areas that are 
less certain or noisier; rather, to the extent that any consid 
eration at all is given to such matters, noisy data are simply 
discarded—a very undesirable Way to treat expensive data. 
Bandpassing of test data is not seen in these references, 
although certain other forms of ?ltering are used by Driscoll 
and others. NormaliZing is likeWise absent—except for 
trivial forms implicit in binariZation or trinariZation, used in 
many print analyZers. None of the noted patents teaches 
expression of test and template data, or comparison of such 
data With one another, in terms of local sinusoids. 

[0020] Another problem Which the art has not adequately 
addressed heretofore is that of image-data coverage and 
quality. It is common in commercial devices in this ?eld to 
?nd that images are acquired and accepted for analysis based 

Aug. 23, 2001 

only upon occluding of the acquisition port by a ?nger or 
some other object—i.e., the presence of something at the 
acquisition port—Without regard for the usability or reli 
ability of the image, or indeed even Whether it is an image 
of a ?ngerprint or other skin pattern. 

[0021] Still another difficulty is that analysis systems are 
not necessarily attuned to the peculiarities of the skin-pattern 
data encountered. When analysis proceeds on assumptions 
(for example, the siZe of the ?ngerprint-ridge spacing) that 
are not applicable to the actual specimen presented, reliabil 
ity of the results is impaired. 

[0022] Another challenge not adequately met heretofore is 
that ?ngerprint acquisition systems labor under severely 
adverse conditions of loW skin-pattern contrast and high 
variation in lighting across the pattern—so that a relatively 
high dynamic range in light intensities is present—but yet 
the cost, time consumption and in some cases sheer space 
and bulk required to store or transmit the resultant, corre 
spondingly high-dynamic-range signal data. 

[0023] A very closely related problem is that attempts to 
reduce the required cost, time consumption and space or 
bulk associated With data storage and transmission run into 
a contrary requirement that the data must be fairly compa 
rable to original data. It must not have anomalous charac 
teristics that can be associated With, for example, common 
place data-compression techniques. A particularly knotty 
problem is the need for smoothness along ridges, lest the 
analysis system be unable to recogniZe their essentially 
continuous character. 

[0024] Thus the skin-pattern veri?cation ?eld has failed 
to—in a time-effective manner—make good use of all 
available data, take adequate account of dilations or distor 
tions, make suitable alloWance for knoWn statistics of place 
ment variation, and apply modern decisional and signal 
processing tools. As can noW be seen, prior art in this ?eld 
remains subject to signi?cant problems, and the efforts 
outlined above—While praiseWorthy—have left room for 
considerable improvement. 

SUMMARY OF THE DISCLOSURE 

[0025] The present invention introduces such improve 
ment, and performs ?ngerprint veri?cations in a remarkably 
short time and With an outstandingly high accuracy not 
available heretofore. The invention has several facets or 
aspects Which are usable independently—although for great 
est enjoyment of their bene?ts We prefer to use them 
together, and although they do have some elements in 
common. 

[0026] Common parts Will be described ?rst. In preferred 
embodiments of the ?rst three independent facets Which Will 
be discussed beloW, the invention is apparatus for acquiring 
personal skin-pattern print data for use in comparison to 
verify the identity of a person. 

[0027] In preferred apparatus embodiments of the next 
seven independent facets to be discussed (i.e., the fourth 
through tenth aspects), the present invention is apparatus for 
verifying the identity of a person. It operates by comparing 
(1) test data representing a tWo-dimensional test image of 
that person’s skin-pattern print With (2) reference data 
derived from a tWo-dimensional reference skin-pattern print 
image obtained during a prior enrollment procedure. 
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[0028] Certain additional aspects or facets of the invention 
Will be described following the ?rst ten. Each of the appa 
ratus embodiments includes some means for holding instruc 
tions for automatic operation of the other elements of the 
apparatus; these instruction-holding means include or make 
use of a nonvolatile memory device, and may be termed the 
“nonvolatile memory means”. 

[0029] NoW in preferred embodiments of a ?rst of its 
independent aspects, the apparatus includes some means for 
physically receiving contact by the skin of such a person and 
for, during that contact, forming an optical image of the skin 
pattern. For purposes of breadth and generality in discussion 
of the invention We shall refer to these means simply as the 
“optical means”. 

[0030] In addition the apparatus includes some means for 
receiving the optical image from the optical means—and 
generating in response a series of electronic signal arrays 
derived from such pattern during the contact. Again for 
generality and breadth We shall call these the “optoelectronic 
means”. 

[0031] In addition the apparatus includes some means, the 
“electronic means”, for monitoring the series of electronic 
signal arrays during the contact; and some means, the 
“saving means”, for saving at least one of said electronic 
signal arrays for use in such comparison. Also in the 
apparatus are some means for deferring operation of the 
saving means until at least one of the electronic signal arrays 
in the series satis?es a particular condition related to a 
characteristic of the pattern; these last “deferring means” are 
responsive to the electronic monitoring means during the 
contact. 

[0032] The foregoing may represent a de?nition or 
description of the ?rst aspect of the invention in its broadest 
or most general form; hoWever, even in this form this facet 
of the invention can be seen to importantly advance the art 
of ?ngerprint acquisition and analysis. In particular the 
system is more reliable than heretofore, in that an image is 
accepted for analysis only if its quality (and as Will be seen 
its areal coverage) are adequate for analysis. 

[0033] Nevertheless We prefer to practice the ?rst aspect 
of the invention—and others mentioned beloW as Well— 
With certain further features and characteristics that enhance 
enjoyment of the bene?ts of the invention. Accordingly We 
prefer, for example, that the “particular condition” men 
tioned above includes a test for adequacy of skin-pattern 
image area, based not merely upon occlusion of the optical 
data port but actually upon spatial-frequency content of the 
electronic signal arrays. 

[0034] That is to say, the signals should contain energy at 
spatial frequencies characteristic of skin-pattern prints, even 
When our invention is simply testing for areal coverage. A 
like more but stringent criterion is applied When the system 
is at a more advanced stage of testing for quality of the print. 

[0035] Furthermore We have found that details of a skin 
contact settle during contact, and the electronic signal arrays 
in the series tend to improve as said skin contact settles. We 
accordingly prefer to collect sequential images over an 
extended period of time When necessary, halting the process 
only if and When an image is acquired that passes usability 
criteria. 
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[0036] Numerous other preferences Will appear in regard 
to this ?rst aspect (and the others as Well) of the invention, 
in the “DETAILED DESCRIPTION” section that folloWs. 

[0037] In preferred embodiments of a second main facet or 
aspect of the invention, the apparatus includes some means 
for receiving or generating an electronic signal array corre 
sponding to the skin pattern—these Will be called the 
“receiving or generating means”—and also some means for 
de?ning a plurality of signal Wavenumber bands. 

[0038] Included moreover are some means—the “compar 
ing means”—for comparing Wavenumber content of the 
electronic signal array With the plurality of de?ned Wave 
number bands. Further the system includes some means for 
selecting a particular one band of said plurality to use in 
analyZing said electronic signal array to verify the identity of 
such person; these selecting means are responsive to the 
comparing means. 

[0039] Even as de?ned thus broadly, a system in accor 
dance With this second aspect of our invention operates in a 
signal spatial Waveband that is speci?cally chosen to match 
the data encountered. Reliability of the resulting analysis is 
accordingly enhanced. 

[0040] In preferred embodiments of the third main aspect 
of the invention, the apparatus include some means for 
receiving or generating a multilevel electronic signal array 
corresponding to such skin pattern. It also includes some 
means for preliminarily evaluating or preprocessing, or both, 
the multilevel electronic signal array. 

[0041] By “multilevel” We mean that the dynamic range of 
the signal is at least four binary bits—i.e., a factor of sixteen 
times the smallest signal shift Which the system can com 
prehend—and preferably ?ve bits or more. Our present 
preferred embodiment is an eight-bit system, though this is 
primarily a matter of economically available components. 

[0042] In addition the apparatus includes some means for 
expressing the preliminarily evaluated or preprocessed, or 
both, signal array in tWo- or one-bit form. It also includes 
means for storing or exporting the signal array expressed in 
said tWo- or one-bit form. 

[0043] The foregoing may provide a de?nition or descrip 
tion of the third aspect of the invention in its most general 
or broad form, but even as thus broadly couched the third 
aspect of the invention signi?cantly advances the art. In 
particular, preferred embodiments according to this third 
facet of the invention can noW be seen to provide a full 
dynamic range for the signal, to alloW for lighting varia 
tions—and other variables such as Whether the skin-pattern 
contrast is high or loW. At the same time this aspect of the 
invention does not compromise as to the time, space or cost 
of storage or data-export capacity. 

[0044] As mentioned earlier, several preferences are appli 
cable to even still further enhance the bene?ts of this third 
aspect of the invention. 

[0045] As to the fourth main aspect of the invention, the 
apparatus includes some means for extracting reference data 
from storage or from an imported data set for use in 
veri?cation. The apparatus also includes preprocessing 
means for bandpassing, normaliZing and smoothing the 
extracted data for use in veri?cation. 
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[0046] Further included are some means for comparing the 
data from the preprocessing means With the test data to 
verify identity. The foregoing presentation may represent the 
fourth facet of the invention in its most broad and general 
manifestation, but even so it does meaningfully promote the 
art, particularly in that economically and quickly exported or 
stored data With only one or tWo bits (in accordance With the 
third aspect of the invention) is readily and economically 
rendered completely adequate for use in analysis. 

[0047] Turning to a ?fth major facet of the invention, the 
apparatus includes some means for deriving from reference 
data or test data, or both, a respective form of a vector 
gradient ?eld. The apparatus also includes some means for 
smoothing such reference or test data, or both, under control 
of the vector-gradient-?eld form so that the smoothing is 
substantially along the directions of respective ridges of the 
skin pattern. In addition the apparatus includes some means 
for applying the smoothed data in making an identity 
veri?cation decision. 

[0048] In this Way data quality needed for entirely reliable 
analysis is simply reconstituted, When stored or transmitted 
image information is readied for use. No compromise need 
be struck betWeen storage/transmission economies and reli 
ability of veri?cation. 

[0049] This broadest form of the ?fth facet of the inven 
tion, too, is subject to additional preferences. For instance 
We prefer to ?nd a vector gradient ?eld from a fast Fourier 
transform of the data, screening the vector gradient ?eld to 
account for phase jumps. 

[0050] In addition, merely as a matter of practicalities We 
currently prefer that the form of vector-gradient-?eld 
employed be a vector Wavenumber ?eld. This preference 
arises simply from the availability of a ?nished routine for 
accomplishing this task, as our current most highly preferred 
form of the apparatus does not actually use the scalar 
magnitudes that are part of the Wavenumber ?eld. 

[0051] We nonetheless prefer, in vieW of the availability 
just mentioned, that the deriving means further comprise 
some means for calculating from the gradient ?eld a cova 
riance matrix, and from the covariance matrix in turn a 
scalar magnitude ?eld for the Wavenumber. In this case We 
also prefer that the system include some means for con 
structing the vector Wavenumber ?eld as the scalar magni 
tude ?eld With directedness of said vector gradient ?eld. 

[0052] In preferred embodiments of yet a sixth main facet 
or aspect of the invention, the apparatus includes some 
means for computing poWer spectral density of at least a 
portion of the test image. In addition it includes some means 
for applying the poWer spectral density to estimate an 
assumed dilation of the test image relative to a reference 
image. 

[0053] Also the apparatus includes some means for com 
paring the test data With the reference data, taking into 
account the estimated dilation. Further included are some 
means, responsive to the comparing means, for making an 
identity-veri?cation decision. 

[0054] The foregoing may represent the sixth main aspect 
of the invention in its most broad or general form. Even as 
thus formulated, hoWever, this facet of the invention pro 
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vides an extremely important contribution to the art of 
?ngerprint and other skin-pattern-print analysis. 

[0055] As Will be explained in greater detail later in this 
document, poWer spectral density (or “PSD”) can be made 
to reveal both the spacing and directionality of skin-pattern 
ridges—particularly Within a small area of a pattern. By 
comparing the spacing portion of a PSD for a test image With 
the like portion of a PSD for a reference image or “tem 
plate”, the present invention is thus able to read off the 
relative dilation of a test image relative to a reference image, 
for corresponding areas. 

[0056] In this Way, as Will shortly be seen, the invention 
produces excellent approximations to the results of not only 
the early global search of the Thebaud patent document but 
also the later gradient search With its holistic nonisomorphic 
distortion ?elds. The PSD technique, once systematiZed and 
made ef?cient, also can be used for screening prints at 
acquisition to be certain that energy is present in spatial 
Wavebands characteristic of skin-pattern prints. 

[0057] A calculation of tWo PSDs, hoWever, unlike the 
time-consuming procedure taught by Thebaud, for a small 
region takes a very small fraction of the time Which his 
apparatus requires—most typically betWeen one and tWo 
orders of magnitude faster overall. Thus the present inven 
tion is able to achieve very nearly the same results in 
considerably less than a tenth the time. 

[0058] In preferred embodiments of a seventh of its major 
aspects, the invention is closely related to that of the sixth 
but With respect to rotation rather than dilation. Once again 
a good estimate of relative rotation is accomplished merely 
by comparing the orientational portion of a test-image PSD 
With the corresponding portion of a reference-image PSD. 

[0059] Through ?nding both the relative dilation and 
rotation in this Way, the invention is able to estimate the 
entire isomorphic distortion With surprising accuracy. 
Through use of a multiple set of regions covering a full print 
area, or at least the area of overlap betWeen reference and 
test images, the invention also approximates adequately the 
nonisomorphic distortions found by Thebaud. 

[0060] Preferred embodiments of an eighth main aspect of 
the invention are also related to analysis by PSD compari 
sons. The apparatus here includes some means for comput 
ing poWer spectral density of at least a portion of the test 
image and of the reference image, respectively. 

[0061] In this main facet of the invention, the apparatus 
also includes some means for transforming the respective 
computed poWer spectral densities to polar coordinates. 
Through this innovative tactic, the transformed poWer-spec 
tral-density information—Which noW can be interpreted as 
rectangular-coordinate data—has the form of poWer-density 
values plotted on a rectangular grid of ridge spacing and 
orientation. 

[0062] In addition the apparatus includes means for con 
sidering the transformed poWer spectral densities for such 
test and reference images together. These means also have 
the further function of reading off from the “considered 
together” poWer spectral densities an estimate of such 
assumed relative rotation and dilation. 

[0063] The particularly favorable result, in the case of this 
eighth aspect of the invention, is that even greater time 
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savings and ef?ciency can be gained by expressing the ridge 
orientation and spacing as ?elds de?ned Within the same 
rectangular grid and rectangular-coordinate mathematics as 
are applicable to most of the other procedures in the ?nger 
print analysis. All these advantages are further enhanced by 
preferred operating modes such as ratioing the respective 
ridge-spacing and orientation values, or correlating the tWo 
transformed poWer spectral densities—Within a hypothesis 
range of relative rotation and dilation—to ?nd an estimate of 
the most probable relative rotation and dilation. 

[0064] In preferred embodiments of a ninth of the main 
aspects or facets of the invention, the apparatus includes 
some means for estimating relative translation, and at least 
one component of relative isomorphic distortion, betWeen 
the test and reference images. It also includes means for 
adjusting the test or reference image, or both, to alloW for the 
estimated relative translation and component of relative 
isomorphic distortion. 

[0065] Further the apparatus includes some means for 
comparing the test and reference images, after the adjust 
ment, Within substantially all area that is common to both 
images, to make an identity-veri?cation decision. As Will be 
noted, this advantageous operating scheme is in common 
With the invention set forth in the previously mentioned 
Thebaud patent document—and represents a potent advance 
over the prior art. 

[0066] We prefer, hoWever, to practice this ninth aspect of 
the invention in conjunction With certain other facets or 
aspects that maXimiZe enjoyment of the bene?ts of the 
invention. For eXample We prefer that the comparing means 
include means for analyZing poWer spectral densities Within 
the common area to estimate remaining distortions. 

[0067] In this regard We prefer that the comparing means 
include some means for dividing one of the images into a 
multiplicity of substantially overlapping subregions that in 
the aggregate cover substantially the entire said one image; 
and additional means for evaluating the degree of similarity 
of said test and reference images, With respect to substan 
tially every one of said subregions of Which a signi?cant 
fraction is Within said all area common to both images. 

[0068] In this Way the capability of the PSD to yield 
rotation and dilation information very quickly and ef?ciently 
for small areas is eXploited to obtain an estimate of such 
information for quite large areas. Preferably the evaluating 
means include some means for estimating, Within each of the 
subregions in the common area respectively, a further com 
ponent of relative distortion betWeen test and reference 
images. 

[0069] Preferably evaluating means form a composite 
measure of the “further components” for all of said subre 
gions in the common area; and means for thresholding that 
composite measure to make said decision. Also preferably 
the apparatus extracts from the test data an estimate of noise 
variance in the test data as a function of position in the test 
image; in this system the composite-measure forming means 
take into account the estimated noise variance—and prefer 
ably Weight the further component of distortion, for each of 
the subregions in the common area, in an inverse relation 
With the noise-variance estimate for that subregion. 

[0070] In preferred embodiments of yet a tenth major 
aspect of the invention, the apparatus includes some means 
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for comparing a ?rst small region of the reference data With 
the test data to form a ?rst measure of similarity. It also 
includes ?rst means for testing that ?rst measure against a 
?rst threshold to verify such person’s identity. 

[0071] In case the ?rst measure is not high enough for 
acceptance, the apparatus also includes some means for then 
comparing a second small region of the reference data With 
the test data to form a second measure of similarity—and 
associated second means for testing said second measure 
against a second threshold that is higher than the ?rst 
threshold, to verify such person’s identity. As Will be noted, 
it Would be more eXpectable after failure of the ?rst measure 
to test against a second measure that is loWer, but that is not 
the case in the tenth major aspect of the present invention. 

[0072] The reason for this anomaly is that the second test 
employs a smaller WindoW. This strategy is adopted on the 
basis of the reasoning that the ?rst test may have failed in 
recognition merely because too much distortion is present to 
alloW recognition over the area of the ?rst test: it is a small 
area, but that of the second test is relatively even smaller. 

[0073] Several other preferences Will appear. In particular, 
the ?rst testing means also test the ?rst measure of similarity 
against a ?rst, relatively loW, rejection threshold to deny 
veri?cation. The second comparing means operate only if 
the ?rst measure of similarity is betWeen the ?rst acceptance 
and rejection thresholds—i.e., if the ?rst measure of simi 
larity is neither high enough for acceptance nor loW enough 
for rejection. 

[0074] Preferably the second testing means also test the 
second measure of similarity against a second rejection 
threshold that is higher than the ?rst rejection threshold, to 
deny veri?cation. As noted above, the second small region 
is smaller than the ?rst small region. 

[0075] Also preferably, in event the second measure is 
betWeen the second acceptance and rejection thresholds—so 
that the second measure is neither high enough for accep 
tance nor loW enough for rejection—then the system com 
pares substantially the entire common area of the test and 
reference images to make a veri?cation decision. 

[0076] Preferred apparatus embodiments of yet an elev 
enth independent facet or aspect of our invention diverge 
someWhat from the ?rst seven. The apparatus here is for 
receiving surface-relief data from a sensor that acquires 
surface-relief data from a relieved surface such as a ?nger— 
and in response controlling access to facilities, equipment, a 
?nancial service, or a system for providing or receiving 
information. 

[0077] The apparatus is for use in the presence of an 
assumed dilation of the relieved surface. The apparatus 
includes a system for processing the received data to deter 
mine identity of the relieved surface. In addition to the 
previously mentioned instruction-holding memory means, 
this system includes: 

[0078] means for calculating and comparing poWer 
spectral densities of at least a portion of the received 
data and test data respectively, and analyZing the 
poWer spectral density comparison to estimate the 
assumed dilation, 

[0079] means for comparing the test data With refer 
ence data, taking into account the estimated dilation, 
and 
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[0080] means, responsive to the comparing means, 
for making an identity-veri?cation decision. 

[0081] In addition, the overall apparatus includes some 
means for applying the determined identity to control access 
to such facilities, equipment, ?nancial service, or source or 
reception of information. Thus this aspect of the invention, 
While speci?cally incorporating the dilation-estimating fea 
ture mentioned above in connection With the ?fth indepen 
dent aspect, particularly focuses on and includes, as part of 
the invention, components that actually control access to 
various types of utiliZation means. 

[0082] A tWelfth independent facet of the invention 
involves a further divergence, in that it is a secured system 
subject to access control based upon surface-relief data from 
a relieved surface such as a ?nger. This system is for use in 
the presence of an assumed distortion of the relieved surface. 

[0083] The system includes utiliZation means, susceptible 
to misuse in the absence of a particular such relieved surface 
that is related to an authoriZed user. The utiliZation means 
being selected from the group consisting of: 

[0084] a facility, 

[0085] apparatus, 
[0086] means for providing a ?nancial service, and 

[0087] 
[0088] In addition the system includes sensor means for 
acquiring surface-relief data from such a relieved surface. 

means for providing or receiving information. 

[0089] The system also includes some means for process 
ing the data to determine identity of the relieved surface, and 
for applying the determined identity to control access to the 
utiliZation means. These processing and applying means 
include, in addition to the instruction-holding memory 
means: 

[0090] means for calculating and comparing poWer 
spectral densities of at least a portion of the received 
data and test data respectively, and analyZing the 
poWer spectral density comparison to estimate the 
assumed dilation, 

[0091] means for comparing the test data With refer 
ence data related to the particular relieved surface 
related to the authoriZed user, taking into account the 
estimated distortion, and 

[0092] means, responsive to the comparing means, 
for making an identity-veri?cation decision. 

[0093] Thus this aspect of the invention includes the 
utiliZation means themselves, as Well as the access-control 
intermediary that is included in the eighth aspect of the 
invention. 

[0094] While thus focusing on and including the utiliZa 
tion means, the invention makes use of the distortion 
estimating feature discussed earlier in connection With the 
siXth independent facet of the invention. 

[0095] In yet another of its independent aspects or facets, 
preferred embodiments of the invention take the form of a 
method, rather than apparatus. This method is for verifying 
the identity of a person. The method does so by comparing 
test data representing a tWo-dimensional test image of that 
person’s skin-pattern print With reference data derived from 
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a tWo-dimensional reference skin-pattern print image 
obtained during a prior enrollment procedure. 

[0096] The method includes the step of ratioing or corre 
lating poWer spectral densities of corresponding regions of 
the test and reference images to determine relative isomor 
phic distortion betWeen the images. Another step is using a 
normaliZed spatial correlation value as a measure of simi 
larity betWeen corresponding regions of the test and refer 
ence images. 

[0097] Furthermore the method includes the step of mak 
ing an identity-veri?cation decision based on said normal 
iZed spatial correlation value. Another step is, in nonvolatile 
memory, holding instructions for automatic operation of the 
foregoing steps. 

[0098] Thus the method partakes of the advantageousness 
of the apparatus embodiments of the poWer-spectral-density 
aspects of the invention, discussed earlier. Preferably this 
method is optimiZed by incorporation of other features or 
characteristics, particularly the steps of operating a sensor to 
acquire the test data and—responsive to the decision-making 
step—operating a sWitch if identity is veri?ed. 

[0099] All of the foregoing operational principles and 
advantages of the present invention Will be more fully 
appreciated upon consideration of the folloWing detailed 
description, With reference to the appended draWings, of 
Which: 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0100] FIG. 1 is a How chart or block diagram shoWing at 
a conceptual level, for certain preferred embodiments of our 
invention, hoW different portions of the programmed ?rm 
Ware perform the processes of the invention; 

[0101] FIG. 2 is a like chart or diagram of details Within 
a particular routine or module of FIG. 1—namely, a routine 
that is used in block 34 and again in block 51, and also in 
a preliminary procedure that prepares the authoriZed user’s 
add ?ngerprint data (“template”) for use; 

[0102] FIG. 3 is a rough conceptual diagram of a candi 
date user’s ?ngerprint superposed in position on the autho 
riZed-user template, as linked With the template by a par 
ticular isomorphic distortion found by the processes of the 
present invention; 

[0103] FIG. 4 is another conceptual diagram, conveying 
the general principle of determining relative dilation and 
rotation from a poWer spectral density graph; 

[0104] FIG. 4a is a like diagram conveying the use of a 
rectangulariZed (polar-coordinate) form of the FIG. 5 graph; 

[0105] FIG. 5 is a rough conceptual diagram, conveying 
the general principle of applying a distortion ?eld to modify 
the template; 

[0106] FIG. 6 is a conceptual diagram illustrating the 
?nding of such a distortion ?eld piecemeal from poWer 
spectral density analyses as in FIGS. 4 and 4a; 

[0107] FIG. 7 is a highly enlarged conceptual diagram of 
a Whorl area in a ?ngerprint, particularly illustrating changes 
of interridge phase in the area; 

[0108] FIG. 8 is an overall block diagram shoWing the 
embodiment of our invention in a hardWare system; 
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[0109] FIG. 9 is a diagram showing search areas in a 
sensor of the present invention, as used for acquiring the 
authorized user’s template data; 

[0110] FIG. 10 is a How chart shoWing procedures for use 
in acquiring both authoriZed and candidate users’ data; and 

[0111] FIG. 11 is a darkness-level (or brightness-level) 
diagram conveying data compression used for storage of the 
template data. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

[0112] The ?rst parts of this section set forth the operation 
of the system in purely descriptive terms. An “APPENDIX” 
then folloWs presenting the basic mathematics for actual 
practice of the invention. 

[0113] 
[0114] Preferred embodiments have at least three groups 
of inputs: one group of inputs from the candidate user of a 
Weapon or other apparatus, another from the authoriZed user 
(or that person’s surrogates), and the third implicitly from 
generaliZed population data. The candidate’s inputs include 
a ?ngerprint-image data array 11 (FIG. 1) and a command 
57 (at bottom left in the draWing) that the apparatus operate. 

[0115] In FIG. 1 the general format of the ?rst illustration 
of the Thebaud patent document has been retained, to more 
plainly highlight both the similarities and the differences 
betWeen the present invention and that of Thebaud. Parallel 
reference to Thebaud’s FIG. 1 is suggested, and the reader’s 
familiarity With the disclosures set forth in the Thebaud 
patent document is assumed. 

Inputs 

[0116] The data array 11 originates from a skin-pattern 
detector, Which is most representatively an optical sensor 
array but may instead be of another type such as capacitive, 
variable-resistive or high-frequency acoustic. In an embodi 
ment that is noW most highly preferred, the command 57 
takes the form of the optical signals that result from placing 
the user’s ?nger etc. on the sensor contact surface, though in 
other embodiments the command 57 may come from oper 
ating a sWitch—e.g. a microsWitch actuated by pressure on 
the sensor contact surface. 

[0117] The authoriZed user’s inputs include a ?ngerprint 
image data array 21 (originating analogously to the array 11 
for the candidate user, discussed above), and implicit param 
eter settings such as thresholds 41, 53 Which re?ect the 
desired certainty With Which a ?ngerprint match must be 
found. The authoriZed user does not necessarily personally 
enter these parameters into the system, but may instead 
indicate to a technician a selection of the value, or acquiesce 
in the value, of such parameters. 

[0118] The several threshold parameters 41, 53 etc. are 
related to the relative numbers of false positives and false 
negatives to be tolerated—but not necessarily in an arith 
metically direct Way. In the Thebaud system the relationship 
is rather complicated and statistical as he explains; but for 
purposes of the present more streamlined system design, 
relatively direct and straightforWard thresholding is pre 
ferred. 

[0119] The values used as thresholds 41 are actually 
dual—one controlling rejection 42 of the candidate and 
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another controlling acceptance 43. (As Will be seen shortly, 
the thresholding is truly quadruple rather than dual, since 
tWo different values are used at different points in the 
procedure for each of the tWo thresholds just mentioned.) All 
these values are selected to re?ect the type of usage antici 
pated. In particular, they control respectively the probability 
of false negatives (establishing the “desired certainty” of 
acceptance for the authoriZed user) and the probability of 
false positives (establishing in an inverse Way the desired 
certainty of rejection for an unauthoriZed user). 

[0120] For eXample, if the apparatus is to control access to 
an advance-fee-based gymnasium, the primary objective 
may be merely to discourage occasional cheaters. In this 
case the threshold for acceptance 43 (for the prepaid cus 
tomer or member of the gym) may be set rather loW, and that 
for rejection 42 very loW—accepting a signi?cant chance of 
letting in someone Who has not paid. 

[0121] Similarly if the apparatus is a Weapon to be used in 
the ?eld by military or police personnel, a primary objective 
may be to have use of the Weapon available to the authoriZed 
user Without delay and Without question. In this case the 
thresholds for acceptance 43 and rejection 42 may be set 
relatively loW—accepting some small chance that the 
Weapon might be usable by an opponent Who takes it from 
the authoriZed user. In this case, hoWever, since there are 
signi?cant risks associated With an opponent’s appropriation 
of a Weapon, the acceptance threshold might not be set quite 
as loW as in the ?rst eXample above Where the adverse 
consequences of admitting a cheater are minor. 

[0122] NoW in a contrary eXample, for control of access to 
a secure area containing documents or apparatus of utmost 
sensitivity, a primary objective may be to eXclude spies. In 
this case the certainty level for acceptance 43 (hopefully, of 
authoriZed personnel) may be set distinctly high, and that for 
rejection 42 also quite high—accepting some signi?cant 
likelihood that an authoriZed individual may be delayed in 
entry by having to repeat the veri?cation procedure. 

[0123] Similarly if the apparatus is a Weapon to be kept in 
a home for protection against intruders, a primary objective 
may be to prevent unauthoriZed use by children or teenagers 
Who live or visit in the home. In this case the thresholds may 
be is set relatively high—accepting some small degree of 
unreliability in the Weapon’s availability for use against 
intruders—but perhaps not as high as in the immediately 
preceding eXample, since delayed availability of a Weapon 
to an authoriZed user in an emergency is ordinarily much 
more onerous than delayed entry to a secure area. 

[0124] Athird, implicit type of input is a statistical set (not 
shoWn) preferably coming from neither the candidate user 
nor the authoriZed user, but rather from a generaliZed 
database representing people in general. These are used in 
setting the speci?c levels of thresholds for various purposes, 
and also for use of the variance estimates 15, etc. 

[0125] These statistical data are ordinarily derived Without 
reference to the particular people knoWn to be involved, and 
may be called “prior statistics” or “a priori statistics”. They 
may be employed at certain points in the processing to take 
into account the knoWn degree of variability in the Way 
people place their ?ngers on a ?ngerprint-acquisition imag 
ing device. This variability may differ depending on the 
position and orientation of the imaging device in relation to 
the user. 
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[0126] For example, variability in a panel-mounted imager 
at an automatic teller machine may be expected to have a 
statistical pattern that is different from variability in a 
desktop imager in an of?ce. Variability in an imager that is 
built into a tool (e.g., a Weapon) may be expected to be 
different still. 

[0127] In some cases, particularly Where a user typically is 
standing While applying a ?ngertip to a stationarily mounted 
imaging device, this variability may depend in part upon the 
height of the user. In any event it is preferable to collect a 
different a priori data set using the actual type of imager and 
collection geometry for Which a particular apparatus Will be 
used. 

[0128] In special cases, initial data acquisition may shoW 
that the authoriZed user’s ?ngerprints have very unusual 
properties or characteristics. In such extraordinary cases 
better performance may result from using a statistical set 17 
derived from input data 21 for the authoriZed user. 

[0129] Such provisions require a lengthier procedure for 
enrollment or registration of the authoriZed user, to establish 
not only this user’s ?ngerprint but also certain measures of 
the variability in this user’s presentation of the print to the 
apparatus. For good results, furthermore, such a procedure 
should be deferred until the authoriZed user has acquired 
some familiarity With the apparatus, Which intrinsically 
tends to lead toWard habits of handling—and thereby not 
only to reduced variability but also to particular patterns of 
variability. 

[0130] Such extra effort might possibly be justi?ed in 
special cases, as for instance With a person Who has an injury 
or a handicap that affects the posture or the attitude of the 
arm or hand. Another possible special situation perhaps may 
occur When a person of very unusually short stature, or a 
person in a Wheelchair, Will be placing a ?ngerprint on a 
device to operate an automatic teller machine Where most 
users stand. Such special problems of stature, etc., if they 
prove signi?cant may be best managed by assembling 
height-correlated and other specially correlated statistics. 

[0131] In general the use of a priori statistics, ideally 
collected from users Who have already formed habits in 
placing ?ngers on imagers, appears preferable. 

[0132] Procedural OvervieW 

[0133] A glance at the bold vertical lines 14, 22 in FIG. 1 
reveals that the fundamental scheme is to direct signals 
12-14-14‘ from the candidate ?ngerprint image data 11, and 
signals 22-24 representing the authoriZed user’s prepro 
cessed ?ngerprint image data or “template”21, to a common 
?nal comparison 41 or 53. Certain side calculations or signal 
paths 15, 28-38 along the Way facilitate and enhance the 
comparison. 

[0134] One major departure from the Thebaud system is 
that the comparison does not necessarily proceed all the Way 
to the threshold decision 53 near the bottom of the diagram. 
Rather, that route is reserved only for candidate data that 
persistently fall betWeen thresholds 41 for rejection 42 and 
acceptance 43—in other Words, for candidate information 
that are indeterminate 44, Within the earlier procedures 
32-37, 41-45 in the upper portion of the diagram. 

[0135] In the case of an early rejection 42 or acceptance 43 
in response to the dual or quadruple thresholds 41, the 
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asterisked bypass path 42/43 is folloWed to the ?nal decision 
42. Here the system physically implements the denial 55d or 
enablement 556 of access to some utiliZation means Which 

the system is set up to guard. 

[0136] Results 42/43 of the early thresholds 41, or the 
result of the later thresholding 53, interact With signals 59 
generated by the candidate’s command 57—to determine 
Whether the command 57 produces no perceptible action at 
all 4), or produces operation 56. (The invention encompasses 
including a no-function Warning light or tone, rather no 
perceptible action, if utiliZation is denied 55d.) 

[0137] Initial acquisition and preprocessing of image data, 
Whether for candidate 11 or authoriZed user 21, is described 
in a later section of this document. There is some overlap 
betWeen that later discussion and the sections folloWing here 
immediately—Which relate only to What appears in FIG. 1. 

[0138] Preliminary Processing of the Candidate’s Data 

[0139] Processing of the candidate image data 11 begins 
With analysis 12 of the dynamic range of signals Which 
represent grooves and ridges Within the image. The result 
includes forming a neW image-data version 13, in Which this 
dynamic range is normaliZed, i.e. locally stretched or com 
pressed to precisely match the overall range of the later 
processing stages. 

[0140] In addition the neW version of the image is sub 
jected to Fourier analysis—expressing the data as spatial 
sinusoids—and bandpass ?ltering, to eliminate inappropri 
ate spatial frequencies in the image version 13. In the 
analysis 12, preferably (but not necessarily) spatial frequen 
cies are treated as “inappropriate” if they are not spatial 
frequencies 21‘ that could have originated from the similarly 
preprocessed print (template) 21 of the authoriZed user. 

[0141] Preprocessing of the authoriZed user’s print to 
obtain the template Will be described later. In such original 
preprocessing, spatial frequencies can be rejected based on 
a more leisurely harmonic-content analysis of the authoriZed 
user’s print. 

[0142] Closely associated With the range analysis 12 and 
resulting bandpassed, normaliZed sinusoidal data 13 is a 
doWnsampling step 13‘ Which greatly reduces the amount of 
data to be processed in all later stages of the procedure. This 
step 13‘ is important because it can make the difference 
betWeen a procedure that is unacceptably time consuming 
and a procedure that is practical. 

[0143] To be sure it is also important that the procedure be 
accurate. Properly controlled doWnsampling at this step, 
hoWever, does not degrade overall performance. More spe 
ci?cally, it is knoWn that the data 13 are represented sinu 
soidally, and that these data cannot have major components 
at ?ner spatial frequencies than the smallest spacing of 
troughs or ridges in the authoriZed user’s print 21. 

[0144] Accordingly, in doWnsampling 13‘ it suf?ces to 
preserve representative values at a reasonable fraction less 
than half of that smallest periodicity—or for example about 
one third of the average periodicity. Once again the template 
frequency content 21‘ is useful, in guiding selection of an 
optimum spatial frequency for use in the doWnsampling step 
13‘. 
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[0145] Philosophical Overview 

[0146] Four important characteristics of the invention can 
be gleaned already from the foregoing discussion of blocks 
12 through 13‘ in FIG. 1. First, the assumption is made 
throughout that the candidate user is the authoriZed user— 
and that this assumption can be con?rmed, if only We 
conduct a fair comparison. 

[0147] It might be supposed that this assumption Will lead 
to an overWhelming number of false-positive test results. 
Such a supposition Would be incorrect, for it has been found 
that a fair comparison Will only highlight the underlying 
differences in information content betWeen an unauthoriZed 
candidate (impostor) and the true authoriZed user. 

[0148] The present detailed description, as it unfolds, Will 
make progressively more apparent that each intermediate 
process step of the invention—When practiced upon a typi 
cal impostor’s print—is most likely by far to lead to a 
decisive denial 55d. 

[0149] The assumption under discussion is also con?rmed 
from the opposite perspective: What happens if the candidate 
user is in fact the authoriZed user? A fair comparison is 
absolutely essential to eliminating the effects of enormous 
variation in ?ngerprint appearance due to details of operat 
ing conditions. Such details include, in particular, the physi 
cal and emotional condition of the user—and these consid 
erations are especially important to avoid rejecting the 
authoriZed user. 

[0150] Thus the assumption that the candidate is the 
authoriZed user only leads to a very great reduction in the 
amount of data to be processed, and a very great increase in 
reliability of the results. 

[0151] A second characteristic of the invention is a plan— 
but more a plan-in-reserve than an overriding plan as in 
Thebaud—to form respective versions of the tWo data sets 
11 and 21 Which are adjusted to be as much alike as possible. 
This adjustment, hoWever, is only With respect to certain 
data properties that are knoWn to be variable Within multiple 
trials or instances of essentially any single user to form a 
print. 

[0152] These particular variable data properties, Within 
their knoWn degree of variability, are at best immaterial (and 
at Worst misleading) to identi?cation or veri?cation. The 
invention is accordingly fashioned to ferret them out, so that 
they can be canceled out—in a Word, to ignore them. 

[0153] In doing so, it is necessary to accommodate the 
eXtreme time pressure associated With the candidate-data 
processing. Conversely, relatively long times can be devoted 
to obtaining several instances of an authoriZed user’s print— 
and selecting the most representative one(s) of them, and 
performing image enhancement on the best instances. 

[0154] The shaded lines 58 enclose those portions of the 
data collection and processing that can be performed in 
advance, before deploying the apparatus or receiving the 
candidate user’s command. These portions include estab 
lishment of an implicit statistical set and the thresholds 41, 
53, as Well as the authoriZed-user data collection and pro 
cessing 21 through 31‘. 

[0155] A third characteristic of the invention is closely 
related to the ?rst tWo. This characteristic is that the inven 
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tion makes the template as clean and as de?nite as pos 
sible—and then eXploits that fact by primarily relying upon 
the template, rather than upon the candidate data, Wherever 
feasible. 

[0156] An eXample of this is in the preferred use of the 
template to provide periodicity criteria 21‘ for both the 
analysis 12 and doWnsampling 13‘—rather than relying 
upon statistics of the candidate data 11 for the bandpassing 
criteria. This strategy is preferred even though the analysis 
12 does in fact extract those candidate-data statistics 15 for 
other purposes. 

[0157] On the other hand, many instances of this charac 
teristic of the Thebaud invention are absent in the present 
system, Which has been very greatly streamlined and short 
ened. For eXample, the path 28, 29 for usage of vector 
Wavenumber ?elds 29 noW ends With use of those ?elds in 
smoothing; in the present system they—and their highly 
specialiZed gradient and quadrature forms—are not used in 
comparisons of the distorted template With the candidate 
data. 

[0158] A fourth characteristic of the invention is that it 
operates on the data in terms of local sine-Wave patterns, 
rather than as isolated binary data bits or linear (ridge and 
groove) structures. Thus the initial noise and range analysis 
12 operates not only in positional space but also in Fourier 
space (in other Words, in terms of the spatial frequencies in 
the candidate image), and the neW version or ?ltered infor 
mation 13 is presented as amplitudes of sinusoids associated 
With each region of the original image. 

[0159] By virtue of this characteristic, While guided by 
detection theory the invention can also take advantage of the 
high computational ef?ciency and ?delity of the Fast Fourier 
Transform The FFT performs a large fraction of the 
computationally intensive processes in the algorithm. 

[0160] Preprocessing of the AuthoriZed User’s Fingerprint 
Images 

[0161] During preprocessing 58 the authoriZed user pro 
vides a ?ngerprint that Will be re?ned to form a template 21. 
Details of the re?nement Will be discussed shortly. 

[0162] Where time permits, best results are obtained by 
acquiring several realiZations, or successive trial images, of 
the authoriZed user’s print—and analyZing them to deter 
mine Which is most representative and Whether they have 
any extraordinary character that may require special han 
dling. This information is very useful in controlling the 
application of these data in the real-time processes that 
folloW. 

[0163] In some cases a user may appear to have more than 
one family or group of realiZations—perhaps due to diver 
gent, separate habits of gripping or presenting a ?nger. In 
such cases it is possible to assemble a composite of partial 
information from each of plural realiZations, or even to store 
plural entire templates (With associated respective likeli 
hoods of occurrence) to be tried alternatively in evaluating 
a candidate print 11, 13. 

[0164] In any event, from the representative authoriZed 
user print image or images 21, during preprocessing 58 the 
system selects 31 several—preferably eXactly three—dis 
tinctive regions, subsets or WindoWs 31‘. These small, pref 
erably circular regions 31‘ may be stored separately from the 



US 2001/0016055 A1 

full template 21 as in Thebaud—but in the present system, 
in the interest of minimizing cost and time of transmission 
or storage, it is preferred to avoid such additional storage. 
Due to use of PSD analysis, it is no longer desirable to store 
numerous versions or variants of each region, prepared—as 
described by Thebaud—by applying a variety of crosscom 
binations of various-siZed rotations and dilations. 

[0165] In addition, a so-called “matrix covariance estima 
tor” is used to map 28 magnitude and direction of local ridge 
spacings in the template 21—to form vector Wavenumber 
?elds 29, Which are used in smoothing the data. (As sug 
gested earlier, the present invention uses only the direction 
ality and not the magnitude, related to ridge spacing, of the 
Wavenumber ?elds, and accordingly a gradient ?eld may be 
successfully substituted.) In the present invention such 
smoothing guided by Wavenumber ?elds or other gradient 
?eld forms is performed for the candidate data as Well as the 
template; but after that has been completed, the Wavenumber 
?elds may be discarded. 

[0166] In addition, ?ags are set up in certain of the vector 
Wavenumber ?elds 29 to Warn of phase reversals in the 
template data 22, as Will be explained beloW. These Warning 
?ags are used in avoiding adverse effects of alloWing the 
processing to continuously traverse phase discontinuities. 

[0167] Using Candidate-data Variance Estimates 

[0168] The previously discussed initial noise analysis 12 
in the candidate-data (left) half of FIG. 1 may be considered 
roughly as a data colander, Which separates data from noise. 
Both the data and the noise are then suitably directed, 
respectively, for bene?cial use. 

[0169] FIG. 1 shoWs that the data and the noise actually 
proceed to the same later stage 51 of the algorithm, in the 
sense that the later block 51 receives both data and noise. In 
that later processing module, hoWever, these different pieces 
of information are separately received and very differently 
used. 

[0170] Thus one of the above-mentioned side-calculation 
paths is application of the noise information 15 abstracted 
from the candidate data to enhance later stages of process 
ing. This information 15 is in the form of an array or ?eld 
of variance estimates, in effect overlaid on the reformed 
image data 13 themselves. 

[0171] In other Words the system constructs and keeps a 
separate index 15 of the reliability of the image data 13 in 
each region of the image, respectively. These reliability 
indices are used to Weight the respective signi?cance that is 
attributed to a comparison 52 based on data in the corre 
sponding image regions. 

[0172] Thus the ?nal test decision 52, 53 depends more 
heavily on portions of the candidate data 11 that are rela 
tively cleaner. The test is thus made to depend more lightly 
on portions that are relatively noisier. It Will be noted, 
hoWever, that this information is not needed for the early 
thresholding decisions 41-44—simply because the thresh 
holding 41 is set so that those decisions represent extremely 
clear cases. 

[0173] Such use of doWnWeighted information, Where the 
information is of lesser reliability, is far superior—in making 
maximum use of available information—to merely setting 
an arbitrary criterion of reliability and then discarding 
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questionable information. The latter technique appears, for 
example, in Driscoll’s selection of a very small number of 
“best-match” regions, and then proceeding directly to ?nal 
decision based on such regions exclusively, regardless of the 
dif?culty of the decision. 

[0174] For any given intensity of calculation, and any 
given noisiness and distribution of noisiness in the candidate 
data, the doWnWeighting maximiZes the reliability of the 
results. 

[0175] Global Search and Isomorphic Adjustment: Pur 
pose 

[0176] Another side calculation 31-38 has a dual function. 
It is this section Which: 

[0177] (1) in cases that present very clear decisions, 
leads directly and sWiftly to a ?nal ansWer and to 
control 4), 56 of the utiliZation means; and 

[0178] (2) in cases that present hard decisions, pro 
vides a necessary measure of simple (shape-invari 
ant) geometrical mismatches in the formation, or 
realiZation, of the candidate print image 11, relative 
to the template 21. 

[0179] By the terms “formation” and “realization” We 
mean to distinguish variations in placement of a ?ngerprint 
from the information content of the candidate print itself. 

[0180] Preferably for certain embodiments this second set 
of calculations 31-38, like the ?rst, is partially performed in 
preprocessing time 58. These calculations 31-38 account for 
displacements or translations of the entire image, rotations 
of the entire image, and also dilations or contractions of the 
entire image resulting from variation in pressure With Which 
the entire ?ngertip is pressed against the sensor. As Will be 
understood, When increased pressure squashes the Whole 
surface of the ?ngertip against the receiving surface, the 
Whole ?ngertip surface may expand slightly—but preserv 
ing the original shape, i.e. isomorphically. 

[0181] Of course the authoriZed user’s initial print is taken 
With some applied pressure, so each candidate-print realiZa 
tion may be made With either more or less pressure than 
applied in making that initial print. Hence the amount of siZe 
change if characteriZed as “dilation” may be either positive 
or negative—or, if multiplicative, as a factor greater or less 
than unity. 

[0182] The global search is “global” in tWo senses: ?rst, 
the entire candidate print is canvassed to ?nd one or more 
regions that most closely match certain preidenti?ed por 
tions of the template. Second, once the one or more best 
match regions are found the remaining mismatch is treated 
as a positional/dilational error With respect to the entire 
useful area of both prints. 

[0183] 
Search 

Identifying Comparison Regions for the Global 

[0184] The comparison regions 31, also called “local 
subsets” and most preferably called “cores” of the template 
21, are ?rst identi?ed 31 (and if desired their data separately 
stored) during preprocessing 58. They are identi?ed 31 as 
regions that have some particularly distinctive character. 

[0185] Such distinctiveness may be de?ned for example in 
terms of high rates of change of harmonic content. If 
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preferred, Within the scope of the invention they may instead 
be de?ned in more conventional Ways—such as closely 
adjacent plural/multiple ridge or groove endings. 

[0186] In the preferred embodiment, the choice of subset 
is made by locating a circular subset WindoW in such a Way 
as to minimiZe the values of the crosscorrelation function of 
the WindoWed subset versus the entire template image—at 
nonvanishing offset values. Preferably plural (ideally three) 
WindoWs are established 31 in this Way, each under the 
assumption that any already-established WindoWed region is 
unavailable. 

[0187] In any event it is important that the selected Win 
doWs contain essentially the most distinctive features of the 
authoriZed user’s print, since they Will be used either (1) to 
make a ?nal decision 41-43 or (2) to guide the process of 
adjusting 23 the template 24 to match the candidate 14. If the 
features used Were instead relatively common, the system 
Would be more likely to make the decision or perform the 
adjustment incorrectly even if the candidate is the authoriZed 
user—resulting in a false-negative ?nding 55d. 

[0188] Each of the cores selected 31 represents a vieW of 
a small part of the template, as seen through a small WindoW. 
The siZe of the WindoW is important: it must be large enough 
to contain a moderately complex and therefore truly distinc 
tive set of features. 

[0189] Nevertheless, it must be small enough to preserve 
correlation—Which is to say, enable ultimate recognition— 
of its distinctive features When alloWance is made for 
isomorphic translations, rotations and dilations, and even if 
the ?ngerprint has undergone more general locally-varying 
distortions. Furthermore, the core must be small enough to 
enable a preliminary recognition even With minimal (or no) 
preliminary isomorphic adjustment. 
[0190] It is also desirable that the several identi?ed 31 
subsets be reasonably Well separated from each other. If they 
are too close together, they may not be independent enough 
to complement each other in the Ways to be described. 

[0191] As suggested earlier, if a particular authoriZed user 
is found to have more than one discrete Way of placing a 
?nger on the apparatus then special provision may be made 
for accommodating this idiosyncrasy. (This case is to be 
distinguished from the normal range of positioning variation 
about a single mode of placement.) For instance it is possible 
to incorporate auXiliary memory, perhaps at added cost, to 
cover the eXtra storage requirements—for such an autho 
riZed user Who has tWo or more ?ngerprint personalities. 

[0192] Alternatively, and particularly if the authoriZed 
user happens to be interested in minimiZing false positives 
rather than false negatives (incorrect acceptances rather than 
incorrect rejections), then an adequate solution may lie 
simply in planning to test feWer variations about each of tWo 
discrete placements. 

[0193] The currently preferred embodiments of the inven 
tion focus upon automatic operation even in the authoriZed 
user’s enrollment stage. Hence these special processing 
tactics are not part of the most highly preferred form of the 
invention. 

[0194] 
[0195] In later real-time comparison processing, the 
invention Will search through the doWnsampled sinusoidal 
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data 14, 14‘ from the candidate user, to ?nd a closest 
available match for at least one of the cores from the 
authoriZed user. The Way in Which the subsets are prepared 
for such a search, during preprocessing 58, strongly in?u 
ences both (1) the data-storage requirements for the system 
and (2) the time Which passes While the prospective user is 
Waiting for the invention to make its decision. 

[0196] A tradeoff betWeen these tWo factors, data storage 
and real-time processing, leads to tWo major alternative 
approaches to managing the subset preprocessing. At present 
the limiting consideration is time; hoWever, in the future if 
much higher processing speeds become available it may 
become desirable to instead opt for solutions that reduce 
storage at the eXpense of time. Therefore both approaches 
Will be outlined here. 

[0197] For minimum data storage, it is possible to simply 
save each selected core in the original form that appears 
Within its respective small-WindoW portion of the template. 
In this case, the cores shoWn as rectangles 31‘ in FIG. 1 may 
be identi?ed on a one-to-one basis With those selected 
WindoWs, though actually there are likely to be only three or 
four such WindoWs. 

[0198] This minimum-data-storage case is in fact an 
extremely important one, so that actually it is highly desir 
able to save each subset—and indeed the entire data set for 
an authoriZed user—in an abstracted or abbreviated form 
rather than in its original form. Accordingly these options 
are associated With one major preferred embodiment of the 
invention. 

[0199] They are important in particular When a compact, 
self-contained system either must store many templates, for 
each one of many (e.g., a feW thousand) authoriZed users, or 
must read in a template from a remote data bank—or from 
an identi?cation card (e.g., With magnetic strip or bar code) 
carried by the user. Either of these cases puts a premium on 
smallness of the data ?le for each user, since full data (and 
even more emphatically preprocessed full data) are very 
costly to store Within the system for multiple users, or to 
transmit or store on an ID card. This ?rst major preferred 
embodiment is particularly applicable in environments 
Where a short additional delay, perhaps a half second to a 
second, for calculations is acceptable—automatic tellers, 
of?ce doors, etc. 

[0200] In later real-time processing, hoWever, if a subset is 
presented for comparison only in its original form, sifting 
through the candidate data 14‘ for a particular subset is 
relatively unlikely to succeed. This is true even if the 
candidate is in fact the authoriZed user, since there is a fairly 
strong likelihood that the subset of interest has been rotated 
or dilated, or both. 

[0201] Therefore a fair test requires, to begin With, some 
equivalent of the Thebaud process of checking each region 
of the candidate data 14‘ against several rotated forms of the 
subset under test—rotated through different angles. In addi 
tion to a nonrotated subset, his preferred system checks eight 
nonZero rotations, ranging from negative (clockWise) 
through positive angles. 

[0202] A fair test also requires some equivalent of The 
baud’s process of checking each such region against several 
dilated forms of that same subset—dilated by different 
factors, ranging from values beloW unity through values 


































