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(57) ABSTRACT 

A system and method for maintaining a communications 
Within a computer system after a data transport failure across 
a ?rst link. Fail-over capability is attained by re-establishing 
communications across a secondary link using different 
transport mechanisms. BetWeen tWo Input/Output Proces 
sors (IOPs) Within a computer system, such as a server, a 
series of data transactions therebetWeen are queued until 
transaction completion. Upon detection of a failure condi 
tion betWeen the IOPs across the ?rst link, the IOPs engage 
fail-over mechanisms to preserve uncompleted data trans 
actions until communications are re-established across the 
secondary link. 
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SYSTEM AND METHOD FOR FAIL-OVER DATA 
TRANSPORT 

BACKGROUND OF THE INVENTION 

[0001] 1. Field of the Invention 

[0002] The present invention relates generally to the han 
dling of data transport failures and fail-over capability for 
data transfers Within a computer system such as a server. 
More particularly, the present invention is directed to a 
system and method that establishes a secondary link for 
fail-over data transfer in the event of primary link failure. 
More particularly, also the system and method of the present 
invention are applicable for Input/Output Processors (IOPs) 
in an IZO (intelligent input/output) environment. 

[0003] 2. Description of Related Art 

[0004] Computer systems have achieved Wide usage in 
modern society. During operation, a computer system pro 
cesses and stores data at a speed and at a level of accuracy 
many times that Which can be performed manually. Succes 
sive generations of computer systems have permitted ever 
increasing amounts of data to be processed at ever-increas 
ing rates. 

[0005] Computer systems are sometimes operated as stan 
dalone devices or connected together by Way of netWork 
connections, typically together With a netWork server, to 
form a computer netWork. When netWorked together, ?les 
and other data stored or generated at one computer system 
can be readily transferred to another computer system. 

[0006] A conventional computer system typically includes 
one or more CPUs (central processing units) capable of 
executing algorithms forming applications, and a computer 
main memory. Peripheral devices, both those embedded on 
a backplane of the computer system, or constructed to be 
separate therefrom, also typically form portions of a con 
ventional computer system. Computer peripheral devices 
include, for instance, video graphics adapters, LAN (local 
area network) interfaces, SCSI (small computer system 
interface) adapters, and mass storage devices, such as disk 
drive assemblies. 

[0007] A computer system further typically includes data 
buses Which permit the communication of data betWeen 
portions of the computer system. For instance, a host bus, a 
memory bus, at least one high-speed bus, a local peripheral 
expansion bus, and one or more additional peripheral buses 
form portions of a typical computer system. 

[0008] Aperipheral bus is formed, for instance, of a SCSI 
bus, an EISA (extension to industry standard architecture) 
bus, an ISA (industry standard architecture) bus, or a PCI 
(peripheral component interface) bus. The peripheral bus 
forms a communication path to and from a peripheral device 
connected thereto. The computer system CPU, or a plurality 
of CPUs in a multi-processor system, communicates With a 
computer peripheral device by Way of a computer bus, such 
as one or more of the computer buses noted above. A 
computer peripheral, depending upon its data transfer speed 
requirements, is connected to an appropriate computer bus, 
typically by Way of a bus bridge that detects required 
actions, arbitrates, and translates both data and addresses 
betWeen the various buses. 
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[0009] A computer peripheral device forming a portion of 
a single computer system might Well be supplied by a 
manufacturer other than the manufacturer of the computer 
CPU. If the computer system contains more than one periph 
eral device, the peripheral devices might also be supplied by 
different manufacturers. Furthermore, the computer system 
may be operable pursuant to any of several different oper 
ating systems. The various combinations of computer 
peripheral devices and computer operating systems of Which 
a computer system might be formed quickly becomes quite 
large. 
[0010] SoftWare drivers are typically required for each 
computer peripheral device to effectuate its operation. A 
softWare driver must be tailored to be operable together With 
the operating system pursuant to Which the computer system 
is operable. A computer peripheral device must, therefore, 
have associated thereWith a softWare driver to be operable 
together With any of the several operating systems pursuant 
to Which the computer system might be operable. A multi 
plicity of softWare drivers might have to be created for a 
single computer peripheral to ensure that a computer periph 
eral device is operable together With any of the different 
operating systems. 
[0011] The complexity resulting from such a requirement 
has led to the development of an IZO (intelligent input/ 
output) standard speci?cation. The IZO standard speci?ca 
tion sets forth, inter alia, standards for an I/O device driver 
architecture that is independent of both a speci?c peripheral 
device being controlled and the operating system of the 
computer system at Which the device driver is to be installed. 

[0012] In the IZO standard speci?cation, the portion of the 
driver that is responsible for managing the peripheral device 
is logically separated from the speci?c implementation 
details for the operating system Which is to be installed. 
Because of this, the part of the driver that manages the 
peripheral device becomes portable across different com 
puter and operating systems. The IZO standard speci?cation 
also generaliZes the nature of communication betWeen the 
host computer system and peripheral hardWare, thus provid 
ing processor and bus technology independence. 
[0013] Construction of computer systems compliant With 
the IZO standard speci?cation facilitates formation of a 
computer system having component portions supplied by 
different suppliers While also assuring that the different 
component portions of the computer system shall be oper 
able When connected together. Upgrading an existing com 
puter system to be IZO aWare assures that subsequent 
upgrading of the computer system shall be able to be 
effectuated simply. 
[0014] One difficulty inherent in all computer systems is 
the handling of a variety of system faults and their recovery, 
also referred to as fault tolerance. The identi?cation, control 
and isolation of such faults is especially important in current 
devices Which employ Error Checking Correcting (ECC) 
memory, Redundant Arrays of Inexpensive Drives (RAID) 
and hot-sWappable disk drives, and even hot-sWappable 
poWer supplies. Within servers, fault tolerance techniques 
begin With an initial focus on memory and physical storage 
subsystems, and noW includes various fail-over solutions. 
Current servers implement such fail-over solutions for stor 
age subsystems and LAN-LAN routing. 
[0015] It has been proposed that the IZO speci?cation may 
be used to incorporate neW levels of fail-over for I/O 
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subsystems. One particular area of interest is the peer-to 
peer and clustering capabilities of I20. Peer-to-peer tech 
nology alloWs tWo I/O Processors (IOPs) to communicate 
With each other independently of the host CPUs and the 
media connecting the tWo IOPs. Clustering extends the 
peer-to-peer concept outside of the physical system (or unit) 
de?ned by the 120 speci?cation. 

[0016] Problems arise, hoWever, When a failure occurs 
across the media connecting tWo such IOPs, such as dis 
connection of a communications cable (minor) or a bus 
lock-up (severe). In non-I2O systems, for example, each 
driver must have direct knoWledge of every underlying 
transport and media, Which since there are a myriad of 
transport and media types available, implies a lot of complex 
coding for each driver to handle various contingencies. In 
the current 120 speci?cation, for example, a fault, upon 
detection by a transport device, is reported to each device 
driver or application softWare, collectively referred to here 
inafter as doWnloadable driver modules or DDMs, using a 
particular data service pathWay. The respective DDMs then 
automatically close the connection With the remote IOP and 
lose all of the resources previously allocated by that DDM 
on that remote IOP. Furthermore, the DDMs, upon transport 
failure, must tear doWn their respective operating environ 
ments and completely rebuild them. Even if a redundant link 
is found, the entire buffer allocation and DDM-to-DDM 
setup must begin aneW. 

[0017] There is, therefore, a need for a computer system 
and method Which minimiZes the error handling needs of a 
device driver or application softWare, particularly in the 
event of a primary transport failure. 

SUMMARY OF THE INVENTION 

[0018] The present invention is directed to a system and 
method for maintaining communications Within a computer 
system after a data transport failure across a ?rst link. 
Fail-over capability is attained by re-establishing commu 
nications across a secondary link using different transport 
mechanisms. For example, betWeen tWo Input/Output Pro 
cessors (IOPs) Within a computer system, such as a server, 
a series of data transactions therebetWeen are queued until 
transaction completion. Upon detection of a failure condi 
tion betWeen the IOPs across the ?rst link, the IOPs engage 
fail-over mechanisms therein to preserve uncompleted data 
transactions until communications are re-established across 
the secondary link. 

[0019] Amore complete appreciation of the present inven 
tion and the scope thereof can be obtained from the accom 
panying draWings Which are brie?y summariZed beloW, the 
folloWing detailed description of the presently-preferred 
embodiments of the invention, and the appended claims. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0020] FIG. 1 depicts a portion of the system architecture 
for a conventional computer system, illustrating inter-pro 
cessor communications across a primary media link; 

[0021] FIG. 2 illustrates the improved system architecture 
of the present invention, Which incorporates a secondary 
media link in addition to the primary media link shoWn in 
FIG. 1; FIG. 3 illustrates a data send fail-over queue that 
may be used in the present invention; 
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[0022] FIG. 4 illustrates a data move fail-over queue that 
may be used in the present invention; and 

[0023] FIG. 5 illustrates a data redirect fail-over queue 
that may be used in the present invention. 

DETAILED DESCRIPTION OF THE 
PRESENTLY PREFERRED EXEMPLARY 

EMBODIMENTS 

[0024] The present invention Will noW be described more 
fully hereinafter With reference to the accompanying draW 
ings, in Which preferred embodiments of the invention are 
shoWn. This invention may, hoWever, be embodied in many 
different forms and should not be construed as limited to the 
embodiments set forth herein; rather, these embodiments are 
provided so that this disclosure Will be thorough and com 
plete, and Will fully convey the scope of the invention to 
those skilled in the art. 

[0025] Although the principles set forth in the present 
invention are applicable to a variety of computer architec 
tures, for simplicity only one such architecture, 120, Will be 
described in detail herein. It should therefore be understood 
to those skilled in the art that although the preferred embodi 
ment of the present invention is an extension on the stan 
dardiZed I2O architecture, the present invention is also 
applicable in non-I2O architectures. 

[0026] ShoWn in FIG. 1 is a general illustration of some 
of the features of the aforementioned I2O architecture, Which 
abstracts the underlying transport mechanisms through the 
creation of a class of Application Program Interfaces (APIs), 
de?ning a set of common services for all transports. In 
particular, inter-processor communications are depicted in 
Which a ?rst IOP 10A is in communication With a second 
IOP 10B across a media link 12 therebetWeen. As further 
shoWn in FIG. 1, IOP 10A includes therein a ?rst DDM (or 
120 Real Time Operating System) 14A, a ?rst Peer Transport 
Agent (PTA) 16A in communication With the DDM 14A, 
and a ?rst multiplicity of transports, generally designated in 
FIG. 1 by the reference numeral 18. Similarly, IOP 10B 
contains therein a second DDM 14B, a second PTA 16B and 
a second multiplicity of transports 18. As illustrated, IOP 
10A communicates, via a ?rst of said transports 18A, With 
IOP 10B via another of said transports 18B therein across 
media link 12. 

[0027] It should be understood in the art that the afore 
mentioned transports 18 are hardWare devices and/or soft 
Ware applications operating at the transport layer, according 
to the International Standards OrganiZation Operating Sys 
tems Interconnection model (ISO OSI). In particular, each 
transport 18 represents a speci?c protocol for transforming 
data across a given media. It should further be understood 
that multiple transports may exist for a single media, for 
example, in currently available netWork adaptors such as 
Transmission Control Protocol/Internet Protocol (TCP/IP), 
NetBIOS Extended User Interface (NetBEUI), ServerNet, 
Fibre Channel or a number of other communication net 
Works. 

[0028] It should be understood that in hot-pluggable envi 
ronments, all communication paths betWeen IOPs, such as 
IOPs 10A and 10B, must be quiesced before adaptor replace 
ment. After all paths have been torn doWn, the failed adaptor 
is placed in reset and poWered doWn. The respective hot 
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plug drivers in the host Operating System (OS) and on a 
given IOP Work in conjunction to preserve the IOP’s state 
information, e.g., the IOP’s Target Identi?cation (TID), an 
identi?er for each device in an 120 system. After replace 
ment, the adaptor is poWered up and taken out of reset. After 
the host OS‘ hot-plug driver and Peer OS Speci?c Module 
(OSM) reestablish DDM-to-DDM connectivity, e.g., 
betWeen DDMs 14A and 14B in FIG. 1, the DDMs 14 must 
individually create neW connections to each remote IOP, 
attach and claim the requisite remote DDMs and allocate 
any local and remote memory necessary. It should be 
understood, hoWever, that although the state (TID) informa 
tion may persist across boot cycles and hot-plug events, the 
memory allocations do not. Without automatic fail-over 
protection to maintain resource allocations on remote IOPs, 
conventional computer apparatus and methods, Whether 
non-I2O or 120 in nature, are inadequate to preserve the 
connection after a connection failure. 

[0029] As an extension to the aforementioned standard 
120 architecture depicted in FIG. 1, fail-over mechanisms 
can be implemented to isolate the respective DDM 14 from 
any underlying media/transport faults by implementing the 
transport fail-over principles of the present invention. With 
reference noW to FIG. 2 of the DraWings, the Peer Transport 
Agents 16, described in connection With FIG. 1, of the 
present invention preferably incorporate Fail-Over Manage 
ment mechanisms, generally designated by the reference 
numeral 20, therein. Also shoWn in FIG. 2 are tWo media 
links 12A and 12B. In particular, the IOPs 10A and 10B in 
FIG. 2 are actively connected to each other via transports 
18A1 and 18B1 across media link 12A, for example, by a 
cable (network, serial, Fibre Channel, etc.) If that cable Were 
somehoW disabled or disconnected, hoWever, the primary 
media link 12A Would fail and IOPs 10A and 10B Would, 
upon such disconnection and processor reset, reallocate any 
local and remote resources, such as storage space on respec 
tive memories 22A and 22B shoWn in FIG. 2. 

[0030] In accordance With the strategy of the present 
invention, hoWever, inter-DDM communication and 
resources are maintained after primary media link 12A 
failure by the use of the redundant, backup media link 12B, 
secondarily connecting the IOPs 10A and 10B via transports 
18A2 and 18B2, respectively. With the redundant pathWay 
connecting the DDMs 14A and 14B, the respective PTAs 
16A and 16B Would automatically sWitch over from the 
nonfunctional primary media link 12A to the redundant 
media link 12B Without interrupting the operation of each 
IOP’s 10 peer DDMs 14, thereby minimiZing the impact of 
the link failure on the respective DDMs 14. In other Words, 
no disconnection and subsequent reset and reallocation 
occurs. In a preferred embodiment of the present invention 
the PTAs 16 keep track of all peer requests/transactions and 
the associated memory allocation(s). Further details on the 
data management functionality of the aforementioned pre 
ferred embodiment for implementing the aforedescribed 
transport fail-over system and method are described here 
inbeloW. 

[0031] When a DDM, e.g., DDM 14A in IOP 10A, issues 
a data service request, the request goes through the associ 
ated PTA 16A, Which is responsible for tracking each 
DDM’s 14 message, data delivery requests and associated 
status information. The PTA 16A preferably uses a portion 
of the IOP’s 10A memory, e.g., memory 22A described 
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hereinbefore in connection With DDM 14A, to store data 
regarding outstanding DDM requests and remote memory 
allocations. 

[0032] When allocating remote memory, the PTA 16 for 
Wards the aforementioned data service request through the 
pertinent transports 18, via media 12, to the indicated remote 
IOP. Preferably, the reply message contains a conventional 
scatter gather list (SGL) describing the remote buffers 
involved, e.g., for PTA 16A accessing the remote data in 
memory 22B. For each such remote memory allocation 
request, the PTA 16 stores a copy of the returned remote 
buffer identi?er, e.g., remBufAllocID, and correlates the 
identi?er With an access status indicator, along With the state 
(TID) information of the DDM 12 requesting the allocation. 
Boolean or other ?ag values may be employed for each 
DDM 14 to indicate normal access to memory 22, prohibited 
memory access due to transport failure, etc. 

[0033] The data send requests from the DDMs 14 are 
preferably tracked by a data send service and the respective 
PTA 16 holds a list of all outstanding data send transactions, 
each identi?ed by a DataSendID identi?er. Upon successful 
completion of a given transaction, a data send completion 
handler removes that transaction from the outstanding list 
and passes completion status to the originating Data Deliv 
ery Service User (DDSU), i.e., the aforedescribed DDM 14. 

[0034] If the data send operation fails, e.g., due to discon 
nection or other primary link failure, the transaction is then 
posted to the data send service’s fail-over queue, e.g., 
DataSendFOQ. In particular, if the pertinent transport 18 
signals a loss of connectivity, all pending and neW transac 
tions to the particular remote IOP are posted to the afore 
mentioned DataSendFOQ, Which is used by the PTA 16 
during link re-establishment. A preferred data structure for 
the DataSendFOQ is illustrated in FIG. 3 in Which a head 
pointer, HeadDataSendFOQ 30, points to a ?rst ?eld of a 
DataSend record 32, DataSendID 32A, Which is the particu 
lar identi?er or object handler for the data obj ect/transaction. 
DataSend record 32 also includes an OWnerID ?eld 32B 
Which indicates the identi?er (TID) of the initiating DDM 
14, a PeerTransportTID ?eld 32C Which indicates the par 
ticular transport 18 used for data send service, a TimeOf 
Failure ?eld 32D Which includes a timestamp for the failure, 
a ReestablishmentCount ?eld 32E Which indicates the num 
ber of retries attempted, and a NextPtr ?eld 32F Which 
points to the start of another, next DataSend record 32 or 
contains a NULL to indicate the end of the linked list. 

[0035] Data movement in the preferred embodiment of the 
present invention is a virtualiZed, Direct Memory Access 
(DMA) service Where the data is moved betWeen explicitly 
de?ned source and destination buffers. A data move service 
Within the PTA 16 tracks all DDM 14 requests by maintain 
ing a data structure for all outstanding transactions. As With 
the aforementioned data send service, When data move 
transactions successfully complete, they too are removed 
from the outstanding list and completion status is returned to 
the initiating DDSU, e.g., a DDM 14 or an 120 Real Time 
Operating System (IRTOS). 
[0036] If the data move operation fails, the transaction is 
then posted to the data move service’s fail-over queue, e.g., 
DataMoveFOQ. If the pertinent peer transport 18 signals a 
loss of connectivity, all pending and neW transactions to the 
pertinent remote IOP are posted to the DataSendFOQ, Which 
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is used by the PTA 16 during the link re-establishment 
process. The structure for the DataMoveFOQ is shoWn in 
FIG. 4, Which is similar to the DataSendFOQ structure 
shoWn in FIG. 3. A HeadDataMoveFOQ pointer 40 points 
to a DataMoveID ?eld 42A of the DataMove record 42. 
Fields 42B-F correspond to the ?elds 32B-F described in 
connection With FIG. 3. 

[0037] A similar record data structure may be utiliZed to 
implement other functions, e.g., a data redirect fail-over 
queue, DataRedirFOQ, Which employs a HeadDataRedir 
FOQ 50 and ?elds 52A-F of a DataRedirect record 52, as 
illustrated in FIG. 5. 

[0038] With reference again to FIG. 2, if data link con 
nectivity is lost across the primary (active) transport mecha 
nism, e.g., betWeen transports 18A1 and 18B1 across media 
link 12A, both transports signal the connectivity status 
change to their associated PTAs, 16A and 16B, respectively, 
each of Which updates its parameter tables and noti?es the 
Peer OSM of the detection of transport failure. The folloW 
ing discussion describes various actions performed by the 
PTAs 16 upon receipt of a connectivity status change. 

[0039] Upon loss of connectivity, a local PTA, e.g., PTA 
16B, marks a portion of the memory 22B allocated therein 
for usage by a remote PTA, e.g., PTA 16A, as “suspended 
due to transport failure” by setting the access indicator for 
the corresponding remBufAllocID to “no access”. Similarly, 
the PTA 16B also marks the portion of the memory 22A it 
allocated on the remote IOP 16A as “suspended due to 
transport failure”. 

[0040] All queued transactions from the PTA 16 and neW 
transactions to the remote IOP are, upon connectivity loss, 
placed in the appropriate data service’s fail-over queue 
(FOQ), as described above. Each PTA 16 sends a ptaCan 
celXXX message to the failed transport(s) involved, e.g., PTA 
16A to transport 18A, and PTA 16B to transport 18B, in 
order to clear all outstanding transactions. Once the connec 
tion With the remote IOP is reestablished, e.g., using the 
redundant, secondary media link 12B, the respective PTAs 
16 use the information contained Within each of the afore 
described FOQs to synchroniZe the remote memory alloca 
tion and resubmit each of the failed transactions, queued 
Within the respective FOQ data structures. 

[0041] Each object placed in an FOQ is assigned a times 
tamp, Which is placed Within the aforementioned TimeOf 
Failure ?eld 32D/42D/52D of FIGS. 3, 4 and 5, respec 
tively. The PTA 16 uses the timestamp information to 
monitor and limit the time that a particular object Waits for 
the IOP-IOP connection to be reestablished. AptaMaXWait 
Reconnect or other such timeout parameter may be utiliZed 
by the PTA 16 to specify the maXimum amount of time, e. g., 
in microseconds, that objects may Wait in the FOQ. 

[0042] If the connection is not reestablished Within 
ptaMaXWaitReconnect microseconds, the PTA 16, e.g., of 
IOP 10B, removes all of the objects destined for the remote 
IOP 10A from the FOQ. The PTA 16 also returns all of the 
outstanding DDM 14 transactions With a status ?ag indicat 
ing the loss of peer service. The PTA 16 noti?es the local 
DDM 14 that the connection With the remote IOP 10 has 
failed and is currently unrecoverable. The DDM 14 is then 
responsible for shutting doWn and freeing any allocated 
resources. 
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[0043] After receiving a connectivity status change event 
from a respective transport 18, the PTA 16 determines the 
actual status change. For eXample, if the transport 18 status 
changed to “active”, the PTA 16 has the option of transfer 
ring all transactions from the fail-over transport Which 
handled communications during the fail-over period to the 
original transport. This determination may be de?ned by a 
PTA restore parameter, e.g., ptaRestoreOriginalTransport. If, 
hoWever, the transport 18 status changed to “failed”, the PTA 
16 then attempts to ?nd a neW transport 18 that provides data 
link connectivity to the remote IOP 10. In the preferred 
embodiment of the present invention, it is the responsibility 
of the IOP 10 that ?rst established connectivity to reestablish 
the IOP-IOP connection folloWing a transport failure. 

[0044] After connectivity failure, the PTA 16 scans, in a 
prioritiZed order, its list of available media links 12 and 
associated transports 18 to determine Which transport 18 
provides connectivity to the speci?ed remote IOP 10. For 
eXample and With reference to FIG. 2, upon failure of media 
link 12A, PTA 16A scans the media available, media link 
12B, and the transports associated thereWith, transports 18A2 
and 18B2 in IOPs 10A and 10B, respectively. If, hoWever, no 
transport 18 provides data link connectivity to the speci?ed 
IOP 10, the PTA 16 Waits for the connection reestablishment 
period to timeout, ptaMaXWaitReconnect. FolloWing tim 
eout, the PTA 16 removes or purges all objects that cannot 
be delivered to the remote IOP 10 from the FOQ, and returns 
an unrecoverable transport error back to each failed obj ect’s 
originating DDM 14, or more generally the DDSU. 

[0045] If there is a transport 18 that provides the requisite 
secondary data link connectivity to the speci?ed IOP 10, the 
PTA 16 substitutes the neW transport for the failed transport, 
e.g., PTA 16A sWitches from transport 18A1 to neW transport 
18A2 for the secondary media link 12B. HoWever, before 
messaging can pass betWeen tWo transports, e.g., 18A2 and 
18B2, PTA 16 must issue a setup message to create a logical 
connection betWeen the tWo transports by creating TID or 
other such identi?cation aliases for each transport, as is 
understood in the art. 

[0046] After establishment of the fail-over connection, the 
local PTA, e.g., PTA 16A, issues a release message (across 
the neWly formed connection 12B) to the remote IOP 10B in 
order to completely sever the prior connection betWeen the 
failed transports, i.e., betWeen transports 18A1 and 18B1 
across media link 12A. The PTA 16 then speci?es the source 
TID as the alias TID to the local failed transport and specify 
the second TID as the alias TID to the remote failed 
transport. The PTA 16 then resynchroniZes any remote 
memory allocations With the remote IOP. 

[0047] It should be understood that the tWo PTAs 16, upon 
fail-over connection, must reclaim and synchroniZe their 
respective remote buffer allocation before the associated 
DDMs 14 use the transport data services. Reclaiming the 
prior remote buffer allocation, e.g., in the respective memo 
ries 22A and 22B or other storage Within the IOPs 10, 
ensures that the DDMs 14 Will not access memory that has 
been freed or reassigned due to the loss of connectivity. 

[0048] With regard to synchronization after the primary 
connection has been lost, the local PTA 16A, for eXample, 
places all of the buffers it has allocated for the remote IOP 
10B into a suspended state and sets a ?ag, remBufSynchro 
niZed, to FALSE. The remBufSynchroniZed ?ag indicates 
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that the remote buffers, e.g., in memory 22B, are in an 
unknown state, and it is dangerous for the local PTA 16A to 
access the remote memory. PTA 16A has a similar ?ag 
de?ned for its oWn local buffers, localBufSynchroniZed, that 
is set to FALSE, also indicating a danger for the particular 
remote IOP 10B to access the local buffers, e.g., in memory 
22A. The “danger” in accessing a remote buffer, prior to 
transaction reconstruction, is that the local DDM 14 does not 
knoW the current state or oWner of the buffer. Accordingly, 
PTAs 16 preferably access the remote buffers only When 
both remBufSynchroniZed and localBufSynchroniZed are 
TRUE. 

[0049] The local PTA 16A sends a message, ptaRemAl 
locSynch, to the remote PTA 16B to update the state of the 
remote IOP’s 10B memory allocation (in memory 22A of 
the local IOP 10A). Within the message, the local PTA 16A 
includes the remote handle remBufAllocID for each buffer 
as Well as the alias TID that previously oWned the buffer. The 
remote IOP’s 10B reply message preferably contains a list of 
buffer handles and associated status information. If the 
buffer status information indicates that the TID maintains 
oWnership of the buffer, the PTA 16 changes the status of the 
buffer from “suspended due to transport failure” to “active”. 
If, hoWever, the buffer status information indicates that the 
local TID does not have access to the previously allocated 
buffer, e.g., the buffer having been freed due to a timeout or 
unexpected latency in reforming the IOP-IOP connection, 
the PTA 16 must notify the DDM 14 that the particular 
remBufAllocID is invalid. The DDM 14 then frees the 
indicated object. 

[0050] After the local and remote buffer allocations have 
been resynchroniZed, the PTA 16 processes the transactions 
Which Were placed in the various Fail-Over Queues. The 
PTA 16 inspects each transaction’s destination and fail-over 
timestamp. If the transaction has eXceeded its alloWable 
submission time, ptaMaXWaitReconnect, the transaction 
return status is set to “failed”. The transaction is then 
returned to the originating DDSU. If the transaction has not 
exceeded its alloWable submission time, hoWever, then the 
PTA 16 identi?es if there is still connectivity to the target 
IOP 10. If connectivity eXists, the PTA 16 removes the 
transaction from the FOQ and sends it to the transport 
providing data delivery services to the target IOP 10. 

[0051] If a connection does not eXist With the target IOP 
10, the transaction is placed back in the FOQ because the 
PTA 16 may still be trying to establish connectivity to the 
IOP 10. Eventually, connectivity Will be gained and the 
transaction Will be forWarded to the appropriate remote IOP, 
or the transaction Will timeout and return With a failure 
status. 

[0052] It should be understood that a variety of media may 
be used as the primary and secondary media links 12A and 
12B, respectively, either alone or in combination. In par 
ticular, the media may include the aforementioned Server 
Net and Fibre Channel, as Well as Ethernet, Personal Com 
puter Interconnect (PCI) and related protocols providing a 
communication path betWeen users. It should, of course, be 
understood that a reliable and better performing media 
should be selected as the primary media link 12A and a 
less-optimal media chosen as the secondary link 12B. 

[0053] As set forth hereinabove, in preferred embodiments 
of the present invention transport fail-over mechanisms are 
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applied in inter-IOP communications Within Input/Output 
intensive environments such as servers, particularly in an 
I20 system. It should nonetheless be understood that the 
principles of the present invention may ?nd applicability in 
non-server, non-I20 systems as Well. Accordingly, the scope 
of the present invention should not necessarily be limited by 
this description, but should instead be de?ned by the fol 
loWing claims. 

What is claimed is: 
1. A method for fail-over connection betWeen a ?rst and 

second processing unit Within a computer system, said 
method comprising the steps of: 

detecting a failure condition across a ?rst communications 
link connecting said ?rst and second processing units; 

selecting, upon said failure condition detection, a second 
ary communications link betWeen said ?rst and second 
processing units Within said computer system; and 

establishing communications betWeen said ?rst and sec 
ond processing units across said secondary communi 
cations link. 

2. The method according to claim 1, Wherein, prior to said 
failure condition detection, a plurality of data transactions 
betWeen said ?rst and second processing units are queued by 
at least one of said ?rst and second processing units, and 
Wherein, after said communications establishment across 
said secondary communications link, said plurality of 
queued data transactions are processed. 

3. The method according to claim 2, Wherein said data 
transactions are queued in at least one linked list. 

4. The method according to claim 2, Wherein, during said 
step of establishing, if said communications establishment 
fails to occur Within a given timeout period, said plurality of 
queued data transactions are purged. 

5. The method according to claim 2, Wherein, during said 
step of selecting, if said secondary communications link 
selection fails to occur Within a given selection timeout 
period, said plurality of queued data transactions are purged. 

6. The method according to claim 1, Wherein said ?rst and 
second processing units each respectively comprise therein: 

a device driver module; 

a peer transport agent connected to said device driver 
module; and 

a plurality of transports each connected to a respective 
peer transport agent, said ?rst communications link 
being betWeen a ?rst transport Within said ?rst pro 
cessing unit and another ?rst transport Within said 
second processing unit, and said secondary communi 
cations link being betWeen a second transport Within 
said ?rst processing unit and another second transport 
Within said second processing unit. 

7. The method according to claim 6, Wherein, upon said 
failure condition detection across said ?rst communications 
link, said ?rst transport signals said failure condition to the 
peer transport agent of said ?rst processing unit, and said 
another ?rst transport signals said failure condition to the 
peer transport agent of said second processing unit. 

8. The method according to claim 6, further comprising 
the step of: 
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releasing, upon communications establishment across 
said secondary communications link, said ?rst and said 
another ?rst transports associated With said ?rst com 
munications link. 

9. The method according to claim 1, Wherein, prior to said 
failure condition detection, said ?rst processing unit initiates 
a remote memory allocation in said second processing unit 
across said ?rst communications link, and Wherein, after 
said communications establishment, said ?rst processing 
unit accesses said remote memory allocation across said 
secondary communications link. 

10. The method according to claim 9, Wherein, upon said 
failure condition detection, said ?rst processing unit marks 
a remote memory allocation identi?er associated With said 
remote memory allocation as suspended, and Wherein, after 
said communications establishment, said remote memory 
allocation identi?er is marked active. 

11. The method according to claim 1, Wherein, prior to 
said failure condition detection, said ?rst processing unit 
marks a local memory allocation therein as suspended, said 
local memory allocation being initiated by a remote memory 
allocation from said second processing unit, and Wherein, 
after said communications establishment, said ?rst process 
ing unit marks said local memory allocation as active. 

12. The method according to claim 1, further comprising, 
after said failure condition detection, the step of: 

setting a memory status ?ag, said ?ag corresponding to 
the status of a memory allocation on at least one of said 
?rst and second processing units. 

13. The method according to claim 1, Wherein said 
computer system is a server and Wherein said ?rst and 
second processing units therein are Input Output Processors. 

14. The method according to claim 1, Wherein said 
computer system is I2O-compliant. 

15. A computer system comprising: 

a ?rst processing unit; 

a second processing unit, said ?rst and second processing 
units communicating across a ?rst communications 
link therebetWeen; and 

fail-over means for maintaining communications betWeen 
said ?rst and second processing units after detecting a 
failure condition across said ?rst communication link, 
said fail-over means connecting said ?rst and second 
processing units across a secondary communications 
link, establishing communications therebetWeen. 

16. The computer system according to claim 15, further 
comprising a data transaction queue for storing a plurality of 
data transactions betWeen said ?rst and second processing 
units, Wherein upon said failure condition detection said 
plurality of data transactions are stored Within said data 
transaction queue until said fail-over means establishes said 
secondary communications link. 

17. The computer system according to claim 16, Wherein 
said data transaction queue comprises a plurality of linked 
lists. 

18. The computer system according to claim 16, Wherein 
said data transaction queue is purged after expiration of a 
timeout period. 

19. The computer system according to claim 15, Wherein 
said ?rst and second processing units each respectively 
comprise therein: 
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a device driver module; 

a peer transport agent connected to said device driver 
module; and 

a plurality of transports each connected to a respective 
peer transport agent, said ?rst communications link 
being betWeen a ?rst transport Within said ?rst pro 
cessing unit and another ?rst transport Within said 
second processing unit, and said secondary communi 
cations link being betWeen a second transport Within 
said ?rst processing unit and another second transport 
Within said second processing unit. 

20. The computer system according to claim 19, Wherein, 
upon said failure condition detection across said ?rst com 
munications link, said ?rst transport signals said failure 
condition to the peer transport agent of said ?rst processing 
unit, and said another ?rst transport signals said failure 
condition to the peer transport agent of said second process 
ing unit. 

21. The computer system according to claim 19, Wherein, 
upon establishment of said secondary communications link, 
said ?rst and said another ?rst transports associated With 
said ?rst communications link are released. 

22. The computer system according to claim 19, Wherein 
said fail-over means is Within the respective peer transport 
agents of said ?rst and second processing units. 

23. The computer system according to claim 15, Wherein, 
prior to said failure condition detection, said ?rst processing 
unit initiates a remote memory allocation in said second 
processing unit across said ?rst communications link, and 
Wherein, after said communications establishment, said ?rst 
processing unit accesses said remote memory allocation 
across said secondary communications link. 

24. The computer system according to claim 23, Wherein, 
upon said failure condition detection, said ?rst processing 
unit marks a remote memory allocation identi?er associated 
With said remote memory allocation as suspended, and 
Wherein, after said communications establishment, said 
remote memory allocation identi?er is marked active. 

25. The computer system according to claim 15, Wherein, 
prior to said failure condition detection, said ?rst processing 
unit marks a local memory allocation therein as suspended, 
said local memory allocation being initiated by a remote 
memory allocation from said second processing unit, and 
Wherein, after said communications establishment, said ?rst 
processing unit marks said local memory allocation as 
active. 

26. The computer system according to claim 15, Wherein 
said computer system is a server and Wherein said ?rst and 
second processing units therein are Input Output Processors. 

27. The computer system according to claim 15, Wherein 
said computer system is I2O-compliant. 

28. The computer system according to claim 15, Wherein 
at least one of said ?rst and secondary communications link 
is selected from the group consisting of Personal Computer 
Interconnect, ServerNet, Fibre Channel and Ethernet. 


