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(57) ABSTRACT 

An electronic module having at least a microprocessor and 
co-processor on a single integrated circuit. The electronic 
module can be contained in a small housing. The electronic 
module provides secure bidirectional data communication 
via a data bus. The electronic module may include an 
integrated circuit comprising a microprocessor, and a co 
processor adapted to handle 1,024-bit modulo mathematics 
primarily aimed at RSA calculations. The electronic module 
is preferably contained in a small token sized metallic 
container and Will preferably communicate via a single Wire 
data bus Which uses a one-Wire protocol. 
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When connected to 0 low current One ‘Mre Master source. 
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SECURE MODULE WITH MICROPROCESSOR 
AND CO-PROCESSOR 

BACKGROUND OF THE INVENTION 

[0001] 1. Technical Field of the Invention 

[0002] The present invention relates to an electronic mod 
ule having at least a microprocessor and co-processor on a 
single integrated circuit. The electronic module can be 
contained in a small housing. The electronic module pro 
vides secure bidirectional data communication via a data 
bus. More speci?cally, the present invention relates to an 
electronic module Which includes an integrated circuit com 
prising a microprocessor, and a co-processor adapted to 
handle 1,024-bit modulo mathematics primarily aimed at 
RSA calculations. The electronic module is preferably con 
tained in a small token siZed metallic container. The present 
invention Will preferably communicate via a single Wire data 
bus Which uses a one-Wire protocol. 

[0003] 2. Description of Related Art 

[0004] Encryption of data has been around for hundreds of 
years. Encryption may even date back as far as several 
hundred B.C. More recently, the American Indians used 
smoke signals. In all forms, the concept of encryption takes 
a given set of information that is readily understandable by 
an average person and converts that information into a form 
that is not understandable except to those people that have 
the capability to recon?gure the converted information back 
into an understandable state. Encryption has been used 
readily during War time. In the second World War, the NaZi’s 
had a machine called Enigma. Information Was placed into 
the Enigma machine and encrypted information came out. 
No one could understand the encrypted information unless 
they had another Enigma type machine to convert the 
encrypted information back to an understandable format. 

[0005] Today there are secure “boxes” that are manufac 
tured and sold to the government for data communication 
across telephone lines. DraWbacks of the secure boxes is that 
they are large and not secure in the particular environment 
that they are used in. In other Words, the boxes may be 
capable of creating, sending, and receiving data that is 
secure, but the box itself may not be secure. 

[0006] The personal computer industry offers softWare 
and personal computers that create, send, and receive secure 
data. The softWare operates in conjunction With a generic 
computer. Again, the data that is sent or received is secure, 
but the computers are not secure. 

[0007] There is hardWare designed speci?cally to create, 
send, and receive secure data. The hardWare is relatively 
secure, but is generally large in siZe, heavy and expensive. 
Even laptop siZe computers are considered to be large. Thus, 
the main draWbacks of present day systems that create, send 
and receive secure data is their large siZe, and the limited 
amount of security provided. 

SUMMARY OF THE INVENTION 

[0008] The present invention is an electronic module that 
comprises a one Wire (single Wire) interface for bidirection 
ally interfacing the electronic module With another elec 
tronic device. The one Wire interface is connected to a one 
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Wire UART. The UART is connected to a microprocessor 
and a co-processor and a memory circuit. 

[0009] The electronic module is rather small and can be a 
single chip integrated circuit that has dimensions of less than 
400 mils by 220 mils. Although the module may need a 
small amount of energy to maintain the memory, the major 
ity of the energy required by the electronic module is 
obtained parasitically from the one Wire bus. 

[0010] The electronic module’s coprocessor can handle 
encryption mathematics such as modulo math for RSA 
encryption. 
[0011] The electronic module is small enough to be 
installed in a container or other object having dimensions 
similar to that of 3 or 4 dimes stacked on top of each other 
or smaller. 

[0012] The electronic module provides a secure environ 
ment to store information and Will erase such information if 
the module is tampered Within an unauthoriZed Way. The 
electronic module also provides a means for securely send 
ing, receiving and transferring information used for signa 
tures, money transaction, access devices, medical informa 
tion, personal or secret information, postage metering, 
inventory, etc. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0013] A more complete understanding of the method and 
apparatus of the present invention may be had by reference 
to the folloWing Detailed Description When taken in con 
junction With the accompanying Drawings wherein: 

[0014] FIG. 1 depicts a block diagram of an exemplary 
electronic module; 

[0015] FIG. 2 depicts an exemplary electronic module and 
a one Wire connection to a host/master circuit; 

[0016] FIG. 2a depicts an exemplary description of hoW 
the electronic module uses parasitic poWer; 

[0017] FIG. 3 depicts an exemplary block diagram of a 
modulo mathematics math coprocessor; 

[0018] 
diagram; 

[0019] 
diagram; 
[0020] FIGS. 6A and 6B depict a How chart indicating an 
exemplary operation of the one Wire UART; 

[0021] FIGS. 7A, 7B, 7C, and 7D depict a How chart 
indicating an exemplary operation of the one Wire UART; 

FIG. 4 depicts an exemplary one Wire UART block 

FIG. 5 depicts an exemplary real time clock block 

[0022] FIG. 8 depicts a graph of supply voltage to an 
exemplary module vs. time. 

[0023] FIG. 9 depicts a graph of supply voltage to an 
exemplary module vs. time; 

[0024] 
[0025] FIG. 11 depicts an exemplary module inside a 
token shaped can. 

DETAILED DESCRIPTION OF A PRESENTLY 
PREFERRED EXEMPLARY EMBODIMENT 

[0026] Apreferred embodiment of the present invention is 
a secure electronic module capable of creating, sending, and 

FIG. 10 depicts an exemplary module; and 
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receiving secure data. The electronic module of the present 
invention is small. In fact in at least one embodiment, the 
electronic module is approximately the siZe of a small stack 
of nickels or dimes (i.e., 3-4 nickels or dimes stacked on one 
another or smaller), is portable and highly secure With 
respect to unauthorized hardWare and softWare entry. 

[0027] The present electronic module is capable of per 
forming large encryption calculations for the purpose of 
transferring data securely. The preferred electronic module 
is reasonably fast in the sense that it can encrypt or decrypt 
a block of data rapidly in part due to a co-processor’s 
capabilities. The present invention is preferably meant to 
handle blocks of data having a siZe range of 128 to 256 bytes 
of data. It is understood that the present invention could be 
designed to handle much larger blocks of data if the memory 
associated With the module is increased in siZe. 

[0028] Referring to FIG. 1, the preferred exemplary 
embodiment of the present secure electronic module 10 is 
depicted in the block diagram. The secure module 10 is 
generically a microcomputer. Within the microcomputer 
frameWork there are major constituent blocks that make up 
the exemplary secure module. 

[0029] The ?rst important block is the microprocessor 
core 12 Which is Where the majority of calculations are 
performed and Where the other circuitry in the module is 
controlled. The calculations performed in the microproces 
sor core 12 are not the same as the calculations performed 

in the co-processor block (discussed later), but instead are 
for running the 8-bit instructions associated With the ?rm 
Ware Within read only memory (ROM) 14 in the module. 

[0030] The memory in the module exists in three (3) 
different forms: being the program memory 14, the data 
memory 16, and the SFR memory 18. The program memory 
14 is preferably a 32K byte user programmable ROM. The 
data memory 16 is Where data is manipulated and stored in 
large volumes. The data memory is preferably a 6K by 8 
non-volatile SRAM block. It is understood that the memory 
siZes could be any useful siZe and is purely an engineering 
choice. 

[0031] The SFR memory 18 is preferably a “special func 
tion register” (SFR) style memory. The SFR memory map is 
used to support the core microprocessor to execute instruc 
tions. The SFR-SRAM block of memory is therefore pref 
erably located in the microprocessor core block 12. Other 
SFR registers are located in various blocks of the module in 
order to aid the functions of those blocks Without interfering 
With the operation of the microprocessor core 12. 

[0032] It is understood that SRAM memory is the pre 
ferred data memory 16 con?guration in the exemplary 
embodiment, but one could use a Wide variety of memory 
con?gurations including EEPROM, EPROM, ferule elec 
tronics, or any conventional read/Write non-volatile SRAM 
Would also Work. SRAM is preferred because it alloWs the 
tightest packing of memory circuitry in silicon. 

[0033] Furthermore, non-volatile SRAM is preferably 
used because it can be quickly destroyed if the poWer(pref 
erably a battery or other energy source) that backs the 
SRAM up is discontinued momentarily. One of the many 
features of this invention is that if the module is tampered 
With, the memory is Wiped clean Within a single time frame 
of a feW nanoseconds. 
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[0034] Another block of circuitry in the exemplary secure 
module is the emulation and test interface circuitry 20. The 
emulation and test circuitry 20 alloWs the secure module 10 
to operate on program memory 14 and data memory 16 that 
is connected to the integrated circuit via a bus interface. The 
bus interface is only used for emulation and testing of the 
secure module. After the secure module 10 has been tested, 
the emulation and test circuitry is disabled by bloWing laser 
fuses or another type of permanent disconnection means and 
thereby disconnecting the test and emulation circuitry 20 
from the other circuitry in the secure module 10 so that a 
“back door” to the secure module is eliminated. 

[0035] Another block is the port logic circuitry 22. The 
exemplary embodiment has at least one general purpose port 
pin connected to port logic circuitry 22. The general purpose 
port pins and the port logic circuitry 22 operate Within the 
frameWork of the peripheral SFR memory. They are placed 
in the exemplary secure module 10 primarily so that this 
secure module 10 can be tested and can be used in future 
uses of the exemplary secure module. Such future uses could 
be interfacing the module With additional external memories 
on separate integrated circuits via a three Wire interface. The 
port logic circuitry 22 and the general purpose port pins 
could also be used to talk to a very large amount of memory 
that is distally connected to the secure electronic module 10. 

[0036] For example, if the nonvolatile RAM incorporated 
into the exemplary secure module Was deemed to not be 
large enough and the integrated circuit Was densely popu 
lated With circuitries so that more memory could not be 
added to it, one of ordinary skill in the art could add an 
external 8K by eight or 32K by eight memory chip that has 
a 3-Wire interface on it as opposed to a full multiplexed or 
de-multiplexed address bus, used by standard generic 
memories, such that the exemplary chip can then address the 
additional external memory and thereby expand the capa 
bility of the electronic module 10. 

[0037] The exemplary electronic module preferably has an 
identi?cation number (ID number) and What is termed as the 
“front end” of the one-Wire section of the One Wire UART. 
This is depicted in the FIGURE in the poWer control One 
Wire UART and registration number circuitry 24. The ID is 
accessible through the OWSU pin Which stands for the one 
Wire slave UART pin. The identi?cation number is estab 
lished by lasering fuses Within the integrated circuit thereby 
creating a permanent, non-volatile encoded ID number of 
64-bits. The ID number can be a unique number and is 
located in this portion of the circuitry, near the one Wire 
interface, primarily to provide the exemplary secure elec 
tronic module 10 With the ability to be quickly read and to 
establish an ID during a one-Wire communication. Further 
more, the ID is used in association With the data protocol of 
the one-Wire bus Which is used by the exemplary secure 
module 10. It is understood that the ID number can be 
incorporated into a different area of the secure electronic 
module’s integrated circuit. The ID could be created in 
another fashion other than With laser fuses. The ID could be 
stored into a set of ROM memory cells, but a concern Would 
be that the cells could be duplicated in all the manufactured 
chips thereby not providing a unique ID number. On the 
other hand, such duplication Would be useful if one Wanted 
a common ID for a large number of electronic modules. The 
ID could also be expressed in any one of the various 
non-volatile memories, including SRAM, EEPROM, ?ash 
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memory, EPROM, feral electric, feral magnetic, etc., types 
of memories. If the ID is loaded into a memory during the 
manufacture of the secure electronic module, then the mod 
ule electronics could be designed to alloW the one Wire slave 
UART to read that portion of memory directly. Thus, one of 
ordinary skill in the art Would understand that there are many 
manifestations of Where the ID could exist Within the secure 
module electronics. Again, in the exemplary embodiment it 
is preferred that it is placed as lasered fuses in the one Wire 
UART because it is part of the one Wire protocol and alloWs 
the electronic module to be identi?able. 

[0038] Referring again to FIG. 1, the microprocessor core 
block 12 communicates With other circuitry blocks via a 
control/databus 26. The databus 26 in the preferred embodi 
ment is a standard 8051 interface bus Which is internal to the 
integrated circuit. The data bus basically provides an eight 
bit data package When the microprocessor core 12 is talking 
to the SFR memory 18. Addresses are transferred across the 
data bus 26 in a multiplexed fashion and then data is carried 
on the bus and read or Written to a memory location. In 
another form of the present exemplary embodiment, the 
microprocessor core 12 could output a sixteen bit address 
?eld Which is not directly used by the SFR memory map, but 
instead is used Within the data memory map and the program 
memory map. 

[0039] There are feW memory maps found in the preferred 
exemplary embodiment. First, there is the program memory 
map Which is a general purpose memory Whose locations are 
accessed by a sixteen bit address bus that comes from the 
microprocessor core and in particular from the PC address 
register. The PC address register has incorporated Within a 
program counter Which provides an address so that the 
microprocessor can sequentially go through the different 
locations Within the program memory via this sixteen bit 
number that comes out of the program counter. The data that 
comes out of the program RAM or EPROM, or other form 
of memory, is communicated on the data bus 26 and 
received by one of the ALU’s instruction registers 28 so that 
the code can be executed. In a similar fashion, another 
memory map, the data memory map, Works in parallel With 
the program memory 14. The address Which comes out of 
the program counter 30, also addresses the data memory 
map. The data from the memory map is provided to the data 
bus. The ALU 32 decides Which memory is to be used based 
on the type of instruction that is being executed by the 
microprocessor core 12. 

[0040] There is a third memory map in the preferred 
embodiment Which is a special function register memory 
map or the “SFR” memory map. The SFR memory map is 
handled differently than the program memory map and the 
data memory map in the microprocessor core 12. The SFR 
memory map is limited, in the exemplary embodiment, to 
25 6-bites of memory. The reason for the limitation is that the 
SFR memory map Works on a multiplexed scheme. That is, 
the addresses from the microprocessor core 12 are output on 
the databus 26 during different timeslots. All the peripheral 
circuits around the microprocessor core 12 are looking for 
potential addresses on the databus 26 during these particular 
time slots. The peripheral circuits knoW that the addresses 
are not going to be data during the timeslots. The peripheral 
circuits decode the address and, if appropriate, Will combine 
the address With additional control signals from the micro 
processor core 12 so that the peripheral blocks understand 
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What to do. Once the address is decoded by the peripheral 
blocks, the responding peripheral block Will either read or 
Write from the databus. 

[0041] The three different types of memory maps all Work 
under the 8051 microprocessor style architecture and are 
used in the exemplary embodiment because of the ability of 
the 8051 microprocessor architecture to do data transfers 
and to bring instructions to peripheral blocks in very feW 
clock cycles. 

[0042] It is understood that the present invention uses a 
microprocessor architecture that has been termed in the art 
as a Harvard Architecture. It is also understood that other 
architectures could be used such as a single memory map 
microprocessor Which is used in Motorola microprocessor 
designs. The single memory map microprocessor is termed 
a Von NeWmann Architecture. 

[0043] Still referring to FIG. 1, other blocks outside of the 
microprocessor core 12 Will noW be discussed. The timed 
access block 34 is included in the exemplary embodiment 
because it is relevant to the control of the circuits on the 
integrated circuit. The timed access circuitry 34 provides a 
periodic “sobriety test” for the softWare/hardWare operation. 
In other Words, the timed access circuitry is used to make 
sure that the softWare and hardWare are Working together 
correctly. The timed access circuitry 34 is different from a 
Watchdog timer. The timed access circuitry 34 makes sure 
that speci?c functions Within the integrated circuit are 
happening Within predetermined amounts of time. If the 
functions are occurring outside the predetermined WindoWs 
of time, then the timed access circuit 34 Will alarm. One of 
the results of an alarm from a timed access circuit is that the 
memory in the exemplary embodiment could be erased. 

[0044] The math co-processor circuitry 36 is used to 
perform RSA Modulo mathematics. FIG. 3 depicts a bloWn 
up version of the multiple blocks Within the math co 
processor 36. The speci?c importance of the math co 
processor 36 is that it alloWs high speed calculations of very 
large numbers Within the electronic module 10. The math 
co-processor circuitry 36 supports RSA Modulo mathemat 
ics for 1,024-bit numbers. The modulo mathematics are 
performed by using eight bit multipliers and an eight bit 
adder and other electronic circuitry Which Will be described 
later in this application. The preferred embodiment is 
capable of performing the modulo mathematics With the 
very large numbers in a time frame of less than a second. In 
order to accomplish such a high speed mathematical calcu 
lation, it is performed via hardWare instead of softWare. The 
hardWare can speed up the calculation by many orders of 
magnitude. The hardWare in the math co-processor operates 
on data Words that are 1,024-bits long. As a result, there are 
several registers in the multiplier that are 1,024-bits long. 
The multiplier in the preferred exemplary embodiment does 
not use a series chain of adders that are 1,024-bits long 
because such circuitry Would require too much space on the 
integrated circuit. Instead, the co-processor of the exemplary 
embodiment uses a four-pass effect. In other Words, the 
co-processor performs a 256-bit add, Which in actuality, is a 
264-bit add, because there is an additional carry propagation 
relationship, and the co-processor makes four passes 
through the 256-bit add circuitry to thereby effectively add 
1,024-bits. It is understood that one could design a 1,024-bit 
adder, but the preferred design uses a four pass 256-bit adder 
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With carry cells Which is designed to perform RSA encryp 
tion calculations using modulo mathematics. 

[0045] It is understood that the math co-processor could be 
designed to perform a variety of encryption algorithms that 
are mathematically based. 

[0046] FIG. 2 provides a vieW of the exemplary embodi 
ment installed in a small housing or “can”40. The can 40 is 
preferably a steel can that is both conductive and durable. It 
is desirable that the can 40 be small and portable. The details 
of a block diagram draWn Within the can 40 in FIG. 2 
represent the electronic module 10 of the preferred exem 
plary invention. The area outside of the can 40 delineated by 
the dotted line represents a con?guration associated With a 
“master”42. The master 42 comprises circuitry that commu 
nicates With the electronic module 10 of the present inven 
tion. FIG. 2 depicts and provides an understanding of hoW 
the present invention uses a single Wire or contact 44 (along 
With a ground Wire) to perform both communication 
betWeen the master 42 and the electronic module 10 and to 
poWer the electronic module 10. For example, the electronic 
module 10 can parasitically extract poWer off the “ones” that 
are sent over the single Wire 44 communication so that the 
electronic module 10 can continue to operate When Zeros are 
sent over the one Wire bus 44. Thus, the exemplary elec 
tronic module 10 can operate on a current that is very loW. 
In fact, the operating current of the exemplary one Wire 
module device 10 via parasitic absorption of energy during 
a one Wire communication is very loW. It is determined that 
the operating current of the electronic module 10 can be 
loWer than a feW hundred microamps under certain condi 
tions. 

[0047] During a non-communication over the single Wire 
bus, the high speed co-processor 46 and the high speed 
microprocessor 48, Which are attached to the one Wire 
interface circuit, are all operating at the same time. The 
exemplary electronic module Would require betWeen 25 and 
40 milliamps of current. The voltage required by the exem 
plary electronic module can vary. The voltage required Will 
range betWeen as high as six (6) and as loW as tWo and 
one-half (21/2) volts. If the voltage drops beloW tWo and 
one-half volts, a band gap circuit Will stop operation of the 
electronic module. 

[0048] FIG. 2 also depicts a one Wire UART 50. There are 
tWo facets to the one Wire UART 50. There is the technique 
in Which the one Wire UART 50 obtains poWer from the one 
Wire bus 44 and there is the facet related to hoW the one Wire 
UART 50 transfers data over the one Wire bus 44. Looking 
at both FIGS. 2 and 2A, it is important that the micropro 
cessor 48 and co-processor 46 be supplied With high energy 
in order to operate. At the same time, the electronic module 
10 has the ability to parasitically get data from the one Wire 
bus 44 While the microprocessor 48 and co-processor 46 are 
not running in a time multiplexed fashion. When the elec 
tronic module 10 is ?rst connected to a host 42, the micro 
processor 48 and co-processor 46 are in a static state. That 
is, they are not operating. At the same time, the one Wire 
UART 50 begins to operate on very little current. The one 
Wire UART 50 is parasitically poWered from the data on the 
one Wire bus 44 Where data from the bus is read. The data 
is received in the one Wire UART 50 and then a ?nal 
command is sent from the master 42 to the electronic 
module. The ?nal command Wakes up the microprocessor 
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48. The master 42, knoWing that the microprocessor 48 is 
about to come on line, sends a signal on the poWer line so 
that the circuitry in the master is sWitched to provide the 
electronic module enough energy to operate the micropro 
cessor 48 and co-processor 46 functions via the single Wire 
connection 44. The circuitry of FIG. 2 Will be described in 
more detail later in this speci?cation. 

[0049] It is understood that the present invention is not 
limited to a single Wire connection betWeen a master/host 
and the electronic module. Furthermore, the present inven 
tion is not limited to the one Wire protocol for communica 
tion over a single Wire. The present invention could use more 
than one Wire to communicate betWeen the electronic mod 
ule and the master. You could use tWo, three, ?ve or more 
Wires to communicate. It is preferred that a single Wire or 
connection is used because a single Wire connection is less 
expensive to manufacture and can be made much more 
durable than a multiple Wire connection. 

[0050] FIG. 4 is a slave one Wire UART 70 block diagram. 
The one Wire UART 70 is in tWo sections. One is the one 
Wire front end 72 Which connects to the OWSU pad 74 (“one 
Wire slave UAR ”). The other part of the slave one Wire 
UART block diagram is a memory area With control logic 
called the data read Write area 76. The one Wire front end 72 
provides standard routine protocols used in one Wire com 
munications. The data read Write area 76 is composed 
basically of four to ?ve areas. TWo of them are an input 
register 78 and an output register 80. The input register 78 
and output register 80 are similar to circular buffers. Pref 
erably, the registers are eight to sixteen bites large. The input 
registers 78 and output registers 80 are provided such that 
the microprocessor can Write into the output registers 80 and 
the master 42 can access the output registers 80 via control 
logic 82 and the one Wire front end 72, thereby, reading the 
output registers 80. Furthermore, the master 42 can Write 
data through the logic in the one Wire front end 72 and 
deposit the data into the input registers 78. The input 
registers 78 can then be read by the microprocessor core and 
acted upon accordingly. There are tWo status registers: One 
of Which is the micro status register 84 Which alloWs the 
microprocessor core to send status information to the one 
Wire front end 72 and then sent out to the master 42 via the 
one Wire bus. Also, the master 42 can send data through the 
one Wire front end 72 into the second status register, the 
UART status register 86 for the microprocessor to read. The 
status registers are used for status in control relationships 
and the input and output registers are used primarily for data. 
It is understood that the input and output registers could also 
be used for commands and data based on hoW the commands 
or data are formatted. 

[0051] Still referring to the UART 70 in FIG. 4, there is 
an intermediate product register line 88 electronically con 
nected to the control logic of the UART. The other end of the 
intermediate product register is connected to the co-proces 
sor. The intermediate product register, is used to enable a 
master to send data directly to the co-processor or receive 
data directly from the co-processor on a block basis. The 
blocks are preferably 1,024-bits long. Thus, data can be 
provided directly from the host, the co-processor or co 
processor to the host Without using a majority of the circuitry 
in the UART. 








































