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(57) ABSTRACT 

A method and apparatus alloWs a client to easily send 
multiple commands to a server. The client registers one or 
more tables With the method and apparatus of the present 
invention, Which contain information With Which to query 
the client if the client provides commands to be sent to a 
server. When the client sends a command intended for the 
server, the command and the tables are used to query the 
client. If the application responds af?rmatively to the query, 
additional commands are generated for sending to the server. 
The method and apparatus assist in handling errors by 
deleting, either unconditionally or upon receipt of an 
instruction from the client, all pending commands related to 
the command causing the error and not generating additional 
such commands. 

1 

ADMINISTRATION 

RPC QUEUE 

21 

214 216 
APPLICATION SERVER 

INPUT/ INPUT/ 
OUTPUT OUTPUT 

SECONDARY 
RPG BUILDER 

M 

QUERY 
RESPONSE 
STORAGE 
A) 

TABLE 

MANAGER 
2L6 

QUERY 
MANAGER 

A) 

TABLE 
STORAGE 

I 
| 
| 
| 
I 
I 
I 
| 
| 
| 
I 
I 
I 
I 
I 
I 
| 
I 
I 
I 
| 
| 
| 
| 

: 
PLACEHOLDER I 

I 
I 
I 
| 
| 
| 
I 
| 
| 
I 
I 
| 
| 
| 
| 
I 
I 
| 
I 
I 
I 
I 
| 
I 
I 
I 



Patent Application Publication Aug. 2, 2001 Sheet 1 0f 6 US 2001/0011296 A1 

150 W 

STORAGE STORAGE 

L2 1_64. 

f 172 
__L 

STORAGE 'NPUT 
INPUT 
m) M 

PROCESSQR 

1 76 L50 

OUTPUT 

174 L8 

FIG. 1 

(PRIOR ART) 



Patent Application Publication Aug. 2, 2001 Sheet 2 0f 6 US 2001/0011296 A1 

IIIIIII'IIII 
SERVER 

240 

RPC QUEUE T238 

SECONDARY 
RPC BUILDER 

Q! 

QUERY 
RESPONSE 232 

.L 

8 2 

PRIMARY RPC 
STORAGE 

1 

I 
216 

INPUT/ 
OUTPUT 

ADMINISTRATION 

APPLICATION SERVER 
INPUTI 
OUTPUT IIIIIIIIIIIIIIIIL STORAGE 

Z_30 

TABLE 
PLACEHOLDER 
MANAGER 

236 

QUERY 
MANAGER 

TABLE 
STORAGE 

M 



Patent Application Publication Aug. 2, 2001 Sheet 3 0f 6 US 2001/0011296 A1 

I 
IDENTIFY TABLE USING RECEWE’ STORE TABLES 

PRIMARY RPC I \ 30s 

i k 314 RECEIVE PRIMARY RPC 
IDENTIFY FIRsT Row IN 

TABLE I \310 
' TI \ 31s STORE PRIMARY RPC, 

BUILD, PROVIDE QUERY ASSIGN, STORE IDENTIFIER 
FROM Row IDENTIFIED l L 312 

I \31s 
RECEIVE RESPONSE 

\320 

BUILD SECONDARY RPC 

I \324 
PLACE SECONDARY RPCIN 

QUEUE 
\ 326 

REPEAT? 
YES 

NO MORE 
Rows |N TABLE PLACE PRIMARY RPC IN 

,, QUEUE 

‘ 330 ®—_> \ 332 

IDENTIFY NEXT Row IN C STOP ) 
TABLE 

____I H234 
X336 FIG. 3A 



Patent Application Publication Aug. 2, 2001 Sheet 4 0f 6 US 2001/0011296 A1 

RECEIVE ERROR MESSAGE 

FROM SERVER’? 

RECOVERABLE? 

YES 352 

FLUSH QUEUE 

1, L354 
INSTRUCT SERVER TO 

ABORT 

i L356 
C STOP ) 

v \358 
INSTRUCT SERVER TO 

CONTINUE 

‘L \362 
C CONTINUE ) 

\364 
FIG. 3B 



Patent Application Publication Aug. 2, 2001 Sheet 5 0f 6 US 2001/0011296 A1 

DETECT ERROR 

V 

GENERATE, PROVIDE 
ERROR MESSAGE 

V 

FLUSH QUEUE 

FIG 4A 

DETECT ERROR 

\410 V 

SUSPEND COMMANDS 
HAVING SAME TAG 

V 

GENERATE, PROVIDE 
ERROR MESSAGE 

V 

RECEIVE RESPONSE 

\416 

YES NO 
422 

DELETE COMMANDS 
REMOVE SUSPENSION HAVING SAME TAG 

FIG. 4B 



Patent Application Publication Aug. 2, 2001 Sheet 6 0f 6 US 2001/0011296 A1 

DETECT ERROR 

SERIOUS? 
NO 

SUSPEND COMMANDS 
HAVING SAME TAG 

I \411 
GENERATE, PROVIDE 
ERROR MESSAGE 

I k412 
RECEIVE RESPONSE 

\416 

YES NO 
422 

DELETE COMMANDS 
REMOVE SUSPENSION HAVING SAME TAG 

v \424 | \ 426 

IDENTIFY 

I \432 
REPORT ERROR 

_% \434 
RESUME 

\436 
FIG. 4B 



US 2001/0011296 A1 

METHOD AND APPARATUS FOR PROVIDING 
MULTIPLE COMMANDS TO A SERVER 

RELATED APPLICATIONS 

[0001] This application is a Continuation-in-Part of appli 
cation Ser. No. 08/873,644 entitled, “Method and Apparatus 
for Reducing Inef?ciencies Caused by Sending Multiple 
Commands to a Server” ?led on Jun. 11, 1997 by Debashish 
Chaterjee and Luxi Chidambaran having the same assignee 
as this application and is incorporated herein by reference in 
its entirety. 

FIELD OF THE INVENTION 

[0002] The present invention is related to computer soft 
Ware and more speci?cally to client-server computer soft 
Ware. 

BACKGROUND OF THE INVENTION 

[0003] Commands sent to a server may be implemented as 
remote procedure calls. A remote procedure call alloWs a 
client to invoke any simple or complex operation on the 
server by means of a simple procedure call abstraction. An 
RPC subsystem generates client server stubs to send and 
receive parameters, freeing the application from this com 
plexity. 
[0004] Many client-server systems implement each invo 
cation of a command as a separate “round trip” to the server. 
In such a scenario, each command invocation is delayed due 
to the netWork latency, the delay (approximately 4 millisec 
onds in many networks) that occurs When a client command 
is sent to the server. In addition, execution of each command 
requires the server to perform context sWitches, requiring 
resources on the server for each such command it receives. 

[0005] Another problem With single remote procedure 
calls is that they use system resources extremely ineffi 
ciently. Basic system resources include the client, the net 
Work and the server. When a client prepares a single RPC, 
the server and the netWork connection betWeen the client 
and server sit idle. When the client sends the RPC over the 
netWork, the client and server sit idle. When the server 
processes the RPC, the client and the netWork connection 
betWeen the client and server sit idle. When the response is 
transmitted to the client over the netWork, the server and 
client sit idle. As a result of this inefficiency, the throughput 
of the system, that is, the number of requests for service 
processed in a given amount of time, is loW. 

[0006] To amortiZe the netWork latency and context 
sWitching over several commands, multiple commands may 
be bundled together. HoWever, this approach does not 
achieve optimal ef?ciency of the system. The client still sits 
idle during transmission of the bundle and its result and 
during server processing of the bundle. The server and 
netWork are still idle While the client assembles the bundle. 

[0007] Although the ef?ciency, and therefore, throughput, 
of a bundled RPC system improves over that of a single 
RPC-at-a-time, response time is actually Worse, because the 
?rst RPC to arrive in the bundle must Wait until additional 
RPCs arrive to produce the bundle. Conventional systems 
Which perform bundling in the client using a process exter 
nal to the application are especially prone to this problem, 
because the application had no control over the process. If 
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the client has a high priority RPC, it Would be placed by the 
external process into a queue of the external process Waiting 
for enough RPCs to arrive to produce a bundle before the 
high-priority RPC Would be sent. 

[0008] It Would be possible to alloW the client bundling to 
be performed by the application to give the application more 
control over the bundling process, alloWing high priority 
commands to be sent right aWay and loW priority commands 
to be bundled. HoWever, such an approach causes other 
problems. If the application sends too many small bundles, 
the overhead associated With calling the RPC system too 
often Will cause its oWn ef?ciency problems. If the applica 
tion sends too feW large bundles, the response time problem 
above is made Worse. In addition, the application is made 
more complex because the application is required to perform 
its oWn memory management functions. Another problem 
With this approach is that it Would likely increase the 
memory requirements in the client because not only Would 
the application require a buffer for storage of the bundle, but 
When the bundle is provided to a transport process, the 
transport process Will require its oWn buffer for reliable 
transmission of the bundle. 

[0009] Whether the bundling is performed by the appli 
cation or an external process, the error handling required to 
recover from errors becomes extremely complex because 
there may be outstanding RPCs at the time the error occurs 
and correct handling of any error may depend on Which 
command caused the error. 

[0010] Therefore, a system and method is desirable that 
improves the ef?ciency and throughput of the system by 
reducing or even eliminating idle time of the client, netWork 
connection and server, amortiZes netWork latency, context 
sWitching and RPC subsystem overhead Without imposing 
signi?cant delay, does not require the application to perform 
complex memory management functions nor requires tWo 
buffers to queue and reliably send the bundles, and simpli?es 
programming of error handling. 

SUMMARY OF INVENTION 

[0011] A method and apparatus intercepts server com 
mands, such as remote procedure calls, Which are generated 
by an originator such as an application program. The method 
and apparatus queries the originator of the remote procedure 
call Whether it desires other commands, such as remote 
procedure calls, to be sent to the server. If the originator 
assents to the query, it may provide any parameters to use in 
building the other commands. The original command is 
tagged With an identi?er, and any other commands built are 
also tagged With the same tag as the original command. The 
command received and the commands built are provided, for 
example to a queue to be sent to a server, either as they are 
built or in small batches, for execution. This arrangement 
maximiZes throughput by bundling related commands in a 
manner that is easy to program. It also alloWs related 
application state to be monitored as and When required. 
Memory requirements are not signi?cantly increased 
because only one command is processed at a time. If an error 
is detected by the application program, it may instruct the 
method and apparatus to ?ush from the queue the commands 
tagged With the same tag as the command that caused the 
error in order to prevent additional commands from being 
sent to the server. Additionally, the method and apparatus 
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can instruct the server to abort processing the commands 
tagged With the same tag as the command that caused the 
error. Errors detected and reported by the server include the 
tag or other identi?er of the command that caused the error. 
The server may abort processing of commands having a 
similar tag, and then ?ush similarly-tagged commands from 
the server queue as described above, either automatically, or 
in response from the application program after a description 
of the error and the tag are passed to it. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0012] FIG. 1 is a block schematic diagram of a conven 
tional computer system. 

[0013] FIG. 2 is a block schematic diagram of an appa 
ratus for providing commands for a server according to one 
embodiment of the present invention. 

[0014] FIG. 3A is a ?oWchart illustrating a method of 
providing commands for a server according to one embodi 
ment of the present invention. 

[0015] FIG. 3B is a ?oWchart illustrating a method of 
responding to an error according to one embodiment of the 
present invention. 

[0016] FIG. 4A is a ?oWchart illustrating a method of 
responding to an error according to one embodiment of the 
present invention. 

[0017] FIG. 4B is a ?oWchart illustrating a method of 
responding to an error according to an alternate embodiment 
of the present invention. 

[0018] FIG. 4C is a ?oWchart illustrating a method of 
responding to an error according to an alternate embodiment 
of the present invention. 

DETAILED DESCRIPTION OF A PREFERRED 
EMBODIMENT 

[0019] The present invention may be implemented as 
computer softWare on a conventional computer system. 
Referring noW to FIG. 1, a conventional computer system 
150 for practicing the present invention is shoWn. Processor 
160 retrieves and eXecutes softWare instructions stored in 
storage 162 such as memory, Which may be Random Access 
Memory (RAM) and may control other components to 
perform the present invention. Storage 162 may be used to 
store program instructions or data or both. Storage 164, such 
as a computer disk drive or other nonvolatile storage, may 
provide storage of data or program instructions. In one 
embodiment, storage 164 provides longer term storage of 
instructions and data, With storage 162 providing storage for 
data or instructions that may only be required for a shorter 
time than that of storage 164. Input device 166 such as a 
computer keyboard or mouse or both alloWs user input to the 
system 150. Output 168, such as a display or printer, alloWs 
the system to provide information such as instructions, data 
or other information to the user of the system 150. Storage 
input device 170 such as a conventional ?oppy disk drive or 
CD-ROM drive accepts via input 172 computer program 
products 174 such as a conventional ?oppy disk or CD 
ROM or other nonvolatile storage media that may be used to 
transport computer instructions or data to the system 150. 
Computer program product 174 has encoded thereon com 
puter readable program code devices 176, such as magnetic 
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charges in the case of a ?oppy disk or optical encodings in 
the case of a CD-ROM Which are encoded as program 

instructions, data or both to con?gure the computer system 
150 to operate as described beloW. 

[0020] In one embodiment, each computer system 150 is 
a conventional Sun Microsystems Ultra 1 Creator computer 
running the Solaris 2.5.1 operating system commercially 
available from Sun Microsystems of Mountain VieW, Calif., 
although other systems may be used. 

[0021] Referring noW to FIG. 2, an apparatus for provid 
ing commands to be sent to a server 240 is shoWn according 
to one embodiment of the present invention. In one embodi 
ment, an application program registers With the system 200 
one or more tables that instruct the system 200 hoW to 
respond to the receipt of remote procedure calls, referred to 
as “RPCs”, intended for the server. Each table contains one 
or more roWs, With each roW containing an RPC code and a 
query. In this manner, tables are registered to the system 200. 
Such registration may occur before the conventional opera 
tion of the application program, and/or during such conven 
tional operation. Tables may thus be registered during the 
conventional operation of the application program. 
[0022] As described beloW, When the system 200 receives 
an RPC (referred to as the “primary RPC”) from an appli 
cation program, the system 200 uses the tables to query the 
application program. The application program can indicate 
an affirmative response to the query and include any param 
eters associated With the RPC code corresponding in the 
table to the query. The system then generates an RPC, 
referred to as a “secondary RPC”, using the RPC code and 
the parameters as described in more detail beloW. 

[0023] In one embodiment, each table is received at input 
226 With header information that includes one or more RPCs 
as described beloW. Table storage 224 receives at input 226 
the one or more tables. Input 226 may receive the one or 
more tables from an application program or other source. 
Each table is stored in table storage 224 for use as described 
beloW. 

[0024] Administration 210 receives from an application 
program at input/output 214 a remote procedure code, or 
RPC. The RPC received from the application program is 
referred to as the primary RPC. In one embodiment, each 
RPC is made up of an RPC opcode and any parameters used 
in executing the RPC at the server 240. Administration 210 
generates a tag and associates the tag With the RPC received. 
The tag is an identi?er that identi?es the primary RPC and 
any secondary RPCs generated in response to the receipt of 
that RPC by the present invention. In one embodiment, the 
tag is generated by adding ‘1’ to any prior tag generated, or 
using a value of ‘0’ if no prior tags have been generated by 
administration 210. 

[0025] As described beloW, the present invention gener 
ates secondary RPCs for some or all primary RPCs, and each 
of these secondary RPCs is tagged With the same value as 
the primary RPC Which caused it to be generated. The tag 
value used by administration 210 should be large enough to 
alloW every group of primary RPCs and corresponding 
secondary RPCs to be uniquely identi?ed until the entire 
group of RPCs has been eXecuted by the server 240 and the 
response has been received by the application program 
Which generated the primary RPC. Administration 210 pro 
vides the tag to secondary RPC builder 234, described in 
more detail beloW. 
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[0026] In one embodiment, administration 210 stores the 
primary RFC and the tag into primary RPC storage 218. In 
such embodiment, the primary RPC is queued for sending to 
the server only after queuing all secondary RPCs generated 
as described beloW. Thus, the primary RPC is stored in 
primary RPC storage 218 until all secondary RPCs have 
been generated as described beloW. In an alternate embodi 
ment of the present invention, the primary RPC is queued 
ahead of all secondary RPCs generated as described beloW. 
In such embodiment, no primary RPC storage 218 is nec 
essary, and administration 210 stores the primary RFC and 
tag into RPC queue 235 upon receipt at administration 
input/output 214. 

[0027] In one embodiment, multiple tables, described 
beloW, may be de?ned to the system 200 and stored in table 
storage 224. Each table contains in a header one or more 
RPCs: a particular table is to be used if the primary RPC 
matches one of the RPCs in the header of the table. Admin 
istration 210 compares the primary RPC received at input 
214 With the primary RPCs stored in the header of each table 
stored in table storage 224. If administration 210 identi?es 
a match betWeen the primary RPC received at input/output 
214 and one of the RPCs stored in the header of a table 
stored in table storage 224, administration 210 identi?es the 
table containing such matching RPC, for eXample by retain 
ing a pointer to such table. Administration 210 passes this 
pointer to table place holder manager 236. 

[0028] In one embodiment, if no match is made betWeen 
the primary RFC and any of the RPCs in the header of each 
table, a default table is identi?ed by administration 210. In 
another embodiment, if no match is made, administration 
210 passes the tagged primary RPC directly to RPC queue 
235 and the operation of the remainder of the system 200 
described beloW is not performed for such primary RPCS, 
alloWing such primary RPCs to avoid generating any sec 
ondary RPCs. 
[0029] In an alternate embodiment of the present inven 
tion, all RPCs received at input 214 use a single table. In 
such embodiment, no such comparison is required, and 
administration 210 signals table place holder manager 236. 
Table place holder manager 236 initialiZes by pointing to the 
?rst roW in this single table stored in table storage 224. 

[0030] Table place holder manager 236 maintains a place 
holder indicating a particular roW of the table identi?ed by 
administration 210. When table place holder manager 236 
receives the pointer to the table from administration 210, 
table place holder manager 236 initialiZes the place holder it 
stores to point to the ?rst roW in the table corresponding to 
the pointer received from administration 210. 

[0031] After signaling table place holder manager 236, 
administration 210 signals query manager 220. Query man 
ager 220 retrieves the place holder held by table place holder 
manager 236 and retrieves from table storage 224 the query 
in the roW of the table pointed to by the place holder 
retrieved from table place holder manager 236. Query man 
ager 220 provides at output 221 coupled to the application 
Which provided the primary RPC the query de?ned in the 
roW of the table pointed to by table place holder manager 
236. In one embodiment, output 221 is coupled to input 214, 
hoWever such coupling is not shoWn to avoid cluttering the 
Figure. In one embodiment, query manager 220 signals table 
place holder manager 236 at the time it provides the query 
at output 221 for use as described beloW. 
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[0032] Query response storage 230 receives the response 
to the query at input 232 coupled to the application program 
that received the query. In one embodiment, the response 
indicates Whether a secondary RPC made up of the RFC 
code corresponding to the query should be built and queued 
to be sent to the server 240. If the response to the query 
indicates that such an RPC should be built, the response also 
indicates any parameters to send to the server 240 With the 
RFC. If the response indicates that the RFC corresponding 
to the query should be sent to the server 240, query response 
storage 230 sends the parameters received to secondary RPC 
builder 234. Secondary RPC builder 234 retrieves the place 
holder stored in table place holder manager 236 and builds 
a secondary RPC containing the secondary RPC code stored 
in table storage 224 corresponding to the placeholder 
retrieved, the parameters received by query response storage 
230 and the tag received from administration 210 described 
above. Secondary RPC builder 234 transfers the secondary 
RPC it builds to the tail of the RFC queue 235. The RPC 
queue 235 is a conventional RPC queue described above. 
The contents of RFC queue 235 are transmitted to the server 
240 via output 237 When the RFC queue 235 is full, or When 
a periodic timer signal is received at input 238. The periodic 
timer signal may be received from an operating system upon 
instruction from administration 210 via output 212. 

[0033] Query response storage 230 signals table place 
holder manager 236 that a response has been received. In 
one embodiment, table place holder manager 236 sets a 
timer at the time it Was ?rst signaled by query manager 220. 
If table place holder manager 236 does not receive the signal 
from query response storage 230 that a response has been 
received before the timer elapses, table place holder man 
ager 236 signals administration 210 that an error has 
occurred. If no such error occurred, table place holder 
manager 236 points to the neXt roW in the table stored in 
table storage 224 upon receipt of the signal from query 
response storage 230 that a response to the query has been 
received. Table place holder manager 236 neXt signals query 
manager 220 to repeat the process described above, includ 
ing sending the query pointed to by table place holder 
manager 236. In this embodiment, the system 200 queries 
the application program using each query in the table until 
no unsent queries remain in the table. When no unsent 
queries remain in the table, table place holder manager 236 
signals administration 210 instead of signaling query man 
ager 220. In such embodiment, if the primary RPC is sent to 
the server 240 after the secondary RPCs, administration 210 
signals primary RPC storage 218 to transfer the primary 
RPC to the tail of the RFC queue 235. 

[0034] In one embodiment, some or all of the roWs of the 
table stored in table storage 224 have an optional “repeat” 
parameter that has meaning only to the system 200 and is not 
sent to the server 240 With the secondary RPC. If the 
application program returns With the response to the query 
a repeat parameter equal to true, query response storage 230 
signals table place holder manager 236 that the application 
desires the system 200 to repeat the prior query. Table place 
holder manager 236 does not advance the place holder to the 
neXt roW of the table. Instead, table place holder manager 
236 signals query manager 220. As described above, query 
manager 220 uses the place holder of table placeholder 
manager 236 to build the query sent to the application 
program. Because the placeholder is not updated by table 
placeholder manager 236, the prior query sent to the appli 
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cation program at output 224 by query manager 220 is resent 
to the application program at output 224. The application 
program can thereby cause a query to be repeated again and 
again until the application program sets the repeat parameter 
to false in the response to the query, or does not return it in 
the response. 

[0035] In one embodiment, the repeat parameter can oper 
ate as a “goto” command. Instead of signaling table place 
holder manager 236 Without advancing the placeholder, 
query manager 220 can adjust the placeholder to point to a 
speci?ed roW of the table received in the response to the 
query. Another response may signal query manager 220 to 
adjust the placeholder by an offset amount from the current 
roW pointed to by the placeholder as speci?ed in the 
response to the query. When table placeholder manager 236 
signals query manager, query manager Will use the place 
holder adjusted as described above. 

[0036] The use of a repeat parameter can reduce the siZe 
of the table stored in table storage 224, reducing memory 
requirements for table storage 224 and keeping any table 
Within any siZe limits that may be imposed. 

[0037] A repeat parameter has many applications. One 
such application is When requests for Work are received and 
directed to one of multiple servers to Which the apparatus 
200 is connected. One thread of an application can place a 
request in the queue, and a second thread can remove the 
request from a speci?ed queue, build the RFC that Will 
implement the request and send the RFC to the server 
serving the thread. Each thread can operate independently of 
the other. The ?rst thread can add to the queue as necessary. 
When the repeat parameter is true, a query performed by the 
second thread, in addition to returning parameters for the 
RFC, can identify Whether any additional commands are in 
the queue. The second thread can thus check the state of the 
queue it serves as often as RPCs can be built for the 
commands contained in the queue, but need not check the 
queue more often. 

[0038] If an error occurs as a result of the execution by the 
server 240 of an RPC, it may be detected by the server 240 
or the application program. If the server 240 or the appli 
cation program detects an error, the server 240 or application 
program is referred to as a detecting unit. The detecting unit 
reports the error to administration 210. In one embodiment, 
the server 240 reports errors to administration at input/ 
output 216 and the application program reports errors to 
administration at input/output 214. The report can include an 
indicator of the type of error, such as divided by Zero error, 
and includes the tag of the RFC Which caused the error. 
Upon receipt of a report of an error, administration 210 
signals table placeholder manager 236 and secondary RPC 
builder 234 to halt operation, and signals RPC queue 235 
With the tag. RPC queue 235 deletes the RPCs correspond 
ing to that tag that remain in the queue, if any. Administra 
tion 210 neXt signals the other unit, the application if the 
server 240 is the detecting unit, or the server 240 if the 
application is the detecting unit, via outputs 214, 216, 
respectively. 

[0039] If administration 210 signals the server 240, 
administration 210 includes a tag of the RPCs to be aborted. 
The server 240 Will abort processing RPCs that have the 
received tag. If administration 210 signals the application, 
the application can respond to the error. (In one embodi 
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ment, administration 210 does not signal the detecting unit, 
because the detecting unit is presumed to have realiZed the 
error occurred.) 

[0040] In one embodiment, if the detecting unit is the 
server 240, the server 240 Will abort processing all RPCs 
corresponding to the tag sent by the server 240. In another 
embodiment, the server 240 does not abort processing RPCs 
corresponding to this tag. Instead, administration 210 signals 
via output 214 the application and includes the tag and an 
error code When it receives the error report from the server 
240. The application may use the error code and the tag to 
determine Whether or not the error is of the type for Which 
the application can recover. In such embodiment, the appli 
cation signals administration 210 via input 214 if the error 
is of the type from Which the application can recover. 
Administration 210 signals the server 240 via output 216, 
and server 240 continues processing any RPCs correspond 
ing to that tag as if no error had occurred. Administration 
210 does not remove RPCs corresponding to that tag from 
the RFC queue 235 if the application indicates the error is of 
the type from Which the application can recover. 

[0041] In one embodiment, the system 200 described 
above resides in a client computer, hoWever, the present 
invention may reside in any computer coupled to the client 
computer, such as a TP monitor or a monitor described in 

copending application Ser. No. 08/873,644. In another 
embodiment, the system 200 described above is a conven 
tional AQ propagator commercially available from Oracle 
Corporation of RedWood Shores, Calif., that receives com 
mands and sends each command received to one of several 
servers to Which it is coupled. 

[0042] In one embodiment, the server 240 is a conven 
tional server, such as the Oracle 8 product available from 
Oracle Corporation of RedWood Shores, Calif., modi?ed as 
described herein. The server 240 receives RPCs tagged as 
described above and returns to the application program the 
result of the RFC With the tag of the RFC. The server 240 
can detect an error using conventional error detection capa 
bilities, and sends to the client an error code and the tag of 
the RFC that generated the error. Additionally, in response to 
an error, the server 240 suspends processing of RPCs having 
the same tag as the RFC Which generated the error, and 
removes any such RPCs With that tag from the queue in one 
embodiment. In another embodiment, the server 240 sus 
pends processing of such RPCs and Waits for instructions 
from the client or other device containing the remainder of 
the apparatus of the present invention. If such client or other 
device instructs the server 240 to resume processing, the 
server continues processing the RPCs for Which processing 
Was suspended. If such client or other device instructs the 
server to abort processing, the server does not process the 
remaining RPCs tagged With the same tag as the RFC Which 
generated the error, and removes other similarly tagged 
RPCs from the server queue Which contains RPCs to be 
executed by the server 240. Additionally, the server 240 can 
respond to an instruction containing a tag instructing the 
server to abort processing of any RPCs With that tag in the 
same manner, even if the instruction is not in response to an 
error message generated by the server. 

[0043] Referring noW to FIG. 3A, a method of providing 
at least one command is shoWn according to one embodi 
ment of the present invention. One or more tables as 
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described above is received and stored 308. Aprimary RPC 
is received as described above 310, and the primary RPC 
may be stored 312. In one embodiment, a unique identi?er 
referred to herein as a “tag” is assigned to the primary RPC 
and also stored 312. This identi?er Will identify the primary 
RPC and all secondary RPCs generated from the primary 
RPC as described herein. 

[0044] As described above, each table may contain a set of 
one or more primary RPCs to Which the table corresponds. 
In such embodiment, the primary RPC received at step 310 
is compared With the primary RPCs associated With each 
table. If a match is located, the table is identi?ed 314. In one 
embodiment, if no table is identi?ed, the remaining steps in 
FIG. 3A are not taken. In another embodiment, a default 
table may be received as a part of step 308, so that if no 
match is found on the primary RPCs, the default table is 
identi?ed in step 314. 

[0045] If a table is identi?ed in step 314, the method 
continues at step 316. In an alternate embodiment of the 
present invention, only one table is received at step 308. All 
primary RPCs utiliZe this table, and therefore step 314 may 
be omitted. 

[0046] The ?rst roW in the table identi?ed in step 314 is 
identi?ed 316. In one embodiment, the ?rst roW in a table is 
stored as the ?rst physical roW of the table, hoWever the ?rst 
roW may be stored elseWhere in the table. The query for the 
roW identi?ed is built 318. In one embodiment, building the 
query is performed by copying the query from a portion of 
the roW identi?ed. The query built is provided 318, for 
example to an application program. 

[0047] A response to the query is received 320, for 
example from an application program. If the response indi 
cates that a secondary RPC is to be built 322, the secondary 
RPC is built 324. In one embodiment, the secondary RPC is 
built by extracting in the current roW the secondary RPC 
code in the currently speci?ed table roW, appending the 
parameters received in the response in step 320 and append 
ing the tag assigned and stored in step 312. If the response 
received in step 320 indicates that no secondary RPC is to 
be built 322, the method terminates at step 334. OtherWise, 
the secondary RPC built in step 322 is placed in a queue 326, 
or otherWise provided. 

[0048] In one embodiment, the response received in step 
320 may contain an optional repeat parameter. In such 
embodiment, if this repeat parameter is returned true 328, 
the method continues at step 318, repeating the steps 318 
through 326, With the possibility that a different set of 
parameters is received in the response at step 320 and used 
to build the secondary RPC at step 324. The Goto parameter 
described above may also be implemented. If no repeat 
parameter is returned or it is returned false, the method 
continues at step 330. In any embodiment in Which no repeat 
parameter is alloWed, step 328 may be omitted, and step 330 
unconditionally folloWs step 326. 

[0049] If there are more roWs in the table 330 folloWing 
the table roW identi?ed previously, the next roW in the table 
is identi?ed 336, and the method continues at step 318. In 
one embodiment, the next roW in the table is the roW in the 
table physically folloWing the roW in the table identi?ed 
prior to step 336. If no more roWs exist in the table 330, the 
primary RPC is placed in the queue 332 or otherWise 

Aug. 2, 2001 

provided, and the method terminates at step 334. In one 
embodiment, the primary RPC is placed in the queue ahead 
of the secondary RPCs. In such embodiment, step 332 is 
performed prior to step 318. 

[0050] At any step shoWn in FIG. 3A, an error message 
may be received. In one embodiment, an error message may 
be received from the server or from an application program. 
In one embodiment, an error message includes the tag 
identi?er assigned to the primary RPC in step 312 and 
associated With the secondary RPCs in step 324. For 
example, because each RPC sent to the server contains the 
tag, as described beloW, the server can return an error 
message With the tag of the RPC that caused the error. 
Because the server provides responses to RPCs that com 
plete Without errors and the responses include the tag of the 
RPC, the application program can determine the tag of the 
RPC that used the error it detects in the result. 

[0051] Referring noW to FIG. 3B, if an error message is 
received 348, and the error message is from the server 350, 
a determination is made 352 Whether the error is an error that 
may be ignored. Such an error is referred to as a recoverable 
error. In one embodiment, the determination of Whether an 
error is recoverable is made by passing the error message to 
an application program, and receiving a response indicating 
Whether the error is recoverable. Whether an error is recov 

erable can depend on the status of the application program. 
If the error is recoverable, the server is instructed to continue 
362 and the method shoWn in FIG. 3B continues at step 364 
as if no error message had been received. If the error 

message used not recoverable 352, or Was not received from 
the server, RPCs queued for the server With the identi?er of 
the tag received in the error message are removed from the 
queue 354 and the server is instructed to abort processing 
356. In one embodiment, such instruction includes the tag 
identi?er that Was stored at step 312 of FIG. 3A. This 
identi?er alloWs the server to distinguish the RPCs to abort 
from other RPCs that may have been sent and are Waiting to 
be executed. 

[0052] In another embodiment, the each RPC may be 
identi?ed to the server as one from Which the server is to 

report, but not abort processing if the error is not serious (for 
example, a divide by Zero error may be considered serious, 
but an empty table result may not be serious). The server 
may report the error by including the tag or another identi?er 
of the remote procedure call such as a number indicating the 
order in Which the RPC Was received Within the group of 
similarly tagged RPCs. 

[0053] Referring noW to FIG. 4A, a method of responding 
to an error is shoWn according to one embodiment of the 
present invention. This method may be used by a server to 
respond to errors. As a result of executing a command such 
as an RPC Which may include a tag, an error is detected 410 
using conventional error detection methods, such as divide 
by Zero and over?oW detection. An error message is gener 
ated and provided 412 that contains an error code indicating 
the type of error and the tag of the command that caused the 
error. In one embodiment, a queue containing pending 
commands is ?ushed 414 of any commands having a tag 
equivalent to the tag of the command that caused the error. 

[0054] In another embodiment shoWn in FIG. 4B, 
betWeen steps 410 and 412 described above, the tag is added 
411 to a list of suspended tags used to determine the next 
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command in the queue to execute, With commands having a 
tag in the suspended list not being executed. A response to 
the error message provided in step 412 is received 416. If the 
response is received indicating that execution of such tagged 
commands should resume 422, the tag is removed 424 from 
the suspended list and execution of the commands so tagged 
resumes. If a response is received that indicates execution of 
such tagged commands should not resume 422, such com 
mands are deleted 426. 

[0055] In another embodiment illustrated in FIG. 4C, the 
above procedure described With reference to FIG. 4B is 
folloWed only if the error is serious 430. If not, the command 
that caused the error is identi?ed 432, an identi?er of the 
command is provided 434 either individually or With iden 
ti?ers of other commands that caused errors, and processing 
of other commands continues 436. As shoWn in the ?gure, 
processing also continues after steps 426 and 424. 

What is claimed is: 
1. An apparatus for providing at an output a ?rst set of 

commands to be sent to a server, comprising: 

an administration having a ?rst input operatively coupled 
to receive at least one command, the administration for 
providing at a ?rst output an indicator of receipt of the 
at least one command; 

a query manager having an input coupled to the admin 
istration ?rst output, the query manager for, responsive 
to receipt of the indicator of receipt, providing at an 
output at least one query, each of said queries corre 
sponding to at least one command in a second set; and 

a secondary RPC builder having an input operatively 
coupled to receive at least one response corresponding 
to at least one of the at least one query, and for 
providing at an output at least one of the commands in 
the second set responsive to at least one of the at least 
one response received at the secondary RPC builder 
input. 

2. The apparatus of claim 1, Wherein the administration 
additionally comprises a second output and the administra 
tion is additionally for providing at the second administra 
tion output an initialiZation signal responsive to receiving 
the at least one command at the administration ?rst input, the 
apparatus additionally comprising a table placeholder man 
ager having a ?rst input coupled to the administration 
second output for receiving the initialiZation signal from the 
administration, the table placeholder manager for providing 
at an output an indicator of at least one of the commands in 
the second set. 

3. The apparatus of claim 2, Wherein the second set of 
commands comprises a table. 

4. The apparatus of claim 2, Wherein each of the second 
set of commands comprises a remote procedure code 
capable of causing a server to execute a plurality of a third 
set of commands. 

5. The apparatus of claim 1, Wherein the administration 
additionally comprises a second input operatively coupled to 
receive error messages, and the apparatus additionally com 
prises a server having an input coupled to the secondary 
RPC builder output for receiving the commands in the 
second set the server for providing at an output coupled to 
the administration second input an error code and a tag of the 
said command, responsive to the execution of a command 
resulting in an error detectable by the server. 

Aug. 2, 2001 

6. The apparatus of claim 5, Wherein the administration 
additionally has a second output for providing an instruction 
to abort processing, and the server is additionally for receiv 
ing at a second input coupled to the administration second 
output said instruction and for aborting processing of at least 
one of the commands in the second set corresponding to the 
tag provided at the server output. 

7. A Method of providing at least one command, com 
prising: 

receiving a ?rst command; 

responsive to the receipt of the ?rst command, locating 
query information from a set of query information; 

providing a query responsive to the query information 
located; 

receiving a response corresponding to the query provided; 

building at least one second command responsive to the 
response received; and 

providing the at least one second command built. 
8. The method of claim 7 Wherein at least one of the 

second commands comprises a remote procedure code 
capable of causing a server to execute a plurality of third 
commands. 

9. The method of claim 7 comprising the additional step 
of providing the ?rst command received. 

10. The method of claim 9 Wherein each of the ?rst and 
second commands are provided to a queue. 

11. The method of claim 10, comprising the additional 
steps of: 

receiving an error message; and 

discarding at least one command in the queue responsive 
to the error message. 

12. The method of claim 11 comprising the additional step 
of, responsive to the error message received, providing a 
command to a server to abort processing of at least one 
second command. 

13. A method of responding to an error caused by a 
command having a tag, comprising: 

detecting the error; 

generating an error message comprising the tag; 

providing the error message generated; and 

removing from a queue at least one different command 
having a tag corresponding to the tag of the command. 

14. A method of responding to an error caused by a 
command having a tag, the method comprising: 

detecting the error; 

indicating suspension execution of other commands hav 
ing a tag equivalent to the tag of the command; 

generating an error message comprising the tag; 

providing the error message generated; 

receiving a response having a ?rst state and a second state; 

responsive to the response in the ?rst state, removing the 
suspension indicated; and 

responsive to the response in the second state, deleting at 
least one of the other commands. 
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15. A computer program product comprising a computer 
useable medium having computer readable program code 
embodied therein for providing at least one command, the 
computer program product comprising: 

computer readable program code devices con?gured to 
cause a computer to receive a ?rst command; 

computer readable program code devices con?gured to 
cause a computer to, responsive to the receipt of the 
?rst command, locate query information from a set of 
query information; 

computer readable program code devices con?gured to 
cause a computer to provide a query responsive to the 
query information located; 

computer readable program code devices con?gured to 
cause a computer to receive a response corresponding 
to the query provided; 

computer readable program code devices con?gured to 
cause a computer to build at least one second command 

responsive to the response received; and 

computer readable program code devices con?gured to 
cause a computer to provide the at least one second 
command built. 

16. The computer program product of claim 15 Wherein at 
least one of the second commands comprises a remote 
procedure code capable of causing a server to eXecute a 
plurality of third commands. 

17. The computer program product of claim 15 addition 
ally comprising computer readable program code devices 
con?gured to cause a computer to provide the ?rst command 
received. 

18. The computer program product of claim 17 Wherein 
the computer readable program code devices con?gured to 
cause the computer to provide comprise computer readable 
program code devices con?gured to cause a computer to 
provide each of the ?rst and second commands to a queue. 

19. The computer program product of claim 18, addition 
ally comprising: 

computer readable program code devices con?gured to 
cause a computer to receive an error message; and 

computer readable program code devices con?gured to 
cause a computer to discard at least one command in 
the queue responsive to the error message. 

20. The computer program product of claim 19 addition 
ally comprising computer readable program code devices 
con?gured to cause a computer to, responsive to the error 
message received, provide a command to a server to abort 
processing of at least one second command. 
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21. A computer program product comprising a computer 
useable medium having computer readable program code 
embodied therein for responding to an error caused by a 
command having a tag, the computer program product 
comprising: 

computer readable program code devices con?gured to 
cause a computer to detect the error; 

computer readable program code devices con?gured to 
cause a computer to generate an error message com 

prising the tag; 

computer readable program code devices con?gured to 
cause a computer to provide the error message gener 
ated; and 

computer readable program code devices con?gured to 
cause a computer to remove from a queue at least one 

different command having a tag corresponding to the 
tag of the command. 

22. A computer program product comprising a computer 
useable medium having computer readable program code 
embodied therein for responding to an error caused by a 
command having a tag, the computer program product 
comprising: 

computer readable program code devices con?gured to 
cause a computer to detect the error; 

computer readable program code devices con?gured to 
cause a computer to indicate suspension execution of 
other commands having a tag equivalent to the tag of 
the command; 

computer readable program code devices con?gured to 
cause a computer to generate an error message com 

prising the tag; 

computer readable program code devices con?gured to 
cause a computer to provide the error message gener 

ated; 
computer readable program code devices con?gured to 

cause a computer to receive a response having a ?rst 
state and a second state; 

computer readable program code devices con?gured to 
cause a computer to responsive to the response in the 
?rst state, remove the suspension indicated; and 

computer readable program code devices con?gured to 
cause a computer to, responsive to the response in the 
second state, delete at least one of the other commands. 


