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(57) ABSTRACT 

A method and system for automatically collecting and for 
analyzing information about time and work performed on a 
computer includes a hardware abstraction layer for moni 
toring activity on various user input devices. The system 
also includes the following elements: a data collector for 
monitoring certain portions of a user’s computer activity and 
for logging into a log ?le those certain portions of a user’s 
computer activity; a data analyzer for determining by fol 
lowing user-de?ned rules showing which portions of those 
certain portions of a user’s computer activity constitutes 
continuous work activities, and how this work should be 
categorized by project and task with project; and an external 
interface for building the rules de?ning work. The data 
collector includes a resident module, such as a TSR (termi 
nate-and-stay-resident) module, which extends the ?le sys 
tem of the computer so that detailed records are kept of ?le 
activities. The data collector also routes information about 
?le and keyboard activity, and tabulates and writes such 
information to a user’s disk periodically. The hardware 
abstraction layer is a software module which is interposed 
between actual physical user input devices and the data 
collector. 
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TIME AND ACTIVITY TRACKER WITH 
HARDWARE ABSTRACTION LAYER 
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tinuation-in-part of patent application Ser. No. 08/732,675 
?led Oct. 15, 1996, now US. Pat. No. 5,696,702 granted 
Dec. 9, 1997, Which is a continuation-in-part of noW 
abandoned US patent application No. 08/423,029, ?led on 
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herein in their entirety. 

STATEMENT REGARDING FEDERALLY 
SPONSORED RESEARCH OR DEVELOPMENT 

[0002] Not Applicable 

REFERENCE TO MICROFICHE APPENDIX 

[0003] Not Applicable 

BACKGROUND OF THE INVENTION 

[0004] 1. Field of the Invention 

[0005] The present invention relates generally to systems 
for recording time expended in performing tasks and, more 
particularly, to systems for automatically recording time and 
Work performed on a computer by monitoring ?le activity 
and by monitoring various input devices. 

[0006] 2. Description of the Background Art 

[0007] Telecommuting refers to Work being done at loca 
tions other than a central location. Telecommuters are typi 
cally knoWledge Workers Who Work primarily on tasks 
Which require mental or intellectual activity, rather than on 
tasks Which require physical or capital intensive Work at a 
central location. Many Telecommuters use personal com 
puters at their remote Work site. One of the biggest obstacles 
to implementation of telecommuting is that managers Would 
not be able to tell if their telecommuting employees Were 
actually Working. Another obstacle is the problem of hoW to 
measure the productivity of telecommuting employees. A 
manager needs to trust that a telecommuting employee is 
Working and trust is developed through quality communi 
cations betWeen the central site and the remotely located 
telecommuting Worker. 

[0008] Professional knoWledge Workers, such as computer 
programmers, bill their time for Work done on their com 
puters. The problem of hoW to monitor their time and 
activities on their computer, as Well as hoW to automatically 
calculate the cost of these activities for accounting purposes, 
needs to be solved. Many invoicing systems rely on the 
manual inputting of the billable time and a technique is 
required to determine the accuracy of that billed time. In the 
custom softWare programming business, speci?cations often 
change so that more time is expended than is originally 
projected and a customer needs to receive accurate docu 
mentation for additional time to be billed. 
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[0009] A Directive issued by President Clinton on Jul. 11, 
1994 on family-friendly Work arrangements addressed the 
subject of expanding family-friendly Work arrangements in 
the executive branch of the US. Government. The head of 
each executive department or agency Was directed to estab 
lish a program to encourage and support the expansion of 
?exible family-friendly Work arrangements, including: job 
sharing; career part-time employment; alternative Work 
schedules; telecommuting and satellite Work locations. All 
necessary steps Were to be taken to support and encourage 
the expanded implementation of ?exible Work arrangements 
to achieve the goals of the directive. 

[0010] Telecommuting Would have a signi?cant impact on 
reduction of air pollution. AT&T has estimated that an 
average employee spends 70 minutes a day commuting and 
generates 43 pounds of pollution a day. If tWo million 
commuters, Which is less than 3% of the United States Work 
force, telecommuted, 43,000 tons of pollution Would be 
eliminated every day. The California’s Southern Coast Air 
Quality Management District estimated the annual pollution 
from cars in 1991 to be 2,064,000 tons of pollutants. 

[0011] Telecommuting provides a number of bene?ts. 
Productivity increase of 10%-20% can be expected. Turn 
over rates and related neW employee recruitment and train 
ing costs are reduced. Management by objective rather than 
management by process is fostered. Specialists for a par 
ticular task can be recruited, regardless of geographic loca 
tion. OrganiZations can be ?exibly organiZed With faster 
response times and improved employee morale. Telecom 
muters can provide greater participation by users in their 
local activities. A cleaner environment and an increased 
ability to meet state and federal clean air and employee 
commuting reduction programs can be provided. The con 
sumption of energy and dependence on fossil fuels is 
decreased. 

[0012] Several important business economic concerns are 
all positively affected by telecommuting, including: main 
taining or increasing productivity; decreasing of?ce space 
needs; attracting or retaining critical skills among the staff; 
and compliance With air quality or other environmental 
regulations. 

[0013] US. Pat. No. 5,305,238 dated Apr. 19, 1994, 
granted to Starr et al. for “Data Input Monitor and Indicator 
For Managing Work Pace and Rest Periods” discloses a data 
input monitor for use With a computer keyboard, Which 
measures the amount of data entered into a computer and 
establishes rest periods based on the measured data input. 
This patent counts keystrokes but does not provide an 
indication of What Work is accomplished or What projects are 
being Worked on. 

[0014] US. Pat. No.: 4,819,162 dated Apr. 4, 1989, 
granted to Webb et al. for “Time Clock System Including 
Scheduling Payroll and Productivity Analysis Capability” 
discloses a computeriZed time clock system, Which includes 
a personal computer via Which employee, job, and schedule 
records may be assembled and maintained. This system 
records only time-in and time-out transactions and does not 
provide for user-de?ned data collection and analysis of time 
expended and Work accomplished. 

[0015] Thus, a need exists for a technique for selectively 
and automatically measuring the actual amount of Work 
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done on various projects on a computer by an operator, such 
as a telecommuter, either at a local site or at a site on a 
network Where the user has a number of input devices. 

BRIEF SUMMARY OF THE INVENTION 

[0016] It is an object of a time tracking system provided 
according to the invention to produce automatic documen 
tation and unalterable proof of Work done on a computer. 
This Will allow managers to feel more comfortable With 
having their computer-oriented employees telecommute, 
resulting in economic bene?ts to the employer, employee, 
and ecological bene?ts from reduced vehicle usage and car 
emissions due to commuting. Self-employed professionals 
Who use a computer to generate income can use this product 
to document their Work and automatically generate invoices 
that accurately documents the time and Work done by the 
computer professional. 

[0017] The time tracking system according to the inven 
tion has a data analyZer Which provides for the exclusion of 
time Where there is no activity on the computer. By accu 
rately measuring the time and Work on a computer, produc 
tivity can be measured and estimates for future projects can 
be more accurately forecasted With reduced ?nancial risk. 
The time tracking system according to the invention pro 
vides the ability to track only certain user selected ?les or 
directories. 

[0018] The time tracking system provided according to the 
invention provides for automatic documenting of time and 
Work performed on a computer. In the past, the tracking of 
Worked time has been done by manual input and not on stand 
alone personal computers. Anyone Working With a personal 
computer or a computer netWork can have an automatic, 
accurate, and reliable means of documenting time and Work 
done With a personal computer. The invention permits 
selection of the ?les and directories to be monitored. Mul 
tiple customers or employers can be accommodated and all 
operating system calls can be stored. 

[0019] The time tracking system according to the inven 
tion provides an automatic Way of collecting information 
about computer Work, categoriZing it by user-de?nable 
rules, and in essence, providing proof of exactly hoW long 
someone has been Working on a speci?ed task. This provides 
a documentation tool bene?cial to both management and 
Workers. 

[0020] The time tracking system according to the inven 
tion provides a technique for selectively and automatically 
measuring the actual amount of Work done on each of 
various projects on a computer by an operator such as a 
telecommuter. 

[0021] The data collected by the system can be encrypted 
to maintain the integrity of the data. Because the data is 
encrypted, information about reported time and Work per 
formed on the computer is accurate and cannot be altered. 

[0022] The system provided according to the invention 
automates the documenting of time and Work performed on 
a computer. In the past, the tracking of Worked time has been 
done by manual input and not on stand-alone personal 
computers. The purpose of this invention is to measure the 
amount of Work done on a computer. The advantage is the 
amount of time and Work performed out of sight can be 
accurately and automatically documented and encrypted to 
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prevent manipulation of recorded data. Anyone Working 
With a personal computer can have an automatic, accurate, 
and reliable means of documenting their time and Work done 
With a personal computer. For those that Work With personal 
computers, there is noW a Way of automatically document 
ing Work performed. The system is able to select What ?le 
and directories to monitor, based on user selection. The 
system is also able to Work With multiple customers or 
employers to automatically store all operating system calls. 

[0023] In accordance With this and other objects of the 
invention, a technique is provided for measuring the amount 
of Work done on a computer. The invention is a method and 
system for automatically collecting information about time 
and Work performed on a computer and includes the fol 
loWing elements: data collector means for monitoring cer 
tain portions of a user’s computer activity; data collector 
means for logging into a log ?le those certain portions of a 
user’s computer activity; data analyZer means for determin 
ing, by means of user-de?ned rules, Which portions of those 
certain portions of a user’s computer activity constitutes 
Work and hoW this Work should be categoriZed by project 
and task With project; and external interface means for 
building the rules de?ning Work. Work can be organiZed by 
customer, department, or any other sets and subsets. 

[0024] The data collector means for monitoring certain 
portions of a user’s computer activity includes a resident 
module or an operating system extension such as, for 
example, a TSR (terminate-and-stay-resident) module Which 
extends the ?le system of the computer so that detailed 
records are kept of ?le activities. The data collector means 
for logging those certain portions of a user’s computer 
activity includes an application Which extends the user 
interface of the computer so that detailed records of user 
activities on external input devices, such as, for example, 
keyboard activity and mouse activity, are kept as a user 
performs Work. The data collector means for logging those 
certain portions of a user’s computer activity includes means 
for producing a log ?le Which contains a chronological 
summary of the activities of a user. The data collector means 
for logging those certain portions of a user’s computer 
activity includes means for producing the log ?le Which 
contains non-automatically collected data, such as the user’s 
comments on their Work. 

[0025] The data collector means for monitoring certain 
portions of a user’s computer activity includes means for 
routing information about ?le activity to the data collection 
means and includes means for tabulating and Writing such 
information to a user’s disk periodically. 

[0026] The system includes means for routing information 
about activity of various external input devices using a 
hardWare abstraction layer Which translates external activity 
to keyboard activity and mouse activity to the data collection 
means through means for ?ltering such activity. Using the 
hardWare abstraction layer, the external input devices are not 
limited and includes voice recognition, telephone devices, 
remote sensors, and other knoWn external user input devices. 
A ?lter takes information from one program, examines it, 
possibly changes the information, and then passes the 
(modi?ed) information along to another program. 

[0027] The data analyZer means includes a database and 
the log ?le captured by the data collection means. The 
database contains a description of Which ?les, directories, 
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programs, etc. on the hard disk de?ne a task, Where a task 
is a basic unit of Work, Where one or more tasks are collected 
in a group knoWn as a project, and Where a project de?nes 
information about the oWner of the task(s), and also serves 
as an accumulator for all Work performed. 

[0028] The log ?le includes a series of chronologically 
ordered events including items selected from the group 
consisting of ?le activity such as opens, keystrokes, mouse 
clicks, user notes, etc., and Wherein the data analyZer means 
include means for reading this data and sorting these activi 
ties depending upon the task descriptions. 

[0029] Certain activities in the log ?le are categoriZed as 
belonging to a speci?c task. For certain tasks, a user can 
de?ne certain time periods. When that certain time period 
has elapsed betWeen activity, means are provided for totaling 
the time as a Work period. 

[0030] The data analyZer means includes means for updat 
ing the database With total information. The data analyZer 
means includes means for updating various internal data 
?les. The data analyZer means includes means for certi?ca 
tion of the collected data including cross-checking to detect 
tampering. The data analyZer means includes means for 
copying the log ?le and for creating a neW empty log for 
further data collection. 

[0031] The external interface means for building the rules 
de?ning Work includes means for manually or automatically 
building the rules de?ning Work. The external interface 
means for building the rules de?ning Work includes means 
for exporting Work-completed information to other, third 
party, programs such as project managers, spreadsheets, etc. 
The external interface means for building the rules de?ning 
Work includes means preparing printed reports, ?nancial 
invoices, and summary information from the categoriZed 
Work results. The external interface means includes a data 
base and one or more data ?les, Wherein the external 
interface means includes means for Writing from the data 
base to export data to other programs including databases, 
project managers, Word processors, etc., and Wherein the 
external interface means includes means for Writing to the 
database to import data from other programs. 

[0032] A method for automatically collecting information 
about time and Work performed on a computer includes the 
steps of differentiating betWeen multiple types of external 
user input devices using a hardWare abstraction layer of 
softWare betWeen the external devices and a monitoring 
system; monitoring certain portions of a user’s computer 
activity; logging into a log ?le those certain portions of a 
user’s computer activity; determining, by means of user 
de?ned rules, Which portions of those certain portions of a 
user’s computer activity constitutes Work and hoW this Work 
should be categoriZed by various sets and subsets, such as, 
for example, projects and tasks; and building the rules 
de?ning Work. 

[0033] The step of monitoring certain portions of a user’s 
computer activity includes monitoring With a resident mod 
ule or an operating system extension such as, for example, 
a TSR (terminate-and-stay-resident) module Which extends 
the ?le method of the computer so that detailed records are 
kept of ?le activities including activities such as open, close, 
read, Write, rename, etc. The step of logging those certain 
portions of a user’s computer activity includes extending the 

Jun. 7, 2001 

computer’s user interface so that detailed records of activity 
on external input devices, such as keyboard activity, mouse 
activity, etc. are kept as the user performs Work. 

[0034] The step of logging those certain portions of a 
user’s computer activity includes providing the log ?le 
Which contains a chronological summary of the user’s 
activities. The step of logging those certain portions of a 
user’s computer activity includes producing the log ?le 
Which contains non-automatically collected data such as the 
user’s comments on their Work. 

[0035] The step of monitoring certain portions of a user’s 
computer activity includes the step of routing information 
about ?le activity to the data collection means and the steps 
of tabulating and Writing such information to a user’s disk 
periodically. 
[0036] A system and method according to the invention 
includes, but is not limited to the folloWing internet/intranet 
application areas: remote access, telecommuting employ 
ment; on-site employees documenting their time for payroll; 
accurate billing for computer-based independent profession 
als and consultants such as attorneys, accountants and com 
puter consultants; determination of activity costs; estimation 
of time and amount billable for future projects/Work; mea 
surement of cost/bene?t of neW softWare or hardWare; 
project management linking; accounting systems linking; 
tracking of activities and time used on a distributed basis; 
nano-business costing; resource management tool; assis 
tance in social accounting; manufacturing systems; remote 
education to document study/ activity time; objective tool for 
screening neW hires; means for distributors to get into 
duplication, publication services and have authors trust 
activity count; and video conferencing consultations With 
automatic billing calculations. 

[0037] Asystem according to the invention provides infor 
mation about continuous activity, as determined by each 
segment of user activity on a particular project, or task, 
exceeding an idle time interval. This is in contrast to manual 
stop/start clock systems Which start and stop a clock such 
that Work activity is being registered even if no actual Work 
is being performed. The invention alloWs a Work period to 
lapse When there is no activity for a time greater than the idle 
time limit interval. 

[0038] Note that in the present invention the idle time 
interval can be created at the time that a report is prepared. 
Depending on the type of activity being monitored, the idle 
time interval can be set to one minute or to ?fteen minutes. 

In this sense, the system can provide project, or task, 
measurements after the fact, that is, When the reports are 
generated from the log ?le information. A system according 
to the invention alloWs rules to be de?ned ex post facto and 
the log ?le data to be analyZed in a manner that Was not 
contemplated When the activities in the log ?le Were initially 
recorded. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0039] The accompanying draWings Which are incorpo 
rated in and form a part of this speci?cation, illustrate 
embodiments of the invention and, together With the 
description, serve to explain the principles of the invention: 

[0040] FIG. 1 is a block diagram of a system according to 
the invention for automatic documentation of Work and time 
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expended by a user of a computer, Wherein the system 
includes a software module, called a hardware abstraction 
layer, for detecting activity of various user input devices. 

[0041] FIG. 2 is a How chart illustrating initialiZation of a 
data collection routine Which is performed by a resident 
module or operating system extension such as a terminate 
stay-resident (TSR) module Which performs data collection 
logging ?le activity or logging keyboard and mouse activity 
for a computer system. 

[0042] FIG. 3 is a How chart illustrating a TSR Interrupt 
9 routine for DOS Keyboard interrupt operation. 

[0043] FIG. 4 is a How chart illustrating a special TSR 
Interrupt 60 routine for a WindoW Interface interrupt opera 
tion. 

[0044] FIG. 5 is a How chart illustrating a special TSR 
Interrupt 21 routine for a ?le system hooking interrupt 
operation. 
[0045] FIG. 6 is a How chart illustrating a routine for a 
timer based interrupt operation in the data collection routine. 

[0046] FIGS. 7A, 7B, and 7C illustrate a How chart 
illustrating a routine for purging an event buffer to a log ?le 
in the timer based interrupt operation of FIG. 6. 

[0047] FIG. 8 is a How chart illustrating the main program 
for a WindoWs interface routine. 

[0048] FIG. 9 is a How chart illustrating a WindoWs 
interface for a DLL keyboard ?lter operation. 

[0049] FIG. 10 is a How chart illustrating a DLL WindoWs 
interface to a mouse ?lter operation. 

[0050] FIG. 11 is a How chart illustrating a DLL WindoWs 
interface to the TSR data collection routine for the keyboard 
?lter operation of FIG. 9 and the mouse ?lter operation of 
FIG. 10. 

[0051] FIG. 12 is a How chart illustrating an activity data 
analyZer routine for a system according to the invention. 

[0052] FIG. 13 is a How chart illustrating a routine for 
checking active times in the analyZer routine of FIG. 12. 

[0053] FIG. 14 is an illustrative timing diagram illustrat 
ing starting, restarting, and ending of an analyZer timer for 
a task, according to the invention. 

[0054] FIGS. 15A and 15B are illustrative timing dia 
grams for tWo tasks illustrating operation of respective 
analyZer timers. 

[0055] FIG. 16 is a How chart illustrating initialiZation of 
a data collection routine Which is performed by a resident 
module or operating system extension such as a terminate 
stay-resident (TSR) module Which performs data collection 
logging ?le activity or logging keyboard and mouse activity 
for a computer system, Which includes a DOS and a NOS. 

[0056] FIG. 17 is a How chart illustrating a call to an 
external provider. 

[0057] FIG. 18 is a How chart illustrating a routine for 
additional results to be stored for operation. 

DETAILED DESCRIPTION OF THE 
INVENTION 

[0058] Reference Will noW be made in detail to the pre 
ferred embodiments of the invention, examples of Which are 
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illustrated in the accompanying draWings. While the inven 
tion Will be described in conjunction With the preferred 
embodiments, it Will be understood that they are not 
intended to limit the invention to these embodiments. On the 
contrary, the invention is intended to cover alternatives, 
modi?cations and equivalents, Which may be included 
Within the spirit and scope of the invention as de?ned by the 
appended claims. 

[0059] FIG. 1 illustrates a data collection and analysis 
system 100 for automatic analysis and documentation of 
Work and time expended by a user of a computer according 
to the invention. The system is called Dragnet. The Dragnet 
system operates With a computer such as a personal com 
puter using, for example, a DOS operating system running 
DOS application programs or a DOS operating system With 
a Microsoft WindoWs graphical user interface for running 
Microsoft WindoWs applications. Other operating system 
platforms can be used, as desired. 

[0060] The system 100 includes a main program that gives 
a user a database type of interface for building up project 
information and task information. The main program is, for 
example, a Visual Basic application that provides a database 
for keeping the data that the Work analyZer needs and that 
provides a simple interface for selection of Work analysis 
criteria and for printing of reports. An important part of the 
system 100 is a data collector that collects the data and a 
Work analyZer that analyZes that data that interfaces to the 
main program. 

[0061] The system 100 uses a softWare module Which is a 
hardWare abstraction layer 101, Which is located betWeen the 
system 100 and external devices. The system 100 has a 
number of input paths 101a, 101b, 101c for receiving input 
information from the hardWare abstraction layer 101. The 
system 100 also has an input/output path 101d for receiving/ 
sending information betWeen the hardWare abstraction layer 
101 and the system 100. The system 101 is designed to 
usually interface With a user keyboard 102 for both DOS and 
for WindoWs applications. For WindoWs applications, the 
system 100 also interfaces With a mouse 104. A hard disk 
106 is provided for storage of a user’s applications as Well 
as for storage of the various data ?les provided by the system 
according to the invention the data collection part of the 
system Works With either DOS or WindoWs applications, 
While the actual data analysis part of the system Works only 
With WindoWs. 

[0062] The hardWare abstraction layer 101 alloWs a Wide 
variety of storage devices and user input devices to operate 
With the system 100. The hardWare abstraction layer 101 
translates the activities of storage devices, typically shoWn 
as 107, so that they can use the storage path 101d. The 
hardWare abstraction layer 101 translates selected activities 
of external selection devices, typically shoWn as 108, such 
as remote controls or devices connected by phone lines, so 
that they can use the DOS or WindoWs keyboard input paths 
101c, 101b. The hardWare abstraction layer 101d translates 
pointer device activities of pointer devices, typically shoWn 
as 109, such as a mouse or a draWing tablet, so that they can 
use the WindoWs mouse input path 101a. 

[0063] The hardWare abstraction layer 101 is equivalent to 
the BIOS in a PC computer. The system 100 monitors 
keyboard and mouse functions. The addition of the hardWare 
abstraction layer 101 provides the capability of monitoring, 
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i.e., detecting, activities of multiple types of input devices, 
such as remote controls for TV set top boxes, drawing, 
tablets, touch-tone keyboards, etc. The hardWare abstraction 
layer 101 alloWs these and other devices to be detected 
directly by the system 100. This enhances the ability of the 
system 100 to categorize a number of additional activities, 
making the activities ?ner-grained and providing better 
accumulation of various different activities. Additionally, 
the hardWare abstraction layer 101 makes it possible to add 
capability to the system 100 by providing “in the ?eld” 
additions to the hardWare abstraction layer 101 by doWn 
loading information for neW external devices to the ROM of 
the system 100. The hardWare abstraction layer 101 can be 
thought of as being similar to a plug-in module that alloWs 
one or more neW activity detectors to be inserted Without 
affecting the remainder of the system 100, as described 
herein beloW. In this manner, detection of activity of a neW 
input device is provided Without replacing or modi?cation of 
the system 100, that is, Without having to reWrite the core 
programs of the system 100. 

[0064] The system 100 includes tWo unique softWare 
modules. The ?rst module is resident module 110 or oper 
ating system extension such as a terminate-stay-resident 
(TSR) Dragnet module 110, Which includes data collection 
and analysis functions, Which are described herein beloW. 
While described in connection With a WindoWs or DOS 
environment, the resident module or operating system exten 
sion is intended to include implementations of the invention 
for systems other than IBM compatible systems. The second 
module is a Dragnet keyboard/mouse ?lter module 112. The 
system 100 operates in conjunction With operation of a DOS 
application program 114 or a WindoWs application program 
116. A DOS ?le system 118 is used. For a WindoWs 
application program 116, a WindoWs graphic user interface 
120 is provided. 

[0065] As part of the startup for the DOS operating 
system, the TSR program 110 is started. The TSR program 
110 hooks itself up betWeen the DOS ?le system 118 and 
either a DOS application 114 or a WindoWs application 
program 116. ATSR (terminate-and- stay) resident program 
enables a program to embed itself into the computer’s 
memory and to remain there While DOS continues to run 
other programs. 

[0066] In the DOS mode of operation for a DOS applica 
tion program, When the DOS application program makes a 
request to open a ?le or to run a program, the request ?rst 
goes through the TSR program 110 before it goes to the DOS 
?le system 118. When a DOS application makes a request 
for an operation to be performed such as, for example, a 
request to open a ?le, close a ?le, read data, Write data, or 
change directories, the TSR program 110 passes that request 
onto the DOS system and lets the DOS system process the 
request. Before going back to the DOS application to give 
the DOS application the results, if the operation Was suc 
cessful, then that information is recorded by the TSR pro 
gram 110. For example, if a ?le is tried to be open and the 
?le does in fact open, that event is recorded. The information 
is recorded into a buffer memory. A separate asynchronous 
routine operates at one second intervals to take the buffer 
information into memory and to Write that information out 
to a ?le on the hard disk. Because the TSR program 110 is 
hooked into the DOS system at a loW memory address level, 
the TSR program cannot open ?les or do read/Write opera 
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tions With a ?le While data is being collected. Those other 
operations are done separately When the DOS system is not 
doing anything else. 

[0067] In a similar manner, the TSR program 110 Watches 
every key stroke that comes in from the keyboard 102. A 
keystroke comes into the TSR program 110 application so 
that it is possible to detect that a user is pressing keys. The 
only information that is necessary to knoW is that keyboard 
activity is happening. It is not necessary to knoW What 
particular keys are being operated. The actual keys are not 
recorded. What is recorded is the fact that, during a one 
second interval, a user typed something into the keyboard. 
The TSR program 110 is placed betWeen the DOS applica 
tion and the DOS ?le system to monitor the occurrence of 
key strokes and to send keystroke occurrence information 
out to the hard disk every second. 

[0068] In the WindoWs mode of operation for a WindoWs 
application program, the WindoWs system installs its oWn 
WindoWs keyboard driver and its oWn mouse driver. As a 
result, the hook routine that is installed to catch keystrokes 
at the DOS level doesn’t get called When WindoWs is 
running. The WindoWs keyboard driver and mouse driver 
replace other service routines With their oWn service rou 
tines. 

[0069] In order to monitor key strokes in the WindoWs 
mode of operation, the keyboard/mouse ?lter 112 is used. In 
general, a ?lter takes information from one program, exam 
ines it, possibly changes the information, and then passes the 
(modi?ed) information along to another program. The key 
board/mouse ?lter 112 Watches each keystroke and mouse 
click that happens While WindoWs is running. Similar to 
DOS monitoring keystrokes, the keyboard/mouse ?lter 112 
also keeps track of the fact that a keyboard or mouse activity 
is happening. The keyboard/mouse ?lter 112 under Win 
doWs also keeps track of Which ?le is actually being used. 
For example, programs like Microsoft Word or Excel can 
have multiple documents open. It is necessary to knoW 
Which ?les inside Microsoft Word are actually being 
manipulated. Using this keyboard/mouse ?lter 112, each 
time that there is a keystroke or a mouse click, the system 
100 actually looks at Which WindoW in the top WindoW on 
the screen and records that information. Using WindoWs 
requires a tWo-step process because of the architecture of 
WindoWs. If a Macintosh platform is used, only one step is 
required. 

[0070] In WindoWs, the user types his keys and the key 
strokes ?rst go into WindoWs and then WindoWs decides 
Which applications should get those key strokes. For Win 
doWs, the invention catches the keystrokes half Way betWeen 
WindoWs graphic environment module 120 and the Win 
doWs application 116. The WindoWs graphic environment 
module 120 looks to see Which data ?le the WindoWs 
application is Working With before passing the keystrokes 
onto the WindoWs application. 

[0071] The WindoWs graphic environment module 120 
includes the WindoWs keyboard and mouse drivers, the 
WindoWing system, and everything else that makes up 
WindoWs as the operating system. The WindoWs application 
116 sits on top of the WindoWs operating system and puts 
data into a screen WindoW in response to user operations, 
such as menu selections. The WindoWs graphic environment 
module 120 functions to display screen WindoWs and takes 


















