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(57) ABSTRACT 
A system is disclosed for controlling intelligible access to 
secured ?les by means of a user-memorized password in 
combination With a user-associated passport record. The 
passport record takes on two forms, one When it is physically 
secured Within the Workstation and a different second form 
When the passport record is in-transit. Log-in privileges are 
granted after a presented passport record passes a number of 
tests including digital signature authentication, and the abil 
ity to extract tWo different encrypted keys from the passport 
record. The in-transit record does not carry one of those tWo 
keys. 
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SYSTEM FOR SUPPORTING SECURED LOG-IN 
OF MULTIPLE USERS INTO A PLURALITY OF 

COMPUTERS USING COMBINED PRESENTATION 
OF MEMORIZED PASSWORD AND 

TRANSPORTABLE PASSPORT RECORD 

BACKGROUND 

[0001] 1. Field of the Invention 

[0002] The invention relates generally to the ?eld of 
securing stored digital data from access by unauthorized 
users. 

[0003] The invention relates more speci?cally to the prob 
lem of providing passWord-based, secured ?le access to 
users Who Work on any one of a plurality of computers. 

[0004] The invention relates even more particularly to the 
problem of providing user log-in records (passport records) 
and alloWing the same to be securely used across a plurality 
of computer Workstations for user authentication and for 
other user-speci?c needs. 

[0005] 2a. Cross Reference to Copending Applications 

[0006] The folloWing copending US. patent application(s) 
is/are assigned to the assignee of the present application, and 
its/their disclosures is/are incorporated herein by reference: 

[0007] (A) Ser. No. 08/643,742 ?led May 6, 1996 by S. 
Lohstroh et al and entitled, AMETHOD FOR PROVIDING 
A SECURE NON-REUSABLE ONE-TIME PASSWORD; 

[0008] (B) Ser. No. 08/642,217 ?led May 6, 1996 by S. 
Lohstroh et al and entitled, CRYPTOGRAPHIC FILE 
LABELING SYSTEM FOR SUPPORTING SECURED 
ACCESS BY MULTIPLE USERS; and 

[0009] (C) Ser. No. 08/586,511 ?led Jan. 16, 1996 by W. 
McDonnal et al and entitled, SYSTEM FOR AUTOMATIC 
DECRYPTION OF FILE DATA ON A PER-USE BASIS 
AND AUTOMATIC RE-ENCRYPTION WITHIN CON 
TEXT OF MULTITHREADED OPERATING SYSTEM 
UNDER WHICH APPLICATIONS RUN IN REAL TIME. 

[0010] 3. Description of the Related Art 

[0011] As knoWledge of computers proliferates through 
out society; and as use of computers and of digital data also 
spreads, the threat groWs that unauthoriZed persons Will gain 
useful (intelligent) access to con?dential, digitiZed informa 
tion. 

[0012] As such, it is advisable to take security measures to 
limit the number of persons Who can intelligibly access 
various stored or transmitted forms of digital data. It is 
sometimes further advisable to limit the physical locations 
from Which such intelligent access can take place. 

[0013] A Wide variety of materials may be stored or 
transmitted in the form of digitiZed signals. By Way of 
eXample, proprietary digital data may represent ?nancial and 
engineering documents of a start-up engineering company. 
The latter documents may be nonvolatily stored as encrypted 
digital data in the company’s central database computer or 
they may be similarly stored repeatedly across a plurality of 
netWorked Workstations or even among non-netWorked por 
table computers or even further among portable media 
devices such as ?oppy diskettes that are carried about by 
company Workers from place to place. 
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[0014] The company may Wish to have certain of its 
proprietary documents kept more con?dential than others. 
More speci?cally, the company may Want to restrict intel 
ligible access to some stored documents such that only very 
speci?c groups of people can do so and perhaps only When 
those people are accessing the information from very spe 
ci?c locations. 

[0015] At the same time, the company may Wish to permit 
other stored documents to be intelligibly accessible to any 
company Worker from any location While blocking the 
general public from having similar access. 

[0016] The company may further desire to have a Wide 
variety of other security options picked out from a spectrum 
that has at one end, only one speci?cally authoriZed person 
accessing a certain piece of information through only one 
speci?c machine, and Which spectrum has at an opposed 
end, all authoriZed persons being able to intelligibly access 
a all pieces of information through any machine located 
anyWhere. 
[0017] As a more concrete eXample, the company may 
possess critical ?nancial records and may Wish to limit 
intelligible access to these records to certain, high level 
of?cers of the company provided further that these people 
log-in through any of a limited number of speci?c machines 
located in certain specially-secured of?ces of the compa 
ny’s. 

[0018] At the same time, the company may have an 
ongoing engineering program that a select group of engi 
neers are to be allowed access to by means of logging-in 
from any Workstation they happen to be on. For eXample, a 
remotely located, company engineer may need to quickly 
access, by Way of communications carried over a local area 
or a Wide area or another communications netWork (LAN or 

WAN or Internet), a particular, con?dential engineering ?le 
that is needed for a rush engineering job. 

[0019] The security of the so-requested information needs 
to be safeguarded While it is in-transit. This can be done by 
transmitting an encrypted copy of the requested ?le over the 
communications netWork. The transmitted copy has to be 
decrypted at the receiving end to make its information 
intelligible. 
[0020] HoWever, before intelligible access is granted at the 
receiving end, the local computer on Which the alleged 
requestor is Working, should verify that the requestor is 
indeed Whom he or she claims to be rather than a spoofer. 

[0021] The local computer Will typically display a demand 
for a user identi?cation (e.g., the user’s publicly-knoWn 
name such as ‘John E. Doe’ or his initials ‘J E D’) and for 
a user-memoriZed passWord (Which passWord should be 
knoWn only to the user). 

[0022] If the requestor fails to authenticate his or her 
identity With a valid identi?cation and matching passWord, 
access should be denied. 

[0023] Often times, the memoriZed passWord and user ID 
are not enough by themselves to provide a desired level of 
security. After all, the user’s identi?cation (his or her name) 
is knoWn to too many people and thus does not act as a 
signi?cant safeguard. 
[0024] The user’s passWord can be compromised through 
trickery or inadvertence. For eXample, a ?rst user may trust 
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a ‘friend’ and reveal the password to the friend over the 
telephone because the friend legitimately needs a particular 
?le. The friend may Write the passWord and the ?rst user’s 
name on a slip of paper so as not to forget. The same friend 
may later neglectfully drop the paper in a trash bin or other 
unsecured area Where it is acquired by a third person. That 
third person can then try to penetrate the secured system 
from any of a large number of portals using the so-compro 
mised passWord and ?rst user’s identi?cation. 

[0025] In some systems, the physical location of the log-in 
portal is used as an additional safeguard to reduce the risk of 
compromise from scenarios such the one above. Each autho 
riZed user is asked to remember a different passWord for 
each of plural computer terminals or Workstations that the 
user Will Work from. If an unauthoriZed third party gets a 
hold of one of the many passWords, that third party still has 
to determine through trial and error Which machine Will 
accept the passWord and matching user’s name. This may 
take signi?cant time and expose the third party to risk of 
being detected as he or she tries to log-in into the various 
different machines. 

[0026] As additional security, some of the differently 
located machines may not be permitted to receive or deci 
pher all of the company’s encrypted ?les. This helps to 
decrease the amount of possibly compromised data in the 
event that the third party successfully determines Which 
machine Will accept a compromised passWord and matching 
user’s name. 

[0027] Such dependence on different passWords for dif 
ferent machines is an annoyance hoWever. 

[0028] FeW people Want to remember a large number of 
unique passWords each for a different machine, unless of 
coarse, there is a very poWerful reason for doing so. Autho 
riZed users generally Want to be able to roam freely from one 
Workstation to another, and to be able to enjoy quick and 
easy access to all the information they have authoriZation for 
With a single passWord. 

[0029] HoWever there is still the danger that the single 
passWord of a particular user may leak out inadvertently or 
through trickery. 
[0030] If each user Wants to rely on just a single, personal 
passWord, it is prudent to have one or more additional layers 
of security. 

[0031] One such further layer of security is that of requir 
ing authoriZed users to present a computer-readable identi 
?cation badge or card (such as a smart card or a magnetic 
strip card) to the computer at the time of log-in. The 
computer-readable identi?cation badge should carry a pass 
Word-Word related, long digital key, Where the latter key is 
too long to memoriZe and ties somehoW to the passWord. 

[0032] Physical possession of the computer-readable iden 
ti?cation badge can be deemed as additional proof that the 
user is Whom he or she claims to be rather than an imposter. 

[0033] There are problems With the badge approach hoW 
ever. A ?rst problem is the inconvenience of having to 
physically carry the computer-readable identi?cation badge 
about. Asecond problem is the possibility of losing it. If the 
badge is lost, the user is not only blocked from immediately 
logging-in but is also blocked from immediately changing 
his or her passWord When he or she realiZes the badge is lost. 
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This creates a WindoW of opportunity for an unauthoriZed 
third party to acquire the old passWord and the lost badge, 
and break into the system. 

[0034] Auser should be able to change his or her passWord 
at any authoriZed Workstation at any time as desired. Such 
user-initiated, arbitrary change of the passWord at any time 
and any authoriZed place is a generally desirable thing 
because it reduces the likelihood of security breaches. Such 
arbitrary change of passWord may even be deemed neces 
sary in instances Where the user suspects that his/her prior 
passWord and identi?cation badge have been compromised. 

[0035] It Would be advantageous to have a secure system 
that is simple and convenient to use, and in addition is 
?exible. 

[0036] The above-mentioned, ?exible characteristic 
implies that each authoriZed user Will be alloWed to utiliZe 
one or more user-speci?ed passWords to access data either 
on all or a speci?ed subset of plural machines as that user or 
a system administrator see ?t for the given circumstances. 
The ?exibility characteristic further implies that each autho 
riZed user Will be able to arbitrarily change his or her 
passWord at any time and authoriZed place either for a 
speci?ed single machine or for all machines or for a unique 
subset of machines as seen ?t for the speci?c circumstances. 

[0037] The above-mentioned convenience characteristic 
implies that passWord-associated authoriZing codes (such as 
the long digital key mentioned above) can be moved around 
in a con?dential and effortless manner despite their use over 

a plurality of machines, Without requiring a physical iden 
ti?cation badge. 

SUMMARY OF THE INVENTION 

[0038] An improved, machine-implemented security 
method and apparatus are disclosed herein for providing 
?exible and convenient secured access to encryption-cov 
ered information on a per-user basis across a plurality of 
machines. 

[0039] In accordance With the invention, When a user 
creates a passWord for the ?rst time or changes his or her 
passWord, an associated key is generated in the com 
puter Workstation that ?rst receives the neW/changed pass 
Word. A user log-in record (also referred to herein as a 
‘passport record’) is also generated in that Workstation for 
securely storing the passWord-associated key and other 
authoriZing codes. 

[0040] The passWord-associated key is typically a long 
stream of say 128 or more randomly-generated bits that 
cannot be easily memoriZed, and as such must be recorded 
into and held Within some form of storage media. The user 
log-in record (passport record) is the data structure that is 
recorded into the storage media and is used for carrying the 
key along With other information. The log-in record can be 
transferred from machine to machine either by signal trans 
mission (eg by Wire) or by physical conveyance of a 
storage device (eg a smart card) as desired. 

[0041] Further in accordance With the invention, log-in 
records have at least tWo different formats: (1) one Which is 
used When the storage media of the log-in record is ‘physi 
cally secured’; and (2) another Which is used When the log-in 
record is ‘in-transit’. 
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[0042] Examples of the in-transit mode include instances 
When the log-in record is held in an easily transported 
storage media such as in a magnetic strip card or in a ?oppy 
diskette and instances When the log-in record is being 
transmitted through an unsecured transmission means 
(Where the latter could be cable or radio broadcast). 

[0043] When a user neXt tries to log into the computer 
system through any portal, after the initial passWord and 
log-in record have been created, the user must not only 
generally present the same passWord, but the user’s log-in 
record must also be presented to or must be already present 
in the local computer (Workstation) to further validate that 
the user is Whom he or she claims to be. (An exception to 
this rule may occur if the user forgets his/her passWord and 
the user instead uses a backdoor entry mechanism referred 
to as OTP {One Time Password} Which mechanism is 
detailed in the above-cited Ser. No. 08/643,742.) 

[0044] In essence, the user’s log-in record acts as a sort of 
passport document that is generally required to be presented 
in untampered-With form at the local Workstation in addition 
to the passWord. In one embodiment, the combination of 
passWord and log-in record is demanded even before the 
operating system is alloWed to fully boot-up. 

[0045] For security-reasons, a log-in record in accordance 
With the invention stores an encrypted version of the 
passWord-associated, key Both the correct passWord 
and an untampered version of the user’s log-in record 
bearing the correct encrypted key are generally needed 
for successful logging-in the next time the user Wants to log 
into the system. 

[0046] When a user’s log-in record is in transit, it takes on 
a split-key format Wherein tWo independent keys are needed 
to permit log-in. One of those keys hoWever (e.g., the 
PriWKl key described beloW) is not included in the in 
transit log-in record and must be separately provided by, for 
eXample, a local administrator at the time of import of the 
in-transit log-in record into the Workstation through Which 
log-in by the user is desired. 

[0047] The other key (e.g., the KSO key described beloW) 
that is needed for successful log-in is included in the 
in-transit log-in record, but in encrypted form (KSO*). The 
data of the in-transit log-in record is protected by a digital 
signature, thereby making undetected tampering With the 
data of the in-transit record unlikely. 

[0048] One embodiment of a user’s log-in record in accor 
dance With the invention is covered by a digital signature 
signed by the user’s private key. The record includes the 
folloWing ?elds: (a) an encrypted version (KS(0/1)*) of 
either: (a1) a passWord-associated, outside key (KSO) that 
Was generated outside the local Workstation or (a2) a 
passWord-associated, internal key (KS1), Where the internal 
key Was independently generated by the local Workstation 
and is therefore usually different from the outside key (KSO); 
(b) a ?ag ?eld that speci?es Whether (a.1) or (a2) is true; (c) 
an encrypted version (PriUK*) of a private user key Where 
the encrypted version is formed using KS(0/ 1) as an encrypt 
ing key; (d) a private key-holding ?eld that is: (d.1) blank 
When the record is in-transit, or (d.2) holds an encrypted 
version (PriWK1*) of a private Workstation key When the 
record is physically-secured Within a corresponding Work 
station, Where the physically secured encrypted version is 
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formed using a private key generated Within and belonging 
to the corresponding local Workstation; (e) a user’s local 
key-holding ?eld that is: (e.1) blank When the record is 
in-transit, or (e.2) holds an encrypted version (KS1*) of a 
user-speci?c local key When the record is physically-secured 
Within a Workstation, Where the physically secured 
encrypted version is formed using a user-speci?c key gen 
erated Within and belonging to the combination of the local 
Workstation and the speci?c user; and a pre-OS validating 
?eld that holds an encrypted version (DOS.tXt*) of validat 
ing string covered by KS (0/1). When the record is in-transit 
betWeen Workstations, KS(0/ 1) does not equal KS1, the 
private key-holding ?eld is blank, and the user’s local 
key-holding ?eld is blank. 

[0049] During log-in, the user is asked to supply his or her 
memoriZed passWord. Before OS-bootup completes, the 
supplied passWord is tested for its ability to eXtract from the 
user’s log-in record, a plainteXt version of the validating 
string (DOS.tXt). After OS-bootup completes, the supplied 
passWord is tested again for its ability to eXtract from the 
user’s log-in record, a plainteXt version of the local Work 
station’s private key (PriWK1) and a plainteXt version of the 
user’s private key (PriUK). Failure at any of these test points 
results in denial of log-in. 

[0050] The digital signature on the user’s log-in record 
provides pre-log-in authentication, meaning that presenta 
tion of an untampered-With log-in record can be veri?ed by 
digital signature technique. The user’s log-in record therefor 
acts as a sort of tamper-proof passport document that must 
be presented in untampered-With form in addition to the 
passWord. 

[0051] A central server is not needed for dispensing or 
validating log-in records, although one could be used if 
desired. 

[0052] Other features and aspects of the invention Will 
become apparent from the beloW detailed description. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0053] The beloW detailed description makes reference to 
the accompanying draWings, in Which: 

[0054] FIG. 1 is a block diagram shoWing a log-in record 
system in accordance With the invention; 

[0055] FIG. 2 is a How chart shoWing hoW either an 
internally-originated or externally-acquired user’s log-in 
record is used for logging in; 

[0056] FIG. 3 is a How chart shoWing hoW a user’s log-in 
record With a neW passWord is originated in a ?rst Worksta 
tion; 

[0057] FIG. 4 is a How chart shoWing hoW a user’s log-in 
record With a prede?ned passWord is copied for eXport out 
of a holding Workstation; 

[0058] FIG. 5 is a How chart shoWing the log-in record 
may be used for partial authentication prior to full boot-up 
of the operating system; and 

[0059] FIG. 6 is is a block diagram shoWing internal 
hardWare and softWare of a machine-implemented system in 
accordance With the invention. 



US 2001/0002487 A1 

DETAILED DESCRIPTION 

[0060] 
[0061] FIG. 1 uses a set of abbreviations for indicating 
various encryption/decryption processes and management of 
encryption/decryption keys. Those Who are Well skilled in 
the art of public/private key cryptography may choose to 
quickly glance at the legend in FIG. 1 and then skip past the 
beloW discussion of basics and terms. 

[0062] Basics 

[0063] The system shoWn in FIG. 1 relies in part on a set 
of public-key/private-key cryptographic subsystems. The 
RSA public/private-key system (invented by Ron Rivest, 
Adi Shamir, and Leonard Adleman) is an example of such 
asymmetric key systems. Elliptic curve algorithms are 
another example. 

[0064] The pre?x ‘Pri’ is used in FIG. 1 to indicate a 
private key While the pre?x ‘Pub’ is used to indicate a public 
key. When a public/private-key paradigm is used, a pair of 
interrelated, but different keys is generated. Such interre 
lated keys are often referred to as a user’s public key and the 
user’s private key. 

Introduction 

[0065] As the name implies, a user (or any other key 
oWning entity) is expected to keep his or her ‘private user 
key’ (PriUK) in essentially complete con?dence. In contrast, 
the user’s public key (PubUK) may be disseminated freely 
to the general or a limited public. 

[0066] Data that has been appropriately encrypted With the 
respective private key (PriUK) of a speci?c user can be 
decrypted by anyone possessing the corresponding public 
key. Successful decryption not only provides a plaintext 
version of the original data but also indicates that the source 
Was someone in possession of the private key (usually only 
the user or perhaps one of a feW entities that are trusted by 
the one user) Asymmetric algorithms such as the RSA 
public/private-key system usually output a success ?ag that 
indicates Whether decryption has been successful. This 
alloWs a recipient to identify Who sent the data even if the 
extracted plaintext data consists of nonsense information. 

[0067] Data that has been appropriately encrypted With the 
public key (PubUK) can be decrypted in general only by the 
one user (or perhaps also by those feW entities, if any, that 
have been entrusted With the PriUK of the one user). This 
means that possessors of the user’s public key can send 
encrypted data to the desired user (and/or his/her entrustees) 
over an unsecured channel With little risk of exposing the 
underlying information. Successful decryption at the receiv 
ing site not only provides a plaintext version of the trans 
mitted information but also indicates that the person (or 
other entity) Who successfully decrypted it Was the intended 
recipient (namely, the person in possession of the private 
key). 
[0068] The asymmetric public/private-key system is not 
the only method that may be used for securing data. There 
are also, so-called symmetric key systems Which use a same 
‘symmetric’ key for both encrypting and decrypting their 
payload data. Examples of symmetric encryption/decryption 
systems include, but are not limited to: (1) XORring With a 
randomly-generated bit stream, (2) X_NORring With a ran 
domly-generated bit stream, (3) DES (the US Government 
sponsored Data Encryption Standard), (4) Triple-DES (5) 
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RSA RC4TM, and (6) BloW?sh, the latter being attributed to 
Bruce Schneier. The term ‘randomly-generated bit stream’ is 
to be understood as also contemplating bit sequences that are 
generated by pseudo-random techniques. 
[0069] There are tradeoffs betWeen choosing to use either 
symmetric or asymmetric cryptographic methods. 

[0070] Symmetric key systems tend to Work faster and are 
thus preferred When voluminous amounts of data have to be 
encrypted or decrypted. On the other hand, distribution of a 
same symmetric key (KS) to all possible senders and recipi 
ents creates a greater risk of compromise. As the list of 
possible senders and recipients groWs, so too groWs the 
probability that a copy of the key Will slip into possession of 
unauthoriZed persons. 

[0071] Asymmetric key systems (e.g., RSA public/pri 
vate-key system) are less vulnerable to such leakage because 
the private key is not distributed to all possible senders and 
recipients. There is much less risk of security compromise, 
particularly as the list of data senders and recipients groWs. 
HoWever, asymmetric systems tend to Work sloWer than 
symmetric systems. As a result, the asymmetric systems 
become less and less preferred as the amount of data that has 
to be encrypted or decrypted groWs. 

[0072] Abbreviations and Terms 

[0073] Some of the abbreviations used herein have already 
been explained in the above Basics section. Examples are 
those for the private and public user keys, PriUK and 
PubUK. These abbreviations are also de?ned in the Legend 
portion of FIG. 1. 

[0074] For sake of convenience, information that is in 
encrypted form is usually denoted herein by an identifying 
name that is post?xed by a single or an odd number of 
asterisks (* or ***) Plaintext information that is not in 
encrypted form is usually denoted herein by an identifying 
name that is post?xed by either none or an even number of 
asterisks 

[0075] An example is the data identi?ed as, FILE*, Which 
data is understood to be encrypted and is shoWn to be 
nonvolatily stored at location 109 in FIG. 1. (See top right 
of box 100.) Although the process for generating the FILE* 
data is not fully shoWn, it is understood that this FILE* data 
109 Was created by encrypting the plaintext information of 
original data, named FILE (or FILE**), With a speci?c key. 

[0076] The key that Was used for carrying out a predeces 
sor encryption process is often identi?ed herein by square 
bracketed text folloWing the identi?cation of the resultant, 
encrypted data signal. Thus, the encrypted FILE* data stored 
at location 109 is denoted as FILE* [FK_UserX] and this 
indicates that the stored information is encrypted and further 
that the data-producing encryption process Was carried out 
using a key named ‘FK_UserX’. In the particular example of 
FILE* at 109, the encryption process (e.g., 192) Was a 
symmetric one such as BloW?sh, and FK_UserX represents 
a symmetric ?le-key belonging to a user named X. This is 
seen from the fact that a symmetric decrypting unit 
(SD_unit) 123 is used to produce a corresponding plaintext 
version FILE** for storage at location 113. 

[0077] In general, the pre?x ‘KS’ is used herein to indicate 
a symmetric key. FK_UserX is an exception to this general 
rule. PW* is another exception. It is understood from FIG. 
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1 that PW* de?nes a symmetric key because the PW* signal 
feeds into a key-input of a symmetric encrypting unit 
(SE_unit) 136 and also into a key-input of a symmetric 
decrypting unit (SD_unit) 117. 

[0078] By de?nition, symmetric keys (KS) are generally 
presented to the key-receiving inputs of either a symmetric 
encrypting unit ‘SE’ or a symmetric decrypting unit ‘SD’. 
HolloW (or White-?lled) arroWheads are used in FIG. 1 to 
indicate the key-receiving inputs of the respective encrypt 
ing or decrypting units. An example is seen Where the 
FK_UserX signal 108 enters SD_unit 123. Encrypting and 
decrypting units are understood to be so-functioning devices 
that can be implemented in hardWare, softWare, or a com 
bination of hardWare and softWare. 

[0079] When an asymmetric public/private-key subsystem 
is used, the corresponding asymmetric encrypting unit is 
designated in FIG. 1 as ‘AE’ and the corresponding asym 
metric decrypting unit is designated as ‘AD’. An example is 
seen at 121 Where the private user key signal PriUK enters 
AD_unit 122. 

[0080] The encrypting and decrypting operations of asym 
metric public/private-key systems tend to be more complex 
than those of symmetric systems. Although asymmetric 
public/private-key systems can be implemented entirely by 
hardWare, cost considerations usually drive designers to 
implement most if not all of their calculation functions by 
means of softWare (e.g., by means of program algorithms 
carried out by a correspondingly programmed computer). In 
the embodiment of FIG. 1, the functions of AD_unit 122 are 
carried out primarily by softWare routines that are loaded 
into the illustrated Workstation 100 by a preloaded operating 
system (OS). A star symbol (i?) indicates that the functions 
of AD_unit 122 become available only after the OS has fully 
booted up. It is understood hoWever that in general, the 
implementation of AD_unit 122 is not limited to such 
OS-dependant softWare loading. 

[0081] Darkened (or black-?lled) input arroWheads are 
used in FIG. 1, on the symbols for the encrypting and 
decrypting units to indicate the port that receives the payload 
data (as distinguished from the key input that receives the 
counterpart encrypting or decrypting key). An example is 
seen at 107 Where the symmetrically-encrypted data, FILE* 
enters SD_unit 123. 

[0082] Because it is encrypted, the FILE* data 109 of 
FIG. 1 may be recorded as such in a computer-readable, 
nonvolatile media (e.g., a hard disk or a portable ?oppy 
diskette or even a credit-card siZed smart card) and/or that 
the FILE* data may be transmitted over a publicly-acces 
sible transmission channel With little fear that the informa 
tion contained in that ?le Will be intelligibly accessible to 
unauthoriZed persons. This is so even if such unauthoriZed 
persons gain possession of media containing a recorded 
copy of the FILE* data or even if such persons intercept a 
transmission of the FILE* data. (Bidirectional transmission 
path 191 indicates such open transmission of the FILE* data 
in 109.) 

[0083] When intelligible use of the information in the 
FILE* data stored at 109 is desired, signals 107 that repre 
sent the encrypted information need to be delivered to a data 
input (dark arroWhead) of an appropriate decrypting unit (in 
this example, SD_unit 123). A digitally coded signal 108 
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representing the appropriately matching, decrypting key 
(symmetric ?le key, FK_UserX in this example) needs to be 
correspondingly delivered to the key input (holloW arroW 
head) of the same decrypting unit (123). 

[0084] If the key matches properly, and the corresponding 
decryption algorithm (e.g., BloW?sh) is carried out by the 
D_unit (123), then the D_unit Will produce the decrypted 
output, FILE 113 that contains the plaintext informa 
tion. The double asterisks, post?x notation indicates 
here that the resultant data had been produced by ?rst 
encrypting original data and then decrypting the encrypted 
data. The post-decryption FILE(**) 113 is usable as plain 
text in the same Way as the original FILE (not shoWn) could 
have been. Given this, it is preferable to keep the plaintext 
FILE(**) 113 physically secured Within the con?nes of the 
Workstation 100 in Which it Was produced and not to alloW 
a plaintext copy to escape the physically-secured con?nes. If 
a user Wishes to export the information of post-decryption 
FILE(**) 113 to another location, the user should ?rst 
encrypt it, for example by Way of symmetric encrypting unit 
192, to form a neWly-covered FILE*** (not shoWn) before 
sending FILE*** out of the physically secured con?nes of 
Workstation 100 by Way of path 191. (If FILE** contains 
extremely sensitive information, then use of asymmetric 
encryption or alternatively not sending it out over unsecured 
channels should be considered.) 

[0085] The act of decrypting data such as FILE* 109 is 
occasionally referred to herein as ‘uncovering’ or ‘unlock 
ing’ such encrypted data. If plaintext data is encrypted by a 
particular key, the encrypted version (e.g., 109) may be said 
to be ‘covered’ by that key. 

[0086] The term ‘covered’ is also used herein in a slightly 
different manner When used in conjunction With digital 
signatures. When data is ‘covered’ by a digital signature it 
means that the data is rendered essentially tamper-proof (it 
cannot be easily modi?ed Without creating a mismatch With 
the covering digital signature). Such digital signing may be 
effected, as is Well knoWn, by encrypting the to-be-covered 
data or a hash thereof With a user’s private key. The 
encrypted result de?nes the digital signature. The user’s 
public key is later used to decrypt the DIGITAL SIGNA 
TURE* signal stored in the signature ?eld. The resultant 
plaintext is then compared against the covered data or a hash 
thereof. If they match, the covered data is said to be 
‘authenticated’ by the accompanying digital signature. 

[0087] Workstation 100 VieWed from Multiple Perspec 
tives 

[0088] Workstation 100 (FIG. 1) Will be described herein 
from a number of different perspectives: (a) as a record 
originating node; (b) as a record importing node; and (c) as 
a record exporting node; Where in each instance the subject 
record is a log-in record (or ‘passport’ record) associated 
With a particular user. 

[0089] It is Worthy to note here that, When the log-in 
records of particular users are being moved amongst various 
Workstations (from a record exporting node to one or more 
record importing nodes), there is no need for a central server. 
Any Workstation may export a log-in record either by Wire 
or by other means to any other speci?ed Workstation. Any 
Workstation may alternatively broadcast the exported log-in 
record via a netWork to all other Workstations on the 



US 2001/0002487 A1 

network. There is no speci?c media required for transferring 
log-in records betWeen machines. Log-in records can even 
be transported betWeen Workstations by physical convey 
ance means such as hand-carried ?oppy diskettes or credit 
card siZed smart-cards that have suf?cient data storage 
space. 

[0090] Additionally there is no need for serving out log-in 
permissions from a primary repository or registry to 
remotely located Workstations over a netWork. 

[0091] This is to be contrasted With What is done for 
example in server-dependent systems such as Microsoft 
WindoWs NT 4.0TM (the latter being available for Microsoft 
Corp. of Redmond Washington). 

[0092] In the WindoWs NT 4.0TM system, a domain secur 
ing registry of authoriZed users has be held in one or more 
Domain-Controlling servers (the PDC plus optional BDC’s) 
and a secured transaction has to successfully completed over 
a netWork before a user is permitted to log-in. The ‘primary’ 
PDC server can crash, Which is Why typically there is at least 
one ‘backup’ BDC to prevent log-in lock-out When the PDC 
crashes. The netWork can go doWn, in Which case, if there is 
no backup netWork connecting to a PDC or BDC, the user 
Will be locked-out from logging in even if the PDC or BDC 
is up and running. 

[0093] According to the present invention hoWever, each 
Workstation can be made individually responsible for main 
taining security With respect to alloWing a user to log-in; and 
With respect to importing user log-in records from external, 
and perhaps suspect, sources; and With respect to exporting 
user log-in records. The combination of an operational 
central server and a Working netWork is not required for 
maintaining log-in security. Auser is not necessarily blocked 
from logging-in and accessing his or her data just because a 
remote server or even the netWork Went doWn. 

[0094] On the other hand, the present invention permits 
?exible con?guration as dictated by circumstances. If it is 
desirable to enforce a domain-Wide policy Wherein only one 
or a select feW Workstations (say the system administrator’s 
Workstations) are to function as exporting sources for all 
users’ log-in records, the system disclosed herein can sup 
port such a policy. In such a case, the record exporting 
function of individual Workstations that are not to be per 
mitted to dispense log-in records Would be disabled, and 
only the selected feW Workstations Would have the record 
exporting function enabled. This feature Will be better 
understood after the record use, record originating and 
record exporting procedures are described further beloW. 

[0095] Workstation 100 VieWed as the User’s Original 
Log-in Port 

[0096] In order to keep matters simple, item 100 (Work 
station number 1) of FIG. 1 Will be vieWed initially as being 
the only computer or Workstation that a particular one or 
more authoriZed users has used before. 

[0097] In this ?rst instance, item 100 Will be further 
vieWed as the one and only computer through Which a same 
one of those users is trying to legitimately access his or her 
?le data. It Will be helpful to remember for this ?rst instance 
that a beloW-mentioned signal named KS(0/ 1) is set equal to 
a locally-produced key, KS1 because the discussed records 
Were ‘originated’ in the subject Workstation 100. 
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[0098] In this initial perspective, each of the one or more 
authoriZed users is understood to have a respective user’s 
log-in record 150 already created for him or her. Each such 
user’s log-in record is preferably physically secured Within 
the Workstation 100. 

[0099] The term, ‘physically secured’ as used herein indi 
cates a physical barrier both to easy removal from the 
Workstation of the storage media that contains the users’ 
log-in records and to easy export of the log-in record’s data 
(150) by means such as Wire transfer or ?oppy diskette. 

[0100] One nonlimiting example of such physical securing 
is the use of a hard disk drive that is physically fastened to 
an interior portion of a security-grade casing or housing of 
the Workstation 100, the fastening being realiZed With a large 
number of tightly fastened screWs or nuts. The screWs or 
nuts may have special con?gurations that require use of a 
specially-keyed tool to loosen them instead of say, a con 
vention ?at head screW driver or a hex nut Wrench. The 
cables that interconnect the disk drive to other parts of the 
computer (Workstation 100) should also be securely con 
tained Within the computer’s casing. Such physical barriers 
make it dif?cult for a momentary interloper to easily take 
possession of the data-storing media and to indiscernibly 
remove it to another location for leisurely analysis of its 
data. Such physical barriers further make it dif?cult for the 
momentary interloper to easily tap into the drive’s signals. 

[0101] By contrast, a ?oppy diskette that is easily removed 
from a ?oppy drive (not shoWn) of machine 100 or easily 
sWiped While freely laying on a desk is an example of a 
holding media that is not ‘physically secured’. 

[0102] Physical securing measures vary and can further 
include, by Way of more nonlimiting examples, the bolting 
of a key-locked computer case made of thick steel to a large 
and heavy desk, or even to the concrete ?oor of a building 
so the computer 100 itself cannot be easily removed from the 
premises. In such a situation the media that holds the users’ 
log-in records 150 is even more physically secured than one 
that is merely secured in a more easily removed computer. 
The extent of physical securing measures taken Will usually 
depend on the economic value of the data being secured, and 
this varies from case to case. 

[0103] The term ‘algorithmically secured’ as used herein 
refers to nonphysical security measures such as encryption. 

[0104] In accordance With the invention, internally-held 
log-in records such as 150 (detailed shortly) are algorithmi 
cally secured to a certain extent. Nonetheless, Workstation 
100 should not be permitted to export such internally-held 
user records 150 in the same form as they are held Within a 
physically secured portion of the machine. Instead, a record 
importing/exporting module 160 is used to create a partially 
blanked copy 170 of each record that is to be exported, and 
only that more algorithmically secured copy 170 is exported. 
Note blanked ?elds 174 and 177 in FIG. 1. 

[0105] Continuing With more details for the initial per 
spective, item 150 represents the log-in record of a pre 
authoriZed user named X. Item 150 is accordingly denoted 
in FIG. 1 as User_X’s Log-in Record. It is to be understood 
that if there is another user named Y Who is pre-authoriZed 
to use Workstation 100, that user Y Will have a respective 
User_Y’s Log-in Record that is similarly, physically secured 
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Within Workstation 100. And then if there is yet another 
authorized user named Z, there Will be a User_Z’s record, 
and so forth. 

[0106] The ?le data that the aforementioned one or more 
authoriZed users (X, Y, Z, etc.) is each trying to intelligibly 
access is usually algorithmically secured With user-speci?c 
keys. For example the information of FILE* 109 is stored in 
encrypted form under coverage of user X’s ?le key, 
FK_UserX. The storage media that holds FILE* 
[FK_UserX]109 may be physically secured Within Worksta 
tion 100 as is shoWn in FIG. 1 but does not need to be. 
FILE* [FK_UserX] could be instead stored in an external 
?le server or on easily removable media such as a ?oppy 
diskette. Path 191 implies that FILE* 109 may be exported 
out of the con?nes of Workstation 100 because * 109 is 
algorithmically secured. Of coarse, it may be desirable to 
use a combination of both physical securing measures and 
algorithmic securing measures as the sensitivity of the 
secured information groWs. 

[0107] When each user tries to gain intelligible access to 
encrypted information such as that of FILE* 109, each such 
user is implicitly asking the Workstation 100 to supply a 
plaintext version 108 of the covering key (e.g., FK_UserX) 
to a corresponding decrypting unit (e.g., 123). 

[0108] Before Workstation 100 grants this request hoW 
ever, the putative user is asked to log-in into the computer 
system. Successful log-in calls for the submission of a 
memorized passWord from the user, and perhaps submission 
of other information as may be asked for by the log-in 
procedure of the Workstation’s operating system (OS) soft 
Ware. 

[0109] It is to be understood, even though not shoWn in 
FIG. 1, that the Workstation 100 includes conventional 
interooperating hardWare and softWare for implementing an 
intelligent computer port. Such conventional elements may 
comprise a CPU or other programmable data processing 
means; system RAM; a hard disk, a ?oppy disk drive, a 
CD-ROM drive, a DVD-drive, netWork interfacing means, a 
keyboard, a mouse, a video display, the already mentioned 
operating system, and so forth. 

[0110] The operating system (OS) normally asks each 
logging-in user for identi?cation information including a 
user ID (e.g., the user’s name or initials) and a user pass 
Word. The user passWord is preferably a unique character 
string that the user has committed to memory only in his or 
her mind. If the user forgets the passWord, a one-time 
passWord bypass procedure (OTP) may be used such as 
disclosed in the above referenced Ser. No. 08/643,742 Which 
bears the title, A METHOD FOR PROVIDING A SECURE 
NON-REUSABLE ONE-TIME PASSWORD. Field 158 of 
the record 150 supports the OTP procedure. 

[0111] Input 101 of FIG. 1 represents the submission by 
the user named X of his or her passWord (PW) into system 
100. It is to be understood that at this stage the user has 
already supplied his or her publically-knoWn, User ID 
(otherWise knoWn as user name), and the computer 100 has 
already scanned through its physically secured holdings of 
users’ log-in records (including those of users Y, Z, etc., and 
the computer has further located the one record shoWn at 
150. This record contains the matching plaintext, User ID in 
?eld 152 (User_X ID). 
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[0112] During the course of bringing this matching record 
(User_X’s Log-in Record 150) into consideration, the oper 
ating system may have optionally also checked the authen 
ticity of the retrieved Log-in Record 150 by using the 
DIGITAL SIGNATURE* stored in ?eld 160 to verify vari 
ous signature-covered ?elds Within User_X’s record (e.g., 
?elds 151 through 159). The computer may have further 
checked the authenticity of the retrieved log-in record 150 
by using ?eld 159 in combination With a pre-OS veri?cation 
process described beloW, that process being represented in 
part by item 139 of FIG. 1. 

[0113] The plaintext version (PW) of the user-submitted 
passWord 101 is applied to a hash function module 130 and 
thereafter preferably scorched from line 101 (erased Without 
possibility of recovery from line 101). In response, the hash 
function module 130 outputs a cryptographic hash PW* of 
the input signal. In one embodiment, hashing unit 130 uses 
the MDSTM hashing function Which is commercially knoWn. 
The output PW* signal of this embodiment is 16 bytes (128 
bits) long. 
[0114] The PW* hashed signal is supplied to a key input 
102 of symmetric decrypting unit 117 (SD_unit 117). In one 
embodiment, SD_unit 117 performs the BloW?sh algorithm. 
Data input 103 of the SD_unit 117 receives a KS(0/1)* 
[PW*] signal from ?eld 156 of the user’s log-in record 150 
as shoWn. If the passWord is correct, the SD_unit 117 
responsively outputs the plaintext signal KS(0/1) on output 
line 116. 

[0115] In this initial case under discussion (Wherein key 
KS(0/1) is equal to key KS1 because the record originated 
in Workstation 100), a programmably-controlled sWitch 128 
is throWn as shoWn to apply the KS(0/1)=KS1 signal on line 
116 to key input 127 of a subsequent SD_unit 118. 

[0116] In one embodiment, each of the KS(0/ 1) and KS1 
signals is at least 16 bytes long (128 bits long) and the 
SD_unit 118 performs the RC4TM symmetric decryption 
algorithm as provided by RSA Solutions, Inc. SWitch 128 is 
responsive to a (0/1)=? ?ag Which is stored as plaintext in 
?eld 151 of the user’s log-in record. In the instant case, ?ag 
151 causes sWitch 128 to connect key-input 127 to key 
supplying line 116. (If the case Were such that KS(0/ 1) is not 
equal to KS1, ?ag 151 Would have instead caused sWitch 
128 to connect an alternative key-supplying line 126 to 
key-input 127.) 

[0117] Data input 129 of the SD_unit 118 receives the 
signal PriWK1*[KS1] from ?eld 154 of the user’s log-in 
record 150. The plaintext version of this signal is PriWK1 
Which is a private key belonging to the local Workstation 100 
(Wk1). This private key, PriWK1 is generated independently 
of the KS1 key and is generally different from the KS1 key. 
The PriWK1 key is managed like other private keys in a 
public/private key system. It is securely kept Within Work 
station 100 and preferably never exposed externally. (Which 
is Why ?eld 174 of in-transit record 170 is blank . . . or 

alternatively ?lled With nonsense {irrelevant} information.) 

[0118] As is With other keys in an asymmetric public/ 
private key system, the plaintext version PriWK1 of the 
private Workstation key is not purely random and it has to 
meet certain format requirements as dictated by the public/ 
private key cryptography system that is in use. For example, 
if ASN.1 notation format is folloWed, that dictates the 
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number of ?elds in the bit sequence of the key de?nition and 
hoW those ?elds may be ?lled (e.g., What are valid entries). 
Compliance With such format requirements is checked by 
applying the output of SD_unit 118 to a ?rst, private-key 
format checker 119. Other indications of success in the 
attempt by SD_unit 118 to decrypt the signal on line 129 
could be alternatively or additionally used.) Format require 
ments can include speci?c bit lengths or value ranges for 
eXponent and modulus parts of the private key and/or self 
checking of the generated bit sequence by an embedded 
parity ?eld or an embedded error detection and correction 

(ECC) ?eld. 
[0119] If the PriWKl output signal of SD_unit 118 does 
not have a valid format (or unsuccessful decryption is 
otherWise indicated), the ?rst format checker 119 outputs an 
active, ?rst blocking signal 104. When active, this ?rst 
blocking signal 104 prevents another key-supplying sWitch 
105 from closing. SWitch 105 supplies an encrypted version, 
FK_UserX*[PubUK] of the user’s ?le key from a physically 
secured storage area 106 to a data input of AD_unit 122. 

[0120] If the output of SD_unit 118 has a bad format for 
any reason (or unsuccessful decryption is otherWise indi 
cated), the ?rst blocking signal 104 Will go active, and the 
plainteXt version 108 of the user’s ?le key Will be blocked 
from being presented to SD_unit 123. As a consequence, the 
user Will be blocked from obtaining the plainteXt version 113 
of the desired FILE. The putative user Will also be denied 
log-in rights since there is something Wrong either With the 
submitted passWord 101 or the in-station log-in record 150. 

[0121] It is seen that the PriWKl output of SD_unit 118 
can have a bad format for any one of the folloWing reasons: 
(1) the user-submitted passWord 101 Was Wrong; (2) ?eld 
156 of the user’s log-in record did not contain the correct 
KS(0/1)*[PW*] signal; or (3) ?eld 154 of the user’s log-in 
record did not contain the correct PriWK1*[KS1] signal. Put 
another Way, the user failed to provide both a good passWord 
101 and a properly matching user’s log-in record 150. 

[0122] There is yet another check that is carried out before 
the user is alloWed to log-in. The KS(0/1) signal of line 116 
is further delivered to a key input of a further SD_unit 120. 
In one embodiment, unit 120 performs the RC4 algorithm. 
The data input of SD_unit 120 receives a PriUK*[KS(0/ 1)] 
signal from ?eld 155 of the user’s in-station log-in record 
150. If all is correct, the resulting output 121 from SD_unit 
120 should be the plainteXt version, PriUK of the user’s 
private key. 
[0123] This resulting output signal 121 is applied to a 
second format checker 111. If the format of signal 121 is 
invalid for any reason, the second format checker 111 
outputs an active, second blocking signal 114 Which pre 
vents sWitch 105 from closing independently of ?rst block 
ing signal 104. This forced opening of sWitch 105 again 
prevents the plainteXt version 108 of the user’s ?le key from 
being released to SD_unit 123, and as a consequence, the 
user is prevented from obtaining the plainteXt FILE 113. In 
one embodiment, if either of the ?rst format checker 119 or 
the second format checker 111 detects an invalid format (or 
there are other indications of unsuccessful decryption 
attempts by units 118 and 120), this is reported to the 
operating system, the OS blocks the user from logging in, 
and the OS informs the user that a log-in error has occurred. 

[0124] In essence, the combination of private Workstation 
key format checker 119 and private user-key format checker 
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111 function as a passport inspector means that automati 
cally checks the user-submitted passWord 101 against ?elds 
156, 154 and 155 of the user’s corresponding in-station 
passport 150 before granting access privileges to con?den 
tial information (e.g., plainteXt key 108). 

[0125] As seen in FIG. 1, if sWitch 105 closes after both 
the user-submitted passWord 101 and the in-station passport 
150 successfully pass inspection, the user’s encrypted ?le 
key signal is applied to the data input of AD_unit 122. 
If the private key generated on line 121 (PriUK) is both valid 
and matching, AD_unit 122 Will output the corresponding 
plainteXt ?le key FK_UserX on line 108. This then enables 
SD_unit 123 to produce plainteXt ?le 113. Decrypting unit 
123 preferably uses a symmetric algorithm rather than an 
asymmetric one because the former is faster and decrypting 
unit 123 is generally asked to decrypt voluminous amounts 
of data (e.g., FILE* data 109). 

[0126] Referring to FIG. 2, the illustrated ?oW chart 
includes the just-described log-in method. Entrance is made 
at 200. Path 201 is folloWed in the situation that has been 
initially presented here, namely that the record 150 of the 
identi?ed user X Was originated in, and is already physically 
secured Within the present Workstation 100 and that this 
record has preferably been pre-authenticated by its self 
contained digital signature 160. As indicated at 210, ?ag 151 
indicates that KS(0/ 1) is equal to KS1. (Alternate path 202 
Would be folloWed in cases Where the user’s log-in record is 
not present in Workstation 100 and needs to be imported. 
Alternate path 203 Would be folloWed in cases Where the 
user’s log-in record is present in Workstation 100 but Was 
imported into rather than originated in Workstation 100.) 

[0127] Although not speci?cally shoWn, step 200 is under 
stood to include the basic steps of obtaining the User_ID of 
the access-requesting user X and locating a corresponding 
log-in record 150 (or 170) in Which ?eld 152 (or 172) has a 
matching User_ID. 
[0128] At step 212, the operating system asks the user to 
supply the plainteXt of his or her passWord 

[0129] At step 214 the passWord is hashed. 

[0130] At step 216 the KS(0/1)* signal stored at ?eld 156 
is decrypted. The decrypted result is presented to key input 
127 at step 218. 

[0131] At folloWing step 230, the signal PriWK1* is 
fetched from ?eld 154 of the user’s in-station record and 
decrypted at step 235. Furthermore, the signal PriUK* is 
fetched at step 240 from ?eld 155 of the user’s in-station 
record and decrypted at step 245. (Step pairs 230-235 and 
240-245 can occur one after the other or in parallel.) 

[0132] At step 250 a determination is made as to Whether 
the formats of both of the decrypted signals PriWKl and 
PriUK are valid. If either one is not valid, control passes to 
step 259 Where the attempted log-in by the user is blocked. 
The operating system may thereafter ask the user to resubmit 
the passWord or the OS may take other steps as appropriate. 

[0133] On the other hand, if each of the decryptions of 
steps 235 and 245 produced a properly formatted private 
key, then the decision step 250 transfers control to step 255. 
In step 255 the operating system grants log-in to the request 
ing user. (The user-submitted passWord 101 and the user’s 
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in-station passport 150 have passed inspection.) An exit 
from the user admitting procedure is taken at step 260. 

[0134] Returning to FIG. 1, it is seen in summary that both 
of ?elds 154 and 155 of the user’s log-in record 150 had 
been inspected for their ability to produce validly formatted, 
and different private keys (PriWKl and PriUK_X) based on 
the user-submitted passWord 101 and based on the contents 
of ?eld 156 before the user Was alloWed to log in. Addi 
tionally, each of ?elds 154, 155 and 156 Was covered by the 
digital signature stored at ?eld 160. The digital signature 
makes it dif?cult for a spoofer to tamper With the record 150 
in an attempt to pass inspection. 

[0135] Record authenticator 140 carries out the digital 
signature veri?cation in Workstation 100 by obtaining the 
user’s public key (PubUK_X) from plainteXt ?eld 153 of the 
record 150. Record authenticator 140 uses the fetched Pub 
UK_X and the record’s DIGITAL SIGNATURE* 160 to 
authenticate the signature-covered ?elds 151-159 of the 
record. If there is an indication that the user’s record had 
been tampered With, this is reported to the OS, the attempted 
log-in is blocked, and the user is asked to contact the system 
administrator for further assistance. 

[0136] Workstation 100 VieWed as the Originator of a 
User’s Log-in Record 

[0137] It Was assumed above that a pre-authenticated 
user’s log-in record 150 is already originated and securely 
held Within Workstation 100 at the time user X tries to log-in 
through Workstation 100. NoW it Will be described hoW a 
user’s log-in record is originated from Workstation 100. 

[0138] If no user has previously logged in to Workstation 
100, a default log-in record is held Within the Workstation for 
the system administrator (or the ?rst time oWner of the 
computer) to use and a default passWord is provided for 
?rst-time log-in. The system administrator is then required 
to provide a neW passWord that is different from the default 
passWord. A neW record is originated for the system admin 
istrator, and the original, default log-in record is scorched to 
prevent later back door bypassing of the security system. 
The system administrator is thereafter alloWed to log-in 
under his/her neW passWord and to create additional tem 
porary, default log-in records for subsequently authoriZed 
users. Those subsequently authoriZed users are similarly 
required to provide respective neW passWords, neW records 
are originated for them, and their original, default log-in 
records are scorched. It is seen from this that the origination 
of a user log-in record Within Workstation 100 and the 
changing of the user passWord to be used for that Worksta 
tion 100 are basically the same process. 

[0139] Referring to FIG. 1, at the time the system admin 
istrator (or any other user) submits his or her neW passWord, 
a random number generator 110 (or more accurately, a 
pseudo-random number generator) is activated Within a 
physically secured part of Workstation 100. Random number 
generator 110 produces a passWord-associated pseudo-ran 
dom bit sequence, Which is preferably at least 128 bits in 
length. SWitch 112 is momentarily closed to apply this 
neWly-generated key signal, named 1st_KS1, to line 115. 
Line 115 forgets this neWly-generated key signal (1st_KS1) 
after it is once used by record ?lling units such as 136, 164 
and 167 to ?ll in their respective ?elds of record 150. 

[0140] The KS(0/1) signal is equal to the KS1 signal When 
the record 150 is ‘originated’ in Workstation 100. Accord 
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ingly, all ?elds Which are derived from KS(0/1) or KS1 
(namely, ?elds 154-159) are ?lled With neW data based on 
the neWly-generated key signal (1st_KS1). After ?elds 154 
159 are so-?lled, the plainteXt 1st_KS1 signal is scorched, 
sWitch 112 is reopened, and the random number generator 
110 is reset so that there Will be no long-time stored, 
plainteXt copy of 1st_KS1 after it is consumed by ?eld 
?lling units such as 136, 164 and 167. 

[0141] Due to space limitations in FIG. 1, only ?eld 
?lling units 136, 164, 167 and 140 are shoWn (for ?lling 
respective ?elds 156, 154, 157 and 160. It is understood 
from the notations used in FIG. 1 What additional ?eld 
?lling units are used and hoW they are connected. 

[0142] For eXample ?eld 158 is to contain the KS(0/1)* 
[PubOTP] signal. Accordingly, it is understood that an 
additional AE_unit (not shoWn) is provided for receiving the 
1st_KS1 signal . . . Which noW equals KS(0/1) . . . at its 

data-input and the public key named PubOTP at its key 
input and for responsively generating the KS(0/1)*[Pub 
OTP] signal for storage in ?eld 158. The PubOTP signal 
comes from a trusted source (e.g., a help desk) that provides 
the corresponding One-Time PassWord service. Use of the 
one-time passWord signal KS(0/1)*[PubOTP] for one-time 
release of the KS(0/ 1) key upon provision of a PriOTP key 
is explained in the above-referenced patent application Ser. 
No. 08/643,742. 

[0143] Additional symmetric encrypting units (not shoWn) 
are similarly provided for receiving the 1st_KS1 signal . . . 
Which noW equals KS(0/1) . . . at their key-inputs for 

responsively and respectively generating the PriUK*[KS(0/ 
1)] signal of ?eld 155 and the DOS.tXt*[KS(0/1)] signal of 
?eld 159. The plainteXt PriUK signal is momentarily 
obtained from the previous, authenticated log-in record of 
the same user or from another like trusted source. The 
plainteXt DOS.tXt signal is a pre-speci?ed ASCII or DOS 
teXt string (e.g., ‘This Record is OK’) Which is also momen 
tarily obtained from the previous log-in record of the same 
user or from another like trusted source. 

[0144] During record-origination, SE_unit 136 receives 
the 1st_KS1 signal at its data input and the hashed PW* 
signal that Was derived from the neW passWord at its key 
input. The encrypted result is stored in ?eld 156 of the user’s 
record by Way of sWitch 137. SWitch 137 is closed to ?ll ?eld 
156 in this instance because a neW passWord is being 
generated by the user. If a neW passWord Were not being 
generated by the user, . . . such as in the case Where a record 

With an old passWord is being imported . . . sWitch 137 
Would have remained open and ?eld 156 Would have 
retained its previous KSO*[PW*] signal, that signal repre 
senting an externally-generated key KSO covered by the 
hash PW* of the old passWord. 

[0145] Additionally, during origination of the user’s log-in 
record 150, AE_unit 167 receives the 1st_KS1 signal at its 
data input and the user’s public key (PubUK_X) at its key 
input. AE_unit 167 then records the encryption result as 
signal KS1*[PubUK_X] into ?eld 157 of the record then 
being originated. The PubUK_X signal can come from 
plainteXt ?eld 153 of a previous authenticated record 
belonging to the same user or from any other trusted source 
containing the user’s public key. 

[0146] Moreover, SE_unit 164 receives the 1st_KS1 sig 
nal at its key input and the private key (PriWKl) of the 



US 2001/0002487 A1 

record-originating Workstation 100 at its data input. Signal 
PriWK1 is a private key unique to Workstation 100 and is 
physically secured Within Workstation 100. Source 162 and 
sWitch 163 represent an appropriate private-key releasing 
means for momentarily releasing the plaintext PriWK1 
signal to SE_unit 164. One possible source for the plaintext 
PriWK1 signal is ?eld 154 of the Workstation administra 
tor’s log-in record as uncovered by SD_unit 118 When the 
administrator provides his or her passWord and approves 
release of PriWKl for originating the log-in record 150 of 
User_X. Item 143 represents such an approved release 
Which causes sWitch 163 to momentarily close. If ?eld 154 
of User_X’s record Were being ?lled for an imported rather 
than locally-originated record, release approval 143 may be 
predicated on an af?rmative import-record authenticated 
signal 142 supplied from record authenticating module 140. 
The encryption result of SE_unit 164 is stored in ?eld 154 
of the user’s record as the signal PriWK*[KS1]. 

[0147] Further during record-origination, the user’s public 
key is stored as plaintext in ?eld 153 of the record. The 
user’s public identi?cation (e.g., the user’s name or initials) 
is stored as plaintext in ?eld 152 of the record. Because this 
record is being originated inside of Workstation 100 and is 
not being imported from elseWhere, ?ag 151 is set to 
indicate that KS(0/1) is equal to KS1. 

[0148] The so-processed user’s record 150, With its 
respective ?elds 151-159 accordingly ?lled, is then covered 
by the user’s digital signature, Which signature is stored in 
?eld 160 of the originated record. 

[0149] A?oW chart of this process is seen in FIG. 3. Entry 
is made at 300. At step 310, if there are any previous Log-in 
Records for User_X (Where user X is creating a neW 
passWord for him or herself) held Within Workstation 100 
(WK1) , these are scorched in preparation for originating a 
neW record that Will support the neW passWord. Any data 
needed from a previous Log-in Record of User_X (such as 
plaintext data extracted from ?elds 152-155 and 159) is 
temporarily stored for consumption in the originating pro 
cess. 

[0150] At step 312, the neW passWord is obtained from the 
user. At step 314, a hash PW* of the neW passWord is 
generated. 
[0151] At step 316, a neW KS1 signal (1st_KS1) is gen 
erated by random or pseudo-random means. 

[0152] At step 318, the 1st_KS1 signal is used to produce 
the signals for ?elds 154 through 159 of the neW record. 
Thereafter, the plaintext of the 1st_KS1 signal is scorched 
out of memory. Workstation 100 more permanently stores 
the results (?elds 154 through 159) derived from this 
1st_KS1 signal as encrypted data in a physically secured 
portion of Workstation 100. In the preferred method of 
usage, neither the 1st_KS1 signal nor its plaintext copy, 
KS1, nor any of the encrypted results of ?elds 154 and 157 
are alloWed to be exported out of the physically secured 
portion of Workstation 100. PriWKl is used exclusively 
Within Workstation 100. 

[0153] At step 320, ?elds 152 and 153 are ?lled With their 
corresponding plaintext data for User_X ID and PubUK_X 
(public key of user 

[0154] At step 325, the (0/1)=? ?ag 151 is set to indicate 
that KS(0/1) is the same as KS1. This indicates that the 
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present log-in record originated from Within Workstation 100 
using the KS1 key generated by that Workstation. 

[0155] At folloWing step 330, ?eld 160 of the record is 
?lled With a DIGITAL SIGNATURE* signal covering all of 
?elds 151 through 159. FeWer ?elds could be covered in an 
alternate embodiment but that Would disadvantageously 
provide greater opportunity for undetected tampering With 
the record. 

[0156] At step 340, the random number generator 110 is 
reset and line 115 is cleared. Thereafter at step 350, the 
thusly originated record 150 is stored Within Workstation 
100, preferably in a physically secured area of Workstation 
100. An exit is taken after step 350. 

[0157] Workstation 100 VieWed as the Exporter of a 
User’s Log-in Record. 

[0158] Assume next that after having originated a pass 
Word and a user’s record 150 in a ?rst Workstation (Wk1), 

the same user Wishes to move to a neW Workstation and to log in With the same passWord. The physically 

secured record 150 is not sent out as is. Instead, a copy of 
the user’s original record 150 is made. Before being 
exported to the neW Workstation (Wk2), the copy is modi?ed 
by import/export module 161 so that ?elds 154 and 157 of 
the copy are either blank or ?lled With nonsense information. 
Flag 151 is changed in the copy to indicate that KS(0/1) is 
not equal to KS1. A neW digital signature is then generated 
and Written into ?eld 160 of the copy. 

[0159] The so-modi?ed copy of the user’s passport record 
is noW ready for export outside of Workstation 100 by Way 
of, for example, conveyance path 190. Depending on the 
sensitivity of the information involved in the exportable 
passport copy, conveyance path 190 can be implemented in 
various Ways ranging from a relatively unsecured convey 
ance such as transmission over a public Internet to an 

extremely secured conveyance such as ?oppy-diskettes 
hand-carried by a trusted and armed courier. 

[0160] Record 170 can be vieWed as the resulting in 
transit copy as it moves along conveyance path 190 toWards 
another Workstation. What Was KS1 inside Workstation 100 
is noW KSO (an externally generated key) as far as the 
receiving other Workstation is concerned. 

[0161] Note that ?elds 174 and 175 of the in-transit record 
copy 170 are no longer covered by a same key. Note that 
?elds 174 and 177 are either blank or ?lled With nonsense 
information. If this in-transit copy 170 of the user’s record 
is intercepted by an unintended party, the missing data of 
?elds 174 and 177 Will make it difficult to spoof a credible 
passport record based on the intercepted record 170. Note 
additionally that the digital signature of ?eld 180 makes it 
dif?cult to tamper With the intercepted record 170 and to try 
to spoof a receiving Workstation into believing that the 
tampered-With version is a legitimate passport record. 

[0162] FIG. 4 shoWs a How chart of the record-exporting 
process. Entry is made at 400. The user_X or another 
authoriZed person (administrator) is understood to have 
successfully logged-in into Workstation 100 to gain access to 
User_X’s Log-in Record 150 and to have requested an 
export operation for that speci?c record. At step 410, a copy 
of User_X’s Log-in Record 150 is made. At step 420, ?elds 
154 and 157 of the copy are blanked or ?lled With nonsense 
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information. At step 425, the ?ag in ?eld 151 of the copy is 
modi?ed to indicate KS(0/1) does not equal KS1. At step 
430, ?eld 160 of the copy is overwritten With a neW digital 
signature covering ?elds 151-159. At step 450, the modi?ed 
copy is transmitted out of the physically secured area of 
Workstation 100 for conveyance by desired means (Wire, 
diskette, computer-readable badge, or other) to a targeted 
other Workstation (e.g., 

[0163] Workstation 100 VieWed as the Importer of a 
User’s Log-in Record 

[0164] In the next instance, Workstation 100 is to be 
considered as one that is importing a user log-in record 170 
from an external source. The external log-in record 170 Was 
generated by another Workstation (say, Wk2) similar to 
Workstation 100. KSO Was the key used in the outside 
Workstation prior to export of the in-transit record 
170. Fields 174 and 177 Were blanked out by Wk2 during its 
export process. 

[0165] It is understood for this instance that User_X does 
not yet have a log-in record Within Wk1 (100). User X Would 
like to log-in into Workstation 100 using the same passWord 
he or she used at the other Workstation (Wk2, not shoWn). 

[0166] Referring to FIG. 2, at entry point 200 the user 
supplies his or her user identi?cation (152) and requests 
log-in permission. The system (100) notes that there is no 
corresponding log-in record for the so-identi?ed user and 
asks the user to identify an importation source by Way of 
Which a corresponding passport record (170) Will be 
imported into Workstation 100. The utiliZed importation 
channel (190 of FIG. 1) can be any appropriate means 
including a digital data communications netWork (e. g., Inter 
net), or a ?oppy diskette or a computer-readable identi?ca 
tion badge. If desired, Workstation 100 can be con?gured to 
require a speci?c one or more means 190 such as a com 

puter-readable identi?cation badge or a secured communi 
cations netWork rather than giving the user a choice among 
all available importation channels. 

[0167] Path 202 is folloWed in this case because, as 
indicated at 220, the user’s record had not already been 
imported into Workstation 100 and authenticated. Field 171 
of the imported 170 should indicate that KS(0/1) does not 
equal KSO. 

[0168] Step 221 represents the process of obtaining the 
not-yet-admitted record 170 from an external source by Way 
of a speci?ed importation channel. 

[0169] At step 222 the digital signature stored in ?eld 180 
of the fetched record 170 is used to authenticate (validate) 
the contents of the remaining ?elds 171-179. If a mismatch 
betWeen the digital signature and the rest of the record 170 
is found in step 222, the log-in request is denied and the user 
is advised by the computer 100 that the fetched passport 
record 170 is defective. 

[0170] After authentication With the digital signature (step 
222), ?elds 174 and 177 still remain essentially blank. 
Although it could be, the private Workstation key PriWK1 of 
162 is not necessarily released at this time by gatekeeping 
mechanism 143/163. (Gatekeeping mechanism 143/163 
includes sWitch 163 and release approval module 143.) 

[0171] The putative user’s identity can be further checked 
at this stage (before releasing PriWKl 162) by asking for a 
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record-associated passWord and using the submitted pass 
Word to uncover the data of ?eld 176. The uncovered KSO 
key (176), if correct, can then be used to uncover the data of 
corresponding ?elds 179 and 175. 

[0172] Note that step 222 contemplates optional further 
authentications in addition to authentication by the digital 
signature. Checking the user-provided passWord (PW) 
against ?elds 176, 179 and 175 is one, but not the only or 
exclusive Way to carry out the optional further authentica 
tions of step 222 prior to alloWing the gatekeeper 143/163 to 
release the private Workstation key (PriWK1) 162 for use in 
subsequent step 223. 

[0173] As part of the optional further veri?cations of step 
222, the user is asked to provide his or her passWord (PW) 
and user ID. The ID can be compared against plaintext ?eld 
172 for a match as a simple ?rst test. Next, the user-supplied 
plaintext passWord PW is brought in on line 101 for hashing 
by unit 130. The hashed PW* signal is then presented to 
SD_unit 117. Signal KSO* is taken from ?eld 176 of the 
suspect record 170 and applied to the data-input of SD_unit 
117. In response, unit 117 should produce the plaintext 
signal KSO on line 116. This signal on line 116 is next 
applied to the key-input of SD_unit 138. The DOS.TXT* 
signal of ?eld 179 is applied to data-input 135 of the same 
SD_unit. In response, SD_unit 138 should produce a valid 
plaintext version of an agreed-upon text string (e.g., ‘This 
record is OK’). Unit 139 checks the output generated by 
SD_unit 138 against the agreed-upon text string for a match. 
If there is no agreement, the user is denied entry and the 
computer indicates that the supplied passWord appears to be 
Wrong. The gatekeeper 143/163 is blocked from releasing 
key 162 and step 223 is not entered into. 

[0174] As an optional furtherance or alternative to the 
DOS.TXT check, the KSO signal on line 116 is applied to the 
key-input of SD_unit 120 While the PriUK* signal from ?eld 
175 of the suspect record 170 is applied to the data-input of 
unit 120. In response, SD_unit 120 should produce a valid 
version of the user’s private key, PriUK. Format checker 111 
tests the format of the generated signal Which appears on line 
121. If there is a format error, the user is again denied log-in 
and advised that the submitted passWord is not correct. The 
gatekeeper 143/163 is blocked from releasing key 162 and 
step 223 is not entered into. 

[0175] As an alternate to, or in addition to these optional 
further tests of step 222, the system administrator may 
choose (or the machine system 100 may be con?gured) to 
perform yet other identi?cation checks for verifying that 
user X is Whom he or she claims to be and that the imported 
record 170 is authentic before releasing the private Work 
station key 162 through gatekeeping mechanism 143/163. 
These additional tests can be based on timing and/or choice 
of passport conveyance means. For example, system 100 
may be set up such that passport records may only be validly 
imported at certain times during the day. If a user tries to 
import a record outside of these alloWed time WindoWs, the 
log-in attempt Will be denied. 

[0176] As a further example, exclusive use of a particular 
electronic badge reader may be required for validly convey 
ing the putative passport record 170 into Workstation 100. If 
the user does not have a compatible badge or the badge fails 
to supply the appropriate passport record by Way of the 
badge reader, the requested log-in may again be denied. 
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[0177] These are merely examples of the additional mea 
sures that may be taken to verify the identity of the user and 
the authenticity of the putative record 170 before the gate 
keeping mechanism 143/163 releases the private Worksta 
tion key 162. Those skilled in the art can choose to add 
equivalents or alternates based on the foregoing examples. A 
less restrictive approach is simply to let any already-admit 
ted user release the PriWKl 162 for any incoming external 
passport 170 that comes in by any channel 190 (e.g., by Wire 
or badge), at any time, after testing for lack of tampering by 
the digital signature method or by any other equivalent 
method. As explained above, the plaintext PriWK signal 
may be derived from ?eld 154 of the log-in record 150 of an 
already-admitted user by Way of SD_unit 118. In essence, 
each already-admitted member of the club is authoriZed 
under this simple scheme to admit a next member into the 
club at any time irrespective of Where that next member is 
coming from (irrespective of What channel 190 is used to 
bring that next member’s passport 170 to the front door of 
system 100). 

[0178] After the digital signature authentication and/or 
other optional veri?cations are successfully completed at 
step 222, the gatekeeping mechanism 143/163 momentarily 
releases the private Workstation key PriWK1 to the data 
input of SE_unit 164. At the same time, random number 
generator 110 is activated and sWitch 112 is momentarily 
closed to apply a neW KS1 signal onto line 115. (SWitch 137 
remains open in this instance.) This neW, randomly-gener 
ated KS1 is generally different from that Which may have 
been generated for another user’s record Where the latter 
record originates in Workstation 100. 

[0179] At this stage of the explanation, the imported 
record 170 is to be understood to assume the position shoWn 
as 150 in FIG. 1. The previously blank ?eld 154 is noW ?lled 
in With the PriWK1*[KS1] signal generated by SE_unit 164 
as indicated in step 223. The previously blank ?eld 157 is 
?lled in With the KS1*[PubUK_X] signal generated by 
AE_unit 167. The user’s public key (PubUK_X) is obtained 
from plaintext ?eld 173/153. If not already done, ?eld 151 
is modi?ed to indicate that KS(0/1) does not equal KSO. A 
neW digital signature is Written into ?eld 160 to cover ?elds 
151-159. NoW the imported record is deemed to be accepted 
by Workstation 100 as a legitimate passport record. (The 
neWly applying user X is noW admitted as a member to the 
club de?ned by all other users Y, Z, etc., Whose respective 
passports 150 are already physically secured Within Work 
station 100 by virtue of either having originated in Work 
station 100 or having been successfully imported into Work 
station 100. It is Within the contemplation of this disclosure 
to permit members to be expelled from club membership 
autocratically or by vote. For example, members having 
administrator privileges may be empoWered to erase the 
in-station log-in record 150 of a given user at Will.) 

[0180] After his or her in-transit passport 170 is success 
fully imported and admitted, path 203 of FIG. 2 Will be 
folloWed the next time the same user Wishes to log into 
Workstation 100. 

[0181] Log-in by Way of path 203 or continuing from step 
223 proceeds as folloWs. At step 224 the user is asked to 
supply his or her passWord and user ID (if not earlier so 
done). The user ID is used to locate the matching in-station 
passport 150 based on ?eld 152. At step 225 the passWord 
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is hashed. At step 226 the contents of ?eld 156 are deci 
phered by SD_unit 117 based on the supplied passWord. At 
step 227 the signal generated on line 116 is applied to the 
key-input of SD_unit 120. The contents of ?eld 155 are then 
decrypted to produce PriUK on line 121. 

[0182] At step 228, AD_unit 124 obtains the KS1* signal 
from ?eld 157 and responsively generates the KS1 signal on 
line 126. SWitch 128 applies this KS1 signal to the key-input 
127 of SD_unit 118. 

[0183] Control next passes to step 230 Where the remain 
der of the log-in inspection procedure continues as it did for 
path 201. Steps 240 and 245 do not need to be carried out 
because PriUK* Was decrypted in step 227. 

[0184] Pre-OS Bootup Authentication Using the Passport 
Record 

[0185] Passport record 150 can be used to control Which 
users are alloWed to boot-up Workstation 100 to an extent 
necessary for intelligibly accessing secured ?les. The 
DOS.TXT* data of ?eld 159 is used for this operation. 

[0186] Referring to FIG. 5, a Workstation poWer-up 
occurs, or a reset is applied to Workstation 100 at step 500. 

[0187] At step 510, Workstation bootup begins to the 
extent necessary for enabling elementary operations such as 
locating and fetching the log-in record 150 of an identi?ed 
user (the one Who is booting up Workstation 100). The 
enabled elementary functions at step 510 further include 
those for carrying out hashing function 130, symmetrical 
decryption function 117, symmetrical decryption function 
138, pre-OS veri?cation function 139 and basic user inter 
face functions such as display and keyboard. More complex 
functions, and in particular the cryptographic algorithms 
used by asymmetric decrypting units 122 and 124 are not yet 
enabled for Workstation 100 at this stage. 

[0188] At step 512, the booting-up user is asked for his or 
her passWord and user ID. 

[0189] At step 514 the passWord is hashed by hashing 
module 130. 

[0190] At step 516 the user passport record of the identi 
?ed user is fetched and the data of ?eld 156 is applied to 
SD_unit 117. 

[0191] At step 518 the output of unit 117 is applied to the 
key-input of SD_unit 138. 

[0192] At step 520 the contents of ?eld 159 are applied to 
data-input 135 of unit 138. The output of unit 138 is supplied 
to pre-OS veri?cation unit 139. 

[0193] At step 530 module 139 compares the output of 
unit 138 against a pre-agreed-upon system string. If there is 
a match (yes) normal bootup is continued as indicated by 
step 540 to enable the public/private cryptography functions 
of units such as 122 and 124. (It is understood that the 
pre-agreed-upon system string does not have to be DOS text 
and instead can be any bit sequence of an agreed-upon 
length or terminated by an agreed-upon termination 
sequence.) 
[0194] On the other hand, if there is no match at step 530, 
the bootup process is halted before the public/private cryp 
tography functions are enabled, as indicated at step 550. In 
one embodiment, the computer is reset as indicated at step 
















