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(57) ABSTRACT 
A disk array controller enables a consistent, coherent 
memory image of the data storage space to all processors 
across hot-plug interfaces. To external processes seeking to 
read or Write data, the memory image looks the same across 
the hot-plug interfaces. The disk array controller has tWo 
identical controllers, each With its oWn non-volatile memory, 
to maintain redundant images of disk array storage space. A 
hot-plug interface interconnects the tWo controllers. Each 
controller has an AutoRAID memory transaction manager 
that enables sharing of CRC-protected memory transactions 
over the hot-plug interface betWeen the tWo controllers. The 
AutoRAID memory transaction managers also facilitate 
ordered execution of the memory transactions regardless of 
Which controller originated the transactions. Mirrored read 
and Write transactions are handled atomically across the 
hot-plug interface. 
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STORAGE MANAGEMENT SYSTEM AND 
AUTO-RAID TRANSACTION MANAGER FOR 

COHERENT MEMORY MAP ACROSS HOT PLUG 
INTERFACE 

FIELD OF THE INVENTION 

[0001] This invention relates to data storage systems, such 
as hierarchical RAID (Redundant Array of Individual Disks) 
data storage systems. More particularly, this invention 
relates to disk array controllers for data storage systems that 
provide a coherent, consistent memory image to multiple 
processors across a hot-plug interface. 

BACKGROUND OF THE INVENTION 

[0002] Conventional disk array data storage systems have 
multiple storage disk drive devices that are arranged and 
coordinated to form a single mass storage system. The 
common design goals for mass storage systems include loW 
cost per megabyte, high input/output performance, and high 
data availability. Data availability involves the ability to 
access data stored in the storage system While ensuring 
continued operation in the event of a disk or component 
failure. Data availability is often provided through the use of 
redundancy Where data, or relationships among data, are 
stored in multiple locations on the storage system. In the 
event of failure, redundant data is retrieved from the oper 
able portion of the system and used to regenerate the original 
data that is lost due to the component failure. 

[0003] There are tWo common methods for storing redun 
dant data on disk drives: mirror and parity. In mirror 
redundancy, data is duplicated and stored in tWo separate 
areas of the storage system. In parity redundancy, redundant 
data is stored in one area of the storage system, but the siZe 
of the redundant storage area is less than the remaining 
storage space used to store the original data. 

[0004] RAID (Redundant Array of Independent Disks) 
storage systems are disk array systems in Which part of the 
physical storage capacity is used to store redundant data. 
RAID systems are typically characteriZed as one of six 
architectures, enumerated under the acronym RAID. A 
RAID O architecture is a disk array system that is con?gured 
Without any redundancy. Since this architecture is really not 
a redundant architecture, RAID 0 is often omitted from a 
discussion of RAID systems. 

[0005] A RAID 1 architecture involves storage disks con 
?gured according to mirror redundancy. Original data is 
stored on one set of disks and a duplicate copy of the data 
is kept on separate disks. The RAID 2 through RAID 5 
architectures all involve parity-type redundant storage. Of 
particular interest, a RAID 5 system distributes data and 
parity information across all of the disks. Typically, the disks 
are divided into equally siZed address areas referred to as 
“blocks”. A set of blocks from each disk that have the same 
unit address ranges are referred to as “stripes”. In RAID 5, 
each strip has N blocks of data and one parity block Which 
contains redundant information for the data in the N blocks. 

[0006] In RAID 5, the parity block is cycled across 
different disks from stripe-to-stripe. For example, in a RAID 
5 system having ?ve disks, the parity block for the ?rst stripe 
might be on the ?fth disk; the parity block for the second 
stripe might be on the fourth disk; the parity block for the 
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third stripe might be on the third disk; and so on. The parity 
block for succeeding stripes typically “precesses” around the 
disk drives in a helical pattern (although other patterns are 
possible). RAID 2 through RAID 4 architectures differ from 
RAID 5 in hoW they compute and place the parity block on 
the disks. 

[0007] A hierarchical data storage system permits data to 
be stored according to different techniques. In a hierarchical 
RAID system, data can be stored according to multiple 
RAID architectures, such as RAID 1 and RAID 5, to afford 
tradeoffs betWeen the advantages and disadvantages of the 
redundancy techniques. 
[0008] US. Pat. No. 5,392,244 to Jacobson et al., entitled 
“Memory Systems With Data Storage Redundancy Manage 
ment”, describes a hierarchical RAID system that enables 
data to be migrated from one RAID type to another RAID 
type as data storage conditions and space demands change. 
This patent, Which is assigned to HeWlett-Packard Company, 
describes a multi-level RAID architecture in Which physical 
storage space is mapped into a RAID-level virtual storage 
space having mirror and parity RAID areas (e.g., RAID 1 
and RAID 5). The RAID-level virtual storage space is then 
mapped into an application-level virtual storage space, 
Which presents the storage space to the user as one large 
contiguously addressable space. During operation, as user 
storage demands change at the application-level virtual 
space, data can be migrated betWeen the mirror and parity 
RAID areas at the RAID-level virtual space to accommodate 
the changes. For instance, data once stored according to 
mirror redundancy may be shifted and stored using parity 
redundancy, or vice versa. The ’244 patent is hereby incor 
porated by reference to provide additional background infor 
mation. 

[0009] With data migration, the administrator is afforded 
tremendous ?exibility in de?ning operating conditions and 
establishing logical storage units (or LUNs). As one 
example, the RAID system can initially store user data 
according to the optimum performing RAID 1 con?guration. 
As the user data approaches and exceeds 50% of array 
capacity, the disk array system can then begin storing data 
according to both RAID 1 and RAID 5, and dynamically 
migrating data betWeen RAID 1 and RAID 5 in a continuous 
manner as storage demands change. At any one time during 
operation, the data might be stored as RAID 1 or RAID 5 on 
all of the disks. The mix of RAID 1 and RAID 5 storage 
changes dynamically With the data I/O (input/output). This 
alloWs the system to optimiZe performance versus an 
increasing amount of user data. 

SUMMARY OF THE INVENTION 

[0010] This invention provides mirrored memory disk 
array controller that enables a consistent, coherent memory 
image of the data storage space to all processors across 
hot-plug interfaces. To host processes seeking to read or 
Write data, the memory image looks the same across the 
hot-plug interfaces. 

[0011] In the described implementation, the disk array 
controller has tWo identical controllers, each With its oWn 
non-volatile memory, to maintain redundant images. A hot 
plug interface interconnects the tWo controllers. Each con 
troller has an AutoRAID memory transaction manager that 
enables sharing of CRC-protected memory transactions over 
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the hot-plug interface between the tWo controllers. The 
AutoRAID memory transaction managers also facilitate 
ordered execution of the memory transactions regardless of 
Which controller originated the transactions. Mirrored read 
and Write transactions are handled atomically across the 
hot-plug interface. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0012] FIG. 1 is a diagrammatic illustration of a host 
computer connected to a data storage system. 

[0013] FIG. 2 is a block diagram of the host computer and 
data storage system. The data storage system is illustrated as 
a hierarchic RAID system. 

[0014] FIG. 3 is a block diagram of the mirrored memory 
disk array controller in the data storage system, embodied 
With tWo controllers. 

[0015] FIG. 4 is a block diagram of an AutoRAID 
memory transaction manager implemented in each control 
ler of the disk array controller. 

[0016] The same reference numbers are used throughout 
the ?gures to reference like components and features. 

DETAILED DESCRIPTION OF THE 
INVENTION 

[0017] FIG. 1 shoWs a computer system 20 having a host 
computer 22 connected to a data storage system 24 via an 
I/O interface bus 26. Host computer 22 is a general purpose 
computer that can be con?gured, for example, as a server or 
Workstation. Computer 22 has a visual display monitor 28, 
a central processing unit (CPU) 30, a keyboard 32, and a 
mouse 34. Other data entry and output peripherals may also 
be included, such as a printer, tape, CDROM, netWork 
interfaces, and so forth. In FIG. 1, the host computer 22 is 
coupled to a netWork 36 to serve data from the data storage 
system 24 to one or more clients (not shoWn). 

[0018] The data storage system 24 holds user data and 
other information. In the preferred implementation, the data 
storage system 24 is a hierarchical RAID system that is 
capable of storing data according to different redundancy 
schemes. The host computer 22 provides an interface for an 
administrator to con?gure the memory space in the RAID 
system 24, run diagnostics, evaluate performance, and oth 
erWise manage the RAID storage system. 

[0019] FIG. 2 shoWs the host computer 22 and data 
storage system 24 in more detail. The computer 22 has a 
processor 40, a volatile memory 42 (i.e., RAM), a keyboard 
32, a mouse 34, a non-volatile memory 44 (e.g., ROM, hard 
disk, ?oppy disk, CD-ROM, etc.), and a display 28. An 
administrator module 46 is stored in memory 44 and 
executes on processor 40. The administrator module 46 
provides management functions such as diagnostics, perfor 
mance revieW, LUN arrangement analysis, and capacity 
analysis. The administrator module 48 supports a storage 
manager graphical user interface (UI) 48 that presents a 
visual interface on the display 28. 

[0020] The data storage system 24 has a disk array 50 With 
multiple storage disks 52, a disk array controller 54, and a 
RAID management system 56. The disk array controller 54 
is coupled to the disk array 50 via one or more interface 
buses 58, such as a small computer system interface (SCSI). 
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The RAID management system 56 is coupled to the disk 
array controller 54 via an interface protocol 60. It is noted 
that the RAID management system 56 can be embodied as 
a separate component (as shoWn), or Within the disk array 
controller 54, or Within the host computer 22. The RAID 
management system 56 is preferably a softWare module that 
runs on the processing unit of the data storage system 24, or 
on the processor 40 of the computer 22. 

[0021] The disk array controller 54 coordinates data trans 
fer to and from the disk array 50. The disk array controller 
54 has tWo identical controller boards: a ?rst disk array 
controller 54a and a second disk array controller 54b. The 
parallel controllers enhance reliability by providing continu 
ous backup and redundancy in the event that one controller 
becomes inoperable. The parallel controllers 54a and 54b 
have respective mirrored memories 62a and 62b. The mir 
rored memories 62a and 62b are preferably implemented as 
battery-backed, nonvolatile RAMs (NVRAMs). Although 
only dual controllers 54a and 54b are shoWn and discussed 
generally herein, aspects of this invention can be extended 
to other multi-controller con?gurations Where more than tWo 
controllers are employed. 

[0022] The mirrored memories 62a and 62b store several 
types of information. The mirrored memories 62a and 62b 
maintain duplicate copies of a cohesive memory map of the 
storage space in disk array 50. This memory map tracks 
Where data and redundancy information are stored on the 
disk, and Where available free space is located. The vieW of 
the mirrored memories is consistent across the hot-plug 
interface, appearing the same to external processes seeking 
to read or Write data. 

[0023] The mirrored memories 62a and 62b also maintain 
a read cache that holds data being read from the disk array 
50. Every read request is shared betWeen the controllers. The 
mirrored memories 62a and 62b further maintain tWo dupli 
cative copies of a Write cache. Each Write cache temporarily 
stores data before it is Written out to the disk array 50. 

[0024] One particular implementation of a mirrored 
memory dual controller for a disk storage system is 
described in US. Pat. No. 5,699,510, entitled “Failure 
Detection System for a Mirrored Memory Dual Controller 
Disk Storage System,” Which issued Dec. 16, 1997 in the 
names of Petersen et al. and is assigned to HeWlett-Packard 
Company. This patent is incorporated by reference for 
background information pertaining generally to dual con 
troller disk storage systems. 

[0025] The controller’s mirrored memories 62a and 62b 
are physically coupled via a hot-plug interface 64. In the 
absence of this invention, the hot-plug interface 64 intro 
duces a possible problem in that single points of failure 
could corrupt both memories 62a and 62b. An aspect of this 
invention is to prevent such corruption, and to ensure that 
the tWo memories maintain correctly replicated images of 
the storage space. Generally, the controllers 62a and 62b 
monitor data transfers betWeen them to ensure that data is 
accurately transferred and that transaction ordering is pre 
served (e.g., read/Write ordering). 

[0026] FIG. 3 shoWs the dual disk array controller in more 
detail. In addition to the controller boards 54a and 54b, the 
disk array controller also has tWo I/O modules 70a and 70b, 
a display 72, and tWo poWer supplies 74a and 74b. The U0 
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modules 70a and 70b facilitate data transfer between respec 
tive controllers 54a and 54b and the host computer 22. In 
one implementation, the I/O modules 70a and 70b employ 
?ber channel technology, although other bus technologies 
may be used. The poWer supplies 74a and 74b provide 
poWer to the other components in the disk array controller 
54, including the controllers 54, the display 72, and the I/O 
modules 70. 

[0027] Each controller 54a, 54b has a converter 78a, 78b 
connected to receive signals from the host via I/O module 
70a, 70b. Each converter 78a and 78b converts the signals 
from one bus format (e.g., ?ber channel) to another bus 
format (e.g., PCI). A ?rst PCI bus 80a, 80b carries the 
signals to an AutoRAID memory transaction manager 82a, 
82b, Which handles all mirrored memory transaction traf?c 
to and from the NVRAM 62a, 62b in the mirrored controller. 
The AutoRAID memory transaction manager maintains the 
memory map, computes parity, and facilitates cross-com 
munication With the other controller. 

[0028] The AutoRAID memory transaction manager 82a, 
82b is preferably implemented as an integrated circuit (e.g., 
an application-speci?c IC or ASIC). The AutoRAID 
memory transaction manager 82a, 82b is coupled to the 
NVRAM 62a, 62b via a high-speed bus 84a, 84b and to 
other processing and memory components via a second PCI 
bus 86a, 86b. Each controller 54a, 54b has at least one CPU 
88a, 88b and several types of memory connected to the PCI 
bus 86a and 86b. The memory include DRAM 90a, 90b, 
Flash memory 92a, 92b, and cache 94a, 94b. 

[0029] The AutoRAID memory transaction managers 82a 
and 82b are coupled to one another via a hot-plug interface 
64. The hot-plug interface 64 supports bi-directional parallel 
communication betWeen the tWo AutoRAID memory trans 
action managers 82a and 82b at a data transfer rate com 
mensurate With the NVRAM buses 84a and 84b. 

[0030] The hot-plug interface 64 is implemented using a 
point-to-point bus 96 and 12C buses 98. The point-to-point 
bus 96 is a multi-bit bus that transports memory transaction 
data betWeen the mirrored memory controllers 54a and 54b. 
The 12C buses 98 carry microprocessor communications, 
peripheral communications, and so forth. 

[0031] The AutoRAID memory transaction managers 82a 
and 82b employ a high-level packet protocol to eXchange 
transactions in packets over the bus 96 bus of the hot-plug 
interface 64. The AutoRAID memory transaction managers 
82a and 82b perform error correction on the packets to 
ensure that the data is correctly transferred betWeen the 
controllers. 

[0032] The AutoRAID memory transaction managers 82a 
and 82b provide a memory image that is coherent across the 
hot plug interface 64. The managers 82a and 82b also 
provide an ordering mechanism to support an ordered inter 
face that ensures proper sequencing of memory transactions. 

[0033] FIG. 4 shoWs the AutoRAID memory transaction 
manager in more detail. For discussion purposes, the Auto 
RAID memory transaction manager is generally referenced 
as number 82, Without the “a” and “b” designations. The 
AutoRAID memory transaction manager in FIG. 4 is rep 
resentative of either component 82a or 82b, as both are 
identically constructed. 
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[0034] The AutoRAID memory transaction manager 82 
has a PCI interface 100, an NVRAM interface 102, an NWay 
entity 104, a mirror entity 106, and a transbus entity 108. 
The PCI interface 100 facilitates data transfer over the PCI 
bus 80 to and from the I/O module 70 via the converter 78 
and over PCI bus 86 to and from the CPU 88. The PCI 
interface 100 has a buffer 110 to temporarily hold transaction 
data being transferred to and from other entities in the 
memory transaction manager 82. 

[0035] The NVRAM interface 102 handles read and Write 
transaction requests and facilitates data transfer to and from 
the local NVRAM 62. 

[0036] The NWay interface 104 facilitates transfer of 
remote memory transactions over the hot-plug interface 
betWeen the controllers. As noted above, the transactions are 
transferred in packets, Which are error corrected to ensure 
that the transfers are valid. The NWay interface 104 has one 
or more buffers 112 to hold transaction data, a data memory 
114 to hold packets being eXchanged across the hot-plug 
interface With the other controller, and a CRC unit 116 to 
perform error correction on individual or groups of packets. 

[0037] The mirror entity 106 handles local and mirrored 
memory transactions and orders them via the transbus entity 
108. The mirror entity accommodates such transactions as 
mirrored reads, mirrored Writes, and local reads in a mir 
rored space. The mirror entity 106 has a buffer 118 and a data 
memory 120. A transaction queue 122 is formed in both or 
ones of the buffer 118 and data memory 120. 

[0038] The transbus entity 108 enables the different com 
ponents 100-106 to issue commands. The transbus entity 
108, along With the transaction queue 122 in the memory 
entity 106, provide the ordering functionality that orders 
transactions received at the controller. 

[0039] The transbus entity 108 controls a multiple access 
bus 124 that interconnects the four components 100-106. 
The PCI interface 100, the NWay interface 104 and the 
mirror entity 106 initiate transactions on the transbus entity 
108 and all four components 100-106 receive transactions 
from the transbus entity 108. The transbus entity 108 iden 
ti?es the source of the request (i.e., a source ID), an address 
of the access, and other attributes. 

[0040] Data is moved betWeen the four components 100 
106 via callback buses 126. There is one callback bus 126 
for each component that acts as an originator of a transac 
tion. The PCI interface 100, the NWay interface 104, and the 
mirror entity 106 have a callback bus 126. 

[0041] Several transactions are described beloW to eXem 
plify operation of the disk array controller. These transac 
tions Will be described in the folloWing order: mirrored read, 
local read, mirrored Write, and concurrent Writes. The trans 
actions are described in the conteXt of the dual controllers 
With reference to FIGS. 3 and 4. HoWever, the transactions 
may be performed in other multi-controller implementations 
involving more than tWo controllers. 

Mirrored Read 

[0042] In a mirrored read request, the controllers 54a and 
54b use the memory map in the mirrored memories 62 and 
62b to locate the requested data on the disk array. The data 
is then stored temporarily in the read cache maintained in the 
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mirrored memories 62a and 62b. Suppose that controller 
54a receives a request from the host via I/O module 70a to 
read data from the disk array. The controller CPU 88a 
processes the request and generates a mirrored read request 
that involves reading data from the mirrored memories 62a 
and 62b. The mirrored read request is sent to the PCI 
interface 100 of the AutoRAID memory transaction manager 
82a. 

[0043] In this example, the ?rst controller 54a and its 
AutoRAID memory transaction manager 82a are referred to 
as the “local” controller and manager because they receive 
and originate the mirrored read request. The second con 
troller 54b and its AutoRAID memory transaction manager 
82b are referred to as the “remote” controller and manager. 
In this mirrored read transaction, the local and remote 
managers perform the folloWing steps: 

[0044] Step 1 

[0045] The PCI interface 100 makes a request to the 
transbus entity 108 via the bus 124 for a particular piece of 
data. The request includes a memory address, the number of 
bytes, and indication that it is a read operation, and so forth. 

[0046] Step 2 

[0047] The mirror entity 106 accepts the request from the 
transbus entity 108 as its oWn and places the request in the 
transaction queue 122. The queue 122 maintains order over 
various requests that are being handled on the local manager 
82a. 

[0048] Step 3 

[0049] When the request moves to the top of the queue 
122, the mirror entity 106 makes a request to the transbus 
entity 108 for the NWay entity 104 to obtain the mirrored 
copy of data from the remote memory transaction manager 
82b. The request from the mirror entity 106 includes the 
same information (i.e., memory address, byte number, etc.) 
as found in the original request made in Step 1 by the PCI 
interface. 

[0050] Step 4 

[0051] The NWay entity 104 packages the read request in 
a packet and computes a CRC value for the packet using the 
CRC unit 116. The NWay entity 104 transfers the read 
request packet over the NWay bus 96 to the corresponding 
NWay entity in the remote AutoRAID memory transaction 
manager 82b. 

[0052] Step 5 

[0053] The remote NWay entity checks the CRC value to 
ensure valid transfer and makes a request via the remote 
transbus entity to the remote NVRAM interface to read the 
particular piece of data. The remote NWay entity returns an 
acknoWledgment to the local NWay entity 104 indicating 
that the request Was properly received and has been posted 
for execution. 

[0054] Step 6 

[0055] Concurrently With step 5, the local NWay entity 
104 makes a request to the local NVRAM interface 102 via 
the transbus entity 108 to read the particular piece of data. 
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[0056] Step 7 

[0057] The local and remote NVRAM interfaces concur 
rently retrieve the same piece of data from their respective 
NVRAMs 62a and 62b. The local NVRAM interface 102 
places the data on the callback bus 126. The remote 
NVRAM interface places the data on a callback bus that is 
being monitored by the remote mirror entity, Which then 
makes a request to the remote NWay entity to transfer the 
data to the local manager 82a. The remote NWay entity 
packages the data, error corrects the packet and transfers the 
packet across the NWay bus 96 to the local NWay entity 104. 

[0058] Step 8 

[0059] The local NWay entity 104 checks the CRC value 
to ensure valid transfer and posts the data on its callback bus 
126. 

[0060] Step 9 

[0061] In the mean time, the local mirror entity 106 that 
originated the read request Watches the callback buses 126 
from the NVRAM interface 102 and the NWay entity 104. 
When the local data is received from the NVRAM interface 
102 and the remote copy is received from the NWay entity 
104, the mirror entity 106 compares the tWo version to make 
sure they match. A match indicates that the data is valid. 

[0062] Step 10 

[0063] Assuming the data is valid, the mirror entity 106 
places the data on the callback bus 126 back to the PCI 
interface 100. The PCI interface 100 is monitoring the 
callback buses because it does not knoWn Where the data is 
coming from (e.g., Whether from the mirror entity or the 
NVRAM interface). The PCI interface 100 then transfers the 
results back to the CPU or to the converter for return to the 
host. 

Local Read 

[0064] Suppose that controller 54a receives a read request 
that does not require a read compare operation. The local 
controller 54a can read the data from its oWn memory 
Without requesting the copy from the remote controller. In 
the local read transaction, the local AutoRAID memory 
transaction manager performs the folloWing steps: 

[0065] Step 1 

[0066] The PCI interface 100 makes a request to the 
transbus entity 108 via the bus 124 for a piece of data on the 
local NVRAM 62a. The request includes a memory address, 
the number of bytes, and indication that it is a read opera 
tion, and so forth. 

[0067] Step 2 

[0068] The mirror entity 106 accepts the request from the 
transbus entity 108 as its oWn and places the request in the 
transaction queue 122. In this manner, the local reads are 
handled in order With other types of transactions, including 
the mirrored read transactions described above. 

[0069] Step 3 

[0070] When the request moves to the top of the queue 
122, the mirror entity 106 makes the local read request to the 
transbus entity 108. The NVRAM interface 102 accepts the 
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request and retrieves the data from the NVRAM 62a. The 
NVRAM interface 102 places the data on its callback bus 
126. 

[0071] Step 4 

[0072] The PCI interface 100 is Watching the callback bus 
126 for the returned data. The PCI interface 100 then 
transfers the results back to the CPU or to the converter for 
return to the host. 

Mirrored Write 

[0073] The controllers 54a and 54b handle a mirrored 
Write request by (1) storing the data in the Write cache 
maintained in the mirrored memories and (2) updating the 
memory map in the mirrored memories. Suppose that con 
troller 54a receives a Write request to Write data to a 
particular location on the disk array. The Write request is 
received at the PCI interface 100 from the PCI bus. The local 
and remote AutoRAID memory transaction managers then 
perform the folloWing steps: 

[0074] Step 1 

[0075] The PCI interface 100 makes a Write request to the 
transbus entity 108 via the bus 124. The request includes a 
memory address, a pointer to the data to be Written, an 
indication that it is a mirrored Write operation, and so forth. 

[0076] Step 2 

[0077] The mirror entity 106 accepts the Write request 
from the transbus entity 108 and places the request in the 
transaction queue 122. Once again, the transaction queue 
122 maintains order among the various memory transac 
tions. 

[0078] Step 3 

[0079] When the request moves to the top of the queue 
122, the mirror entity 106 places the Write request back on 
the transbus entity 108 for acceptance by the NWay entity 
104. At this point, the mirror entity 106 is ?nished With the 
process. 

[0080] Step 4 

[0081] The NWay entity 104 packages the Write request in 
a packet and computes a CRC value for the packet using the 
CRC unit 116. The NWay entity 104 transfers the Write 
request packet over the NWay bus 96 to the corresponding 
NWay entity in the remote AutoRAID memory transaction 
manager 82b. 

[0082] Step 5 

[0083] The remote NWay entity checks the CRC value to 
ensure valid transfer and makes a request via the remote 
transbus entity to the remote NVRAM interface to read the 
particular piece of data. The remote NWay entity returns an 
acknoWledgment to the local NWay entity 104 indicating 
that the request Was properly received and has been posted 
for execution. 

[0084] Step 6 

[0085] Concurrently With step 5, the local NWay entity 
104 makes a request to the local NVRAM interface 102 via 
the transbus entity 108 to Write the data to the Write cache 
in the mirrored memory 62a. 
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[0086] Step 7 
[0087] The local and remote NVRAM interfaces Write the 
same data to the Write caches in their respective NVRAMs 
62a and 62b. The local NVRAM interface 102 puts an 
acknoWledgment on the callback bus 126 When the Write is 
completed. 

[0088] Step 8 
[0089] The local PCI interface 100 monitors the callback 
bus for the acknoWledgment, and returns an acknoWledg 
ment of the mirrored Write completion upon receive of the 
acknoWledgment from the NVRAM interface 102. 

Concurrent Writes 

[0090] The last exemplary transactions involves a situa 
tion in Which the CPU 88a on the local controller 54a 
requests a Write to a speci?c memory location and the CPU 
88b on the remote controller 54b requests a Write to the same 
memory location. In this situation, the mirrored memory 
disk array controller is designed to ensure that Write requests 
are ordered and fully completed. To do this, the dual 
controllers 54a and 54b assume roles of master/slave or 
primary/secondary, Whereby one controller is croWned With 
the tasks of ordering transactions and the other controller 
agrees to abide by this ordering. Determining Which con 
troller is the master or primary can be handled ahead of time, 
as part of a recon?guration process, or can be negotiated by 
the controllers When such situations arise. 

[0091] For purposes of illustration, suppose that local 
controller 54a is the master or primary controller and remote 
controller 54b is the slave or secondary controller. The Write 
requests are received at the respective PCI interfaces of the 
master and slave AutoRAID memory transaction managers 
82a and 82b from the PCI bus. The master and slave 
AutoRAID memory transaction managers 82a and 82b then 
perform the folloWing steps: 

[0092] Step 1 

[0093] At each manager, the PCI interfaces make a Write 
request to the transbus entities. The request includes a 
memory address, a pointer to the data to be Written, an 
indication that it is a mirrored Write operation, and so forth. 

[0094] Step 2 

[0095] The mirror entities accept the Write requests from 
the transbus entities and place the requests in their transac 
tion queues. 

[0096] Step 3 

[0097] When the requests move to the tops of the queues, 
the mirror entities place the Write requests back on the 
transbus entities for acceptance by the NWay entities. 

[0098] Step 4 

[0099] The NWay entities transfer the Write requests as 
CRC-protected packets over the NWay bus 96 to the oppos 
ing NWay entities. AcknoWledgments of receipt are also 
exchanged. 

[0100] Step 5 

[0101] Concurrently With step 4, the local and remote 
NWay entities also make requests to their respective 
NVRAM interfaces via the transbus entities to Write the data 
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to the Write caches in the mirrored memories 62a and 62b. 
As a result of steps 4 and 5, the tWo Write transactions Will 
be posted to the transbus entities Within the AutoRAID 
memory transaction manager. The order of these Write 
transactions is controlled by their order on the transbus 
entities of the “master” controller, Which in this case is 
controller 54a. Accordingly, if the Write request received 
locally at the master controller 54a is posted ?rst to the local 
transbus entity 108 before the Write request from the remote 
(or slave) controller 54a is posted, the locally received Write 
request is processed ?rst. Conversely, if the Write request 
received locally at the master controller 54a is posted to the 
local transbus entity 108 after the other Write request from 
the remote (or slave) controller 54a is posted, the remotely 
received Write request is processed ?rst. The slave Auto 
RAID memory transaction manager abides by this ordering. 

[0102] Step 6 
[0103] The local and remote NVRAM interfaces Write the 
data in the Winning Write request to the Write caches in their 
respective NVRAMs 62a and 62b. The NVRAM interfaces 
place respective acknowledgments on their callback buses 
When the Write is completed. 

[0104] Step 7 
[0105] The PCI interfaces monitor the callback buses for 
the acknoWledgment, and returns an acknoWledgment of the 
mirrored Write completion upon receipt. 

Atonicity 
[0106] The mirrored read and Write transactions described 
above are handled atomically across the hot-plug interface. 
The controllers are designed to either perform the read and 
Write operations for both NVRAMs, or to abort performance 
for both NVRAMs. In this manner, the images presented in 
the NVRAMs remain identical. 

Summary 

[0107] The mirrored memory disk array controller is 
advantageous because it maintains a coherent memory map 
across a hot-plug interface. The dual controllers, and par 
ticularly the AutoRAID memory transactions managers, 
support CRC-protected memory transactions over the inter 
face, and inherently facilitate ordered eXecution of the 
transactions. 

[0108] Although the invention has been described in lan 
guage speci?c to structural features and/or methodological 
steps, it is to be understood that the invention de?ned in the 
appended claims is not necessarily limited to the speci?c 
features or steps described. Rather, the speci?c features and 
steps are disclosed as preferred forms of implementing the 
claimed invention. 

What is claimed is: 
1. Astorage management system for a RAID data storage 

system, comprising: 

at least tWo controllers interconnected via a hot-plug 
interface, each controller having a non-volatile memory 
to store redundant images of storage space provided by 
the data storage system; and 

each controller further having a memory transaction man 
ager that orders memory transactions involving the 
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non-volatile memory and facilitates transmission and 
receipt of the memory transactions over the hot-plug 
interface in a manner that guarantees valid transfer. 

2. A storage management system as recited in claim 1, 
Wherein the redundant images presented by the non-volatile 
memories of the controllers appears identically across the 
hot-plug interface to external processes seeking to read or 
Write data. 

3. A storage management system as recited in claim 1, 
Wherein the memory transaction manager eXchanges the 
memory transactions in CRC-protected packets to guarantee 
valid transfer. 

4. A storage management system as recited in claim 1, 
Wherein the memory transaction manager comprises a trans 
action queue to order the memory transactions. 

5. A storage management system as recited in claim 1, 
Wherein the memory transaction managers at the controllers 
perform the memory transactions for respective ones of the 
non-volatile memories in an atomic manner. 

6. A storage management system as recited in claim 1, 
Wherein the controllers designate one of the memory trans 
action managers as having primary responsibility of order 
ing the memory transactions for all of the controllers. 

7. A storage management system as recited in claim 1, 
Wherein the memory transaction manager comprises: 

a mirror entity to order the memory transactions; 

a local memory interface to eXecute the memory transac 
tions With respect to the non-volatile memory; and 

a bus interface to facilitate transfer and receipt of the 
memory transactions over the hot-plug interface. 

8. A storage management system as recited in claim 1, 
Wherein the memory transaction manager comprises: 

a transbus entity to control a multiple access bus; 

a ?rst bus interface to receive memory transactions from 
a bus and to post the memory transactions on the access 

bus; 

a mirror entity coupled to the access bus to handle the 
memory transactions received by the ?rst bus interface, 
the mirror entity ordering the memory transactions; 

a local memory interface coupled to the access bus to 
receive the memory transactions from the mirror entity 
and to eXecute the memory transactions With respect to 
a local memory; and 

a second bus interface coupled to the access bus to 
facilitate transfer of the memory transactions to the 
remote mirrored memory. 

9. A data storage system, comprising: 

a disk array having a number of disks that de?nes a 
physical storage space; and 

a storage management system as recited in claim 1 to 
manage data transactions to the disk array. 

10. An AutoRAID memory transaction manager for a disk 
array controller, comprising: 

a transbus entity to control a multiple access bus; 

a ?rst bus interface to receive memory transactions from 
a bus and to post the memory transactions on the access 

bus; 
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a mirror entity coupled to the access bus to handle the 
memory transactions received by the ?rst bus interface, 
the mirror entity ordering the memory transactions; 

a local memory interface coupled to the access bus to 
receive the memory transactions from the mirror entity 
and to eXecute the memory transactions With respect to 
a local memory; and 

a second bus interface coupled to the access bus to 
facilitate transfer of the memory transactions to the 
remote mirrored memory. 

11. An AutoRAID memory transaction manager as recited 
in claim 10, Wherein the mirror entity comprises a transac 
tion queue to hold the memory transactions in an order. 

12. An AutoRAID memory transaction manager as recited 
in claim 10, Wherein the second bus interface packages the 
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memory transactions as one or more packets and computes 

an error correction value for the one or more packets. 

13. An AutoRAID memory transaction manager as recited 
in claim 10 embodied as an integrated circuit chip. 

14. A disk array controller for an AutoRAID data storage 
system, comprising: 

multiple controllers having respective memories that store 
redundant memory maps; and 

each controller being equipped With AutoRAID memory 
transaction manager as recited in claim 10 to manage 
memory transactions involving the memories. 


