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SOFTWARE DISTRIBUTION SYSTEM AND 
SOFTWARE UTILIZATION SCHEME FOR 

IMPROVING SECURITY AND USER 
CONVENIENCE 

BACKGROUND OF THE INVENTION 

[0001] 1. Field of the Invention 

[0002] The present invention relates to a system for dis 
tributing software products and a scheme for utilizing dis 
tributed softare products. 

[0003] 2. Description of the Background Art 

[0004] Due to the spread of computers and computer 
networks, it is noW possible to realiZe the softWare distri 
bution entirely electronically, Without utilizing the conven 
tional trade system based on cash payment. 

[0005] The major problem in the softWare distribution 
noW is hoW to specify a person Who is trying to acquire the 
softWare and charge this person safely at a time of distrib 
uting the softWare that can be rather easily copied. 

[0006] Conventionally, a charging mechanism on the com 
puter netWork has utiliZed the authentication technique 
based on the cryptography. For example, in a case of 
notifying a credit card number on the computer netWork, it 
has been necessary to encrypt the credit card number and 
transfer the encrypted credit card number so that a third 
person cannot obtain the credit card number illegally by 
Wiretapping the communication line. 

[0007] On the other hand, a scheme for preventing an 
illegal copy has also been developed. The most frequently 
employed scheme is to apply some encryption to the soft 
Ware so that only a person Who has a key (a cipher key, a 
passWord, etc.) for decrypting encrypted data can obtain the 
actual content of the softWare. HoWever, in this scheme, it is 
still possible to make an illegal copy of the softWare by 
illegally copying the key or passWord itself. 

[0008] As it has been quite dif?cult to resolve all these 
problems completely by means of the softWare alone, there 
has been a proposition of a system called super-distribution 
Which presumes a use of some special hardWare. Namely, 
this is a system Which uses a hardWare functioning a black 
boX that outputs some output data in response to an entered 
input data, While a content of this hardWare itself cannot be 
analyZed even by the oWner of this hardWare. For eXample, 
it is possible to realiZe a scheme in Which the encrypted data 
cannot be decrypted unless this function of a black boX is 
available, by means of the conventional cryptographic tech 
nique such as the public key cryptosystem. 

[0009] HoWever, this scheme is not very practical because 
it is necessary for every customer to have his oWn dedicated 
hardWare and utiliZe this hardWare all the times. In addition, 
even if this scheme is employed, it is not going to be able to 
prevent the illegal copy completely. For instance, even if 
only a particular person can replay the music provided by the 
softWare, it is still possible to copy that music by recording 
that music itself using some recording device. Because of 
these limitations, the super-distribution system has not been 
Widely accepted commercially. 
[0010] FIG. 1 shoWs a conventional scheme for safely 
sending a credit card number on the netWork by utiliZing the 
cryptographic technique. 
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[0011] In FIG. 1, the left side represents a store Which is 
offering the softWare for sale and the right side represents a 
customer Who is trying to purchase the softWare. These store 
and customer are connected by a computer netWork (Which 
Will be abbreviated hereafter as a netWork) such as a 
telephone line or Internet. Note here that functions on the 
store side and functions on the customer side are basically to 
be realiZed by means of softWares. 

[0012] The store has a store secret key 101 and a store 
public key 102 according to the public key cryptosystem in 
advance. The store secret key 101 is stored in a store secret 
key storage unit 350, and its content cannot be referred from 
the others. The store public key is publicly disclosed so that 
anyone can acquire it through the netWork. 

[0013] When the customer purchases the softWare, the 
customer ?rst generates a shared key 103 at a shared key 
generation unit 302 in order to establish a safe communi 
cation With the store. This is done by generating a random 
number Whcih cannot be guessed by the others. This shared 
key 103 is also referred to as a session key as it is shared 
during a particular session. The generated shared key 103 is 
then encrypted by a shared key encryption unit 312. The 
store public key 102 is utiliZed for this encryption. 

[0014] The shared key encryption unit 312 gives this 
encrypted shared key 104 to a shared key transmission unit 
314, and then the shared key transmission unit 314 transmits 
this encrytted shared key 104 to the store side through the 
netWork. At the store side, a shared key decryption unit 352 
receives this encrypted shared key 104, and descrypts it 
using the store secret key 101 so as to obtain the shared key 
103. 

[0015] On the other hand, at the customer side, an infor 
mation encryption unit 316 encrypts an information to be 
transmitted to the store side, by using the shared key 103. 
For instance, this information encryption unit 316 is utiliZed 
in encrypting a credit card number to be transmitted to the 
store side. The encrypted information 107 obtained by the 
information encryption unit 316 is then transmitted to the 
store side through the netWork by an information transmis 
sion unit 318. At the store side, an information decryption 
unit 354 receives the encrypted information 107 and 
descrypts it by using the shared key 103 so as to obtain the 
information transmitted from the customer side. 

[0016] According to this procedure, an information such 
as a credit card number can be transmitted safely through the 
netWork. Namely, the shared key 103 encrypted by using the 
store public key 102 can be decrypted only by the store Who 
has the store secret key 101 according to the principle of the 
public key cryptosystem. Moreover, the transmitted infor 
mation can only be descrypted by the store and the customer 
Who shared the shared key 103 in this manner. 

[0017] By the above described scheme, it is possible to sell 
the softWare only to a legitimate user Who actually noti?ed 
a necessary information such as a credit card number. 
HoWever, the softWare can be copied easily in general, so 
that it is dif?cult to prevent an illegal act of copying the 
purchased softWare and distributing or selling the copied 
softWare. 

[0018] There are many propositions for preventing such an 
illegal act, such as a scheme for making the softWare 
operable only upon an entry of a speci?c passWord or a 
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scheme for making the software executable only upon an 
acquisition of a license from a speci?c server at a time of 
each execution, rather than selling the softWare as it is, but 
none of them has proven to be de?nitive. The reason is that 
it is still possible to make an illegal copy of the purchased 
softWare by copying not just the softWare itself alone but all 
surrounding portions of the customer side system (software) 
that are necessary in utiliZing the softWare as Well so as to 
reproduce the identical softWare utiliZation environment 
elseWhere, and therefore it is possible to commit this illegal 
act Without any serious risk. 

[0019] On the other hand, in a case of using a system 
Which requires a complicated procedure such as an entry of 
a credit card number of a customer or a user ID or a 

passWord assigned to that customer in every occasion of the 
purchase, it is practically impossible to realiZe an elaborated 
charging scheme such as that for charging three yen for the 
tomorroW’s Weather forecast (as a loW value service Will be 
disused When a procedure is complicated). As a conse 
quence, only expensive softWares could be distributed suc 
cessfully and some softWare right oWners could pro?t enor 
mously While some other softWare right oWners could not 
pro?t at all, so that the proper groWth of the softWare 
distribution cannot be eXpected. 

[0020] Even When a mechanism for storing a credit card 
number in a computer and automatically transmitting the 
stored credit card number is used in order to resolve this 
situation, for eXample, there is a possibility for the illegal use 
of that computer by a third person When that computer is 
stolen, so that the convenience and the safety cannot be 
achieved simultaneously. 

[0021] As described, in the conventional softWare distri 
bution system, it is possible to make a purchase order 
electronically Without a danger of having a credit card 
number stolen, but a measure against the illegal copy of the 
purchased softWare has been insuf?cient. This is because a 
process of ordering the softWare and a process ofutiliZing the 
softWare have been separate processes from a customer’s 
vieWpoint, and it has been possible to apply various illegal 
methods for realiZing the illegal copy to the softWare once 
the softWare Was purchased. 

[0022] In addition, in some conventional softWare distri 
bution system, it has been difficult to establish an elaborated 
charging scheme such as that for charging the same cus 
tomer repeatedly When this customer utiliZes the same 
softWare at different computers, for eXample. 

[0023] NoWadays, due to the rapid spread of the Internet, 
a system for electronically distributing information such as 
programs and charging for the distributed information is 
Widely in use. 

[0024] The major requirements in realiZing the softWare 
distribution through a netWork such as the Internet include: 
(1) a mechanism for specifying a person Who is trying to 
acquire the softWare and charging this person safely (a high 
security measure); (2) a protection of the copyright of the 
softWare in vieW of the fact that the softWare can be rather 
easily copied (a prevention of illegal copy); and a measure 
against a spread of the softWare containing virus. 

[0025] Of these, (1) and (2) are already discussed above. 
As for (3), this is an indispensable requirement because the 
information such as programs is to be eXchanged through the 
netWork. 

May 3, 2001 

[0026] In addition, it is also necessary to consider an 
effective utiliZation of communication resources by account 
ing for the communication line cost, etc., in vieW of the fact 
that a large amount of information is to be transmitted 
through the netWork. 

[0027] From a point of vieW of the user’s convenience, 
operations such as those for doWnloading programs through 
the netWork and installing them into a user’s oWn terminal 
can be too dif?cult especially for those Who are not accus 
tomed to handle a personal computer. In order to realiZe a 
Wide spread of such a system, it is eXpected to be required 
that even a person Without much knoWledge about the 
personal computer, the communication, etc. must be able to 
operate a system easily. 

[0028] Moreover, in a case of selling the electronic infor 
mation through the netWork, it is also necessary to provide 
a measure for handling a user’s dissatisfaction With the 
purchased softWare product, because it is impossible to 
actually return the purchased softWare product itself even 
When a user is dissatis?ed With the purposed softWare 
product. 
[0029] Furthermore, it is desirable for such a system to be 
able to deal With the version updating of the softWare 
through the netWork easily, as it contributes to increase a 
user’s reliability on a sales agent and a user’s enthusiasm for 
purchasing the softWare product, thereby realiZing a Wide 
spread of a system. 

[0030] Thus the conventional softWare distribution system 
has been associated With problems that not enough consid 
erations have been given to the illegal copy of the softWare 
and the user’s convenience. 

SUMMARY OF THE INVENTION 

[0031] It is therefore an object of the present invention to 
provide a softWare distribution system and a softWare utili 
Zation scheme in Which an illegal copy of a softWare is 
dif?cult. 

[0032] It is another object of the present invention to 
provide a softWare distribution system and a softWare utili 
Zation scheme in Which a user can purchase a softWare 
through a netWork by means of a simple operation. 

[0033] It is another object of the present invention to 
provide a softWare distribution system and a softWare utili 
Zation scheme for enabling a safe softWare distribution at 
proper prices. 

[0034] It is another object of the present invention to 
provide a softWare distribution system in Which the system 
operation can be done easily and the user’s convenience can 
be improved by omitting required user operations for a 
purchase request and an install of a softWare offered through 
the netWork, and for a frequently required softWare version 
updating procedure. 
[0035] It is another object of the present invention to 
provide a softWare distribution system in Which the user’s 
convenience can be improved by offering a free sample 
version (an active function part) of the softWare to be 
purchased ?rst, and offering a passive function part for 
realiZing functions of the regular softWare product at an 
appropriate price if the user is satis?ed With the softWare 
product through a trial use of the free sample version. 
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[0036] It is another object of the present invention to 
provide a software distribution system in Which a charged 
part (a passive function part) of the softWare is stored at the 
user’s terminal in an encrypted form after being doWn 
loaded, and it is necessary to use an ID uniquely assigned to 
the user’s terminal at a time of decrypting the encrypted 
softWare part, so as to be able to deal With the illegal copy 
of the softWare. 

[0037] It is another object of the present invention to 
provide a softWare distribution system With a high security 
level, in Which a charging processing is carried out at a time 
of offering a charged part (a passive function part) of the 
softWare to the user, according to a pre-registered user’s 
charge information, so that there is no need to transmit a 
highly classi?ed information on a credit card number at 
every occasion to purchase the softWare. 

[0038] According to one aspect of the present invention 
there is provided a method for utiliZing a softWare, com 
prising the steps of: storing a shared key shared betWeen a 
softWare provider and a user, the shared key having a 
guaranteed correspondence With an ID information regard 
ing a payment of a softWare fee by the user; requesting a 
desired softWare from the user to the softWare provider, and 
receiving the desired softWare in an encrypted form from the 
softWare provider; decrypting the desired softWare received 
from the softWare provider by using the shared key stored at 
the storing step; and utiliZing the desired softWare in a 
decrypted form. 

[0039] According to another aspect of the present inven 
tion there is provided a softWare distribution system in 
Which a desired softWare is provided in an encrypted form 
from a softWare provider to a user, comprising: shared key 
storage units provided at both a softWare provider side and 
a user side, for storing a shared key shared betWeen the 
softWare provider and the user, the shared key having a 
guaranteed correspondence With an ID information regard 
ing a payment of a softWare fee by the user; a request 
transmission unit provided at the user side, for transmitting 
a request for the desired softWare to the softWare provider 
side; a softWare encryption unit provided at the softWare 
provider side, for encrypting the desired softWare by using 
the shared key stored in the shared key storage unit on the 
softWare provider side; an encrypted softWare transmission 
unit provided at the softWare provider side, for transmitting 
the desired softWare in an encrypted form to the user side; 
and a softWare decryption unit provided at the user side, for 
receiving the desired softWare in an encrypted form from the 
softWare provider, decrypting the desired softWare received 
from the softWare provider by using the shared key stored in 
the shared key storage unit on the user side, so as to obtain 
the desired softWare in a decrypted form that can be utiliZed 
at the user side. 

[0040] According to another aspect of the present inven 
tion there is provided a softWare distribution system in 
Which a desired softWare is provided from a softWare 
provider to a user through a netWork, comprising: a client 
terminal on a user side, Which is connected With a server on 

a softWare provider side through the netWork, and including: 
a registration unit for registering a user charging information 
and a shared key shared betWeen the softWare provider and 
the user into the server; a request unit for sending a request 
for a desired softWare to the server; and an install unit for 
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installing each softWare doWnloaded from the server in 
response to the request sent by the request unit; and a server 
on the softWare provider side, including: a charging pro 
cessing unit for carrying out a charging processing accord 
ing to the user charging information registered by the 
registration unit, When the desired softWare requested by the 
request is a fee charged softWare; and a doWnload unit for 
doWnloading a softWare in response to the request sent by 
the request unit, the softWare to be doWnloaded being 
encrypted by using the shared key registered by the regis 
tration unit When the softWare to be doWnloaded is required 
to be encrypted. 

[0041] Other features and advantages of the present inven 
tion Will become apparent from the folloWing description 
taken in conjunction With the accompanying draWings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0042] FIG. 1 is a diagram for explaining a conventional 
scheme for safely sending a credit card number on a net 
Work. 

[0043] FIG. 2 is a block diagram of a softWare distribution 
system according to the ?rst embodiment of the present 
invention. 

[0044] FIG. 3 is a block diagram of a partial con?guration 
of the softWare distribution system of FIG. 2 in a modi?ed 
case of the ?rst embodiment of the present invention. 

[0045] FIG. 4 is a diagram shoWing an exemplary data 
structure in a user information storage unit of the softWare 
distribution system of FIG. 2. 

[0046] FIG. 5 is a block diagram of a partial con?guration 
of the softWare distribution system of FIG. 2 in an appli 
cation case of the ?rst embodiment of the present invention. 

[0047] FIG. 6 is a block diagram of a softWare distribution 
system according to the second embodiment of the present 
invention. 

[0048] FIG. 7 is a data How diagram shoWing an exem 
plary How of key data used in the softWare distribution 
system of FIG. 6. 

[0049] FIG. 8 is a data How diagram shoWing an exem 
plary How of data at a time of user registration in the 
softWare distribution system of FIG. 6. 

[0050] FIG. 9 is a diagram shoWing an exemplary data 
structure in a personal information ?le storage unit of the 
softWare distribution system of FIG. 6. 

[0051] FIG. 10 is a data How diagram shoWing an exem 
plary How of data at a time of doWnloading a softWare 
product in the softWare distribution system of FIG. 6. 

[0052] FIG. 11 is a diagram shoWing a conceptual con 
?guration of a softWare product in the second embodiment 
of the present invention. 

[0053] FIG. 12 is a block diagram of a partial con?gura 
tion of the softWare distribution system of FIG. 6 for 
explaining a function of a core softWare used in the second 
embodiment of the present invention. 

[0054] FIG. 13 is a How diagram for a processing proce 
dure at a time of doWnloading a softWare in the softWare 
distribution system of FIG. 6. 
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[0055] FIG. 14 is a diagram showing an exemplary data 
con?guration for an install list used in the second embodi 
ment of the present invention. 

[0056] FIG. 15 is a diagram shoWing an install command 
format used in the second embodiment of the present 
invention. 

[0057] FIG. 16 is a diagram shoWing an exemplary install 
command in the install command format of FIG. 15. 

[0058] FIG. 17 is a diagram shoWing an exemplary data 
format for doWnloading a requested ?le in the second 
embodiment of the present invention. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

[0059] NoW, several embodiments of a softWare utiliZation 
scheme and a softWare distribution system according to the 
present invention Will be described in detail. 

[0060] First, intended meanings of some terms used in the 
folloWing description Will be de?ned. 

[0061] In the folloWing, a softWare should be understood 
to cover everything that can be electronically transmitted 
Without a physical distribution, including computer pro 
grams, databases, results obtained by the information 
retrieval service, books, musics, movies, TV programs, 
games, information to be interactively exchanged by the 
telephone or the interactive TV, etc. 

[0062] Also, in the folloWing, an ID information related to 
a softWare fee payment should be understood to include a 
credit card number, a valid period of a credit card, a private 
authentication number, a bank account number, a member 
ship number related to a payment Which is issued by a 
speci?c company (such as a user ID of a personal computer 
communication), etc. 

[0063] Also, in the folloWing, an auxiliary information 
related to a softWare utiliZation should be understood to 
mean an information on auxiliary conditions or softWare 

utiliZation environment at a time of a softWare utiliZation, 
Which includes a number unique to a computer oWned by a 
user (host ID), a producrt number of an OS in use, a 
passWord Which is knoWn only by a user, data registered in 
an IC card oWned by a user, output data of an IC card oWned 
by a user Which is obtained upon entry of some input data, 
a time indicated by a built-in clock inside a computer, etc. 

[0064] Referring noW to FIG. 2 to FIG. 5, the ?rst 
embodiment of a softWare utiliZation scheme and a softWare 
distribution system according to the present invention Will 
be described in detail. 

[0065] Amechanism for the softWare distribution is based 
on the cryptography technique, and the point is hoW to 
construct a safe system by utiliZing the cryptography tech 
nique. Here, the data encryption algorithm itself can be the 
knoWn one and there are many knoWn algorithms, so that 
their detailed description Will be omitted here. 

[0066] For the purpose of data encryption, it is suf?cient if 
a secret key necessary for the encryption is generated prior 
to the encryption and this secret key is shared by a user and 
a correspondent, but this cannot be assumed in a general 
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case of softWare distribution, so that it is necessary to 
exchange the key ?rst. To this end, the public key crypto 
system can be used. 

[0067] In the public key cryptosystem, a store Which sells 
softWares has tWo keys called a public key and a secret key. 
Data to be transferred is encrypted by using the public key 
at a transmitting side, and decrypted by using the secret key 
at a receiving side. The public key is literally a key to be 
disclosed in public, so that anyone can see the public key. A 
customer is requested to encrypt a shared key (not to be 
confused With the secret key) by using this public key, and 
send the encrypted shared key to the store. The store Which 
has the secret key can decrypts the encrypted shared key by 
using the secret key, so as to obtain the shared key. In this 
scheme, even When communication data is Wiretapped by a 
third person, this third person cannot decrypt the commu 
nication data because this third person does not knoW the 
secret key. 

[0068] The Well knoWn example of the public key cryps 
tosystem is the RSA scheme. There are also some protocols 
combining various cryptography techniques such as STT 
(Secure Transaction Technology) and SEPP (Secure Elec 
tronic Payment Protocol) for the electronic payment in 
Which information on a credit card number can be trans 
ferred to the credit card company Without disclosing the 
credit card number even to the store. These protocols are 
devised in consideration to the security among three parties: 
a customer, a store, and a credit card company. In contrast, 
the present invention is directed to an improvement of 
exchanges betWeen a customer and a store in particular. In 
this ?rst embodiment, this latter aspect of the present inven 
tion Will be described in detail, but it is also possible to apply 
the present invention to exchanges among three parties, by 
combining appropriate techniques. 
[0069] FIG. 2 shoWs a typical con?guration of a softWare 
distribution system in this ?rst embodiment. In FIG. 2, the 
left side represents a store Which sells a softWare, While the 
right side represents a customer Who purchases the softWare, 
and the store and the customer are connected through a 
netWork. 

[0070] Here, the charging is to be made by specifying a 
person Who is trying to acquire that softWare, and charging 
this person by using this person’s bank account, this per 
son’s credit card account, or electronic money. The system 
must be so constructed that various illegal acts can be 
prevented at this point. For example, it is necessary to 
prevent an illegal deceiving of the fee, an illugal means for 
acquiring the softWare, an illegal use of the other person’s 
account to acquire the softWare illegally, an illegal act of 
making some other person purchases the softWare against 
that other person’s Will, an illegal act of claiming later on 
that the softWare Was not purchased despite of the fact that 
softWare Was indeed purchased, an illegal act of acquiring 
the other person’s account number by Wiretapping data 
transmitted through the computer netWork, etc. 

[0071] The prevention of illegal copy is also an important 
issue. Even When a perfect charging mechanism is devised, 
the softWare can be copied rather easily in general, so that 
it is easily possible to distribute the purchased softWare to 
the others for free, or illegally resell the purchased softWare 
at cheaper price. In particular, in the today’s Well developed 
computer netWork, it is possible to carry out such illegal acts 




























