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(57) ABSTRACT 

Small, optimized sequences of binary 6-tuples representing 
?lter rules achieve very fast IP packet ?ltering. Filtering IP 
packets received from a caller at the physical interface to an 
operating system kernal is accomplished by processing 
FILTER rule statements entered by a user in a rules ?le to 

generate 6-tuple ?ltering rules, each of the 6-tuple ?ltering 
rules including an operator index; resolving relative and 
symbolic indexes in these 6-tuples ?ltering rules to form 
resolved ?ltering rules and loading the resolved ?ltering 
rules to the operating system kernal; and interpreting the 
resolved ?ltering rules for each IP packet received at the 
physical interface. 
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SYSTEM AND METHOD FOR VERY FAST IP 
PACKET FILTERING 

CROSS REFERENCE TO RELATED 
APPLICATIONS 

[0001] US. patent application Ser. No. 08/ , 
?led , entitled “SYSTEM AND METHOD FOR IP 
NETWORKADDRESS TRANSLATION AND IF FILTER 
ING WITH DYNAMIC ADDRESS RESOLUTION”, 
assignee docket number EN998067, ?led concurrently here 
With is assigned to the same assignee hereof and contains 
subject matter related, in certain respect, to the subject 
matter of the present application. The above-identi?ed 
patent application is incorporated herein by reference. 

BACKGROUND OF THE INVENTION 

[0002] 1. Technical Field of the Invention 

[0003] This invention pertains to IP packet ?ltering. More 
speci?cally, it relates to a use of small, optimiZed sequences 
of binary 6-tuples representing ?lter rules to achieve very 
fast IP packet ?ltering. 

[0004] 2. Background Art 

[0005] Internet protocol (IP) netWork address translation 
(NAT) and IP ?ltering are functions Which provide ?reWall 
type capability to an Internet gateWay system. In one speci?c 
system, this is accomplished by providing means for the 
system administrator to specify speci?c NAT and ?ltering 
rules via an operational navigator graphical user interface 
(GUI). 
[0006] IP packet ?ltering is the process of checking each 
Internet protocol (IP) packet that is going to be sent from or 
has just arrived at a gateWay system, or node, in a commu 
nications netWork, and based upon that check of making a 
decision. The decision is (typically, and insofar as it relates 
to the preferred embodiment of this invention) Whether the 
packet should be discarded or alloWed to continue. These are 
termed the ‘deny’ and ‘permit’ actions. IP ?ltering is Widely 
used in Internet ?reWall systems, by independent service 
providers (ISPs) and organiZations connected to the Internet. 

[0007] Filter rules are most commonly an ordered list of 
rules, processed sequentially from top to bottom (order is 
speci?ed by the system administrator). Each rule permits a 
certain kind of IP traf?c. Processing for an IP packet 
continues until the packet is permitted, explicitly denied, or 
there are no more rules, in Which case it is denied. Usually 
a number of ?lter rules must be Written for each protocol to 
be permitted. 

[0008] It is important the IP ?ltering actions be particu 
larly ef?cient and very fast because of the huge volume of 
IP packets a typical gateWay system Will handle each day, 
and because of the fairly large number of ?lter rules that 
might have to be processed for each IP packet. Typically, 
each IP packet that ?oWs through the system must be 
processed by all the ?lter rules. A moderately busy system 
can easily be expected to process 10**6 packets per day. 
Hence, any unnecessary overhead might cause throughput 
problems. 
[0009] It is an object of the invention to provide an 
improved IP packet ?ltering system and method. 
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[0010] It is a further object of the invention to provide a 
very fast IP packet ?ltering system and method. 

SUMMARY OF THE INVENTION 

[0011] In accordance With the invention, a system and 
method for ?ltering IP packets received from a caller at the 
physical interface to an operating system kernal is provided. 
Filtering is accomplished by processing FILTER rule state 
ments entered by a user in a rules ?le to generate 6-tuple 
?ltering rules, each of the 6-tuple ?ltering rules including an 
operator index; resolving relative and symbolic indexes in 
these 6-tuples ?ltering rules to form resolved ?ltering rules 
and loading the resolved ?ltering rules to the operating 
system kernal; and interpreting the resolved ?ltering rules 
for each IP packet received at the physical interface. 

[0012] Other features and advantages of this invention Will 
become apparent from the folloWing detailed description of 
the presently preferred embodiment of the inventions taken 
in conjunction With the accompanying draWings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0013] FIG. 1 illustrates the data How of a preferred 
embodiment of the invention. 

[0014] 
[0015] FIG. 3 illustrates the format of a 6-tuple in accor 
dance With the preferred embodiment of the invention. 

[0016] FIG. 4 illustrates the logical structure of 6-tuples, 
for the example set of FIG. 2, folloWing the load and 
resolution step of FIG. 1 in accordance With the preferred 
embodiment of the invention. 

FIG. 2 illustrates an example set of IP ?lter rules. 

BEST MODE FOR CARRYING OUT THE 
INVENTION 

[0017] The problem solved by this invention is: hoW to 
generate ?ltering code that executes in the operating system 
(OS) kernel from customer-entered rules, that Will function 
correctly and perform very Well. 

[0018] Referring to FIG. 1, the key elements of the 
invention and the logical relationships and data How among 
them, are illustrated. 

[0019] This invention is concerned With the translation of 
FILTER statements 100 to a 6-tuple representation 124, and 
the interpretation 126 of the 6-tuples 124 as IP datagrams 
?oW through the OS kernel 120. FILTER (and other rule) 
statements 100 are processed by rule compiler 102. An 
output of a ?rst invocation 104 of the rule compiler 102 is 
tWo sets of ?les, s-rule ?les 106 and i-rule ?les 108. These 
?les 106, 108 contain the binary form of the rules in image 
format (in i-rule ?les 108) or retain some symbolic infor 
mation (in s-rule ?les 106). An ‘i’ or ‘s’ rule ?le 106, 108 is 
generated for each physical interface for Which there are 
rules. Later, When the interface is started in response to start 
TCP interface (STRTCPIFC) command processing 110, a 
second invocation 114 of rule compiler 102 completes 
resolution of s-rule ?les 106. As is represented by step 122, 
the resolved rules are loaded to OS kernel 120 in the form 
of 6-tuples. A key part of loading in the kernel is to resolve 
the various relative and symbolic addresses in 6-tuples to 
absolute addresses. Thereupon, 6-tuples 124 are ready to be 
used by ?lter interpreter 126 as IP datagrams enter and leave 
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the system via device drivers 130 to input/output processor 
(IOP), not shown. In a speci?c embodiment, IOPs provide 
the actual physical interface to a system, and a network cable 
of some type plugs into an IOP. Each IOP is represented 
Within the OS kernal by a physical interface control block. 
Filter interpreter 126 communicates With such IOPs through 
device driver code 130 residing Within kernal 120. Transport 
protocols 128 (such as TCP, UDP) are accessed by ?lter 
interpreter 126 is processing 6-tuples 124. 

[0020] Both image rules (irules) 108 and symbolic rules 
(srules) 106 are in 6-tuple form, Which is the output of rule 
compiler invocation 104, Which is further described hereaf 
ter in connection With Table 2. Both irules 108 and srules 
106 go through an address resolution during load 122, of the 
?rst tWo elements of their tuples. HoWever, the srules 106 
have an additional resolution that occurs during the compiler 
call 114 in connection With 122 load, but outside of kernal 
120. That additional resolution is required to change certain 
of their value1 206 or value2 208 elements from symbolic to 
actual values (IP addresses.) 

[0021] FIG. 2 shoWs the FILTER rule statements 100 as 
entered by the system administrator and seen by rule com 
piler 102. Three example rules 140, 142 and 144 are shoWn. 
The ?rst tWo, rules 140 and 142, are explicitly entered by the 
system administrator, and the last, rule 144, called the 
‘default deny’ rule, is generated automatically by rule com 
piler 102. 

[0022] Rule 1 140 for ?lter set f1 includes ACTION= 
PERMIT 150, and selectors DIRECTION=* 152(read * as 
“splat”, Where * means “any”), source address 
SRCADDR=* 154, destination address DESTADDR=* 156, 
and protocol PROTO=TCP 158. 

[0023] Rule 2 142 for ?lter set f1 includes ACTION= 
PERMIT 160, and selectors DIRECTION=* 162, 
SRCADDR=* 164, DESTADDR=* 166, PROTO=UDP 
168, source port SRCPORT={161,162}170, destination port 
DESTPORT={161,162}172, and journal JRN=ON 174. 

[0024] Rule n 144 for ?lter set f1 includes ACTION= 
DENY 180, and selectors DIRECTION=* 182, 
SRCADDR=* 184, DESTADDR=* 186, and PROTO=* 
188. 

[0025] Rules 140, 142 and 144 are logically processed 
top-to-bottom for each IP packet 128; so for each packet 
128, if the IP packet matches the rules tests (all selectors for 
a rules ?lter set 140, 142 or 144), then the ACTION 150, 160 
or 180 speci?ed by the rule is taken (for rule 1 140, the 
PERMIT action 150 means ‘alloW the IP packet to con 
tinue’). If a given IP packet 128 does not match the ?rst rule 
140, it is checked against the next rule 142, and so on, until 
the last rule 144. The default deny rule 144 alWays matches 
any IP packet and has ACTION 180 of deny, Which means 
the IP packet 128 is discarded (not alloWed to continue). 

[0026] So, the general approach in ordering FILTER rules 
146, is to Write rules Which alloWed desired IP traf?c to 
continue. Any IP packets not matched by some explicit 
PERMIT rule 140, 142, Will be discarded by the default deny 
rule 144. 

[0027] In FIG. 2, ?rst ?lter rule 140 Will alloW all TCP IP 
datagrams, from any source, to any destination; and second 
?lter rule 142 Will alloW UDP traffic if the source port or 
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destination port is 161 or 162. These are Well-knoWn ports 
for SNMP (Simple NetWork Management Protocol), so this 
rule alloWs SNMP traf?c (as an example). The SET name 
(‘fl’) is used to associate FILTER rule sets With speci?c 
physical interfaces via a FILTER_INTERFACE statement 
(not shoWn). With this statement, a speci?c physical inter 
face (named as part of system con?guration) is given one or 
more ?lter sets. Since only the sets named are loaded for a 
physical interface, there is an inherent performance advan 
tage over the typical implementation Where there is only a 
single set of rules for the entire system. This means a 
separate copy of the ?lter rules is made for each interface, 
but the physical siZe of these rules is tiny, relative to system 
memory and performance gains of having focused rules. 

[0028] Referring to FIG. 3, the logical structure of each 
6-tuple includes operator 200, nextrule 202, offset 204, 
value1 206, value2 208 and value3 210: 

[0029] (operator, nextrule, offset, value1, value2, value3) 
[0030] Operator 200 represents a logical operation to be 
performed (e.g. tests such as ‘=’, ‘<=’, etc.). As generated by 
compiler 102 during invocation 104, this is a function index, 
that is resolved to a function pointer during invocation 114 
for loading to memory as 6-tuples 124 in OS kernel 120. 
(6-tuples 124 in FIG. 1 include some arbitrary number of 
6-tuples 198, FIG. 3.) Operators 200 are speci?c to a given 
byte length. That is, a 1-byte equality and 2-byte equality are 
different operators. 

[0031] Nextrule 202 is a pointer to the ?rst 6-tuple of the 
next rule in sequence, Which is another instance of 6-tuple 
198. As generated by rule compiler 102 during invocation 
114, this is an offset that is resolved to a physical memory 
location When loaded to memory. 

[0032] Offset 204 is a number that is the byte offset into an 
IP packet to a ?eld in that IP packet that Will be checked by 
this 6-tuple. 

[0033] Valuel 206 is the value to be compared against the 
?eld in the IP packet accessed by offset 204. With this tuple 
element, the logical operation of the 6-tuple can noW be 
expressed as “operand1,operator,operand2”. Operandl is 
obtained from the tuple element ‘offset’, operator is tuple 
element ‘operator’ and operand2 is tuple element ‘value1’. 
Hence, the tuple represents expressions such as these; 
‘source IP address, equals?, test address’. The nextrule 
tuple-element is resolved to point to another 6-tuple. 

[0034] Value2 208 is used in some tuples to represent 
additional or special actions for the tuple. In this preferred 
embodiment, as an example of such actions, a special 
additional action implemented via value2 is journaling. If set 
to 1 in the rule’s permit or deny tuple, then a journal entry 
is created outside kernal 120 that provides direct system 
administrator visibility to the ?lter action. This is used for 
debugging and verifying ?lter rules and for detecting pen 
etration attacks. The key information contained in each 
journal entry is: action taken (permit or deny), direction of 
IP datagram (inbound or outbound), source and destination 
IP addresses, source and destination port numbers, and the 
?lter rule number. This ?lter rule number is hoW the cus 
tomer knoWs exactly Which FILTER statement the journal 
entry applies to—the compiler 102 generates these numbers 
(not shoWn) and the GUI provides the system administrator 
access to this listing of all the rules With their numbers. The 
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rule number is in value3 210 of the tuple. Alternatively, 
value3 210 may contain an IP subnet mask, applicable for 
some tuples. Acommon Way of representing TCP/IP subnets 
is by an IP address With a subnet mask. The mask is ‘anded’ 
(logically, bitWise) With the IP address. All IP addresses that 
are equal to the anded address after anding With the same 
mask are Within the subnet. An example: 9.130.693, 
255.255.255.* (sometimes Written as 9.130.69.*) refers to 
this range of IP addresses: 9.130.691 through 9.130.69255. 

[0035] Referring to FIG. 4, the set of 6-tuples 220, 222, 
224, 226, 230, 232, 234, 236 and 240 that correspond to the 
three ?lter rules 140, 142, 144 (FIG. 2), is shoWn. Table 1 
presents a second, or alternative, representation of these 
6-tuples. 

TABLE 1 

6-Tuples 

[0036] All 6-tuples have six elements, some of Which 
might be null (binary 0) or some other unused value. 

[0037] In table 1, ptr1 corresponds to pointer 252 in FIG. 
4, ptr2 corresponds to pointer 272, ptr3 to pointer 282, ptr4 
to pointer 292, ptr5 to pointer 302, and ptr6 to pointer 312. 

[0038] Of course, a direct in-memory form of 6-tuples 
does not contain “ ” or “,”, is not on separate lines, and is 
simply 28*n contiguous bytes of binary, Where n is the 
number of 6-tuples and 28 is the siZe, in this speci?c 
example, in 8-bit bytes (aka octets) of a 6-tuple. There is no 
effective limit on the number of FILTER rules 140, 142, 144 
customers may de?ne, nor on the resulting siZe of 6-tuples 
(the total length in bytes of 6-tuples 124). 

[0039] The diagram of Table 1 and FIG. 4 does not shoW 
the resolution of operators. Each of the operators shoWn 
(1byte=250, 270, 2bytes=280, 290, 300, 310, permit 260, 
deny 330) is actually a function pointer to a C++ entry point. 
The operator functions take as their single argument, a 
pointer to the 6-tuple that contains their function pointer and 
returns 1 (or, true—that is, the logical test speci?ed by the 
6-tuple is true), 0 (or, false—the logical test failed), 2 for 
permit and 3 for deny. Thus, the function argument is a 
pointer to the 6-tuple. Referring to the example of FIG. 4, 
the argument to 1byte=(?eld 250) is 220 (or a pointer to 
6-tuple 220.) The function argument for permit (?eld 260) is 
222 (that is, a pointer to 6-tuple 222), and so forth. This neat 
scheme simpli?es the de?nition and use of these functions 
250, 260, . . . by ?lter interpreter 126, and keeps the 
interpreter small. 

[0040] The point of resolving function 200 and nextrule 
202 indexes upon 6-tuple load 122, is to improve perfor 
mance. The resolution is done once, on load 122, and then 
does not need to be done for each IP packet 128 as it is 
processed. 

[0041] In FIG. 4, the elipses folloWing 6-tuples 226, and 
236, denote that additional, arbitrary numbers of 6-tuples 
folloW, and these elipses correspond to elipses in FIG. 2. 
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Thus, 6-tuple representations are provided in FIG. 4 for all 
rules shoWn in FIG. 2. The correspondence betWeen FIL 
TER statements 140, 142, and 144 and the 6-tuples in FIG. 
4 is as folloWs: 140—>220, 222; 142—>224, 226, 230, 234, 
234, 236; and 144->240. 

[0042] The values 9, 20, 22 in the offset tuple elements 
254, 284 and 304, respectively, are the byte offset into an IP 
datagram at Which the appropriate ?eld is found. 9 corre 
sponds to (is the offset to) the protocol ?eld in an IP 
datagram. Similarly, 20 corresponds to source port and 22 
corresponds to destination port. The values in tuple element 
value1 (?elds 256, 276, 286, 296, 306 and 316) are 6 (TCP), 
20 (UDP), and so forth. 

[0043] Each FILTER statement 100 (examples including 
140, 142, and 144) belongs to a named set. In this example, 
the only set shoWn is the set named ‘f1’. All rule statements 
100 are partitioned by physical interface (IOP). The cus 
tomer (system administrator) uses a FILTER_INTERFACE 
statement to bind a set of rules to a particular physical 
interface. (See FIG. 7 in US. Patent application S/N , 
?led , assignee docket number EN998067.) This gives 
an inherent performance advantage over having a single set 
of ?lter rules for the entire system, since only the required 
rules need be de?ned for each physical interface. In pro 
cessing each datagram, ?lter interpreter 126 is given the 
?lter rules that apply to a given physical interface. For 
outbound datagrams, the routing function has already deter 
mined What physical interface Will be used. For inbound 
datagrams, the rules used are those associated With the 
physical interface that the datagram arrived on. 

[0044] The key portions of the invention are: 

[0045] First, processing the FILTER rule statements 
146 to generate the 6-tuple form 198 of the ?ltering rule 
100, 140, . . . . 

[0046] Second, loading and resolving relative & sym 
bolic indexes 202, 204 in 6-tuples. 

[0047] Third, interpreting the 6-tuples 124 for each IP 
datagram 128. 

[0048] Fourth, operating ?lter rule interpreter 126 to 
call certain operator functions. 

[0049] Tables 2-5 are pseudo-code (C++—like syntax) 
descriptions of these functional steps. 

TABLE 2 

Processing FILTER Statements 

1 // Processing FILTER statements to generate 6-tuples 
2 create tuple buffer to hold constructed 6-tuples; 
3 set ‘nextbyte’ to beginning of tuple buffer; 
4 While (more rule statements exist in ?le) { 
5 if (rule statement is a FILTER statement) { 
6 for (each logical condition in statement) { 
7 construct 6-tuple for condition; 
8 copy to ‘nextbyte’ of tuple buffer; 
9 increment tuple buffer ‘nextbyte’; 

1O 
11 construct ?nal ‘action’ 6-tuple; 
12 copy to ‘nextbyte’ of tuple buffer; 
13 increment tuple buffer ‘nextbyte’; 
14 for (each 6-tuple generated for this FILTER rule) { 
15 set ‘nextrule’ tuple element = 
16 tuple buffer nextbyte’; 
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TABLE 2-continued 

Processing FILTER Statements 

17 } 

19 else {/* process statement as usual*/ } 

21 Write s-rule or i-rule ?le for each physical interface; 

[0050] 

TABLE 3 

Loading and Resolving 6-tuple Indexes 

1 // Load & resolve 6-tuple indexes 
2 if (loading s-rule ?le) { // function in OS, above 
3 // kernal 
4 for (each symbolic address) { 
5 get offset from index table; 
6 change offset to actual IP address; 
7 }~ 
8 }~ 
9 load rules to kernel; 

10 for ( every 6-tuple ) { // function in OS, in kernal 
11 replace operator index With pointer to function; 
12 compute pointer to next rule based on nextrule value; 
13 replace nextrule value With computed pointer; 
14 } 

[0051] 

TABLE 4 

Interpreting 6-tuples 

1 // Interpreting 6-tuples 
2 // code is invoked for each IP datagram 
3 obtain tuple pointer to 1st 6-tuple; 
4 While (1) { 
5 result = call operator function ( 6-tuple, datagram ); 
6 if ( result is false ) set tuple pointer to nextrule; 
7 else if ( result is true ) set tuple pointer to next 
8 tuple; 
9 else break; // leave While loop 

10 
11 if ( tuple value2 is 1 ) generate journal entry for IP 
12 packet; 
13 return result; // caller does actual permit or deny 
14 // action 

[0052] 

TABLE 5 

Representative Operator Functions 

1 bool 1byte=(6tuple,packet){return byte at 
2 packet.6tuple.offset == byte 6tuple.value1;} 
3 bool permit(6tuple,packet) {return true;} 
4 bool 2byte=( 6tuple,packet) {return 2bytes at 
5 packet.6tuple.offsett== 2bytes at 6tuple.value1;} 
6 bool deny( 6tuple,packet) {return false; } 

ADVANTAGES OVER THE PRIOR ART 

[0053] It is an advantage of the preferred embodiment of 
this invention that an improved, very fast IP packet ?ltering 
method and system is provided. 
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ALTERNATIVE EMBODIMENTS 

[0054] It Will be appreciated that, although speci?c 
embodiments of the invention have been described herein 
for purposes of illustration, various modi?cations may be 
made Without departing from the spirit and scope of the 
invention. In particular, it is Within the scope of the inven 
tion to provide a memory device, such as a transmission 
medium, magnetic or optical tape or disc, or the like, for 
storing signals for controlling the operation of a computer 
according to the method of the invention and/or to structure 
its components in accordance With the system of the inven 
tion. 

[0055] Accordingly, the scope of protection of this inven 
tion is limited only by the folloWing claims and their 
equivalents. 

We claim: 
1. A method for generating, from user-entered rules, 

?ltering rules for execution in an operating system kernal to 
?lter an IP packet received at a physical interface to said 
operating system kernal, comprising the steps of: 

compiling said user-entered ?ltering rules into sets of 
binary symbolic and image ?les, With one said set for 
each said physical interface for Which there exist said 
user-entered rules; 

upon starting said physical interface to said operating 
system kernal, 

resolving ?ltering rules in said symbolic ?le to form 
resolved 6-tuple ?ltering rules in image format, and 

loading to said operating system kernal said resolved 
6-tuple ?ltering rules and 6-tuple ?ltering rules from 
said image ?le; 

said 6-tuple ?ltering rules in image format including an 
operator ?eld and, selectively, a next rule ?eld, an 
offset ?eld and Zero or more parameter value ?elds; 

said operator ?eld comprising a function index that is 
resolved to a function pointer upon being loaded to 
memory in said operating system kernal; 

said next rule ?eld selectively comprising a pointer to 
a ?rst 6-tuple of a next rule; 

said offset ?eld selectively representing an offset into 
an IP packet to be checked by this 6-tuple; and 

a ?rst said parameter value ?eld comprising a value to 
be compared against the ?eld in said IF packet 
accessed by said offset ?eld. 

2. The method of claim 1 Wherein said function and next 
rule indexes are resolved upon 6-tuple load to said operating 
system kernal, Whereby resolution is done once and need not 
be done for each IP packet as it is processed. 

3. Method for ?ltering IP packets received from a caller 
at the physical interface to an operating system kernal, 
comprising the steps of: 

processing FILTER rule statements entered by a user in a 
rules ?le to generate 6-tuple ?ltering rules, each said 
6-tuple ?ltering rule including an operator index; 
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resolving relative and symbolic indexes in said 6-tuples 
?ltering rules to form resolved ?ltering rules and load 
ing said resolved ?ltering rules to said operating system 
kernal; and 

interpreting said resolved ?ltering rules for each IP packet 
received at said physical interface. 

4. The method of claim 3, said processing step comprising 
the further steps of: 

creating a tuple buffer to hold constructed 6-tuples; 

setting a next byte pointer to the beginning of said tuple 
buffer; 

While more ?lter rule statements exist in said rules ?le, if 
the next rule is a ?lter statement, for each next logical 
condition in said ?lter statement, 

constructing a 6-tuple for said next logical condition, 
copying said 6-tuple to said tuple buffer at the 
location set by said next byte pointer, and increment 
ing said next byte pointer; 

constructing a ?nal action 6-tuple and copying said ?nal 
action 6-tuple to said tuple buffer at the location set by 
said next byte pointer, and incrementing said next byte 
pointer; 

for each 6-tuple generated for this ?lter rule, setting the 
next rule tuple element to point to the next 6-tuple in 
said tuple buffer. 

5. The method of claim 4, said resolving and loading steps 
further comprising the steps of: 

for each 6-tuple generated for this ?lter rule, 

replacing said operator index With a pointer to a cor 
responding function; 

computing a next rule pointer to the next rule based on 
said next rule tuple element; and 

replacing said next rule tuple element With said next 
rule pointer. 

6. The method of claim 5, said interpreting step compris 
ing the further steps of: 

obtaining tuple pointer to 1st 6-tuple; 

While operator function returns a value of true, 

calling the operator function of the tuple designated by 
said tuple pointer, passing as the parameters to said 
operator function the 6-tuple pointed to by said tuple 
pointer; 

responsive to said operator function returning a value 
of false, setting said tuple pointer to point to the next 
rule and leaving this While loop; 

responsive to said operator function returning a value 
of true, setting said tuple pointer to the next 6-tuple 
and continuing this While loop. 

7. The method of claim 6, this While loop of said inter 
preting step comprising the further steps of: 

responsive to the 6-tuple pointed to by said tuple pointer 
including a journal entry parameter Which evaluates as 
true, generating a journal entry for said IF packet; and 
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returning a result value to said caller selectively for 
permitting or denying the action requested in said IP 
packet. 

8. A system for ?ltering IP packets received from a caller 
at the physical interface to an operating system kernal, 
comprising: 

a ?rst compiler function for processing FILTER rule 
statements entered by a user in a rules ?le to generate 
6-tuple ?ltering rules, each said 6-tuple ?ltering rule 
including an operator index; 

a second compiler function for resolving relative and 
symbolic indexes in said 6-tuples ?ltering rules to form 
resolved ?ltering rules and loading said resolved ?l 
tering rules to said operating system kernal; and 

said operating system kernal being operative for inter 
preting said resolved ?ltering rules for each IP packet 
received at said physical interface. 

9. A program storage device readable by a machine, 
tangibly embodying a program of instructions executable by 
a machine to perform method steps for ?ltering IP packets 
received from a caller at the physical interface to an oper 
ating system kernal, said method steps comprising: 

processing FILTER rule statements entered by a user in a 
rules ?le to generate 6-tuple ?ltering rules, each said 
6-tuple ?ltering rule including an operator index; 

resolving relative and symbolic indexes in said 6-tuples 
?ltering rules to form resolved ?ltering rules and load 
ing said resolved ?ltering rules to said operating system 
kernal; and 

interpreting said resolved ?ltering rules for each IP packet 
received at said physical interface. 

10. An article of manufacture comprising: 

a computer useable medium having computer readable 
program code means embodied therein for ?ltering IP 
packets received from a caller at the physical interface 
to an operating system kernal, the computer readable 
program means in said article of manufacture compris 
mg: 

computer readable program code means for causing a 
computer to effect processing FILTER rule state 
ments entered by a user in a rules ?le to generate 
6-tuple ?ltering rules, each said 6-tuple ?ltering rule 
including an operator index; 

computer readable program code means for causing a 
computer to effect resolving relative and symbolic 
indexes in said 6-tuples ?ltering rules to form 
resolved ?ltering rules and loading said resolved 
?ltering rules to said operating system kernal; and 

computer readable program code means for causing a 
computer to effect interpreting said resolved ?ltering 
rules for each IP packet received at said physical 
interface. 


